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{ 

  "type": "object", 

  "properties": { 

    "targetIp": { 

      "type": "string", 

      "description": "IP address or hostname of the target device(s). Supports wildcards (e.g., 5.0.*.*)." 

    }, 

    "credentials": { 

      "type": "object", 

      "description": "Object containing protocol-specific credentials.", 

      "properties": { 

        "snmpv2c": { 

          "type": "object", 

          "description": "SNMPv2c credentials.", 

          "properties": { 

            "read": { 

              "type": "string", 

              "description": "SNMP Read Community" 

            } 

          }, 

          "required": ["read"] 

        }, 

        "snmpv3": { 

          "type": "object", 

          "description": "SNMPv3 credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "SNMPv3 User" 

            }, 

            "authAlgorithm": { 

              "type": "string", 

              "description": "Authentication Algorithm (optional)" 

            }, 

            "authPassword": { 

              "type": "string", 

              "description": "Authentication Password (required if authAlgorithm is provided)" 

            }, 

            "privacyAlgorithm": { 

              "type": "string", 

              "description": "Privacy Algorithm (optional)" 

            }, 

            "privacyPassword": { 

              "type": "string", 

              "description": "Privacy Password (required if privacyAlgorithm is provided)" 

            }, 

            "engineId": { 

              "type": "string", 



              "description": "SNMP Engine ID (optional)" 

            } 

          }, 

          "required": ["user"] 

        }, 

        "sshv1": { 

          "type": "object", 

          "description": "SSHv1 credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "Username" 

            }, 

            "password": { 

              "type": "string", 

              "description": "Password (optional if enablePassword is provided)" 

            }, 

            "enableUser": { 

              "type": "string", 

              "description": "Enable Username (optional)" 

            }, 

            "enablePassword": { 

              "type": "string", 

              "description": "Enable Password (required if password is not provided)" 

            }, 

            "port": { 

              "type": "integer", 

              "description": "Port (optional, default = 22)" 

            } 

          }, 

          "required": ["user"] 

        }, 

        "sshv2": { 

          "type": "object", 

          "description": "SSHv2 credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "Username" 

            }, 

            "password": { 

              "type": "string", 

              "description": "Password (optional if enablePassword is provided)" 

            }, 

            "enableUser": { 

              "type": "string", 

              "description": "Enable Username (optional)" 

            }, 

            "enablePassword": { 

              "type": "string", 

              "description": "Enable Password (required if password is not provided)" 

            }, 

            "port": { 

              "type": "integer", 

              "description": "Port (optional, default = 22)" 

            } 

          }, 

          "required": ["user"] 

        }, 



        "telnet": { 

          "type": "object", 

          "description": "Telnet credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "Username" 

            }, 

            "password": { 

              "type": "string", 

              "description": "Password (optional if enablePassword is provided)" 

            }, 

            "enableUser": { 

              "type": "string", 

              "description": "Enable Username (optional)" 

            }, 

            "enablePassword": { 

              "type": "string", 

              "description": "Enable Password (required if password is not provided)" 

            }, 

            "port": { 

              "type": "integer", 

              "description": "Port (optional, default = 23)" 

            } 

          }, 

          "required": ["user"] 

        }, 

        "http": { 

          "type": "object", 

          "description": "HTTP credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "Username (optional)" 

            }, 

            "password": { 

              "type": "string", 

              "description": "Password (optional)" 

            }, 

            "port": { 

              "type": "integer", 

              "description": "Port (optional, default = 80)" 

            } 

          } 

        }, 

        "https": { 

          "type": "object", 

          "description": "HTTPS credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "Username (optional)" 

            }, 

            "password": { 

              "type": "string", 

              "description": "Password (optional)" 

            }, 

            "port": { 

              "type": "integer", 



              "description": "Port (optional, default = 443)" 

            } 

          } 

        } 

      }, 

      "additionalProperties": false 

    } 

  }, 

  "required": ["targetIp", "credentials"], 

  "additionalProperties": false 

}

 



Over deze vertaling
Cisco heeft dit document vertaald via een combinatie van machine- en menselijke
technologie om onze gebruikers wereldwijd ondersteuningscontent te bieden in hun eigen
taal. Houd er rekening mee dat zelfs de beste machinevertaling niet net zo nauwkeurig is als
die van een professionele vertaler. Cisco Systems, Inc. is niet aansprakelijk voor de
nauwkeurigheid van deze vertalingen en raadt aan altijd het oorspronkelijke Engelstalige
document (link) te raadplegen.


