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TCP XE (G X E B XE RS)E s/ 7HE = 95y T
o & £, 4 TCP:<xxx>¥} 1 TCP:<xxxiyyy>= 7Hd = A H5 Yt
e Ao ® EAA S JEste] A Fd(cfgxml)ol A o] v WSS 4T = dFUTh
<Firewall Config ua="na">NO ICMP PING</Firewall Config>
G4 e A g SHEY
o} & 3} H= LA
= R e o
A7 TLS e Ze] Al o] el Abg 5= 45 255 AAE F dFUth A4 d st 552 TLS
TR RIS AGFERE ofZe Aol el 4Rk A8r] o) TLS o HelAlo] Mol = thgo]

gy,

- 17 CA 2 H] A

* E911 7| 2] 914]

« H 9o} /Cisco | =A 1ol =

 LDAPS

* LDAP(StartTLS)
ARl TR E
s B2INTERE
A gEERE
« TEH A
cHIMPRE
*PRT 2=

* TLSE &3 SIP
* TR-069

* WebSocket API
« XML A H] 2

« XSI A H] 2
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TR-069 "] 7} ¥ 9*(Device.X CISCO SecuritySettings.TLSCipherList) 32T T4 I} (cfg.xml)= AF-&
st s AFS AR T AFHTE 74 FAdA oS FA o2 FAEE JEFY
<TLS_Cipher List ua="na">RSA:!aNULL:!eNULL</TLS Cipher List>

Al ZFat7] el

A7) e §) HolA AA 2~ Hshr] ) Qe H o] 2~ HA 0] Y-85 FFs 4] Al .

EZEZAA

(RUBNR)

RSA:!aNULL: !eNULL
RSA Q1SS AHE-8h= o2& 4% 2w& A dshA vt 4353} 5

e Alelg .

puet

A= ATetA &= st 13

522 https://www.openssl.org/docs/man1.1.1/manl1/ciphers.htmlol] 73 2] H 3
Utk A 3k7]0ll A OpenSSL ) s o] Aol L H o st EAd & 25 A/
‘3} A== EAG e A= AL E = dast A4, 16 F o] A 9] W&

= hed o EE 229 go] 9t A S EE 4E 1§ fFel Aol He] n
oo 3w AR gro] = A5 AN AN A e 1F L TS

A A BHTTPS) of Z2] 7l o]l v 428t 155 AHE Sy
* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES128-GCM-SHA256
- AES256-SHA
* AES128-SHA

* DES-CBC3-SHA

« XMPPE ¢} 3} = HIGH:MEDIUM: AES : QSTRENGTHS AF-8-3 U T),

s curl ZFo] B 28] & AF-&3}+ SIP, TR-069 & 7| E} o Z 2] Alo| A& 7| & o} 5 &
o 72 4o Tx G el = Ashr 7F A Yk v dEst 5] A YT

DEFAULT Cipher Suites (28 suites):
ECDHE ECDSA WITH AES 256 GCM SHA384
ECDHE RSA WITH AES 256 GCM SHA384
DHE RSA WITH AES 256 GCM SHA384
ECDHE ECDSA WITH CHACHA20 POLY1305 SHA256
ECDHE RSA WITH CHACHA20 POLY1305 SHA256
DHE RSA WITH CHACHA20 POLY1305 SHA256
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ECDHE _ECDSA WITH AES 128 GCM SHA256
ECDHE RSA WITH AES 128 GCM SHA256
DHE RSA WITH AES 128 GCM SHA256
ECDHE _ECDSA WITH AES 256 CBC SHA384
ECDHE RSA WITH AES 256 CBC SHA384
DHE RSA WITH AES 256 CBC_ SHA256
ECDHE _ECDSA WITH AES 128 CBC SHA256
ECDHE RSA WITH AES 128 CBC SHA256
DHE RSA WITH AES 128 CBC_ SHA256
ECDHE ECDSA WITH AES 256 CBC SHA
ECDHE RSA WITH AES 256 CBC SHA

DHE RSA WITH AES 256 CBC_ SHA

ECDHE ECDSA WITH AES 128 CBC SHA
ECDHE RSA WITH AES 128 CBC SHA

DHE RSA WITH AES 128 CBC_ SHA

RSA WITH AES 256 GCM SHA384

RSA WITH AES 128 GCM SHA256

RSA WITH AES 256 CBC_ SHA256

RSA WITH AES 128 CBC_ SHA256

RSA WITH AES 256 CBC_ SHA

RSA WITH AES 128 CBC_ SHA

EMPTY RENEGOTIATION INFO SCSV
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DEFAULT kECDHE, EECDH CAMELLIA128, CAMELLIA256,
CAMELLIA

COMPLEMENTOFDEFAULT kECDHE, EECDH CHACHA20

ALL ECDH SEED

COMPLEMENTOFALL AECDH MD5

HIGH aRSA SHA1, SHA

Medium aDSS, DSS SHA256, SHA384

eNULL, NULL aECDSA, ECDSA SUITEB128, SUITEB1280ONLY,
SUITEB192

aNULL TLSv1.2, TLSv1, SSLv3

kRSA, RSA AES128, AES256, AES

kDHE, kEDH, DH AESGCM
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<MediaSec Request 1 wua="na">Yes</MediaSec Request 1 >
+ A3k7] 4 QIE o] ol A o] BEE Yes = NoZ A FH v
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<MediaSec Over TLS Only 1 ua="na">No</MediaSec Over TLS Only 1 >|
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385 gk ooy &
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Cisco IP 3} 7]s use Cisco Discovery Protocol (CDP) to identify the LAN switch and determine parameters
such as VLAN allocation and inline power requirements. CDP= 242 A4 ¥ $] F g o] -2 2 H 3}

A] &5 YT}, Cisco IP A 3}7]= EAPOL 3| A= A~F Wl AYF Xﬂ*?ﬂ"/l‘ﬂr o] WlAUFE &3l Cisco
P A3}7]9 JZAH —rJELi:Eﬂ o] -2 LAN 29| 2] 2] 802.1X 915 &kl Al EAPOL ¥ A A & A &g
b s 22w AY S ES Al A %5171 A ol E <l Ei%Ei 15et7] f18l 1p H 51717}
LAN 2917 2 25844 2% g,

Cisco IP 1 3}7] &= = A] EAPOL 210~ WAYUSTE AlgdUth 242 A4 ¥ PCollA] 1P W &}
719ke] AA S FE, LAN 291X &} 1P [ 317] Alel o] | A& FX] 5 7] wfiZol LAN =9 %= &

AA HA ZAE EAA HFUT M ES A F 2] EHA G5 1P s e iEY
PCE t] 213l 29 %o EAPOL 2123 WA X & A5t 28] H LAN 29 X oA T2~ EHY
PColl th3k 915 58 X F Tk
802.1X A1 5S APt v & 2 7k A 2 47 H e g
e Cisco IP A1 3}7]: A3l7] ol A U EH T AA~ 23S A ZetU ), Cisco IP A 317] o &= 802.1X
AT 2 A7 AFUTLE o] 15 2 HAE B MEY A A A= 1P A 317 2] LAN 29 %] &
E A4S Aojguct A A A3br] 802.1X 15 2 AF ] ~= U E L A <150 EAP-FAST

2 EAP-TLS 5418 AF&SHY o}

* Cisco Secure Access Control Server(ACS)(5:+= 71 EF EFAL Q15 A H)): Q15 Al ¥ oF A 817] 7} 25
A7 5 dFote & v = A HofoF

+ 802.1XZ A Y3 LAN: 29 2= 215 @ A2 2HF3lo] [ 3l7] ¢} 15 Au] Alo]o] HA] %]
2 Agst = sy ko] Fubd A9 A= U EY T g M3l AAAE FE e A
gyt

802.1XE T8t W vk &2 A& SR oF T
« A3k7]o A 802.1X 152 EAstelr] Holl, WA vE 4 245 YT
1=

P PC EE T4:802.1X F 2 VLANS 3LefahA] 97] wjio] 54 29 %] EEof A
AFFES AAFUT et A 29 WE Rl 9152 A U3
PC EES] AAT F A o] ¥ 2901 TAANA AP,

eolQ: A7} 2 ETEA o] 79 802.1X = AXE A DshA =i, 802.1X
150 &gt o PC ZEE H| A g}l oF YT o] ZEE v| & 31A] -2 el of A
Uzol PCo} A8t AL sFH, 29 X ol A [ st7|9f PC BF-o Hlsh U ES A AA =5 A

P,

e &4 VLAN T74:802.1X 250 2 VLANo| AWz gkom g ~Qx XYL V|Fo0 7 o] A
S A8 o YTk
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« A8t HE R 9] Q15 A Pte AYAE AL Fold, A% 54 VLANS A&
F AHFUY

« N1 A3} A9 X0l A HE| =<l 9158 X AlA] oW 34 VLANS H| &4 3l ar
715 VLANeO| 3 L E &3S 118314 A 2

802.1X 1= &4 3}

A3}7]o A 802.1 X 5SS 8HE 4= AUt 802.1 X 21 50] A4 8h¥d 18] = 802.1 X 915
S AR W EY A A 25 A HFTh 802.1 X Q155 111 H317] o) A CDPE AF-&-3Fo] VLAN
LUES A A= AS5FUnh d3s7] shd vlyrell A ERRA FelE & 7% Syt

l

L EAA

H
« A3}7] 4 Qe o] 20 H Voice> System% 1 €13} 31 Enable 802.1X Authentication 2 == Yes
=3
1

<Enable 802.1X Authentication ua="rw">Yes</Enable 802.1X Authentication>

o A 3}7] 0 A OHEEM]OW ED- vES T 74 > ol 1A >8021X %S FEUY ¢
e, el M ES AL8-5te] x| Q1F Aes A& Adsta Al &S FEU T

S 2 (A8 A ERAH FHE A stel the FE-S Fth
CENAA ALE: 802 1x A5 0] A E AT T e o] B 4 A,
L Q1% % AT Al 2T A9 F9L by,
L 159: A8h717E 55 S-S thebi e,
M1 EY3HE: 802.1x Q1 0] A 3710 A A 8hE ) k2 vheba e,
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olN

mﬂ

« TREF:802.1x 9150l AHE ¥ = EAP WM =5 FA| U T LR EZ2 EAP-FAST B
EAP-TLS® < 3154t

GA3 HEE FEA WS F8duh

EERRERE

EEA M E ARE St HekS FSEE a7 AA S = sy 54 M E = g o
AU Abolo| A et kS ity Aol A or Sayd A7 Aboly 4=y
B A3 & Hashs 254 AW E S JH Yol ddgunt
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G2 HTTP 25 4] A AlHo| A &7 Abake] el 25 ) me shebn) el o} 7] e} shep] e & 443
o AR A g wAe A Al g F o

973 the A F ShuE Sagy

« TEA] RET}ALE:

+ A5 714 AH-(WPAD)e] €91 7%, 57} 2glo] W54 ekl Tk 43H7] = WPAD(H)
S 54 A% 7 4) X2 e o)a) PACCERA AF 47) A& AF oz A G

« A5 7141 AL§(WPAD)°] oh] 2.1 7%, PAC URL O] &% URLS 92 g v,
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Ast7] e A PAC(EZFA] A5 A7) Y& A5 02 A8k LA A
HE AUt} o] Lo M= WPAD(H] T2 AHs A T2 EFS
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AHE-3Fe] PAC 9 & A A 4] ofu W PAC 911 9] fr &3 URLS 576 &

2 JEEA] o B2 AT F AFHTh
spepu| el o] Bgk 2AAI S W& A A A(WPAD) B PAC URL AH&-S 3
A 8.
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MB(EAEUY B 1P F4)9F ZHA] AW o] L ES F5 o= XA
oF gyt
stepu] ol e AA R WG ZHA| TAE B ZRA] LE S FFF5H
Al L.
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A3s}7] ol A HTTP Z5A] 7] 5& Bl 2/ 8t vt

O 5 stuE a3 g
* XML(cfg.xml)°] 9= A3} 4
Yt

<Proxy Mode ua="rw">0ff</Proxy Mode>

L
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e

+ A35h7] S )IF H o] oM ZHA| RES AEs Y 75 B 24
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g5 @ AE, 55 D 1]
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<Use Auto Discovery WPAD ua="rw">Yes</Use Auto Discovery WPAD >

« A3h7] g QA F o] 2ol A Fg ol upef o = oly 25 AE gy

E?i’

385 = gho 2ol a
7123k

PAC URL

PAC 3¢ ¢ URLY Y T}
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<PAC_URL
ua:"rw">http://proxy.department.branch.example.com/pac</PAC_URL>
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<Proxy Host ua="rw">proxy.example.com</Proxy Host>

.

M3E7] 41 UEjso] 2ol A EEHA] B o] IP F4 s S AEYYS 9 Y

Yo},

<Proxy Port ua="rw">3128</Proxy Port>
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<Proxy Server_ Requires Authentication
ua="rw">No</Proxy Server Requires Authentication>
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<Proxy Username ua="rw">Example</Proxy Username>
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<Proxy Password ua="rw">Example</Proxy Password>
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