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controller T1 1/0
framing esf

linecode b8zs

pri-group timeslots 1-24

7 2 PRIO) g A8 Q1 H o] 25 A Y EHTI/E]).
o) A

interface Serial 1/0:23

ip address none

logging event link-status none
isdn switch-type primary 4ess
isdn incoming-voicevoice

isdn bchan-number-order ascending
no cdp enable

GA 3 HEEA =2 A VXML ol Z8] Alo] A& 2 =3y,
o) A
10S W7 12.3(13) o] ol tigh A F4:

application service CCM
http://<Unified CM Publisher IP Addr>:8080/ccmivr/pages/IVRMainpage.vxml

o Al:
10S B4 12.3(12) o] 1 & W= 14

call application voice Unified CCM
http://<Unified CM Publisher IP Addr>:8080/ccmivr/pages/IVRMainpage.vxml
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VXML &A1 7} 9l FH T}

@7] 4 Cisco Unified Mobility o] Z 2] Al 0] A& A| 28] 914 | 2o A S EF tho] Y ¥
of| Al:
108 ¥ 12.3(13) o]l vl A= +4d:

dial-peer voice 58888 pots
service CCM (Cisco Unified Mobility VXML application)
incoming called-number 58888
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10S B A 12.3(12) o] Aol T3k W= A4
dial-peer voice 100 pots
application CCM (Cisco Unified Mobility VXML application)
incoming called-number 58888
(58888-> MVA(EHFY 54 A 2~) HE & e YT
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94 ax 22 @ ze nas Ao esel 14

dial-peer voice 101 voip

preference 1

destination-pattern <Mobile Voice Access DN>
session target ipv4:10.1.30.3

codec g71lulaw

dtmf-relay h245-alphanumeric

no vad

o A
. Z Unified Communications Manager2] A& 74 (2 2.3k 4 9-):

dial-peer voice 102 voip

preference 2

destination-pattern <Mobile Voice Access DN>
session target ipv4:10.1.30.4

codec g7l1llulaw

dtmf-relay h245-alphanumeric

no vad

o Qwkold Fojrt B81E FHAES o) n] T4 o} 3 MVA DN} A3k o] v
Ag F3% Bast sy

ol A|:

SIP Al o] E ¢l o] VoIP tho] & v ofol] th 3 A1 = +-4d:

dial-peer voice 80 voip

destination-pattern <Mobile Voice Access DN>
rtp payload-type nse 99

session protocol sipv2

session target ipv4:10.194.107.80

incoming called-number .T

dtmf-relay rtp-nte

codec g71lulaw
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application service CCM
http://<Unified CM Publisher IP Addr>:8080/ccmivr/pages/IVRMainpage.vxml

of| A:

10S W7 12.3(12) o] A 2] A& -4

call application voice CCM

http://<Unified CM Publisher IP Addr>:8080/ccmivr/pages/IVRMainpage.vxml

9] VXMLo] ¥ 7 12.2(11)°] F7F AA T ¥ 12.3(8), 12.3(9), 12.3(14)T1 2 12.2(15)°0 =
VXML A7} JHFY T}

7] 2 Cisco Unified Mobility o Z 2] Al o] A& Al =8l 4 HA| 2o AA == tho|d ol & 4 oh
o) A
10S ¥ 12.3(13) o] el o g ME 7+43:

dial-peer voice 1234567 voip

service CCM

incoming called-number 1234567

codec g711lu

session target ipv4:<ip address of call manager>

o A
10S ¥ A 12.3(12) o] d ol thet M2 43

dial-peer voice 1234567 voip

application CCM

incoming called-number 1234567

codec g711lu

session target ipv4:<ip_ address of call manager>

A 3 muke] S A 2~(MVA) DNO. 2 5 A 31617] ¢18k tho]d F]o] & F713 )
o A

< Unified Communications Manager2] A4 = 41:

dial-peer voice 101 voip

preference 1

destination-pattern <Mobile Voice Access DN>
session target ipv4:10.1.30.3

voice-class h323 1

codec g7l1llulaw

dtmf-relay h245-alphanumeric

novad
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dial-peer voice 102 voip

preference 2

destination-pattern <Mobile Voice Access DN>
session target ipv4:10.1.30.4

voice-class h323 1

codec g71lulaw

dtmf-relay h245-alphanumeric
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router (config) # interface GigabitEthernet0/0

router (config-if) # description "outside interface"

router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if) # duplex auto

router (config-if)# speed auto

router (config-if) # no shutdown

router#show ip interface brief (shows interfaces summary)

b) The HEE Agetel 4 R R A ES AT,
router(config)# ip route <dest_ip> < mask> < gateway_ip>
o

router (config) # ip route 10.10.10.0 255.255.255.0 192.168.1.1

@A 2 CAPF JISA1 & A 2 55381 LSCE AH&3to] IP A3V & A5 FY T
7] 3 Unified Communications Managerol| 4] CAPF S1 54 & 714 &1 T},
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hostname (config) # crypto pki trustpoint trustpoint name
hostname (config-ca-trustpoint)# enrollment terminal
hostname (config) # crypto pki authenticate trustpoint

Base64 179 CA JIFA & &+ WA A 7} YEF A thE- 2 =3k pem 19 o] BEGIN %! END 2}
A7} A B~ E S HAlsto] ol HUnh b2 1SA o dl&l] EAHE Wy
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A A 71 Q= ASA = A gy}
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Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned

Router (ca-trustpoint) # rsakeypair <name> 2048 2048

Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

Unified Communications Manager2] VPN X 23} o A &~ E [D 8213 &4 3131 2 el of] A]
SSC(AH7HA™ 54 E A8 ot

o :

Router> enable

Router# configure terminal

Router (config)# crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned

Router (config-ca-trustpoint) # f£gdn <full domain

name>Router (config-ca-trustpoint) # subject-name CN=<full domain
name>, CN=<IP>Router (ca-trustpoint) #authorization username
subjectname commonname

Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint)# end

23/ ¥ Q154 & Unified Communications Manager®l] 55314 T},
o :
Router (config) # crypto pki export <name> pem terminal

Eu)go A 8l A2 EZS EA}E1o] pem 3 2 A 43} AL Cisco Unified OS 32 S AR5}
Unified Communications Manager®l] ¢ 2 =3t}
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router (config) #webvpn install svc
flash:/webvpn/anyconnect-win-2.3.2016-k9.pkg

A5 VPN 7| 5& A3 o}
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username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9 encrypted

AnyConnectol] t} g 7 ] ASA AL 2.3

(RUBNURN AU

o] x5 AF-8-3l4 AnyConnectol] U] 3F ASA AL @715 =3},

ZRAA
A1 ASA 22X E o] A 8.0.4 ©] )¢} 31E = ASDMS A %] gt}
Al 2 . 3+% = AnyConnect 3 7] X & A x| gt}
73 o] A= &4 513t}

a) the P& AHgske] AA o9 V52 g

show activation-key detail

b) Z Q379 F7}SSL VPN Ml S AF-&-31o] Al gfo] Al 2~ & WEAL Linksys 21 8}7]1 & €44 sl o}

7l 4 th&3) o] 7] o] obyd URLS AHE-ate] BlE 135 4 sl ok Fuith

tunnel-group phonevpn type remote-access
tunnel-group phonevpn general-attribute
address-pool vpnpool
tunnel-group phonevpn webvpn-attributes
group-url https://172.18.254.172/phonevpn enable
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ciscoasa (config)# interface Ethernet0/0
ciscoasa(config-if) # nameif outside

ciscoasa(config-if)# ip address 10.89.79.135 255.255.255.0
ciscoasa(config-if)# duplex auto

ciscoasa(config-if)# speed auto

ciscoasa(config-if) # no shutdown

ciscoasa#show interface ip brief (shows interfaces summary)

by A4 A28 F2E AU
ciscoasa(config)# route <interface name> <ip_address> <netmask> <gateway ip>
of:
ciscoasa(config)# route outside 0.0.0.0 0.0.0.0 10.89.79.129
¢) DNSE T4 gtk
of:

ciscoasa(config) # dns domain-lookup inside
ciscoasa(config)# dns server-group DefaultDNS
ciscoasa (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6

A 2 Unified Communications Manager & ASA° E 23+ A1 SAM & AL 55T
Unified Communications Managerol| A th&- Q15AE 714 3 Ut}
* CallManager - TLS 3 = A|0] 7 5 Cisco UCM S QIS UTHE3 2= el 2Holvk F Q).
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ciscoasa(config) # crypto ca trustpoint trustpoint name
ciscoasa(ca-trustpoint)# enrollment terminal
ciscoasa(config)# crypto ca authenticate trustpoint name

Base 64 9179 CA Q1SA & A& atehs mAIA7F A 5 &=

S .pem IO HHAEE

BEGIN % END &3} 7 HAg ot vh& Q15 A o tisl] dAkE v oh

d) o
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ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config)# crypto ca trustpoint <name>
ciscoasa(ca-trustpoint)# enrollment self

ciscoasa(ca-trustpoint) # keypair <name>

ciscoasa(config)# crypto ca enroll <name>

ciscoasa (config) # end

Unified Communications Manager2] VPN X~ 2 3} o A] T~ E D &21-S8- 44 313t A Ef o] A]
SSCOA7MAI ™ 1% 4)2 A T

o :

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config) # crypto key generate rsa general-keys label <name>
ciscoasa(config)# crypto ca trustpoint <name>

ciscoasa(ca-trustpoint)# enrollment self

ciscoasa (ca-trustpoint)# fgdn <full domain name>
ciscoasa(config-ca-trustpoint)# subject-name CN=<full domain name>,CN=<IP>
ciscoasa(config)# crypto ca enroll <name>

ciscoasa(config) # end

A H 154 E Unified Communications Managerol|] 55314 T},

o :
ciscoasa(config)# crypto ca export <name> identity-certificate
Eujdo A 8l AE S HALELe] pem 3L 2 A 3}l Unified Communications Manager©l]

2=y,

T ok AF ASA T SoFS ALEEke] A2 U E 5 At
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ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9
encrypted

ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB attributes

ciscoasa (config-username) # vpn-group-policy GroupPhoneWebvpn
ciscoasa (config-username) #service-type remote-access
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