79

52

2022'4 3¢

20223 399 H]2F, Cisco S22 7|HE Al Bjd A9 98 Aol sk dH ol E:
o F7F ] A, 1 7o) #]

A

0ot e A2 oY B vt LEZ e 0o 2hE 5y
* Cyclops Blink
* FormBook
* Gamaredon

* MuddyWater

9 TS A9 E 91F B B A5 o,

Cyclops Blink

Cyclops Blinki A~ 7f & /‘]-—r [ L9~ Y ES A tuto] 25 8]+ 9HA Linux ELF 2 8 31 ¢
HER 4P U8 20l 1] S R T E LIS, N2 B0 E G ASUTI082), o8
F=HHE 4 1E%L$ AFYT C2 HH & AHE-3t T7]' Ras AR g syt ol
Adlol E X 2 4| 25(T1542.001)= 53 x]%*é% frAekaL, thE 2= ¢k 3Y S Linux APl &%

(T1059.004)S Zafl AUt 2 MZo| =P F4 U FEE HF B=o] 35 o] glHUTHTI571).
e olel 1P T4 R TET Fol C2 BAS TSR A28 B IE(T1562.004) & 5
g,

AF-8-A} 3L 7 o] A Cyclops Blink7F &) & $1=4] €<13}2 ¥ Cyclops Blink Threat Detail(Cyclops Blink
AY AT AR S5t A9 A dRolA dd AT ARE S A L

2022\ 39 .


https://attack.mitre.org/versions/v10/techniques/T1082
https://attack.mitre.org/versions/v10/techniques/T1542/001
https://attack.mitre.org/versions/v10/techniques/T1059/004
https://attack.mitre.org/versions/v10/techniques/T1571
https://attack.mitre.org/versions/v10/techniques/T1562/004
https://cta.eu.amp.cisco.com/ui/threats/4e90c6aa-0687-4f90-a024-bef2651ef4db
https://cta.eu.amp.cisco.com/ui/threats/4e90c6aa-0687-4f90-a024-bef2651ef4db
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Cyclops Blink
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Linux based malware targeting SCHO network devices

g 2

FormBook

| High Severity

~ | Confirmed 5+ affected assets in 5+ companies

Cyclops Blink is a malicious Linux ELF executable, targeting Small Office / Home Office network devices. It has 4 built-in modules,
allowing it to upload/download files, discover system information (T1082) and update malware version. More modules can be
installed upon C2 commands. It maintains persistence through firmware update process (T1542.001) and executes downloaded
files through Linux API calls (T1059.004). Each sample contains a list of IP addresses and port numbers (T1571). After execution,
it modifies system firewall (T1562.004) to enable C2 communication through these addresses and ports.

Category: Malware - botnet
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Personal data stealer

| High Severity

~ | Confirmed 5+ affected assets in 5+ companies

FormBook is an info stealer and form grabber that can exfilirate information from the infected device (TA0010). This malware is
distributed using spam emails with malicious attachments (T1566.001). FormBook is Malware-as-a-service, an attacker can buy
a PHP control panel, with customization options for features and settings. A newer version is also known as XLoader. The
malware can perform credentials access (TA0D0G), screenshots capturing (T1113), clipboard monitoring (T1115), keystrokes
logging (T1056.001), clearing browser cookies, downloading and executing files, rebooting and shutting down the system, and
more.

Category: Malware - data leak
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https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/techniques/T1113/
https://attack.mitre.org/techniques/T1115/
https://attack.mitre.org/techniques/T1056/001/
https://cta.eu.amp.cisco.com/ui/threats/feb9f759-a271-495d-868e-c9613358240a
https://cta.eu.amp.cisco.com/ui/threats/feb9f759-a271-495d-868e-c9613358240a
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Gamaredon
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Gamaredon Activity
Russian State Actor with Cyberespionage Capabilities

[ Critical Severity

Category:

~ | Confirmed 10+ affected assets in 5+ companies

Gamaredon, also known as Primitive Bear, is a nation state actor often targeting government organizations for Cyberespionage.
After rising tensions between Russian-Ukranian relations, group activities has been observed fo increase. Gamaredon often
leverages malicious office files (T1204.002) distributed through spearphishing (T1566.001) as first stage of their attacks. They are
known to use Powershell (T1059.001) beacon called PowerPunch to download and execute (T1204.002) malware for further
stages. Pterodo (S0147) and QuietSieve are popular malware families they deploy for stealing information (TA0010) and various
actions on objective.

Attack Pattern - malicious file communication
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https://attack.mitre.org/versions/v10/techniques/T1566/001
https://attack.mitre.org/versions/v10/techniques/T1204/002
https://attack.mitre.org/versions/v10/techniques/T1059/001
https://attack.mitre.org/versions/v10/techniques/T1204/002
https://attack.mitre.org/versions/v10/software/S0147
https://attack.mitre.org/versions/v10/tactics/TA0010
https://cta.eu.amp.cisco.com/ui/threats/d4b53f64-1769-444b-bfed-3e97c065d613
https://cta.eu.amp.cisco.com/ui/threats/d4b53f64-1769-444b-bfed-3e97c065d613
https://attack.mitre.org/versions/v10/techniques/T1566/001
https://attack.mitre.org/versions/v10/techniques/T1574/002
https://attack.mitre.org/versions/v10/techniques/T1059/001
https://cta.eu.amp.cisco.com/ui/threats/f9640128-d5a5-459b-8a86-5fe78fabc957
https://cta.eu.amp.cisco.com/ui/threats/f9640128-d5a5-459b-8a86-5fe78fabc957
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Activity related to MuddyWater
Malicious activity related to Muddy Water APT group

Critical Severity ~ | Confirmed 10+ affected assets in 5+ companies

Muddy Water is an APT group that seems to be based in Iran and has been active since 2017. The attack vector is usually spear-
phishing emails (T1566.001) to drop files in the victim's device. Some of the techniques used by Muddy Water includes side-

loading DLLs (T1574.002), use of PowerShell scripts (T1059.001). Muddy Water activities are related to espionage, stealing of
data and ransomware attacks.

Category: Attack Pattern - data leak
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