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https://api.cta.eu.amp.cisco.com
https://community.cisco.com/t5/security-blogs/global-threat-alerts-rest-api-is-now-released/ba-p/4425461#M2193

202196¢ |
. Secure Endpoint 53  tlo]| E

a8 1:014 1 913 &9 ©-A 7} Secure Endpoint =20 A o] Wl E & % A]F Ut}

¥ Global threat alerts Sality = file inf: ) communicating from 10.147.149.85 up Cognitive Incident 2021-07-01 03:01:21 UTC
L . i
" - ik Y Sality (Malware - file infector)
omments Thre: ion
Open alert detail in global threat alens &
Category Malware
oc First seen: 2021-07-01 02:51:59 UTC
curence Last seen: 2021-07-01 02:51:59 UTC
T demao_maria.summer
Username

Open asset detall in global threat alerts &
Local IP Addresses
Remote IP Addresses T 193.166.255.171

Known malicious hostnames

Security Events
Communicaticn with hostname edimelinet known to be indicative of Sality

‘We were not able to find a computer with connector installed for this event. Please <a href="/install_packages’><strong>install a connector</strong></a=.
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Dashboard Analysis ~ Outbreak Control .~  Management ~  Accounts Search Q
Dashboard
Dashboard Inbax Overview Events 10S Clarity

Connect SecureX

o v T

Refresh All O Auto-Refresh | - New Filter 30 days ~ || 2021-06-02 12:56  2021-07-02 12:56 |UTC
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atfialn
c‘,,clo Global Threat Alerts Alens  Threats  Asset - M
@ We're integrati sco SecureX! This replaces integration with Cisco Threat Response.
T ntage of the new features and continue using the casebook app, please authorize Cisco SecureX integration in Application Settings.
Alerts

Alerts pointing to risks on your network

Critical Risk High Risk

3 alerts 3 alerts
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The classic interface will soon be removed. The Alerts interface will become the only interface and provides you a better view of your threats.

Learn more about the switchover
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¢ine: Title)ngRAT(/lnc

¢inc:Vietim»
¢sc:Name»demo_sook . putnam</sc:Name>

¢/inc:Vietim

¢inc: Impact_Assessment>
<inc:Impact_Qualification>Catastrophic¢/inc:Impact_Qualification»

</inc:Impact_Assessment>
¢inc:Related_Indicators:>
<inc: Related_lndicaton
¢<sc:Indicator xsi
id="
<ind:0Observable>
<c:0Observable_Composition operator="
<c:0Observable>
<c:0bject>
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