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https://attack.mitre.org/versions/v10/techniques/T1583/004/
https://attack.mitre.org/versions/v10/techniques/T1620/
https://attack.mitre.org/versions/v10/software/S0599/
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Malware installation through Log4Shell
Detection of malware installation through exploitation of log4j2 library

Critical Severity ~ ‘ 5+ affected assets in 5+ companies

Log4j is a logging framework used by web applications. It's log4j2 library is vulnerable to remote code execution through any protocol(TCP, HTTP). Once the adversary sends
the malicious payload, it gets logged by the server and vulnerability gets triggered. It leads web server to connect rogue infrastructure (T1583.004) through JNDI to inject
malicious Java class (T1620) file into server process. Injected Java class starts the second stage of the attack and lets adversary to execute code remotely on victim server.
Adversaries are using it to get a full access on victim infrastructure and deploy further malware and crypto-mining softwares such as Mirai, Kinsing (S0599), Tsunami etc.

Category: Attack Pattern - malicious file download
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Log4Shell vulnerability scan
Scanning of remote services to exploit the vulnerability in Apache Log4j

High Severity ~ 10+ affected assets in 5+ companies

Device is performing a scan of remote services (T1595.002) to identify and potentially exploit Log4Shell (CVE-2021-44228). The Log4Shell vulnerability in Apache
Log4j, a popular Java logging framework, can lead to remote code execution (RCE) or information disclosure. To investigate, verify associated anomalies against

intended behavior of the device.

Category: Attack Pattern - scanning
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https://cta.eu.amp.cisco.com/ui/threats/69ad2359-dc2b-415a-9a0e-d57b4b7aae79
https://cta.eu.amp.cisco.com/ui/threats/69ad2359-dc2b-415a-9a0e-d57b4b7aae79
https://logging.apache.org/log4j/2.x/security.html
https://attack.mitre.org/versions/v10/techniques/T1595/002/
https://cta.eu.amp.cisco.com/ui/threats/3e494958-8fad-4aea-b540-2d6002886bf6
https://cta.eu.amp.cisco.com/ui/threats/3e494958-8fad-4aea-b540-2d6002886bf6

| 202114 12¢
A ECN

a7k obd A8 1P 28 ALE

U & helz) SNISHTHE A8l 1P R4S £ 3ste] Bjel 7w 1
ST S Eteha B §E A g

i tﬂ oﬂ = 1‘)—61—1,] \;}.
a9 3
SNI and IP address mismatch [ ] E
' g « BE 4515218077 .
Popular hostrame wikisource.org [~ | stated in SNI G
extension has low probability of being hosted on the iy \- M247 Ltd
3 = . » wikisource.org [z] o :
contacted IP address 146.70.62.108 [~ with low \ / AS9009
;"a'e”ce « BE 1467063.108 &) .

A 28 SNI 22338 ©-%] 7] = SNI9H IP 47} 4 2] &}

A e BAAE
ETA(encrypted traffic analysis) & AF-8-3}o] SNI & = of A Uﬂ A& F= 0]'_1_., g E] /\1 H IP ?‘i =

v glo] QukA 0% F e E i 1P Fho A9 B Bt vl wgich A A6 1P A w
3} 91X 517 o SNI L= o] Eulelo] 2 F9 5 Qlow, YEADL Eeno] 95 A
W2 238 E 3 glrhs YU th BUAE SN 3] Q7] gl B2E ol Fo] AAE AdH

IP F2olM 28 E 7 A o] YWaS o v gyt

Alert(29) > Alert detail (29 )% A 1) > Security events(H.F o] Hl E)ol| A &<l et 4= gl 5t}

== O] &
F7k 99 EA
e 2o ARe 9% B EEY oo
* FluBot

7FE 5 Y v

4

* LokiBot
* Phorpiex
* Raccoon

* TrickBot

o,

L,
An)
“ 0
%01'
e
&
2
M
i

O

10

)~

J
jﬂ

10
ox
=
24
[»
o
X
ax
i
rlo
v
0%
rot
2
do
oo
do
finei)

FluBot

FluBot(Cabassous®}aL %= )& 2] )1 A1 W) W7 5L oF 5.8t o 2] A0l & el PERo =
7Rk epgd eyt o] P A== g A W ol el A0l A(T1617)S 7h Al sl AREAtel )
Thwp 219l Ho) A = m+ﬂwwmm)gﬂﬂﬂ%ﬂ@ﬂﬂﬂﬂﬂﬁzmﬂﬂiﬂﬂﬂ%@
FEE A FHE(TI532) FAX Aol el B % Alo] ¥ 2 FE Y Th FluBot vl 4
A ekarg] = (T1520)§ ALg-Ele] W& W Aol FAE 2S5 UTH 25 2 371 £3E SMS H A A
(T1582)2 E3) ke 5= glon, T7} ATHTA0029) S 92 F 2 F-B(TA0028) S &3l 4o =
AU

AL-8-2} 3+ 7 o] A FluBoto] B4 5] 91=7] 2+¢l&}2] W FluBot Threat Detail(FluBot $1 & A% A 1)<
_g_‘—é‘]g}_oq ;ﬂg_lj %z‘g OE_]—E]oﬂ}\ﬂ U] /ﬂ]j— 5] %‘iﬂ ]O]'/l\d]}\]g—-

R

2021 124 .


https://attack.mitre.org/versions/v10/techniques/T1617/
https://attack.mitre.org/versions/v10/techniques/T1417/
https://attack.mitre.org/versions/v10/techniques/T1532/
https://attack.mitre.org/versions/v10/techniques/T1520/
https://attack.mitre.org/versions/v10/techniques/T1582/
https://attack.mitre.org/versions/v10/tactics/TA0029/
https://attack.mitre.org/versions/v10/tactics/TA0028/
https://cta.eu.amp.cisco.com/ui/threats/fb6344ea-0677-4abf-b69a-f33365c545d5
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Android malware targeting banking and cryptocurrency applications

High Severity

A=

LokiBot

Category: Malware - bot

5+ affected assets in 5+ companies

FluBot, also known as Cabassous, is an Android based malware that is targeting banking and cryptocurrency applications. Once deployed, it hooks into a legitimate
financial application (T1617) and presents users with a fake login page (T1417). After credentials are submitted to an overlayed phishing page, it exfiltrates (T1532)
them to the C&C server controlled by the attacker. FluBot uses a domain generating algorithm (T1520) to locate C&C address. It is capable of spreading through SMS
messages (T1582) containing a download link. It can persist between reboots (TA0028) through gaining additional privileges (TA0029).

LokiBot
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Infection with exfiltration capability

[ Critical Seuefity

Confirmed 5+ affected assets in 5+ companies

LokiBot (S0447), also known as Loki-bot or Loki bot, is an information stealing commodity malware. The private data can include stored passwords, login credential
information, and cryptocurrency wallets (T1555). Later on, stolen data is exfiltrated by C2 channel (T1041). To investigate, perform a full scan of the infected device.
Look for additional confirmed or detected incidents from the same user. If the behavior persists after a full scan and clean-up, consider reimaging the infected device.

Category: Malware - bot
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https://attack.mitre.org/versions/v10/software/S0447/
https://attack.mitre.org/versions/v10/techniques/T1555/
https://attack.mitre.org/versions/v10/techniques/T1041/
https://cta.eu.amp.cisco.com/ui/threats/869633fc-3411-416f-9dff-b9c27ab1aed9
https://attack.mitre.org/versions/v10/techniques/T1566/
https://attack.mitre.org/versions/v10/techniques/T1566/001/
https://attack.mitre.org/versions/v10/techniques/T1573/
https://attack.mitre.org/versions/v10/techniques/T1547/001/
https://attack.mitre.org/versions/v10/techniques/T1564/001/
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Infection that can download additional malware such as ransomware

High Severity

Confirmed 100+ affected assets in 5+ companies

Phorpiex, also known as Trik, is a Trojan and malware-delivery botnet. Phorpiex has been known to drop a wide range of payloads, from malware to send spam emails (
T1566) to ransomware and cryptocurrency miners. To gain access, it spreads by using the Spearphishing Attachment technique (T1566.001). Phorpiex uses IRC, but
can also use encrypted-channel communication (T1573). To persist in the system , this botnet can create an autostart registry key (T1547.001). It also may hide the files
it downloaded to evade detection (T1564.001).

Category: Malware - downloader
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Information stealer malware that can exfiltrate data from the victim device, including personal information and crypto currency wallets

High Severity

Confirmed 100+ affected assets in 10+ companies

Raccoon, also known as Mohazo or Racealer is an information stealer malware that is active since 2019 April. It is sold on darknet forums by the group which is named
after malware itself. It is capable of stealing various data (T1005) from browser to bitcoin wallets. It is easy to use and offers a control panel that is accessible through
Tor (S0183). It is often distributed through malvertising (installed through exploit kits) and phishing due to a lack of distribution infrastructure. It is operated by a Russian
Group and often targeting North America, Europe, and Asia. It possesses a threat to both personal and business assets. After its execution, it exfiltrates data from a
victim device, which later can be sold to other malicious actors for various uses.

Category: Malware - trojan

2021 124 .


https://cta.eu.amp.cisco.com/ui/threats/62197242-437e-4a8f-8f4e-1778c1827775
https://cta.eu.amp.cisco.com/ui/threats/62197242-437e-4a8f-8f4e-1778c1827775
https://attack.mitre.org/versions/v10/techniques/T1005/
https://attack.mitre.org/versions/v10/software/S0183/
https://cta.eu.amp.cisco.com/ui/threats/ee51100d-1cac-4a47-8213-874e32a8922b
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TrickBot
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Infection with exfiltration capability that targets banking credentials

Critical Severity

~

Confirmed 30+ affected assets in 10+ companies

Threat related to the Trickbot (S0266) (aka Trickster) banking Trojan targeting sensitive information for select financial institutions. This malware is frequently distributed
through malicious spam campaigns. Many of these campaigns rely on downloaders for distribution, such as VB Scripts.

Category: Malware - trojan
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https://attack.mitre.org/versions/v10/software/S0266/
https://cta.eu.amp.cisco.com/ui/threats/c425678a-4f7f-4902-ad95-e9d311906bcd
https://cta.eu.amp.cisco.com/ui/threats/c425678a-4f7f-4902-ad95-e9d311906bcd
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