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Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

SAML Version: 2.0
= |ssuer: urn:dev-g 2.us.auth@.com

= |dentity Provider Certificate: Download Auth® certificate

Identity Provider SHA1 fingerprint:
82:87:E5:ED:3D:67:D3:46:97:8E:72:27:E7:FD:89:FF:BD:FA:A2:94

Identity Provider Login URL: https://dev-
g2xwaipwfp2liro8.us.auth®.com/samlp/AG2YE" UYYWL

Identity Provider Metadata: Download

=
g) Issuer(254H) 2 Identity Provider Login URL(ID &5 A 2291 URL) Z =9 kS HAg U o
h) Download AuthO certificate(Auth0 2154 T} 2 =)E &2 5}9] Identity Provider Certificate(ID &3 A 15
Mg TR =FU T
dlE]Z o] = A nli AL 9] Integrate |dentity Provider (ID 34 §3) st S a5 58
a) ldentity Provider Name(ID &5 7t ©] &) =0l 1dP9] o] & (l:Auth0 SSO)= Y& Ftt.
b) Single Sign On Service URL (SSO A1 1] 2 URL) & =¢]] SAML Addon(SAML ©] ©-&) tf] 3} A4} z}of| A] E A}t
Identity Provider Login URL(ID &3 A 2121 URL)?] #k< 9yt
¢) SAML Addon(SAML o =) th 3} 2 =}ol| A E-AL3H Issuer (3 AH 2 =9] 345 Entity ID(J1EE] ID) Z=0f] ¢
ERaniah
-1 A

b

Y},

d) Add File(3} F71H)S S8 3}l Auth0o A th&Z =3 SAML A1 Q15A & A8 gyt
e) Y3t A9 AFEAo] B3] 5 Duo 7] 8F MFA A H] =& FEOL2E = 9lF U T

Il Autho



| Autho
REEEN |

Integrate Identity Provider

0 Set Up 2 ) Download 3 ) Configure 4 ) Activate
Set Up
Identity Provider (IdP) Name AuthO SSO
Single Sign-On Service URL @ https://dev-q2xwaipwfp2liro8.us.auth0.cor
Entity ID (Audience URI) @ urn:dev-q2xwaipwfp2liro8.us.auth0.com
SAML Signing Certificate @ Add ...

By default, SecureX Sign-0On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly
recommend MFA, with a session timeout no greater than 2 hours, to help protect your sensitive data within Cisco
Security products.

Do you wish to keep the Duo-based MFA ® Yes No
enabled in SecureX Sign-On?
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SetUp ——————— a Download 3 ) Configure 4 | Activate

Download
Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.se...

Entity ID (Audience URI) https://www.okta.com/saml...

B
B
SAML Signing Certificate B cisco-securex.pem
SecureX Sign-On SAML Metadata B cisco-securex-saml-

metadata.xml
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"audience": "https://www.okta.com/saml2/...",
"signingCert": "----- BEGIN CERTIFICATE----- \n...----- END CERTIFICATE----- \n",
"mappings": {
"email": "email",
"given name": "firstName",
"family name": "lastName"
}l
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified",

"nameIdentifierProbes": [

"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"
] 4
"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
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Addon: SAML2 Web App X

Settings Usage

Application Callback URL
https://sso-preview.test.security.cisco.com/sso/saml2/@oc oh8

SAML Token will be POSTed to this URL.

Settings

N

"audience": "https://www.okta.com/saml2/service-provider/
"signingCert": \nMII...fjc\n
"mappings": {
"email": "email",
"given_name": "firstName",
"family_name": "lastName"
H
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1:name
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/85/identity/claims/
1,
"binding": "urn:oasis:names:tc:SAML:2.@:bindings:HTTP-POS
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IdP Activation

Once the IdP integration is activated:

« Users sign in using their enterprise |dP password
« Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).

. Auth0



|W__

3
El

ar
Tl

— =
E
=

Mo



