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<AttributeStatement> 8.4 9] o 9]t}

<saml2:AttributeStatement>
<saml2:Attribute Name="firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">John
</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute Name="lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Doe
</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">jdoelexample.com
</saml2:AttributevValue>
</saml2:Attribute>
</saml2:AttributeStatement>
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<saml2:NamelID
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">jdoelexample.com</saml2:NameID>
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“> Application Portal

Enterprise Settings

Welcome Jane User!

If you’re an admin for your company, click Get
Started to set up single sign-on for your enterprise

account.

The setup wizard will then guide you through completing the
following steps:

1. Claim and verify your email domain.

2. Create an enterprise account for your company.

3. Set up single sign-on for your enterprise account by integrating
your IdP.
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Enterprise Account Name

1. Enter an account name for the enterprise, company, or organization associated with your domain. @

2. Click Save.

Example company

10 L& #25ha FeLg e o) % gasheld
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6. Click Verify.

Record Name _cisco-sxso-verification.www.example.com Fg

Type TXT

Value 69dS +1d55 g
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Success! You've claimed and verified your email domain and enterprise account name. Click

Integrate IdP to sync up the single sign-on. Integrate IdP
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Integrate ldentity Provider

0 Set Up 2 ) Download 3 ) Configure
Set Up
Identity Provider (IdP) Name Okta SSO
Single Sign-On Service URL (Assertion Consumer https://sso.example.com/saml

Service URL) @

Entity ID (Audience URI) @ http://www.okta.com/123456abcdefg

SAML Signing Certificate @ Add File

By default, SecureX Sign-On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly recommend MFA, with a session
timeout no greater than 2 hours, to help protect your sensitive data within Cisco Security products.

Do you wish to keep the Duo-based MFA enabled in ® Yes No

SecureX Sign-On?
If your organization has integrated MFA at your IdP, you may
wish to disable MFA at the SecureX Sign-On level.

A 5 Next(tH+)E =2l ste] Download (Vh 2 =) 3t 0 = o] 53Tt}
@A 6 A% Single Sign-On Service (ACSURL)(Y+Y 2191 4 1] 2~ (ACSURL)) 2 Entity 1D (Audience URL (N € E]
ID(HAF URL))ZS B4 ekl SAML A 154 S b2 =3t}

Integrate Identity Provider

\/‘ Setup ———— e Download 3 ) Configure 4 ) Activate

Download

Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.security.ci... 7]
Entity ID (Audience URI) https://www.okta.com/saml2/servi... 7]
SAML Signing Certificate B cisco-securex.pem
SecureX Sign-On SAML Metadata Bl cisco-securex-saml-metadata.xml
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Configure

1. Configure your IdP with the public certificate and SAML metadata you copied and downloaded from Cisco.
2. Test your IdP integration by opening this URL in a private (incognito) window.
https://sso.security.cisco.com/sso/saml2/00a... ]

3. Once you sign in and land in the SecureX application portal, the configuration test is successful.
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[dP Activation

Once the IdP integration is activated

e Users sign in using their enterprise |dP password

» Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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b) Create Application(o =] Alo] A A A)S &= g ch
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e)
f)

g
h)

Addons(e} =) & S 3tk
SAML2Web App(SAML2 ¢ o Z 2] 70| A) EZS FY5lo] oj =25 4315}
SAML2 Web App configuration(SAML2 9 s +4) t3} 27 € Hy

Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0
= [ssuer: urn:dev-g Z.us.authe.com

= |dentity Provider Certificate: Download Auth® certificate

Identity Provider SHA1 fingerprint:
82:87:E5:ED:3D:67:D3:46:97:8E:72:27:E7:FD:09:FF:BD:FA:A2:94

Identity Provider Login URL: https://dev-

g2xwaipwfp2liro8.us.auth@.com/samlp/AG2YE’ JYYWL

Identity Provider Metadata: Download

=3
Issuer (%3 A1) 2 Identity Provider Login URL(ID &3 A 2191 URL) B =9] kS HAFg YT

Download AuthO certificate(Auth0 9154 t}8 2 =)5 &2 35} 4 Identity Provider Certificate(ID &= A 315
AE ==y

e sz eo] = A7 mpHAL] Integrate | dentity Provider (ID &3 A+ &3 st & Gal th5-S T ot

a)
b)

c)

d)
e)

Identity Provider Name(ID &3 A} ¢] &) H =9l 1dP9] ©] 5(l:Auth0 SSO)S 1 H T}

Single Sign On Service URL (SSO A1 1] 2~ URL) & =] SAML Addon(SAML ©f| =) th 8} 2 z}ol| A] A} g1
|dentity Provider Login URL(ID &5 #F 7191 URL)9] #t& = ok

SAML Addon(SAML o =-&) t) 3} A} z}oll A Z-A}3H |ssuer (2T A Z =9 -3 Entity ID(AE E] ID) BE=of
ok

Add File(Z}+¥ 71 £ 38 3}aL Auth0o A th-Z =3 SAML A IS4 & A Y
Het= 45 AHE Al sl -5 Duo 7] ¥ MFA AR 25 FEokxd 4= Ql5U .
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Integrate Identity Provider

0 Set Up 2 ) Download 3 ) Configure 4 ) Activate
Set Up
Identity Provider (IdP) Name AuthO SSO
Single Sign-On Service URL @ https://dev-q2xwaipwfp2liro8.us.auth0.cor
Entity ID (Audience URI) @ urn:dev-q2xwaipwfp2liro8.us.auth0.com
SAML Signing Certificate @ Add ...

By default, SecureX Sign-0On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly
recommend MFA, with a session timeout no greater than 2 hours, to help protect your sensitive data within Cisco
Security products.

Do you wish to keep the Duo-based MFA ® Yes No
enabled in SecureX Sign-On?

f) Next(th2)E & 3}o] Download (th& 2 =) A4 o] x| 2 o] 53t}
g) YZol AHE2 4= 2= 5 Single Sign-On Service URL 2 AE E] ID2] 4 EAFSHaL SAML AW Q1A
(cisco-securex.pem) & Th# = =34 o},

SetUp ——————— a Download 3 ) Configure 4 | Activate

Download
Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.se...

Entity ID (Audience URI) https://www.okta.com/saml...

B
B
SAML Signing Certificate B cisco-securex.pem
SecureX Sign-On SAML Metadata B cisco-securex-saml-

metadata.xml

h) Next(t}$)Z Zlste] Configure(-73) 3t o &2 o] 53t}
@A 3 Auth0 4 2] Addon configuration(o] =2 4]) th &} A2 Eofzi ],
a) Settings(274) #<S Y FYT
b) olElZglo]= AA vpH Ao A EALSE SSO(Single Sign-On) A1 4] 2~ URL 9] 3F2- Application Callback URL (°H
Z Aol 9 URL) 2 =0 Y FYT
c) AEH 0% Debug(tIH1)E S8 3t ME SAML 359 7% ZRI=E SIS ES v Adste
Auth0 AF-8-217F SAML of| Z 2] 7 o] A of] Shdx]of o Fh ).
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d) Settings(2#) ZE=of o5 JSON 7HAE &Yt <enriry 10 UrT>E ©] Aol H-A}SH Entity ID (Audience
URD(NE E] ID(H7S URI) B=9] 7o & A SFAL <steninG cErT>S §F & T AFE 2 W 3lkelo] o= =3
SecureX %= 7191 A1 QISA|(PEM #+¢)9] ZrI= & vig o},

"audience": "https://www.okta.com/saml2/...",
"signingCert": "----- BEGIN CERTIFICATE----- \n...----- END CERTIFICATE----- \n",
"mappings": {
"email": "email",
"given name": "firstName",
"family name": "lastName"
}l
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified",

"nameIdentifierProbes": [

"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"
] 4
"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
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Addon: SAML2 Web App X

Settings Usage

Application Callback URL
https://sso-preview.test.security.cisco.com/sso/saml2/@oc oh8

SAML Token will be POSTed to this URL.

Settings

N

"audience": "https://www.okta.com/saml2/service-provider/
"signingCert": \nMII...fjc\n
"mappings": {
"email": "email",
"given_name": "firstName",
"family_name": "lastName"
H
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1:name
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/85/identity/claims/
1,
"binding": "urn:oasis:names:tc:SAML:2.@:bindings:HTTP-POS

4
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3} Aol ob g Zoll 1= Enable(#4d 31 =¥ 8te] SAML off & 2] Al o] d & &3 skt

WA 4 QUE Zebo] = 44 nhyAbe] Configure(F-4) SHel 0.2 Eel gl o,
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d)
e)

A URLS EFAbato] | 7)(A A Bepg-A#] el Al gyt

B 2}-9-2] = Auth0 SSO | o] A 2 2] t] &) v o).

20HA]: o] v |9l E ] F gl d Ak oW Y FAE Auth0ol] 2 1AFH T
SecureX o Z | Ao X H=E TA] AZAHH HAE AFg AYJY).

A7 b AR A Next(th)E S8 3lo Activate(Z4d 81 sl o =2 o] 5t}
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IdP Activation

Once the IdP integration is activated:

« Users sign in using their enterprise |dP password
« Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).

ID &2 5 7tol= |
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AN 5 ol ko] Hia Bl M 23 5 e A 2% Adel A A S AuFU T ¥8 AME Uk

AD HYE=Z A3y}

a) AzureActiveDirectoryE &334t

b) 9% Alo]=n}o] A Enterprise Applications(lE] Z 2}o] = o Z ] 7] o] )& 8 gy
¢) +New Application(+ A ol Z&] 7| 0] X)S &8 313l Azure AD SAML =75 A%
d) Azure AD SAML Toolkit(Azure AD SAML 7)) g gt}

e) Name(©]F) Z=o| SecureX Sign On & UE S 88l Create( WA E S}
f)  Overview(7l &) Ho] 2] 2] §1Z: Alo] = ol A Manage(JJrE]) o} Single Sign On(&+<

g)  SSO(Single Slgn—On, @ 1) WH A8 Al SAML S A ey v

h) Basic SAML Configuration(?] 2 SAML 4)) sl 4ol A Edit(A %) S 283}

« Identifier (Entity I1D)(2] ¥ 2H(A €1 €] ID))°l A Add Identifier (2 &2 F=7HE —z-é! shal YA #k

Azure

https://example.com F+= 7|E} f &3 URLS 483Ut Yzol o] YA 7kt o).

* Reply URL (Assertion Consumer Service URL)(3] A1 URL (A4 Z~H] 2} A H] 2~ URL))e A4 Add reply
URL(Z)41 URL F7hE £33l YA 4 https://example.com == 7| E} f- &% URLS 834

o vzl o] AAl gke A o

* Sign-on URL (22?1 URL) Z=¢] https://sign-on.security.cisco.com/< Y &3}

* Save(A )= 2 }aL Basic SAML Configuration(7] 3 SAML 74) ¥ & 254t

i)  Required clam(Z 5 S#l)oll A i AHE-AL 22Kl & ID) 23 ¢l S8l st AP A Th
J 3=
PR

1) Source(4222) 4 WEE yser.userprincipalname &2 A G 3T}

o] A}/ ol A= user.userprincipalname®] gke] F &3 o] MY F45 et Ao 7Pttt 234 &

2 7d-%- Source(2~22)7} user.primaryauthoritativeemail = A8} =5 A g o},

k)  Additional Claims(F7} 28 ¢]) 3l d el 4] Edit(A F)E =¥ 5}l Azure AD AF8-A} 443 3 SAML 5%

& g s A I

o] M A o] A= user.userprincipalname?] #to] &3k ol WY F A4S YE Y= Ao 2 714 ﬂqt} A=At
& 7§ email 29 2] Sourceattribute(42~ 4:41)°] user.primaryauthoritativeemail & AF-&-3} == A 4 gt
.

ol & vl 2sfo] 2~ A &

email %); %’j\% user.userprincipalname
firstName %k %’j\% user.givenname

lastName {l’ A D user.surname
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2/ Got feedback?

Name * | email v |

Namespace | Enter a namespace URI v |

o}

SAML Certificates(SAML ¢15A) 9l ol A <15 (Base6d) <154 ol o 3l Download(th 2 =)= &2 g

o}
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Add File(u‘Jr%j F7HS 238313 Azure Y HO A thE2 23 SAML A1 Q15AE 2=}
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d) =47k =9 Activatemy IdP(H 1dP &4 3hE 223 th th 3} Aol M A 8-S gl gk

IdP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise |dP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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urn:oasis:names:tc: SAML :1.1:nameid-for mat:emailAddress % 3} L} = 2 &l gt o},

« NamelD £ o]l ]3] <Email Address>Z &1 g o},

* Map Attributes(l /3) 41 19 4] Duo IdP AH8-4 <43 ol T & SAML S %44 o] th-3 w33 & 918 )
t}.
IdP 47 SAML &% &4
<Email Address> email
<First Name> firstName
<Last Name> lastName
Map attributes IdP Attribute SAML Response Attribute
X <Email Address> email
X <First Name> firstName
X <Last Name> lastName (@
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i) Settings(27d) 441 €] Name(°] &) B =0l Bt Seh9-= 291 &
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h) SAML A Q134 (cisco-securex.pem) S U2 =34}

) SetUp ——————— e Download 3 ) Configure 4 | Activate

Download
Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.se... 7]

Entity ID (Audience URI) https://www.okta.com/saml... -]

SAML Signing Certificate B cisco-securex.pem
SecureX Sign-On SAML Metadata B cisco-securex-saml-

metadata.xml
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IdP Activation

Once the IdP integration is activated:

« Users sign in using their enterprise |dP password
« Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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a) ID FFAH1dP) ©] &9l Google SSO =+ U}& kS ¢&ET YT

b) Single Sign-On Service URL & =il Google Admin Consoleol| 4 %A} "SSO URL"S & g1t}

¢) Entity ID (Audience URI)(NE €] ID(H4 URI)) Z =) Google Admin Consoledl]| 4] AL "<l E] €] ID"S ¢ &
Ayt

d) AddFile..(3¥ F7}.)& ¢ 3}J_ Google Admln Console®| A TF &2 =3 15 A & A& gl

e) Y3k A5 AF&Al] i8] F 8 Duo theHAl Q1 5S FEOR-FU

f) NEX'[(‘—J'“ =z F 61—141—4_

g) Single Sign-On Service URL(ACSURL) % <NEE] ID(H73 URI)E HAFSHAL SAML A 154 & th2 253
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e)
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Attributes

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more

Google Directory attributes App attributes

Basic Information >

First name - - firstName X

Basic Information >

Last name - g lastName X

Basic Information >

Primary email - - email X
ADD MAPPING

A 4 SE] =e}o] = 414 rhEALe] Configure(7-4d) ¥ 0.2 Eol gt

a)
b)

c)

FEAE URLE AFSE] vlg 7R (A A8 Bekg-A ol A 4yt

B 2}9-4 7} Google SSO URLE 2]t &) A U},

25 ol w9l Sl e) B gl 3 A A St o] MY FAE Googledl] =1L U
SecureX °f F&| Alo|H LR ThA] AZ W H A~E /‘43% At}

a7 whg Abell A Next(the) & 2=l ate] Activate(2 /3 3} 31 0 = o] &3t}

Abg Aol o 3 553 24 8}sl e A Activatemy [dP(H 1dP &4 32 28l gyt

3} Aol A A S gl T

IdP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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g)

h)
)
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k)

Next(Th)& =8 F4oh

Configure SAML (SAML 43) gioll A].

SingleSignon URL Z =0l 4] 9 A] 4k(ell: https://example.com/sso)S Y & T T} thzol A Al Security
Cloud Sign On ACS URLZ o] #| F o},

Audience URI(HH7 URI) Z =of https://example.com/audience® 2 AA| #4S JdE It U5
o] 24| Security Cloud Sign On t*} ID URIE th A g o},

Name ID format(®] & 1D & 4))ol 3l Unspecified(#] A & X &) === EmailAddressE A 8] gy T}
Application username(ell = 2] 7l o] A AF-&-2} o] F)ell thall Okta AH&-A} o] &5 A Byt

Attribute Statements(Z4 A ™) (A 8 AR Ao A ohE 48 v g S F7H T
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o] F(SAML o] el 2L | #H(Okta SZ =2 3} of] Q)
) )

email user.email

firstName user.firstName
lastName user.email

3% 154 F7ke] A

Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
firstName Unspecified v user.firstName v
lastName Unspecified v user.lastName v
email Unspecified v user.email v

Next(th)E S &4t

Okt 91 & A1 T Finish(52) & 291 1 o

AREAF 2F O o ZE] Aol S R

Sign On(Z291) § ol A,

o} g & 4~ Z3}] View SAML Setup Instructions(SAML A3 %% B7))E Z2 gt}
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Type

SHA-1

SHA-2

SAML Signing Certificates

Single Sign On using SAML will not
Generate new certificate . X
work until you configure the app to

SAML Setup

trust Okta as an IdP.

Created Expires Status Actions

(2 View SAML setup instructions
Today Feb 2033 Inactive Actions v
Today Mar 2033 Active Actions v

q)
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[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password

 Users no longer manage their MFA settings (if you opted out of Duo MFA

during setup).
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Application Type(el Z&] 7l o] A &)ell thall SAML of =] Al o] S A el 3k oS Configure(-4) 2 223
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URL % <lEE 1Dl th gk $JA] URLS 4ok vhell A A URLE A o
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B Add Application

SAML Configuration

Provide Application Metadata
@® Import Metadata (O Import From URL (O Manually Enter

-------------------------------------------------------------------------

ACS URLs *

https://security.cisco.com/sso/saml2/0oalsc3asja...

+ Add
Entity ID *

https://www.okta.com/saml2/service-provider/spn...
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Attribute Mapping
Attributes PingOne Mappings Required
saml_subject Email Address - & @
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Integrate Identity Provider

o Set Up 2 | Download 3 ) Configure 4 ) Activate
Set Up
Identity Provider (IdP) Name Ping SSO
Single Sign-On Service URL @ https://auth.pingone.com/2bccaaf9-a2d1-
Entity ID (Audience URI) @ https://auth.pingone.com/2bccaaf9-a2d1-
SAML Signing Certificate @ Add ...

By default, SecureX Sign-0n enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly
recommend MFA, with a session timeout no greater than 2 hours, to help protect your sensitive data within Cisco Security
products.

Do you wish to keep the Duo-based MFA ® Yes No
enabled in SecureX Sign-On?

If your organization has integrated MFA at your IdP,

you may wish to disable MFA at the SecureX Sign-

On level.

¢) Next(th+)E &9 3t] Download (th 2 =) 3} o & o] &gt

f) Download(th-& = =) 39 o] ] Single Sign-On Service URL (ACSURL )(SSO 4 H] 2= URL (ACSURL)) % Entity
ID (Audience URI)(NE E] ID(HH URI)) €4 ©] 3H-S- EA}38LAL Download(ThHe 2 =) 5 S8l ste] A H ¢354

Frhe sy

@7 3 Ping ID 4 & Eo}7F TS 2448 S8 3t}
a) Configuration(7-7d) Hol A A (A L) o}o] ZS Y3}

b) ACSURL Z=29] 9JA] URLE ©] A ©HA|

¢) Entity ID(AEE] ID) =2] A URLE o] A @A A HAL3E "l €] E] ID (A URD)" 2 of A g o}
d) Verification Certificate(2<] ¢154) =] tiall Import(7}4] 2.7]) ¥4 S A ¥ 3} 3L Choose File(3} Y A &)&
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IdP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise |dP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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B osavvicioors 2 e

SAML o}/ &4 o] & IdP AF-&-#} 44

lastName AL} Ayt

email A&} o)W A iUt} o] gk SAML 2] <Namel D> &2
3 A sfoF S

o & S0, t}h-& XML 2= 3 Security Cloud Sign On ACL URL®|| th 3+ SAML 5ol 3t
<AttributeStatement> 2.4 2] o ¢J 1t}

<saml2:AttributeStatement>
<saml2:Attribute Name="firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">John
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Doe
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">jdoel@example.com
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>

NamelD 2.4

IdPoﬂf\ﬂ Bl SAML S &9 <NamelD> 240l = Fast olwd F=47F gte = glojof s, o] w
< SAML § % 54, 49 9| o] %] &] email &4 #k¥} I A&l ofF fhth

<Namel D>2] Format 442 urn:oasis:.names:tc:SAM L :1.1:nameid-for mat:unspecified &=+
urn:oasis.names:tc: SAML:1.1:nameid-for mat:emailAddress= 4 A &l o &+ t},

O}ﬂ]% <NameID> .8_31\_9] Oﬂ C]’j] 1/] ‘jr

<saml2:NamelID
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">jdoelexample.com</saml2:NameID>
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