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100%

Cisco Umbrella Configuration (]
Topology Name VPN-MumbaiUmbrella

Primary Data Center:  Asia-Mumbai

DC IP Address: 146.112.117.8

Start Time: Apr 27, 2023 7:02 PM

Completion Time: Apr 27, 2023 7:02 PM

Tunnel Configuration Status

@ 1 Completed @) 0 Failure

Umbrella Dashboard

Device Status Transcript

@ NGFWBR1 SUCCESS &8

T AF- AR E BedE Transcript(7] 5) HES
o 715 AF ARE A

Transcript Details X

POST hitps:/ api.umbrella.com/v1 izations/4 }tunnels HTTP/1.1

Request JSON: {"deviceType":"other","authentication™:{"type":"PSK","parameters":
{"idPrefix":"FTDvC| i “secret”; 1."name”:"VPN-MumbaiUmbre- NGFWBR1 -
4294999380"}

Response JSON: {"organizationld":"4 I*,"transport”:

{"protocol™:"IPSec”}, "serviceType":"SIG", “client"{"deviceType":"other","authentication":
{"type":"PSK"," "{"id":"FTDVCH i 04-
umbrella.com”,"secret™:"******"}j} "createdAt":"2023-04-
27T19:02:44.358642189Z","modifiedAt™"2023-04-

27T19:02:44.358642189Z","uri":" /v1/organization- "4 [tunnels®,"id":605493704,"nam
e":"VPN-MumbaiUmbre- NGFWBR1-4294999380"}

Umbrella -5 B 22 A18-3Ho] Qe Eefj ] w5 |

Z28slo] APL, £ Fo] 2= @ Umbrella®] A 5418+ -S4

Umbrella Dashboard(Umbrella th A 2. =) & 22 3}o] Umbrellacl] 4] Y E$] 2 Bl o] X & &3t}

B Umbrella <15 B 28 A1g5ko] JIEY Ed 9 BE



I Umbrella A1 S ]9 S A}£-310] Qe EE B3

Active Tunnels

Inactive Tunnels

Unestablished

Unknown Tunnel

kel
o
o
tl
-
ox

Data Center

1 1 Tunnels Status Locations
1
Q_  Search tunnels by name

VPN-CLPODS8-U... Default Site Los Angeles, 1 Inactive Jun 07, 2023 -
Secure Internet California - US 6:31 PM
Access
VPN-MumbaiUmb... Default Site Mumbai, 1] @ Active Jul 21, 2023 -
Secure Internet Maharashtra - 12:51 PM
Access India

Ul =3 e A

SASE B9 & B985 o myl Eejzle) 49, VIIE 5ol Ea ¢ dbahes 54 AA 1Ee

A2 FA

A5 €] 9ol A Umbrella DCZ 2] J 2 72 25 G4 &) oF gt}

@] 1 Devices(t] o] 22) > Device Management(t] Hl-o] 2= #+2]) H o] 2] ol A 913 ¥Fof t]H}o] 24(NGFWBR1)E H 3 g
t}.
@A 2 G5E Be FE
7] 3 Static Route(H 4 4 2)= 83Ut}
1

o7 4 Add Route(3 = F7hE 28 5to] Al A2 E F71gY

A5 Interface(R1E 0] ) EFUhe H-5 0l X Q1B ¥ o] 22 outside_static_vti_1& A B g o

@7 6 Available Networks(AH§- 715 3 Ul E 9] 21) “dAfoll A vl d M| E9) A2 any-ipv4E 4181813 Add(F7hE F8 34
ct.

GA T HEL AL Aol E ol S AT o] Aol A= 169.254.2.25 4= FH ot

S8 MEY ghe dHTUT 1~254 H 9] o] wAd 4 hF U o] dl Aol M= ghe 2= A STk
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B oons w9 =08 99 acL

@A 9

A1

oA 2

oA 3
oA 4
A5

AL AW Save(4 S FLFU T
obel 1w} 2ol A B2k A H YL,
NGFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers

Global Leaked from

Virtual Router Properties v |Pv4 Routes

ECMP

I any-ipv4 outside_static_vti_1 Global Host_169.254.2.2 false 2
BFD

DNS % ] Egj=jo] A& 7|0k 2h9-H & Faf o] el X e A o] 2ol A IH U o=

Objects(7| Al) > Object Management(7 A +2])& & 3}aL 5-2}o) A Access Lists(2) Al 2> £#5-5) > Extended(Z-74)
= Ay

Add Extended AccessList(3H4d A~ 55 F7hHE Z85te] 24 ujtjo] EgF o gt g5 dAx E5S
Ao
Extended ACL Object(Z7d¥ ACL 7§ Al|) 3} Akl A 7] Al 2] o] Z(LAN_to_Internet)2 ¢ 2 g},

Jﬁ r&ﬁ
rﬂ

AGU(F71)E Zelsho] ) 3
ThS A2 Ao A4S "é Ty
LAl deistel Ba 2418 AT

2. Port(XE) ¥ 2238t
= 7

o2 B2 A4 T

31 Available Ports(AH-&- 7}s 8k X E) 220 A HTTP, HTTPS, DNS _over_UDP,
3]

3. XEE A¥s}a Add to Destination(t /gl 7 &€

110*'

SRARIch

etwork(M E 9] 2) §1-& 59 3} Available Networks(AH8 7Hs gt | E 9] ) -5 ol 4] B %] LANS 72

o] ool 4 Y| E ¢ =1+ Branch-LANS Y T},

5. Branch-LANS A1 €18} 31 Add to Source(4 20 F7HE & gt}
6. Al #F FES Frheted Add(F7hHE 293

7. Save(ﬂ’é})% = 81:1]—]4

kg
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obel 193} o] ACL /WA 7H AL Tk,
Edit Extended Access List Object

Name

LAN_to_Internet

Entries (1)

Sequence  Action Source Source Port Destination Destination Port Application Users SGT

DNS_over_TCP
HTTP

HTTPS
DNS_over_UDP

1 Allow Branch-LAN

DNS 3! 41 =28 PBR 4 & -4

A1

oA 2
oA 3
oA 4

A5
7 6

A7

DNS 3 Il Edj & 2h9-/ & e /IF o] &, A A 7| &(F 4 AA A Alof 55) 3 o] 1
2= QI # o] =& A4 &} Policy Based Routing(“8 14 714k 21-$-E]) 5] 0] 7] of| A] PBR A A& 4] 3}
T AFHTh

Devices(t] v}-©] 22) > Device Management(t] vlo] 2~ #2]) & A B3l a1 9§ Whof ] ulo] 4(NGFWBR1)E H &

=3

NGFWBR12] ¢1E]d| o]~ H 7oA Routing(e}5-8) 812 &8 g}

Policy Based Routing(d | 7] v} 2}-9-8])S- &2 gk},

Add Policy Based Route(*d & 718 2 &2 F=7}) ) 3} 42} ¢] =5tk H-50 4] IngressInterface(Q1 L8| 2~ 18] 7] o]

2)E A8y h

A dA 7)1E D AD 2 S A A EAE Add(F7HE 28

Add Forwarding Actions(d & 2+d F71) th3} Azl A th&-&

a) Match ACL(ACL ¥ *]) =&F b2 A LAN_to_InternetS- A

b) TAHE AEH | A~E AEsE ™ Send To(U % ) =&
2)E ey

¢) Available Interfaces(A}-& 7}5 3} ¢1 € 5 o] 2~)ol| A Outside static_vti_1 S1E] = o] 2] <17 3+ Add(F71H) (+)
olo] Z-& S8 3l] o] & Selected Egress Interfaces("d 8] gk o] 18 2 J1H 3| o] )& o] F T}

d) Save(A"hE S8t YA 7]l tigh ¥ AFEE 7] 53 o

¢) TS AESHL Save(A"hE S8 8te] A A 7|uk ghg-dol thek BE A WA AFES U

Save(AhHE S}

obl] 1 ¥} o] PBR A #o] At

N

%Oﬂ ~] Egress Interfaces(©] 22 2~ <1 €] 5] o]
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Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly
Configure Interface Priority m

Ingress Interfaces Match criteria and forward action

inside LU

LAN_to_Internet #O | outside_static_vti_1

BETHS G F A= tute] o] TEHGY

oA 1 #He] AE W5 vl A Deploy(T-%)E 283t 18 d 7% F07 42 E tnfo] 9] B2o] g AP T}
972 A WA ALS 58k = NGFWBRI1 2 NGFW1 & 9] &8 A e g
@7 3 Deploy(7-5)E 22 Y th Deploy(7-%) th 8} Aol A 555 0] Completed(F=)= A2 W 744] 7] th g Ut}
A 4 FESE G AL A @ Fu Aol E A EhH Al 'L Validation M essages(7 =5 W A A]) B Validation
Warnings(3 5 7 11) ol o] & A Z Y th A A M4 AKX E HelH Validation Errors(7 5 2.5) &=+ Validation
Warnings(A % 7 1) ¥ 325 284}
v aAs ol UF
* Proceed with Deploy(7-5 A1<5) - B 2315 s AsHA Bl 755 ASTUT L 77k Ay = 45 A%
g+ Eyh

* Close('27]) -1-538hA] ol TRtk o7 B Fa 25 s st Ay 2ol ds A5 gy

SASE Umbrella E] 9 7-= 321

e Al o A 919 Who] tjulo] 2(NGFWBRI1)l Al Umbrella B 5 2 4 2] 55 e & &<2ls}
™ Notifications(&#) - Task(2H4) = o] &gt}
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SASE Umbrella £ 9 7% 221 |}

Deployments Upgrades © Health Tasks

20+ total 0 waiting 0 running 0 retrying 20+ success 0 failures

© Policy Deployment

Policy Deployment to NGFWBR1. Applied successfully

@ Policy Pre-Deployment

Pre-deploy Device Configuration for NGFWBR1
success

@ Policy Pre-Deployment

Pre-deploy Global Configuration Generation
success

° Umbrella Tunnel Deployment

Umbrella Tunnel deployment for Site to Site VPN VPN-MumbaiUmbrella has succeeded

AlE] o) A SASE A% E] Y A e] = 8Fel 3} 2] W Devices(t] v o] ) — VPN(VPN) — Site To Site(A+
hE AEsy

Firewall Management Center
Devices / VPN / Site To Site

Overview Analysis Policies Devices Objects Integration Deploy Q “0 it @ admin v el SECURE

Last Updated: 04:10 PM + Site to Site VPN + SASE Topology

[Y Select... X H Refresh ]
Topology Name VPN Type Network Topology Tunnel Status Distribution IKEv1  IKEv2
> VPN-CLPOD8-Umbrella Route Based (VTI) SASE —— v &SN
| v VPN-MumbaiUmbrella Route Based (VTI) SASE e v &SN |
Node A Node B
Device VPN Interface VTl Interface Device VPN Interface VTl Interface
UMBRELLA  Asia-Mumbai 146.112.1... (146.112.117.8) D FTb NGFWBR1 Outside (172.16.2.10) Outside_stati... (169.254.2.1)

7&) > Edit SASE Topology(SASE EZ 24| AR)E A8 Ut 24 H 2 IDT Umbrellacl] -
JdlelEfg Y.

Firewall Management Center
Devices / VPN / Site To Site

2] Aol A Jolo] E¥ SASE EZ 24 & <213} Devices(t] vl e] =) > VPN > Site To Site(A

Overview Analysis Policies Devices Objects Integration Deploy Q “0 % @ admin v M SECURE

Edit SASE Topology

o Endpoints 2 | Summary

Topology Name*

VPN-MumbaiUmbrella \

Pre-shared Key*

Umbrella Data Center*

Asia - Mumbai(146.112.117.8) J

Threat Defense Nodes Add

Device VPN Interface Local Tunnel ID

NGFWBR1 Outside_static_vti_1 FTDvChandigarh@4 - 704-umbrella.com

Umbrella A5 E]| S A1 23810 QJHY EgE B
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B saseumbrena g1y 75 o)

#He] A E ol A Site To Site VPN(AFO] E 7F VPN) thA| B =2 W2 Overview(7] &) > Dashboar d(th
A H.E) > Siteto Site VPN(AFO] E 7FVPN)S A 8l gyt

i,

Integration Deploy Q 60 Fe N ") admin v Ml SECURE

x || Refresh Refresh every | 5 minutes 1

Last Updated «

Firewall M?f)]i?en’\(ﬁnf EEHIST Overview Analysis Policies Devices Objects
poards / Site 10 S VEN

Overview

Y Select...

Node A Node B Topology Status

Tunnel Summary
2023-04-27 15:1...

NGFWBR1 (VPN IP: 172.16.2.10) VPN-MumbaiUmbr... Active
Active 2023-05-11 11:1...

Asia-Mumbai (VPN IP: 146.112.171...

North_America-Los_Angeles (VPN... NGFWBR1 (VPN IP: 172.16.2.10) VPN-CLPOD8-Um...

100% Active
2 connections

Topology
n (-]
VPN-CLPODS-Umbrella 0 0 1
|VPN—Mummembmna ) 0 1|

938 "hofo] o3l SASE Umbrella B] €2 &1}
* SASE HE 9] MlF- JHE glstHH th&

> show running-config interface tunnel 1
!
interface Tunnell
nameif Outside static_vti 1
ip address 169.254.2.1 255.255.255.252
tunnel source interface Outside
tunnel destination 146.112.117.8

tunnel mode ipsec ipv4
tunnel protection ipsec profile FMC IPSEC PROFILE 1

* [PSec L 23] B hed AbS gHlsheld v WH & AR Tk

> show running-config crypto ipsec
crypto ipsec ikev2 ipsec-proposal CSM IP 1

protocol esp encryption aes-gcm-256

protocol esp integrity sha-256

crypto ipsec profile FMC_IPSEC_PROFILE 1

set ikev2 ipsec-proposal CSM IP 1

set ikev2 local-identity email-id FTDvChandigarh@4lxxxxx-xxxxxxxxx-umbrella.com

set reverse-route
crypto ipsec security-association pmtu-aging infinite

SIKEV2 33 158 Sl W o RS AL .
> show running-config crypto ikev2
crypto ikev2 policy 15
encryption aes-gcm-256
integrity null
group 20 19
prf sha256
lifetime seconds 86400
crypto ikev2 enable Outside
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SASE Umbrella e % 3ol ]

* Tx X Rx Hlo|HE 243 HE TAE Fdeteld v B8 S AHEFUH
> show vpn-sessiondb 121
Session Type: LAN-to-LAN
Connection 146.112.117.8
Index 19 IP Addr 146.112.117.8
Protocol IKEv2 IPsecOverNatT
Encryption IKEv2: (1)AES-GCM-256 IPsecOverNatT: (1)AES-GCM-256
Hashing IKEv2: (l)none IPsecOverNatT: (1)none
Bytes Tx 234 Bytes Rx 446
Login Time 19:14:51 UTC Thu Apr 27 2023
Duration Oh:55m:16s
Tunnel Zone 0
cHE AHE Est i v B E S AR S T
> show interface ip brief
Interface IP-Address OK? Method Status Protocol
Internal-Control0/0 127.0.1.1 YES unset up up
Internal-Control0/1 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset down up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 169.254.1.1 YES unset up up
Internal-Data0/2 unassigned YES unset up up
Management0/0 203.0.113.130 YES unset up up
TenGigabitEthernet0/0 172.16.2.10 YES manual up up
TenGigabitEthernet0/1 172.16.3.10 YES manual up up
TenGigabitEthernet0/2 unassigned YES unset administratively down up
Tunnell 169.254.2.1 YES manual up up
* VTI B] 23} A2 4 [PSec SAS &elsted ths ¥ E & AFSF Ut
> show crypto ipsec sa
interface: outside static vti 1
Crypto map tag: _ vti-crypto-map-Tunnell-0-1, seg num: 65280, local addr:

198.18.128.81

Protected vrf (ivrf): Global
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current peer:

146.112.117.8

#pkts encaps: 705, #pkts encrypt: 705, #pkts digest: 705

#pkts decaps: 743, #pkts decrypt: 743, #pkts verify: 743

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 705, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent:
#TFC rcvd: O,

OV

#Valid ICMP Errors rcvd:
frecv errors: 0

#send errors: 0,
local crypto endpt.:

path mtu 1500, ipsec
PMTU time remaining

ICMP error validation:

current outbound spi:

#PMTUs rcvd:
#TFC sent: 0

198.18.128.81/4500,

0, #decapsulated frgs needing reassembly: 0

0, #Invalid ICMP Errors rcvd: O

remote crypto endpt.: 146.112.117.8/4500

overhead 63(44), media mtu 1500

(sec): 0, DF policy: copy-df
disabled, TFC packets: disabled
C76F91B4
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current inbound spi 64907273
inbound esp sas:
spi: Ox2BF92601 (737748481)
SA State: active

transform: esp-aes-gcm-256 esp-null-hmac no compression

in use settings ={L2L, Tunnel,

NAT-T-Encaps, IKEv2, VTI, }

slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1

sa timing: remaining key lifetime (kB/sec):
IV size: 8 Dbytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: OxCA2DC006 (3391995910)
SA State: active

(4331520/27987)

transform: esp-aes-gcm-256 esp-null-hmac no compression

in use settings ={L2L, Tunnel,

NAT-T-Encaps, IKEv2, VTI, }

slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1

sa timing: remaining key lifetime (kB/sec):
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

(4101072/27987)

Umbrellall 4] SASE ] ¥ S .2 Cisco Umbrella®l] & 1213} 31 Deployments(1-3) - Corel dentities(=.
o] ID) - Network Tunnel(4] £.9] 2 ] ¥)& o] 3t} 913 9Ho] o] A Umbrellaz ] U] =92 619

SR EEEEFSEREIEE]

Inactive Tunnels Unestablished
1 Tunnels

Active Tunnels

1

Unknown Tunnel

Status

Data Center
Locations

1

FILTERS Q, Search tunnels by name

Tunnel Name Site Data Center Location  Device Public IP

Tunnel Status

Last Status Update

VPN-CLPODS8-U... Default Site Los Angeles, 1 @ Inactive Jun 07, 2023 -

Secure Internet California - US 6:31 PM
Access

Tunnel Name Site Data Center Location = Device Public IP Tunnel Status Last Status Update
VPN-MumbaiUmb... Default Site Mumbai, T @ Active Jul 21, 2023 -

Secure Internet Maharashtra - 12:51 PM o
Access India

Hyo A RS v A4S shdgh,
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Umbrella A}5 E]g &4 312 .

FTDvChandigarh@4 = other 146.112.117.8

umbrella.com

Total Network Traffic

Jul 20, 2023 - 8:52 PM 2.63K 85.73 KB 0 sec

69.37 K 185.26 KB 0 sec

IPsec

Installed 727 sec - AES_GCM_16 256
c76f91b4 64907273

IKE

Established 3856 sec PRF_HMAC_SHA2_256 AES_GCM_16 ECP_384
53285f5df73e0c22 204e90910acad243

Umbrella *}-5 Bd +A4| 3| 2

T-% & t}2 CLIZ A}-83}9] Secure Firewall Threat Defense®l] 4] Umbrella A5 & 4 3}

o B A g o,

)

HHE EAE

i YA 3] Y ol tulo] 2ol A Y1 W H S AT wf= Tt Al oL A S FH &
Al 29 o] & g A= tufo] 2ol A vkt o 1 H & AA T 5 A F U
Wy CLI ¥
54 Fojo gisf 215 oA &3} debug crypto condition peer <peer-IP>

7H3 B Qe H|o] 2~ AR ¥ 1

debug vti 255

7
es}
<
N
[

debug crypto ikev2 protocol 255

debug crypto ikev2 platform 255
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cLI H#

debug crypto ike-common 255

debug crypto ipsec 255

 Etal

URL

Secure Firewall Threat Defense @ 2]~ = E

https://www.cisco.com/c/en/us/support/security/
firepower-ngfw/products-release-notes-list.html

2

)

A] e 7]

olr

o
i

il

At

http://www.cisco.com/go/whatsnew-fimc

Cisco.com®] H.¢F H-3}H

http://www.cisco.com/go/firewall

5 B 9] Secure Firewall

https://www.youtube.com/cisco-netsec

Secure Firewall 7] %

https://secure.cisco.com/secure-firewall
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