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* Available Network (A& 7153 Y E9 1) I = o] 74 o 9ol HUBE fia Ytk A2 F7H W E S
A 4 A(HUB_Tunne_IP)7}F YAg Yt 7§41 & A S}E Add(—ﬂ})% =¥ 3} Selected Networ k(41
g3k Y| EQT) H5ol F71g
* AvailableNetwork(A}-& 7} F Y| E §] 1) H = 9o] 7 4 o] o o] Cor porateE ¢ & 3t} Corporate LAN
WEY A AAZF YD gyt A S A estal Add(5-7HE 22l ste] Selected Network (X €3 U E 9
) Bl F7Ht
« OK(E)E ST

Area(d &) ol go] F7kg U},
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DVTI(Dynamic Virtual Tunnel Interface) S

| IEEERREC R

NGFW1
Cisco Firepower Threat Defense for VMWare
Device Routing Interfaces Inline Sets DHCP VTEP
Manage Virtual Routers Hespet =
OSPF Role:
. s
Internal Router v Enter Description here Advanced
Virtual Router Properties
Process 2 ID
ECMP
BFD F Role
Enter Description here
OSPF
OSPFv3
EIGRP Redistribution InterArea Filter Rule Summary Address Interface
RIP
Policy Based Routing OSPF Proces: Are. Area Type Networks Options Authentication C
v BGP
| 1 1 normal HUB_Tunnel_IP... | false none
IPvd
SGAI10 B ==o] t]t OSPF 74 & A3t ™ Save(AHE =8 FUtt
AYA - T
23 A =4 0SPF 43
GA1 A¥ T =25 5435 Devices(t] vlo] =) > Device M anagement(t] B}o] 2~ #+2]) S A 81513l NGFWBR1 =9
Edit(54) () okl 2% 2 gt
7 2 Interface(Q1 E 7| 0] 2=) B ol A]:
e 225 A0 A o] Aol B4 E Tunnell A E] H| o] 2] Al G R E A},
* Tunnel19] o] el A = o] IP T4 9 &S 3} Loopbackl Q1 E #| o] 2~ 9] M5 A BE gkl
A 3 Routing(2H5-®)= S =t
w7l 4 9% v Yol 4 OSPFE 22 gt
7 5 OSPF Q1 2Bl A~ 2 &4 316} ] W Process 1(ZE = A 2~ 1) el &S Aeigh}
GA 6 Area(d Q) 1S S
@A 7 +Add(F7hHE Y9 F YT Add Area(F & 71 i A A7F dEbE U S B B =S S8 U

* OSPF Process(OSPF 2 A 2~) - L2 M| 2~ IDE 12 4 93T}
« ArealD(3 9 ID) - #to] 191#] grelgh},

Ul e 7| Beke ALe U,
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* Available Network(AF&- 715 gt M E 9] ) - B 98 &3 BT M EL IS F71eted thaS T3 F U
SUE T AAE AR FosEE e 2k o ARAteS g
» Name(©] &) - ©] &< Spoke Tunnel_IPZ )& gt}
* Network(U E9] ) - Host(2. 2~ E) 54 & A 838l S A E [PE 169.254.20.1% § = gt}

- Save(4 ) g 2T

« Available Network (At 7Fs 3t WIE 9 ) B =] A4 o Sl Spokes YHFUTH A2 F7HE U ES
= 7R A (Spoke Tunnd_1)7F Y Yth 7§ A S A 8l35kal Add(F7HE 28 1o Selected Network (41 €]
FUESNA) 55l F7Hu

Available Network(AF& 7153 IEQ =1) D =9] A A o oo BranchZ ¢} 93y vl Branch LAN U E
A=A WA g YT A E A9kl Add(F7HE 22 5ol Selected Network (X B g M| E 9] ) &
o] F7FgE o

« OK(ERN)E Z Yt
Area(d ) Hol o] F7kgtt.

GFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

4 Process 1 ID
V]

Manage Virtual Routers

OSPF Role:
Global v
Internal Router

v Enter Description here Advanced

Virtual Router Properties
Process 2 ID
ECMP
BFD JSPF Role
Enter Description here
OSPF
OSPFv3
EIGRP Redistribution InterArea Filter Rule Summary Address Interface
RIP
Policy Based Routing OSPF Proces ArealD Area Type Networks Options Authentication
| 1 1 normal Spoke_Tunnel... false none

A8 A ol thE OSPF 7+ & A4 5tel ¥ Save(418)E S8 S
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DVTI(Dynamic Virtual Tunnel Interface) & A}-&-3fo] H A X]-5] B FAl 7FA 3} I
| IEEEEREEESE

A 2= A o] A7) T4

A4 2 83817] Aol NGFW1 2 NGFWBR1 :==¢] VTI ¢1E] 3 0] 27} Tunnel_Zonel. & ] o] £-0]
AE A Gl dAH o h=A FAF YT

AN -

Policies("d #) > Access Control () 4| 2= #| o) & o] 53Fe] A~ Alo] A S HEFULH HES
7= VPN EZZ & 54l s|n g ~¥ 9 525 ot

of thaf thS MA2 Ao AR JHo]E oHOk
EaRh=
« NGFW1- 3] B ==(NGFW1)°l| th 3+ M A2 Alo] & A
e Bl X A2 A o] - A E(NGFWBR1)© tf gk A 2~ Ao 4 2
G FH =E(NGFWI1) AC F A& A ¥ Edit(574) (#£) oFol 28 F Pt
o] &-& A E fsl A oF st 7= 1 E 2 e ZEY T
* Allow-To-Branch-Over-Tunnd

* Allow-To-Corp-Over-Tunnel

1. Allow-To-Branch-Over-Tunne 3 -8 4= 3l& ¥ Edit(=74) (#£) oFo] & Z& g}

2. Zones(4 9) ¥l A Tunnel_Zone 7} A slo] e

- o . . = o =
_ = el 51 U5 Add Destination Zone(th4 & 9 #7HS 293y
N\
n Editing Rule Allow-To-Branch-Over-Tunnel NGFW1 | Defaut @
v
Name | [Allow-To-Branch-Over-Tunnel | n Action | @ Allow B Logging Wy Time Range | None
@ Intrusion Policy | None
»
Q Zones (2) Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applicati... 2
=| «2; Tunnel_Zone Collapse All Remove All =~ Collapse All Remove All
ZONE | v 1object ZONE | v 1 object
InZone1 .
NET v 1 object NET v 1 object
Corporate-LAN Branch-LAN
+ Create Security Zone Object v
Comments Cancel m

3. Apply(F8)E F38le] 738 ARG

4. Allow-To-Corp-Over-Tunnel 4 & A g3t A Edit(=4) (£) oFo] 2& Ze 3y}
5. Zones(% %) Wl A Tunnel_ZoneS 3 A sho] 41 B3k th5 Add Source Zone(42~ 9§ % 71

tilo
i
i)
L
L
K
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SPEEEEEERN |

- & Editing Rule Allow-To-Corp-Over-Tunnel NGFW1 | Defaut @

Name | [Allow-To-Corp-Over-Tunnel o Action | @ Allow B Logging W Time Range | None
@ Intrusion Policy | None v B File Policy | None
»
Q Zones (2) Networks | Ports Applications Users URLs Dynamic Attributes VLAN Tags
Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applications: 2

=| &% Tunnel_Zone Collapse All Remove All = Collapse All Remove All

ZONE | v 1 object ZONE | v 1 object

3 InZone1

NET v 1 object NET v 1 object

Branch-LAN Corporate-LAN

+ Create Security Zone Object I:I -
Comments Cancel

Apply(d-8)& = ato] 13 S A4
NGFW1eA] gelo] EH 7f & & gl gt}

Save(AhE =

© 0o N o
e
ol
ol
s
>
@]
ol
i)
o
2
o
i
i
O

Return to Access Conrol Policy Management(§ Al 2= A o] A 2 ] 2 Zo}7}7])E 8 35lo] A H Ao = &
JEAEIES
@A 2 23X F =5 (NGFWBRI1) AC A A& =78k ¥ Edit(5274) (#£) oFol 28 F Ut
o] dAJol| A =7 &l oF sF= 7f 22 v} 5 T
* Allow-To-Branch-Over-Tunnel

* Allow-To-Corp-Over-Tunnel

1. Allow-To-Branch-Over-Tunne A 2S84 &} ¥ Edit(+3) (£) olol 25 &8 3y

oy

2. Zones(%d %) Bl Al Tunnel_Zones 7 A ste] A 813t th-2- Add Soce Zone(4 2~ F 4 F7hS U
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Editing Rule Allow-To-Branch-Over-Tunnel

Name  [Allow-To-Branch-Over-Tunnel | IR

]

Q Zones (2)

Networks (2) Ports Applications

[ @ Tunnel

(=) & Tunnel_Zone (R

+ Create Security Zone Object

Comments ~

Action ‘ () M ‘

DVTI(Dynamic Virtual Tunnel Interface) S A}-8-5}o] B @ %]-3]

Ly

Branch Access Control

B Logging ON

@ Intrusion Policy ‘ None

Users

X | Showing 1 out of 11

% Time Range ‘ None

Default

‘ Select Variable Set

URLs Dynamic Attributes VLAN Tags
Selected Sources: 2 Selected Destinations and Applications: 2

Collapse All Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1object
i% Tunnel_Zone InZone
NET v 1 object NET v 1 object
Corporate-LAN Branch-LAN

|

»

v E File Policy | None

Cancel Apply

3. Apply(dF&)E 9389 58S A3k
4. Allow-To-Corp-Over-Tunnel A 25

5. Zones(%4 %) § ol A Tunnel_Zoned 7 4 &}o]

o},

Aatel H Edit(FA) (£) olol 2 293

I T}-5 Add Destination Zone(th 4 <4 &} =7}

o},

to

=
=9

ok

U

Editing Rule Allow-To-Corp-Over-Tunnel

v

Name |Al|ow—To—Corp—Over—Tunnel|

| %

Q

[ @ Tunnel

Zones (2)

Networks (2) Ports

(=] &= Tunnel_Zone (R

rity Zone,

+ Create Security Zone Object

Comments ~

6. Apply(d&)E 938t 52 A3

7. NGFWBRIA] dlo]EH 113

Action ‘ © Allow

@ Intrusion Policy | None

Applications

X | Showing 1 out of 11

Branch Access Control Default 0

B Logging ON

# Time Range | None

‘ Select Variable Set

Users URLs Dynamic Attributes VLAN Tags
Selected Sources: 2

Selected Destinations and Applicati... 2
Collapse All

Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1 object
InZone s% Tunnel_Zone
NET v 1 object NET v 1 object
Branch-LAN Corporate-LAN

Cancel Apply
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SEECDEEESN |

8. Save(A"h)E S¥ ko] AC B H

o

Ay ek

O:

NE AL 7 T U x| = t]ufo] Ao &3 o)

A1 ] A o5 vkl A Deploy(+%)E SFE U 18 5 07 gad tnlo] a9] HEo] A YT

9A 2 A &5 53 = NGFWBRI1 2 NGFW1 & 9] g1 #S Aeghd,

7] 3 Deploy(71-5)E == &Yt Deploy(7-5) W3} % #Fell A -5 ] Completed($+5)= A2 w744 7] thH Y o}

A4 5 WA AR S FY AaE AEatd Al 28-S Validation Messages(7 = M Al #]) B+ Validation
Warnings(#d <5 74 1) ol o] & A E YL AA MHF AKX E K 2H Validation Errors(7 5 2.5F) B Validation

o

* Proceed with Deploy(T-% 71%5) - 43l 24 S | 454 oL 52 ALY L 77 A= 45 A%
AP sy

* Close(27]) -7H 384 il TRdUY o7 B il 2318 s dsta Ay 2ol ds A5y

VPNfﬂ Eé%lEE ﬁJ%;%%E%o

T — -1 — -
VPN Bl 2l sl vh& &l g
< AFo] = ZH VPN T A 0] B Y A Sl
1. VPN H o] 25 Fo|n =a1Q1%] 3k2l5}e ™ Overview(7] &) > Dashboar ds(th A &) >
Site-to-site VPN(AFO] E 7+ VPN)S A & g o},
i Firewa“,Managem,em,c?m?r Overview Analysis Policies Devices Objects Integration Deploy Q @ #+ @
Y Device NGFW1 x X Select X m‘ Cancel Refresh every

Tunnel Summary Node A Node B Topology Status

NGFW1 (VPN IP: 198.18.133.81) NGFWBR1 (VPN IP: 198.19.30.4) | Corporate-VPN Active

100% Active
1 connection

Topology

Corporate-VPN 0 0 |I|
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2. NGFW1 g9l m}9-2= AMZ &8 45U NGFWI 2ol View Full Information(H ] %4 1.

H7]) ool o] FAIF YT

3. View Full Information(1 A A B ®B.7]) o}o] 25 &

A= ¥ o] e U Th
4. =W oA CLI Details(CLI A5 A 1)

5. TPSec B¢t A A< M A K7} X 3w 2 o) 3}

71 AdishE 2894
6. s} AAFe] shekol A show W&ol o &F

F g

Tunnel Details

Summary

Node A (198.18.133.81/500) [} <) Node B (198.19.30.4/500) [}
ed: 4.69 KB (4804 B) & 4.86KB (4972B)
6.07 KB (6212 B) R 5.94 KB (6084 B)
IPsec Security Associations (1)

NGFW1 (VPN Interface IP: 198.18.133.81)

CLI= &4

CERERERLE P E D

9o Yy,
EE]

AAE E A S H Maximumize View(XH

}oto] tinfo] 9] VTI Qe o] ~ 5 &

7. Close(27])S 28 3}9] Tunnel Details(B]1'E A4 4 B) & T8}

sHH QA Shel g e

FH W HWR oA g9-8 &2 - NGFW1 Y NGFWBR1 =0l 4] OSPF 74 27} 21} 2 7

1. Devices(t]H}o] ) > Device Management(t] v o] = #2])S A&l g},

2. NGFWI1< A &d 4 Edit(5A) (£) olol 25 F

3. Device(t]Hto] ) B& Syt

4. General(¥Hh) 7F=ol A CLI HES 23t CLI Troubleshoot(CLI <A & 2) “d-o] 1}

By ok

5. Command(™ %) Z =] show routeZ ¢} 2 a}31 Execute(2 )= 8 gt}

6. ofef Lol ¥ A O] NGFWI =

NN ARE HESIL AFE 9] VTI

IP(169.254.20.1)°l T3 VPN 7 29} B @l %] LAN®| th3F OSPF 8F<5 7 £(198.19.11.024)=

shel g,

Rb2=s}
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CLI Troubleshoot X

>_ Command = Execute | @ Refresh | [}y Copy Device:

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.18.128.1 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.18.128.1, outside
11.11.60.0 255.255.255.0 [1/0] via 198.18.133.60, outside
169.254.20.1 255.255.255.255

connected by VPN (advertised), outside dynamic_vti 1 val
198.18.128.08 255.255.192.0 is directly connected, outside
198.18.133.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0 is directly connected, in1@
198.19.10.1 255.255.255.255 is directly connected, ini@
198.19.11.0 255.255.255.0

[110/1572] via 169.254.20.1, ©00:19:39, outside_dynamic_vti_1_val
198.19.20.0 255.255.255.0 is directly connected, in2@
198.19.20.1 255.255.255.255 is directly connected, in2@
198.19.30.0 255.255.255.0 [1/0] via 198.18.133.63, outside
198.19.40.0 255.255.255.0 [1/0] via 198.18.133.64, outside
198.48.133.81 255.255.255.255 is directly connected, Hub_Tunnel_ IP

7. NGFWBRI =9 td] 2~5T A & vkE-3h] o},

8. NGFWBRI :=E9] A2 AE3Ur) ofef 1o ZAH 27} o] 81 2] VTI
1P(198.48.133.81) & Corporate_LAN(198.19.10.0/24)01] o3l st5%E OSPF 4 2 &5 &3}

CLI Troubleshoot x

>_ Command: | | show route = Execute | @ Refresh | [ Copy Device:

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

S 0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel_IP
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.128.81 255.255.255.255 is directly connected, outside
198.19.16.0 255.255.255.0
[110/1572] via 198.48.133.81, 0@:22:52, outside static_vti_1
198.19.10.100 255.255.255.255 [1/@] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
198.19.11.0 255.255.255.0 is directly connected, inside
198.19.11.4 255.255.255.255 is directly connected, inside
198.19.30.0 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198.19.40.0 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255
[110/1563] via 198.48.133.81, 0@:22:52, outside static_vti 1

« 2¥ T W EHE 5] BEEEYEY A ] EYY 84l

WKST BR 9] 72~ H| 0] 41(198.19.11.225)°] 1913} NGFW1 ¥ 9] 522 E(198.19.10.200)°] SSH
2 ARG B0 SSHE FH 02 AT 5 A FeAgu
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. 2233 wE oA Wl g VT QT E] s o] 2~ 4

&5 lwhstbr - 198.19.11.225/- Remote Desktop Connection

C:\Users\Admin

5.4.0-k —amde #1 SMP Deblan 5.4.8-1kalil (2020-061-06)

s included with the Kali GNU/Linux system are free software;
ibution terms for each program are described i
dual files in /usr/ re/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY,
M-n:per*nuued by applicable lauw.
Last login: Thu May 11 16:15:40 2623 from 198.10

cEHF OHIEE ARGt BallA] @ AT == 7F A gl
1. Analysis(¥4]) > Unified Events(%-3} oWl E)ZS A elgt ),
2. ¥4 Ae7]& AF&-3le] VPN Action, Encrypt Peer, Decrypt Peer (VPN 24, 1] o] ¢t 3}, 9] of
5 3l 55) 9 Egressinterface(o] L& 2= Q1E 7| o] &) A& F 7} th
3. ofe 2ol AE A ol A, A LENCMP I, A A 2 Alof 2], 4| 2 A o] 4
A gl gupo] 20} 9HA A o] M E WA sk A7 E =AY

. )
Firewall Management Center Overview  Analysis  Policies  Devices  Objects Integration Depoy O @ % @ adminv e

WX

Q Seal

Sho jall31events (6240 7) + -07-05 03:30:44 EDT — 2023-07-05 03:32:45 EDT 2m 1s.
[©] g 07 +

Time Event Type 2 Po \ poses Access Conmrc Device PN Action Decrypt Pee Encrypt Peer Eorase 1

2 ol c e Application ontrolRule | Policy Suice e BecHy — Interfa I
> | 202 7-05 03:31:43 OF A
503:31:40 C

n iz a3t | mm, I [ W e n

503:31:38

4. WKST BRO|A] SJA} 5~ E 2 9] SSH 912 3} #H&H 1 o] ¥l E E X & H Destination Port/ICMP
Code(th EE/ICMP ZE) Goll A 22(sshitep) 7| = 3= Aty 9] 1o o}
2= A2 2 outside_static vti_1 21 E H o] 2= F3) NGFWBR12] Encrypt(&3.3}) 2 S

3 & NGFW 1o 4] Decrypt(9& 31%) 2t o] =gyt

2~ 3 =0 A W] VT Q1E] 7 o] 2= A

Secure Firewall Threat Defense= 73 i ZIRHVTI) VPNol| ti gk W] Hd 748 X4yt 713 VTI
7FEHE S g9 g gl A5 VPNE Eg g2 Mg VTIE 38 HdE gyt
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N e EE I EEEREER

@Al 1 Devices(t] vlo] ) > Site-to-site VPN(AFO] E 7FVPN)S A Elato] -4 ¥ 7] 4-VPN VPN EZ 24 & F2lstn
Edit(57) (#) oFo] 25 &2 gt} Edit VPN Topology(VPN EZ 2 %] A 3] 3o] Yebdy )

4] 2 Spoke Nodes(2= 3% 7 ==) A A o] A NGFWBR1 :==9] Edit(5=4) (#) o}o] 24 28 Yt} Edit Endpoint(d=
FEE AY) st A vEbE U T

A3 BE VTIEH Y-S F716HH Add Backup VTI(M Y VTI =70 F 35 283Ut} & ol Backup VTI(H S VTI)
Aol A YT

Edit Endpoint (7]

Device:*
NGFWBR1 v

Static Virtual Tunnel Interface
outside_static_vti_1 (IP: 169.254% | 4

Tunnel Source IP is Private

Send Local Identity to Peers

Remove
Virtual Tunnel Interface:*
v+
Tunnel Source IP is Private Edit VTI
Send Local Identity to Peers

Additional

Configuration

Route traffic to the VTI

Permit VPN traffic AC

» Advanced Settings

‘ Cancel ‘m

@A 4 Virtual Tunnd Interface 5508 2= Qo] +2 ZFEl sl A VIIE =713}

g3t 28 71 o] mlg] 27 Add Virtual Tunnel Interface(Virtual Tunnel ¢1E] 5 o] 2 3=7}) th 3} A=} 7}
HEbE Y.

* Tunnel Type(Bl @ +3)<& Static(A 2]) 2.2 25 AP H U oh

« Name(©] &) <tunnel_source interface logical name>+ static_vti +<tunnel ID>= A}-& 2| ¢ AUt} o:
outside static vti_2.

*+ 7] 4 . % Enabled(Z/3 3}%) gl &to] M o] Q5]
* Security Zone(E.qF 4 %) EFTHE H-50l 4 Tunnel_Zones A €l g4 o}
* Tunnel ID(E1 € ID)+= 3to] 22 A A HYch

5

« Tunnel Source(El Y 4 2) =& T}H$ -2 0] 4 GigabitEthernet0/3 (outside2) = A &1 gt} &5 3 S1E]F o] ~
o IP FaE ol 9= EE T S50l 4 198.19.404% A1 B 9t

« IPsec Tunnel Mode(IPsec E1Y R =)= 7] 24 0 2 [pv4=z A AUt}
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ofo
_O|L
2
Iz
e
R
ol
Iz
ol
2
)
o
o

B 22 e vnaeso e b eemp o) 73

* |IPaddress(IP 542)& 324 IP
gHIP thol & 7+ 3} °©

Yo, 73 QIE] s o] 2o A A 4 Q1E | o] 2o T
= =4 =
1(Spoke_Tunnel_IP)S &2 gt}

F7betel W =5 The 5o A Loopback

OK(EM)—% Z835te] VIIE AU VI A 34 02 B H A 5S gl et mAA7F EA " Ytk OK (%
HE == FYh
wl el VTI 91 ] 9] o] 2~ 3= outside _static_vti_2(169.254.20.1) & A A 3 Ut}

%A 5 OK(@(O])% =2 glo] AE T FAS AT}
th7) 6 Save(H4)E Fske] VPN EZ2A & A%

71 & 2 B2 VT QI g 3 o] 2o t) gt ECMP & 9 -4

PAo]53 L VPN EZY 2= WS 9] Bl o] 7] 2 9 W A A VTI QL E | o] 20
] ECMPZ A gttt

|

7] 1 Devices(t] HFo] 22) > Device Management(t] Hho] 2~ #He]) & A Bl 5lal 913 %o t]ulo] ~2(NGFWBRL)E A 3y
=3

©7] 2 NGFWBR19] ¢1E]#o] 2 B 7]ol| A Routing(2}9-¥) S 2 gt}

@7 3 ECMPE &8 3t}

9GAl 4 Add(F7hHE S8

@A 5 Add ECMP(ECMP F7}) % A1o] ECMP & & €] 0] &2 ECMP-VTIE ¢ &g},

S4Al 6 SE H o] ~E o A3t Available Interfaces(A}-& 7153k 18] 5 o] ) A} =)ol A outside static vti 1 2
outside static vti_2 e H| o] ~E A3 v} Add(F7HE 2 Yt

Add ECMP 9 X
Name
ECMP-VTI
Available Interfaces Selected Interfaces
outside outside_static_vti_1 H]
inside outside_static_vti_2 .
outside2
outside3
< )
slLo\ = = Sk
SA7 OK(ED)=E =T
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o] Al ECMP ¥ o] A of] Aj & A ¥ ECMP & & o] AUt}

@7 8 Save(A ) E S UL

i

7|2 2L B EHY @9l
=9}

S8 w710 7] E B B VITH do] B A H o 2he Folv 27 el &

1=

(T

BHAA =
At
« AbO] E 7FVPN tiA B = 2] B]Y AFe) &2l
VPN E] go] 25 Fo]n Ha1el %] g2lale] ™ Overview(7] &) > Dashboar ds(th A] H.=) >
Site-to-site VPN(AFO] E 7FVPN)< A 8§t

~L, Firewall Management Center
i 9 o e Overview Analysis Policies Devices Objects Integration Deploy Q 09 # @ [y admin v e
Y Select X || Refre Refresh every | 5 minutes 1
Tunnel Summary Node A Node B Topology Status Last Updated o
NGFW1 (VPN NGFWBR1 (VPN IP: 9.30.4, Corporate-VPN Active 2023-07-05 02:07:58
NGFW1 (VPN IP: 1 NGFWBR1 (VPN IP: Corporate-VPN Active 2023-07-05 11:32:11
100% Active
2 connections
Topology

Corporate-VPN 0 0

+ 3 H g AR =0 ghe-g EQl
1. Devices(t]H}o] 2~) > Device Management(t] vlo] 2~ #He])E A gl gt o),
2. NGFWI1& 43219 EdigA ) obel &5 S8 Fth
Device(t] HFol ) §& S8
4. General(¥RF) 7k=ol A CLI &S S8 3T} CLI Troubleshoot(CLI &4 & 4) o] 1}
Ebg Ut

5. Command(™ %) I =oj show interfaceip briefS ¢ 2 5} 32 Execute(X &)= =8 3lo] 38
O] DVTIOA B E &4 7 A2 1E o] =& gkl gt .

4

NGFWBR1o] HZVTIAZ S Z3] NGFW1ol] A2 5= 4 5L 3 DVTI
ol| A Virtual-Access2 21 E] | o] ~7} A A F YT},

e
k
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CLI Troubleshoot

>_ Command: | [show interface ip brief ] =» Execute | @ Refresh | [[3 Copy Device

> show interface ip brief

Interface IP-Address Method Status Protocol
GigabitEtherneto/e 198.18.133.81 CONFIG up up
GigabitEtherneto/1 198.19.10.1 CONFIG up up
GigabitEtherneto/2 198.19.20.1 CONFIG up up
GigabitEthernete/3 unassigned unset administratively down up
GigabitEtherneto/3.100 unassigned unset down down
GigabitEthernete/3.110 unassigned unset down down
GigabitEtherneto/4 unassigned unset administratively down up
GigabitEtherneto/4.200 unassigned unset down down
GigabitEtherneto/4.220 unassigned unset down

Internal-Controle/e 127.0.1.1 unset up

Internal-Controle/1 unassigned unset up

Internal-Data@/@ unassigned unset down

Internal-Data@/e unassigned unset up

Internal-Data@/1 169.254.1.1 unset up

Internal-Data@/2 unassigned unset up

Management©/0 unassigned unset up

Loopback1 198.48.133. manual up

Virtual-Accessi 198.48.133. CONFIG up

Virtual-Access2 198.48.133. CONFIG up

Virtual-Templatel 198.48.133. CONFIG up

Virtual-Template2 198.48.133. CONFIG up

6. NGFWBRI ==of t)3)] 2~5T A & WH55}1] o2l 1 of] Al A o] A4 VTI QI
o] 2~ Tunnell @ Tunnel2Z &21dt ).

CLI Troubleshoot

>_ Command: | | show interface ip brief = Execute | @ Refresh | [ Copy Device: | NGFWBR1

> show interface ip brief

Interface IP-Address ? Method Status Protocol
GigabitEthernete/e 198.18.128.81 CONFIG up

GigabitEthernete/1 198.19.11.4 CONFIG up

GigabitEtherneto/2 unassigned unset administratively down
GigabitEthernete/3 198.19.40.4 CONFIG up

GigabitEthernete/4 198.19.30.4 CONFIG up
Internal-Controle/e 127.0.1.1 unset up
Internal-Controle/1 unassigned unset up

Internal-Datae/e unassigned unset

Internal-Data@/e unassigned unset up

Internal-Datae/1 169.254.1.1 unset

Internal-Data@/2 unassigned unset

Management@/0 unassigned unset

Loopbackl 169.254.20.1 manual

Tunnell 169.254.20.1 CONFIG

Tunnel2 169.254.20.1 CONFIG

7. Command(*d %) Z =9l show routeE ¢} 2 5}31 Execute(2 3)) 5 S8 slo] M VIITEH Y S
F7Fe & A2 5 gy
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Neanzeg s [
CLI Troubleshoot
>_ Command: = Execute | @ Refresh | [} Copy Device: | [NGFWBR1

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2

[1/0] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel_ IP
198.18.128.0 255.255.192.0 is directly connected, outside

198.18.128.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0

[110/1572] via 198.48.133.81, 00:12:13, outside static_vti 2

[116/1572] via 198.48.133.81, 00:12:33, outside static vti 1
198.19.10.100 255.255.255.255 [1/0] via 198.19.40.64, outside2

[1/@] via 198.19.30.63, outside3

198.19.11.0 255.255.255.0 is directly connected, inside
198.19.11.4 255.255.255.255 is directly connected, inside
198.19.30.0 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198.19.40.0 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255

[110/1563] via 198.48.133.81, 00:12:13, outside static_vti 2

[110/1563] via 198.48.133.81, 00:12:33, outside static vti 1

* Corporate LAN(198.19.10.0/24)<> 7] ¥-(outside_static vti_1) ¥ X Z(outside_static vti_2)
VTI B 4] OSPF& &3l 3t A5 Th

* DVTI E] 9 IP(198.48.133.81)= 7] 2 B 2 VTI 5o A OSPFE 34 =
<
F4TH

£

w5

o

7R HY FE A R EHdl gig Aden &

1 °] "ﬂoﬂ"ibl‘iz Hdo] digh Hd e & 53] 8 Y=EE tiupo] 2o A Zﬂ(ﬂ
59 QLE© % o] 53 ousided 2B ol 2ol 4 A9 ol £ =l
Zﬂﬂo}ﬂ‘/} 5o 918 Wol & 2180 outside3 NE o] ~& TRl Y EHAS FET

% gl e,

4

i
El

AE o2 E FRaE AL UENDS Palone Tayyd vE
[e

ol A Al=sf A= gk gyt

2. AFO]E ZF VPN thA| o)A ofgf Z1 3t o] 7]t Bl d o] v AE i th
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off
2
Fi
B
b

B o= ovenge eqaz

Firewall Ma‘)agerne,nF,C?nter Overview Analysis Policies Devices Objects Integration Depoy Q @ £+ @ admin~ b
Y Select X || Refresh |  Refreshevery |5 minutes 1]
Tunnel Summary Node A Node B Topology Status Last Updated
NGFW1 (VPN IP: 198.18 3.81) NGFWBR1 (VPN IP: 198.19.40.4) Corporate-VPN Active 2023-07-05 11:32:11
y V1 (VPN IP: 198.1 3.81) 1 (VPN IP: 198.19.30.4) my -07-05 11
4 J 50% Active NGFW1 (VPN IP: 198.18. NGFWBR1 (VPN IP: 198.19.30.4 Corporate-VPN © Inactive |  2023-07-05 11:48:00
! 1 connection
f 4
[
| ‘«\\ 50% Inactive
\
\ > 1 connection
\ ‘
Topology

Corporate-VPN 1 0 1

3. BAlA oA s H o] EH S A&t WKST BR 9 A2 o] Aol 1918}31 NGFWI
o] $2Ed SSHE AdAPUTH S 2B SSHE A4 o2 AZAT 4= A=A Sy
t}.

4. F3} o|MIE FolE ARgete] EdH o] o] 1y~ HAEE 13T
1. Analysis(=%]) > Unified Events(£ & oWl )= A elgc}
2. 4 A8 7]E AF2-3Fo] VPN Action, Encrypt Peer, Decrypt Peer (VPN 241, 3] o] 9+3 3},

3]of &% 3l 55) 2 Egressinterface(o] 718 2~ QIE | o] ) €& F7FHY T

3. obe] el EAIE A3t ol A, th EENCMP 5=, oA 2= Alo] 37 3, o) 2= Ao]
43 2L o] 29} 370 A Do) M2 WS D 272 24P

™ Firewall Management Center Overview  Analysis  Policies  Devices  Objects Integration Deply Q € & @ agmin v |t

Q Search 7 X

© Showing all 102 events ( 101 @ 1) & I 2023-07-05 10:52:50 EDT — 2023-07-05 11:52:50 EDT 1h
Time Event Type = - ool pevice VPNAction  EncryptPeer  DecryptPeer = Egress Interface

> 7-05 11:52:34 unreach Allow O

> 11:52:12 ttps) / tcp | Allow O

> 11:51:46 tcp

> 11:51:44 443 (ntps) /tcp | Allow O

> 11:51:27 443 ps) /tcp | Allo

> 11:51:16 22 (ssl tep Allow-To-Co...| Branch Access

> 05 11:51:15 22 ‘ ‘i, -To ‘ |

> 7-05 11:51:05 80 P A Outbou.. Branch Access

b+ 05 11:50:43 6 Connection 443 (https) / tcp | Allow Outbou

SSH(AEE 22)°l] th gk NGFWBR19] o] 718 2= 1] | o] 227} o] A| B2 QI Ef | o] 2~
(outside_static_vti_2)%= FEA] S Ut}
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%

A ZRYA @] g o] tutel 2ol v L g E S AW v oA L. A4
Al E o] s 9l Hrbel Al A T v L el & A S syt
R CLI %

R ECLEEET L PECE!

debug crypto condition peer <peer-1P>

714 EY QlE H|o] 2~ A1 tw 1

debug vti 255

debug crypto ikev2 protocol 255

debug crypto ikev2 platform 255

debug crypto ike-common 255

debug crypto ipsec 255

= Eatal

URL

Secure Firewall Threat Defense & 2] 2~ = E

https://www.cisco.com/c/en/us/support/security/
firepower-ngfw/products-release-notes-list.html

olr

e
ofy

i

A

el

A E AL Ee 7

http://www.cisco.com/go/whatsnew-fmc

Cisco.com®] .ot 1}3}d

http://www.cisco.com/go/firewall

5 B 9] Secure Firewall

https://www.youtube.com/cisco-netsec

Secure Firewall 7] =

https://secure.cisco.com/secure-firewall
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