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2. NGFW1 g9l m}9-2= AMZ &8 45U NGFWI 2ol View Full Information(H ] %4 1.
17]) ofo] o] A FH Ut

3. View Full Information(¥ ] 4 B ®87])olo]Z& gttt Y A5 A1 2 37} 2 o]
A= 59 o] yEbd YT

4. =9 o] A CLI Details(CLI A5 A 1) &S 23},

5. IPSec Bt A4 o] A B} 235 ol 84 o 3} A2 A 8 H Maximumize View(:.
7l Aushs 2934

6. tha} k7ol Sherol A show W ol ) CLIS 8H4-aho] tiufo] o] VTI Q1E] M o] 25 2

T AFH

Tunnel Details

Summary

Node A (198.18.133.81/500) [} <) Node B (198.19.30.4/500) [}
ed: 4.69 KB (4804 B) & 4.86KB (4972B)
6.07 KB (6212 B) R 5.94 KB (6084 B)
IPsec Security Associations (1)

NGFW1 (VPN Interface IP: 198.18.133.81)

7. Close(27])S 28 3}9] Tunnel Details(B]1'E A4 4 B) & T8}

o% H 9 B ax =Eof A gF9-8 8¢ - NGFW1 2 NGFWBR1 X9 4] OSPF 4 27} L1}l = A
EInes 54 A=A Iy

1. Devices(t]H}o] ) > Device Management(t] v o] = #2])S A&l g},

2. NGFWI1< #Agste A Edit(553) (£) otol 25 83U}

3. Device(t]Hto]~) 85 S 3ot

4. General(dwh) 7F=elA] CLI &S S8 3tk CLI Troubleshoot(CLI A 3 ) o] ot
By,

5. Command(™ #) Z =ol show routeZ ¢ 2] 3} Execute( )= &8 gt}

6. of#l L&l FAH A} Fo] NGFW1 =0l A A& E AESIAL ~AXF9] VTI
IP(169.254.20.1)°l T3 VPN 7 29} B @l %] LAN®| th3F OSPF 8F<5 7 £(198.19.11.024)=
g1yt
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CLI Troubleshoot X

>_ Command = Execute | @ Refresh | [}y Copy Device:

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.18.128.1 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.18.128.1, outside
11.11.60.0 255.255.255.0 [1/0] via 198.18.133.60, outside
169.254.20.1 255.255.255.255

connected by VPN (advertised), outside dynamic_vti 1 val
198.18.128.08 255.255.192.0 is directly connected, outside
198.18.133.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0 is directly connected, in1@
198.19.10.1 255.255.255.255 is directly connected, ini@
198.19.11.0 255.255.255.0

[110/1572] via 169.254.20.1, ©00:19:39, outside_dynamic_vti_1_val
198.19.20.0 255.255.255.0 is directly connected, in2@
198.19.20.1 255.255.255.255 is directly connected, in2@
198.19.30.0 255.255.255.0 [1/0] via 198.18.133.63, outside
198.19.40.0 255.255.255.0 [1/0] via 198.18.133.64, outside
198.48.133.81 255.255.255.255 is directly connected, Hub_Tunnel_ IP

7. NGFWBRI =9 td] 2~5T A & vkE-3h] o},

8. NGFWBRI :=E9] A2 AE3Ur) ofef 1o ZAH 27} o] 81 2] VTI
1P(198.48.133.81) & Corporate_LAN(198.19.10.0/24)01] o3l st5%E OSPF 4 2 &5 &3}

CLI Troubleshoot x

>_ Command: | | show route = Execute | @ Refresh | [ Copy Device:

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

S 0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel_IP
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.128.81 255.255.255.255 is directly connected, outside
198.19.16.0 255.255.255.0
[110/1572] via 198.48.133.81, 0@:22:52, outside static_vti_1
198.19.10.100 255.255.255.255 [1/@] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
198.19.11.0 255.255.255.0 is directly connected, inside
198.19.11.4 255.255.255.255 is directly connected, inside
198.19.30.0 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198.19.40.0 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255
[110/1563] via 198.48.133.81, 0@:22:52, outside static_vti 1

« 2¥ T W EHE 5] BEEEYEY A ] EYY 84l

WKST BR 9] 72~ H| 0] 41(198.19.11.225)°] 1913} NGFW1 ¥ 9] 522 E(198.19.10.200)°] SSH
2 ARG B0 SSHE FH 02 AT 5 A FeAgu
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DVTI(Dynamic Virtual Tunnel Interface) = A}-6-3] 111 4]-5111 541 743} |
. 2233 wE oA Wl g VT QT E] s o] 2~ 4

&5 lwhstbr - 198.19.11.225/- Remote Desktop Connection

C:\Users\Admin

5.4.0-k —amde #1 SMP Deblan 5.4.8-1kalil (2020-061-06)

s included with the Kali GNU/Linux system are free software;
ibution terms for each program are described i
dual files in /usr/ re/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY,
M-n:per*nuued by applicable lauw.
Last login: Thu May 11 16:15:40 2623 from 198.10

cEHF OHIEE ARGt BallA] @ AT == 7F A gl
1. Analysis(¥4]) > Unified Events(%-3} oWl E)ZS A elgt ),
2. ¥4 Ae7]& AF&-3le] VPN Action, Encrypt Peer, Decrypt Peer (VPN 24, 1] o] ¢t 3}, 9] of
5 3l 55) 9 Egressinterface(o] L& 2= Q1E 7| o] &) A& F 7} th
3. ofe 2ol AE A ol A, A LENCMP I, A A 2 Alof 2], 4| 2 A o] 4
A gl gupo] 20} 9HA A o] M E WA sk A7 E =AY

. )
Firewall Management Center Overview  Analysis  Policies  Devices  Objects Integration Depoy O @ % @ adminv e

WX

Q Seal

Sho jall31events (6240 7) + -07-05 03:30:44 EDT — 2023-07-05 03:32:45 EDT 2m 1s.
[©] g 07 +

Time Event Type 2 Po \ poses Access Conmrc Device PN Action Decrypt Pee Encrypt Peer Eorase 1

2 ol c e Application ontrolRule | Policy Suice e BecHy — Interfa I
> | 202 7-05 03:31:43 OF A
503:31:40 C

n iz a3t | mm, I [ W e n

503:31:38

4. WKST BRO|A] SJA} 5~ E 2 9] SSH 912 3} #H&H 1 o] ¥l E E X & H Destination Port/ICMP
Code(th EE/ICMP ZE) Goll A 22(sshitep) 7| = 3= Aty 9] 1o o}
2= A2 2 outside_static vti_1 21 E H o] 2= F3) NGFWBR12] Encrypt(&3.3}) 2 S

3 & NGFW 1o 4] Decrypt(9& 31%) 2t o] =gyt

2~ 3 =0 A W] VT Q1E] 7 o] 2= A

Secure Firewall Threat Defense= 73 i ZIRHVTI) VPNol| ti gk W] Hd 748 X4yt 713 VTI
7FEHE S g9 g gl A5 VPNE Eg g2 Mg VTIE 38 HdE gyt
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N e EE I EEEREER

A 1 Devices(t] HFo] ) > Site-to-site VPN(AFO] E 7FVPN)S A B &1o] 4 & 7] 4-VPN VPN EZ 24 & &9l5} a1
Edit(57) (#) oFo] 25 &2 gt} Edit VPN Topology(VPN EZ 2 %] A 3] 3o] Yebdy )

4] 2 Spoke Nodes(2= 3% 7 ==) A A o] A NGFWBR1 :==9] Edit(5=4) (#) o}o] 24 28 Yt} Edit Endpoint(d=
FEQE AR) st 4A7F vEbE U o

A3 BE VTIEH Y-S F716HH Add Backup VTI(M Y VTI =70 F 35 283Ut} & ol Backup VTI(H S VTI)
A o] FAFE YT

Edit Endpoint (7]

Device:*
NGFWBR1 v

Static Virtual Tunnel Interface
outside_static_vti_1 (IP: 169.254% | 4

Tunnel Source IP is Private

Send Local Identity to Peers

Remove
Virtual Tunnel Interface:*
v+
Tunnel Source IP is Private Edit VTI
Send Local Identity to Peers

Additional

Configuration

Route traffic to the VTI

Permit VPN traffic AC

» Advanced Settings

‘ Cancel ‘m

@A 4 Virtual Tunnd Interface 5508 2= Qo] +2 ZFEl sl A VIIE =713}

oS3 28 7] B A o] wlg] 297 Add Virtual Tunnel Interface(Virtual Tunnel ¢1E] | o] 2 F=7}) t) 3} AH=}7}
e U T

* Tunnel Type(Bl @ +3)<& Static(A 2]) 2.2 25 AP H U oh

« Name(©] &) <tunnel_source interface logical name>+ static_vti +<tunnel ID>= A}-& 2| ¢ AUt} o:
outside static vti_2.

*+ 7] 4 . % Enabled(Z/3 3}%) gl &to] M o] Q5]
* Security Zone(E.qF 4 %) EFTHE H-50l 4 Tunnel_Zones A €l g4 o}
* Tunnel ID(E1 € ID)+= 3to] 22 A A HYch

5

« Tunnel Source(El Y 4 2) =& T}H$ -2 0] 4 GigabitEthernet0/3 (outside2) = A &1 gt} &5 3 S1E]F o] ~
o IP FaE ol 9= EE T S50l 4 198.19.404% A1 B 9t

« IPsec Tunnel Mode(IPsec E1Y R =)= 7] 24 0 2 [pv4=z A AUt}
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op
_O|L
2
Iz
e
R
ol
Iz
of
2
)
o
o

B 22 o= vmagso ze ya Ecmp 3o 4

* |IPaddress(IP 542)& 324 IP
gHIP thol & 7+ 3} °©

Yo, 73 QIE] s o] 2o A A 4 Q1E | o] 2o T
= =4 =
1(Spoke_Tunnel_IP)S &2 gt}

F7betel W =5 The 5o A Loopback

OK(I)E Selsjel VIS AT VIPE 9302 4402 E AUHE AT 0K
DE ZAFU

ol VTI ¢1E] ¥ o] 2~+= outside_static_vti_2(169.254.20.1) = A 7 s 1 t}.

%A 5 OK(@(O])% =2 glo] AE T FAS AT}
th7) 6 Save(H4)E Fske] VPN EZ2A & A%

71 & 2 B2 VT QI g 3 o] 2o t) gt ECMP & 9 -4

PAo]53 L VPN EZY 2= WS 9] Bl o] 7] 2 9 W A A VTI QL E | o] 20
] ECMPZ A gttt

|

A1 1 Devices(H] HF©] 22) > Device Management(t] Blo] 2~ ))& A 93} aL 9§ Wo] tfulo] 2(NGFWBRL)E 5] 3]
t}.

©7] 2 NGFWBR19] ¢1E]#o] 2 B 7]ol| A Routing(2}9-¥) S 2 gt}

@73 ECMPE 223Ut

oAl 4 Add(F7hHE 294t

@A 5 Add ECMP(ECMP F7}) % A1o] ECMP & & €] 0] &2 ECMP-VTIE ¢ &g},

S4Al 6 SE H o] ~E o A3t Available Interfaces(A}-& 7153k 18] 5 o] ) A} =)ol A outside static vti 1 2
outside static vti_2 e H| o] ~E A3 v} Add(F7HE 2 Yt

Add ECMP 9 X
Name
ECMP-VTI
Available Interfaces Selected Interfaces
outside outside_static_vti_1 H]
inside outside_static_vti_2 .
outside2
outside3
slLo\ = = Sk
SA7 OK(ED)=E =T
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o] Al ECMP ¥ o] A of] Aj & A ¥ ECMP & & o] AUt}

@7 8 Save(A ) E S UL

i

7|2 2L B EHY @9l
=9}

S8 w710 7] E B B VITH do] B A H o 2he Folv 27 el &

1=

(T

BHAA =
At
« AbO] E 7FVPN tiA B = 2] B]Y AFe) &2l
VPN E] go] 25 Fo]n Ha1el %] g2lale] ™ Overview(7] &) > Dashboar ds(th A] H.=) >
Site-to-site VPN(AFO] E 7FVPN)< A 8§t

~L, Firewall Management Center
i 9 o e Overview Analysis Policies Devices Objects Integration Deploy Q 09 # @ [y admin v e
Y Select X || Refre Refresh every | 5 minutes 1
Tunnel Summary Node A Node B Topology Status Last Updated o
NGFW1 (VPN NGFWBR1 (VPN IP: 9.30.4, Corporate-VPN Active 2023-07-05 02:07:58
NGFW1 (VPN IP: 1 NGFWBR1 (VPN IP: Corporate-VPN Active 2023-07-05 11:32:11
100% Active
2 connections
Topology

Corporate-VPN 0 0

+ 3 H g AR =0 ghe-g EQl
1. Devices(t]H}o] 2~) > Device Management(t] vlo] 2~ #He])E A gl gt o),
2. NGFWI1& 43219 EdigA ) obel &5 S8 Fth
Device(t] HFol ) §& S8
4. General(¥RF) 7k=ol A CLI &S S8 3T} CLI Troubleshoot(CLI &4 & 4) o] 1}
Ebg Ut

5. Command(™ %) I =oj show interfaceip briefS ¢ 2 5} 32 Execute(X &)= =8 3lo] 38
O] DVTIOA B E &4 7 A2 1E o] =& gkl gt .

4

NGFWBR1o] HZVTIAZ S Z3] NGFW1ol] A2 5= 4 5L 3 DVTI
ol| A Virtual-Access2 21 E] | o] ~7} A A F YT},

e
k
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CLI Troubleshoot

>_ Command: | [show interface ip brief ] =» Execute | @ Refresh | [[3 Copy Device

> show interface ip brief

Interface IP-Address Method Status Protocol
GigabitEtherneto/e 198.18.133.81 CONFIG up up
GigabitEtherneto/1 198.19.10.1 CONFIG up up
GigabitEtherneto/2 198.19.20.1 CONFIG up up
GigabitEthernete/3 unassigned unset administratively down up
GigabitEtherneto/3.100 unassigned unset down down
GigabitEthernete/3.110 unassigned unset down down
GigabitEtherneto/4 unassigned unset administratively down up
GigabitEtherneto/4.200 unassigned unset down down
GigabitEtherneto/4.220 unassigned unset down

Internal-Controle/e 127.0.1.1 unset up

Internal-Controle/1 unassigned unset up

Internal-Data@/@ unassigned unset down

Internal-Data@/e unassigned unset up

Internal-Data@/1 169.254.1.1 unset up

Internal-Data@/2 unassigned unset up

Management©/0 unassigned unset up

Loopback1 198.48.133. manual up

Virtual-Accessi 198.48.133. CONFIG up

Virtual-Access2 198.48.133. CONFIG up

Virtual-Templatel 198.48.133. CONFIG up

Virtual-Template2 198.48.133. CONFIG up

6. NGFWBRI ==of t)3)] 2~5T A & WH55}1] o2l 1 of] Al A o] A4 VTI QI
o] 2~ Tunnell @ Tunnel2Z &21dt ).

CLI Troubleshoot

>_ Command: | | show interface ip brief = Execute | @ Refresh | [ Copy Device: | NGFWBR1

> show interface ip brief

Interface IP-Address ? Method Status Protocol
GigabitEthernete/e 198.18.128.81 CONFIG up

GigabitEthernete/1 198.19.11.4 CONFIG up

GigabitEtherneto/2 unassigned unset administratively down
GigabitEthernete/3 198.19.40.4 CONFIG up

GigabitEthernete/4 198.19.30.4 CONFIG up
Internal-Controle/e 127.0.1.1 unset up
Internal-Controle/1 unassigned unset up

Internal-Datae/e unassigned unset

Internal-Data@/e unassigned unset up

Internal-Datae/1 169.254.1.1 unset

Internal-Data@/2 unassigned unset

Management@/0 unassigned unset

Loopbackl 169.254.20.1 manual

Tunnell 169.254.20.1 CONFIG

Tunnel2 169.254.20.1 CONFIG

7. Command(*d ®) Z =9l show routeE ¢} 2 5} 31 Execute(2 3)) 5 S8 slo] HEZ VIIEH Y S
F7Fe & A2 5 gy
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Neanzeg s [
CLI Troubleshoot
>_ Command: = Execute | @ Refresh | [} Copy Device: | [NGFWBR1

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2

[1/0] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel_ IP
198.18.128.0 255.255.192.0 is directly connected, outside

198.18.128.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0

[110/1572] via 198.48.133.81, 00:12:13, outside static_vti 2

[116/1572] via 198.48.133.81, 00:12:33, outside static vti 1
198.19.10.100 255.255.255.255 [1/0] via 198.19.40.64, outside2

[1/@] via 198.19.30.63, outside3

198.19.11.0 255.255.255.0 is directly connected, inside
198.19.11.4 255.255.255.255 is directly connected, inside
198.19.30.0 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198.19.40.0 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255

[110/1563] via 198.48.133.81, 00:12:13, outside static_vti 2

[110/1563] via 198.48.133.81, 00:12:33, outside static vti 1

* Corporate LAN(198.19.10.0/24)<> 7] ¥-(outside_static vti_1) ¥ X Z(outside_static vti_2)
VTI B 4] OSPF& &3l 3t A5 Th

* DVTI E] 9 IP(198.48.133.81)= 7] 2 B 2 VTI 5o A OSPFE 34 =
<
F4TH

£

w5

o

7R HY FE A R EHdl gig Aden &

1 °] "ﬂoﬂ"ibl‘iz Hdo] digh Hd e & 53] 8 Y=EE tiupo] 2o A Zﬂ(ﬂ
59 QLE© % o] 53 ousided 2B ol 2ol 4 A9 ol £ =l
Zﬂﬂo}ﬂ‘/} 5o 918 Wol & 2180 outside3 NE o] ~& TRl Y EHAS FET

% gl e,

4

i
El

AE o2 E FRaE AL UENDS Palone Tayyd vE
[e

ol A Al=sf A= gk gyt

2. AFO]E ZF VPN thA| o)A ofgf Z1 3t o] 7]t Bl d o] v AE i th
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DVTI(Dynamic Virtual Tunnel Interface) S A}-8-5}o] B @ %]-3]
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Firewall Managemeﬁlrcrernter Overview Analysis Policies Devices Objects Integration Deploy Q € % @ admin~ e
Y Select X || Refresh |  Refreshevery |5 minutes 1]
Tunnel Summary Node A Node B Topology Status Last Updated

NGFW1 (VPN IP: 198.18.133.81) NGFWBR1 (VPN IP: 198.19.40.4) Corporate-VPN Active 2023-07-05 11:32:11

NGFW1 (VPN IP: 198.18.133.81) NGFWBR1 (VPN IP: 198.19.30.4) Corporate-VPN © Inactive | 2023-07-05 11:48:00

50% Active
1 connection

50% Inactive
1 connection

Topology

@
1 0 1

Corporate-VPN

W] o A 3] B2 o] EgaS A2 Tl WKST BR 9 2~ o] ol &1¢13}3 NGFWI
o] T AE SSHE A ATt T AE SSHE A 34 o2 A3 4 9= gl

o

o

I
=
iul

e EEL EEREE PEE

Analysis(3+4]) > Unified Events(5 ¢ o] Wl E)S A&l gt}

=

N

g M8 7] 5 AH-8-31e] VPN Action, Encrypt Peer, Decrypt Peer (VPN %143, 3] o] 95 3},
3]of &% 3l 55) 2 Egressinterface(o] 718 2~ QIE | o] ) €& F7FHY T

3. obe] el EAIE A3t ol A, th EENCMP 5=, oA 2= Alo] 37 3, o) 2= Ao]
43 2L o] 29} 370 A Do) M2 WS D 272 24P

b Firewall Management Center Overview  Analysis  Policies  Devices  Objects Integration Deploy Q €@ # @ gdmin v

Q Search Y X

@ Showing all 102 events (6 101 A 1) + I 2023-07-05 10:52:50 EDT — 2023-07-05 11:52:50 EDT 1h

s Control
Time

Event Type

Device VPN Action EncryptPeer  DecryptPeer = Egress Interface

07-05 11:52:34

05 11:50:43

SSH(AEE 22)°l] th gk NGFWBR19] o] 718 2= 1] | o] 227} o] A| B2 QI Ef | o] 2~
(outside_static_vti_2)%Z EA] Lt}
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I DVTI(Dynamic Virtual Tunnel Interface) = A}-8-3lo] B X]-3] B §4

%

A ZRYA @] g o] vufel ~ol A v T g E S AT v TN S AAIE R
Al E o] s 9l Hrbel Al A T v L el & A S syt
R CLI %

R ECLEEET L PECE!

debug crypto condition peer <peer-1P>

714 EY QlE H|o] 2~ A1 tw 1

debug vti 255

debug crypto ikev2 protocol 255

debug crypto ikev2 platform 255

debug crypto ike-common 255

debug crypto ipsec 255

= Eatal

URL

Secure Firewall Threat Defense & 2] 2~ = E

https://www.cisco.com/c/en/us/support/security/
firepower-ngfw/products-release-notes-list.html

olr

e
ofy
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Secure Firewall Threat Defense Lina CLIo| & 7121 | System support diagnostic-cli

S
T o B8 A A 91F ol 2 F A9 A} + show object network-service
A MEY A An| 2= AAE B iy

« show object networ k-service detail

AR o 2] Al o] A 3 A H 5 NSGUI E# » show object id YouTube
A A2 A B il
TRl A e « show object id WebEx

Secure Firewall2 FA] ¥ Y| E$] 3 AH]| 2~ & |show run object-group network-service
(NSG)= gelah= W

4 7]k 29 2o] 4% 4= S 1wy |show run route-map

ol g ]/\ SIE=pt! OlEijﬂov\ Q-9 ¢} 78 | show run interface

A g8 5= 9l DNS AW AL gelshs gy [ show dns

Ef o] A1gH A2 5 Felsh= U debug policy-route

T8 debug M 8-S E g3 o ulz} 243
AR7FEAE Flong T2y
g7 ol A sk Al A YT

i

PEE L e undebug all

AP Aol YE A MR 7iAl S Bejd v RS AR S T

ngfwbrl# show object network-service

object network-service "ADrive" dynamic
description Online file storage and backup.
app-id 17

domain adrive.com (bid=0) ip (hitcnt=0)
object network-service "Amazon" dynamic
description Online retailer of books and most other goods.
app-id 24

domain amazon.com (bid=0) ip (hitcnt=0)
domain amazon.jobs (bid=0) ip (hitcnt=0)
domain amazon.in (bid=0) ip (hitcnt=0)
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output snipped

object network-service "Logitech" dynamic

description Company develops Computer peripherals and accessories.
app-id 4671

domain logitech.com (bid=0) ip (hitcnt=0)

object network-service "Lenovo" dynamic

description Company manufactures/markets computers, software and related services.
app-id 4672

domain lenovo.com (bid=0) ip (hitcnt=0)

domain lenovo.com.cn (bid=0) ip (hitcnt=0)

domain lenovomm.com (bid=0) ip (hitcnt=0)

ngfwbrl#

YouTube & WebEx$} 22 EAH UEYT B2 /AE Bd oS H&H S ARy

ngfwbrl# show object id YouTube
object network-service "YouTube" dynamic
description A video-sharing website on which users can upload, share, and view videos.
app-id 929
domain youtubei.googleapis.com (bid=592729) ip (hitcnt=0)
domain yt3.ggpht.com (bid=709809) ip (hitcnt=102)
domain youtube.com (bid=830871) ip (hitcnt=101)
domain ytimg.com (bid=1035543) ip (hitcnt=93)
domain googlevideo.com (bid=1148165) ip (hitcnt=466)
domain youtu.be (bid=1247981) ip (hitcnt=0)
ngfwbrl# show object id WebEx
object network-service "WebEx" dynamic
description Cisco's online meeting and web conferencing application.
app-id 905
domain files-prod-us-east-2.webexcontent.com (bid=182837) ip (hitcnt=0)
domain webex.com (bid=290507) ip (hitcnt=30)
domain avatar-prod-us-east-2.webexcontent.com (bid=452667) ip (hitcnt=0)
ngfwbrl#

NSG7} Threat Defense = FA| ¥ $1=%] g218teH v &S A&t

ngfwbrl# show run object-group network-service
object-group network-service FMC NSG 292057776181
network-service-member "WebEx"

object-group network-service FMC NSG 292057776200
network-service-member "YouTube"

ngfwbrl#

PBRY A2 E Z = W& Holstel vl thg W& AL .

ngfwbrl# show run route-map
|

route-map FMC_GENERATED_PBR 1678091359817 permit 5
match ip address DIA_Collaboration
set interface outside3 outside2

|
route-map FMC GENERATED PBR 1678091359817 permit 10
match ip address DIA_ SocialMedia
set adaptive-interface cost outside outside2 outside3
|

ngfwbrl#

QElso] 2 4 R Qo] 2 $HE=Y AN RE Helstel W b 3PS ASFUT

ngfwbrl# show run interface
|

d
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interface GigabitEthernet0/0
nameif outside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
zone-member ECMP-WAN
ip address 198.18.128.81 255.255.192.0
policy-route cost 10
!
interface GigabitEthernet0/1
nameif inside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 198.19.11.4 255.255.255.0
policy-route route-map FMC GENERATED PBR 1678091359817
!
interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
!
interface GigabitEthernet0/3
nameif outside2
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
zone-member ECMP-WAN
ip address 198.19.40.4 255.255.255.0
policy-route cost 10
|
interface GigabitEthernet0/4
nameif outside3
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
ip address 198.19.30.4 255.255.255.0
policy-route cost 20
|
interface Management0/0
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
no ip address
ngfwbrl#

A% % 9 DNS 44 15w v 3

ngfwbrl# show dns

o

AFg I,

DNS Trusted Source enabled for DHCP Server Configured

DNS Trusted Source enabled for DHCP Client Learned

DNS Trusted Source enabled for DHCP Relay Learned

DNS Trusted Source enabled for DNS Server Configured

DNS Trusted Source not enabled for Trust-any

DNS Trusted Source: Type: IPs : Interface : Idle/Timeout (sec)
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DNS Server Configured: 198.19.10.100: <ifc-not-specified> : N/A
Trusted Source Configured: 198.19.10.100: <ifc-not-specified> : N/A
DNS snooping IP cache: 0 in use, 37 most used
Address Idle (sec) Timeout (sec) Hit-count Branch (es)
ngfwbrl#

49 A2 g M gsted o B3-S A g

ngfwbrl# debug policy-route

debug policy-route enabled at level 1

ngfwbrl# pbr: policy based route lookup called for 198.19.11.225/58119 to 198.19.10.100/53
proto 17 sub proto 0 received on interface inside, NSGs, nsg_id=none

pbr: no route policy found; skip to normal route lookup

output-snipped

pbr: policy based route lookup called for 198.19.11.225/61482 to 63.140.48.151/443 proto 6
sub proto 0 received on interface inside
, NSGs, nsg _id=1
pbr: First matching rule from ACL(2)
pbr: route map FMC_GENERATED PBR 1678091359817, sequence 5, permit; proceed with policy
routing
pbr: evaluating interface outside3
pbr: policy based routing applied; egress_ifc = outside3 : next hop = 198.19.30.63

ngfwbrl#

9] ¥ 1 o] = WebEx E g ol tj g+ A Y 1 T} PBRO] outside2 Q1E 7| o] =0 tff 3F 2}-9-1 4 =
W7 5t7] Aol EgE-E outside3 Q1B H| o] 25 F3) 2}9-" g}

O 22 A 2E SA W g PR S A

ngfwbrl# undebug all

il

I URL

Secure Firewall Threat Defense 2 2] 2~ = E https://www.cisco.com/c/en/us/support/security/
firepower-ngfw/products-release-notes-list.html

REANF R AY SHE Vs http://www.cisco.com/go/whatsnew-fmc
Cisco.com®] XSt vh3ld http://www.cisco.com/go/firewall

3 2.2 Secure Firewall https://www.youtube.com/cisco-netsec
Secure Firewall 7] & https://secure.cisco.com/secure-firewall
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/730/management-center-admin-73/system-licenses.html#concept_5B8D7BC78F154A34A31118D05B26D851
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/access-policies.html#ID-2176-00000240
http://login.umbrella.com/
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-dns.html#ID-2224-00000005
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0
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\\2 ) Configure the (\3> Confgure a

Umbrella 25 B1Y 742 g A= = e 24

A
Cisco Umbrella Q/ Generate and

copy API keys

n
(4 )Configure a

Management (5) Configure an @) Configure a
center Cisco SASE tunnel ~ static route b extended ACL ~ PBR policy for
Umbrella —> anddeploy —» —  object for DNS and web
connection configuration DNS and web traffic
traffic
‘@)Verify tunnel ‘<7>Dep!oy _
deployment configuration
<«— onthreat
defense
A s
(1) (*Fd 8.73) Cisco Umbrellal| A API 7] & 4§79 8}aL A+ T} Management
2 Center Umbrella "] 7] ¥ 5= 2 Cisco Umbrella API 7] ¥ & FZH4 Al
5 (AH 2.71) Cisco Umbrella 148 4§ t}. Cisco Umbrella 9172 A4 4 5
LES BRED
3 SASE B 493 AA 3 9§ vlojof ek -4 & 7% Ut} Umbrella-8 SASE
Bl 74, 64 014 o 82 F23IA 2
4 1 BEE TAFIUS A A= 4, 67 H o] X o] &S FEsHHA L.
5 DNS % 4] Ez} ol o g 573 ACL A8 T4 FLh DNs 2 9] S =4 &
& ACL 774, 68 o] A &] Y82 FxeHA 2
6 DNS 4 ¢ Ej=ol tj & PBR & 74 P vt DNS % §§ E2j¥]-8 PBR 4
A 4, 69 A o] A o] W85 st A L.
= TAE AW olo] FEFUE A3 1elol A TF, 21 Aol A9 1§ Hx
A2
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Cisco Secure Firewall2] SD-WAN 7| 5ol tfj 3l & A& .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-dns.html#ID-2224-00000005
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Umbrella-& SASE E] 9 A

Al 2F8E7] Aol

Umbrella SASE B]8 745 913 A1d 274, 61 7 o] #] 2 SASE Umbrella ] 2 2] B2 Abg], 60 7] 0]
] g5 HAESIA AL

oA 1 #e] AlE e 21218} Devices(t]Hlo] ) > VPN > Site To Site(A}0] E 7HE A el g o},

w7 2 + SASE Topology(+ SASE E& 2 X|)& 28 3}¢] SASE E& 24| vpHANE Y th

@A 3 3158 Topology Name((EE = 4] o] §)& Y& gtk o] ool A3z VPN-MumbaiUmbrellag 42 3.

GA 4 ALA FF 71: ©] 715 Umbrella PSK &7+ A}abell wha} 25 0 2 Al U},
Elnbe] 29} Umbrella:= o] 1 7] 5 2478t IKEv2E= ©] 2 Q15 ARGt Abs A€ 712 A g e 9l
FUth o] 715 A st W Aol 7t 16~647F0] of &} F & Bhite] Ol } 0}44 B2} shbe) At 23 o]:
st B4 27k glojof Stk 2t EZ 2 A o= 8 AFH Ff 71 7F Qloj ok U T EZ & X0 of g Bl o]
A= AS B HU 5 AR FF 7] 7 dF U

= Z
=1

715 Umbrella g o1 AlH =55tk E-500 4] dlo] 8 AlE & A B g th Umbrella v o] 6 AEH = Ao L P F42 2}
oz APy
976 Add(F7HE S5t 99 Wo] =5 SASE EZ 240 Q=¥ IER 713,
a) Device(t]ulo]2) EFThe 5ol 4] 917 o] tluhe] (NGFWBR1)E 4l & g oh,
b) VPN Interface(VPN ¢1E] ¥ 0] ) E & 1}-& EZo] A A2 VTI 9] o] 22 Aelah]r}
A A VTI Q1E] ] o] 2~(o]: Outside_static_vti_1)E A A3t A +2 Stk th-& 7 22 7] 2 A o] nlg
A1 9171 Add Virtual Tunnel Interface(Virtual Tunnel 18] 3 o] 2= =7} tf 8} 42} 7}F e o

« Tunnel Type(E] d §-8)& 7] W4 0 2 Static(i14) 0.2 A A5t}

« 0] &2 <tunnel_source interface logical name>+ static_vti +<tunnel ID>%} Yt} o|: Outside_static_vti_1.
« B 9& 7] ¥4 o 2 Enabled(24 318 A e 1 Ut

« oo 7| A o 2 Outside(2] 5= A E Yt

«HY IDE L3 IDE AHE o2 AY Py

« BHd &2 QIE 0] 22 3= ‘outside' HFARE S QIE Flo] 22 Abs o 2 A9 Y T

2 BY 27} GigabitEthernet0/00. = A4 & o] gl =x%] o1t}
A Y 22 E o] 25 thE e o] 22 AT F = JlF T

eIPsec Y E=+ 7] E4 0 2 IpvaY Ut}

o WARE IP T2 169.254.xx/30 ko] Wl 1P 2 ¥ 9] ol A A&l ), o] o o]l A= 169.254.2.1/300] A &)
HAFH
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Zha /30 MBS AFS-Sh= A 9ol = 270 9] 1P AR A E 5= Q5 Uk 3l HA P T4F A
Eg VTLIPO| 3L 5 WA IP 52+= Umbrella DCol] 3 A4 H 2= AAsl= H<kvhe S IP
ZAEFEYT) o] dof| 4] 169.254.2.1 VTIIPO] L 169.254.2.2F= A A AR o AL&= Ut} a1

B AE A, 67 H oA o 85 FEs AL

« OK(ERN)E 2Pt

VPN Interface(VPN Q1] 7| 0] 22) =51} 550 A outside_static_vti_1S A & 3h T},
¢) Local Tunnel ID(ZZ B9 ID) Z=o] 27 B Y IDY] HFAS 48]

AFARE #2482kl A ) 1004} 7h4] AF8-8F = 9155 U T} Umbrellat= 2] A1E o 4] Umbrelladl] H €S -5
sk & A A 89 ID(<prefix>@<umbrella-generated-1D>-umbrella.com)E A A Yt} 18 v} 2] AlE = 2 A
HY IDE A 2 o] Edte] 91 F Wo] tluto] 2o 5T 2 H o= a3 24 B E ID7F S
=3
d) Save(H’HE Y3 =X RJE Yufo| 25 EEZZ X0 F7}5H T,
7 7 Umbrella SASE B -4 9] 89S B ¥ Next(th&)E 29t
E

Yo
4] 8 Deploy configuration on threat Defense nodes($] @ o] oA Ay 1go]d +-%) &<l e+-S Aelslo] 93 W
ofe gt M EH I B8 55 Eg 7Ytk o] 7552 B 9 o] Umbrella®] 75 € 5
TEol= 22 HaE D7 28 gy

A9 Save(A ) E Y FH T
o] 2q1e

1. ¥z AE ] SASE EEZZA| & A
HES A 899 Umbrella %2 Eg] A
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4. Cisco Umbrella Configuration(Cisco Umbrella 7-4d) %S & 31 Umbrelladl| A 18 752 J el & EAI Y o}
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Cisco Umbrella Configuration (]
Topology Name VPN-MumbaiUmbrella

Primary Data Center:  Asia-Mumbai

DC IP Address: 146.112.117.8

Start Time: Apr 27, 2023 7:02 PM

Completion Time: Apr 27, 2023 7:02 PM

100%
@ 1 Completed @ 0 Failure
Tunnel Configuration Status Umbrella Dashboard
Device Status Transcript
@ NGFWBR1 SUCCESS &

Close

T52 MF FRE B H Transcript(7] 5) HES 2838k0] APL, 874 #| o] 2= 9 Umbrellaol A 418+ -3
59 7% A% 4uE g

Transcript Details X

POST hitps:/ api.umbrella.com/v1 izati }tunnels HTTP/1.1

Request JSON: {"deviceType":"other","authentication™:{"type":"PSK","parameters":
{"idPrefix":"FTDvC| i “secret”; 1."name”:"VPN-MumbaiUmbre- NGFWBR1 -
4294999380"}

Response JSON: {"organizationld":"4 I*,"transport”:
{*protocol™:"IPSec"},"serviceType":"SIG", "client":{"device Type":"other","authentication":

{"type":"PSK"," ":{"id":"FTDvCl 04-
umbrella.com”,"secret™:"******"}j} "createdAt":"2023-04-
27T19:02:44.358642189Z","modifiedAt™ "2023-04-

27T19:02:44.358642189Z" "uri™:"/v1/organization” ‘4 Jtunnels®,"id":605493704,"nam
e":"VPN-MumbaiUmbre- NGFWBR1-4294999380"}

Umbrella Dashboard(Umbrella th A 2. =) & 22 3}o] Umbrellacl] 4] Y E$] 2 Bl o] X & &3t}
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Active Tunnels

Inactive Tunnels

Unestablished

Unknown Tunnel

£l
o
o
tl
-
ox

Data Center

1 1 Tunnels Status Locations
1
Q_  Search tunnels by name

VPN-CLPODS8-U... Default Site Los Angeles, 1 Inactive Jun 07, 2023 -
Secure Internet California - US 6:31 PM
Access
VPN-MumbaiUmb... Default Site Mumbai, 1] @ Active Jul 21, 2023 -
Secure Internet Maharashtra - 12:51 PM
Access India

gl S e 4]

SASEH Y& Eebe® o nyl Edjao) 44, VIIZ 5ol Ee e Agel s 54 4A )ES

A
A= A
A5 B gl Al Umbrella DCEZ 2] 44 A2 E 43l oF g},
©A 1 Devices(t] Hlo] 2+) > Device Management(t] B} o] 2
=3
@A 2 299 |s 293y h
w7 3 Static Route(d 4 4 2)E S8 3o
i

]) Hlo] X ol A 9¢ o] tlulo] A(NGFWBR1)E #H 4 g

o7 4 Add Route(7d = F7HE 288t A &S F71g Ut
A5 Interface(Q1E ¥ o] &) =5 Uk 504 QIE]H| o] 2= outside_static_vti_1& A & gt}
@7 6 Available Networks(AH& 715 3k ¥l £ 9] 1) AAbo) A oAk I E S 22 any-ipvdS A 98ka Add(7hE 28y

=3
GA 7 MES AL AoEolE JHFUTE o] o Alof| A= 169.254.2.25 §1 = 3t}
@A 8 HEDY S AT 1~254 H 99 AL 5 AFUTE o] dl Aol A= gk 2= g Py
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B oons w9 =08 99 acL

@A 9

A1

oA 2

oA 3
oA 4
A5

AL AW Save(4 S FLFU T
obel 1w} 2ol A B2k A H YL,
NGFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers

Global Leaked from

Virtual Router Properties v |Pv4 Routes

ECMP

I any-ipv4 outside_static_vti_1 Global Host_169.254.2.2 false 2
BFD

DNS % ] Egj=jo] A& 7|0k 2h9-H & Faf o] el X e A o] 2ol A IH U o=

Objects(7| Al) > Object Management(7 A +2])& & 3}aL 5-2}o) A Access Lists(2) Al 2> £#5-5) > Extended(Z-74)
= Ay

Add Extended AccessList(3H4d A~ 55 F7hHE Z85te] 24 ujtjo] EgF o gt g5 dAx E5S
Ao
Extended ACL Object(Z7d¥ ACL 7§ Al|) 3} Akl A 7] Al 2] o] Z(LAN_to_Internet)2 ¢ 2 g},

Jﬁ r&ﬁ
rﬂ

AGU(F71)E Zelsho] ) 3
ThS A2 Ao A4S "é Ty
LAl deistel Ba 2418 AT

2. Port(XE) ¥ 2238t
= 7

o2 B2 A4 T

31 Available Ports(AH-&- 7}s 8k X E) 220 A HTTP, HTTPS, DNS _over_UDP,
3]

3. XEE A¥s}a Add to Destination(t /gl 7 &€

110*'

SRARIch

etwork(M E 9] 2) §1-& 59 3} Available Networks(AH8 7Hs gt | E 9] ) -5 ol 4] B %] LANS 72

o] ool 4 Y| E ¢ =1+ Branch-LANS Y T},

5. Branch-LANS A1 €18} 31 Add to Source(4 20 F7HE & gt}
6. Al #F FES Frheted Add(F7hHE 293

7. Save(ﬂ’é})% = 81:1]—]4

kg
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ITERECEET T TEE RS |

obel 193} o] ACL /WA 7H AL Tk,
Edit Extended Access List Object

Name

LAN_to_Internet

Entries (1)

Sequence  Action Source Source Port Destination Destination Port Application Users SGT

DNS_over_TCP
HTTP

HTTPS
DNS_over_UDP

1 Allow Branch-LAN

DNS = 3} =228 PBR 4 = -7

A1

oA 2
oA 3
oA 4

A5
7 6

A7

DNS 3 Il Edj & 2h9-/ & e /IF o] &, A A 7| &(F 4 AA A Alof 55) 3 o] 1
2= QI # o] =& A4 &} Policy Based Routing(“8 14 714k 21-$-E]) 5] 0] 7] of| A] PBR A A& 4] 3}
T AFHTh

Devices(t] v}-©] 22) > Device Management(t] vlo] 2~ #2]) & A B3l a1 9§ Whof ] ulo] 4(NGFWBR1)E H &

=3

NGFWBR12] ¢1E]d| o]~ H 7oA Routing(e}5-8) 812 &8 g}

Policy Based Routing(d | 7] v} 2}-9-8])S- &2 gk},

Add Policy Based Route(*d & 718 2 &2 F=7}) ) 3} 42} ¢] =5tk H-50 4] IngressInterface(Q1 L8| 2~ 18] 7] o]

2)E A8y h

A dA 7)1E D AD 2 S A A EAE Add(F7HE 28

Add Forwarding Actions(d & 2+d F71) th3} Azl A th&-&

a) Match ACL(ACL ¥ *]) =&F b2 A LAN_to_InternetS- A

b) TAHE AEH | A~E AEsE ™ Send To(U % ) =&
2)E ey

¢) Available Interfaces(A}-& 7}5 3} ¢1 € 5 o] 2~)ol| A Outside static_vti_1 S1E] = o] 2] <17 3+ Add(F71H) (+)
olo] Z-& S8 3l] o] & Selected Egress Interfaces("d 8] gk o] 18 2 J1H 3| o] )& o] F T}

d) Save(A"hE S8t YA 7]l tigh ¥ AFEE 7] 53 o

¢) TS AESHL Save(A"hE S8 8te] A A 7|uk ghg-dol thek BE A WA AFES U

Save(AhHE S}

obl] 1 ¥} o] PBR A #o] At

N

%Oﬂ ~] Egress Interfaces(©] 22 2~ <1 €] 5] o]
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Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly
Configure Interface Priority m

Ingress Interfaces Match criteria and forward action

inside "0 i

LAN_to_Internet #O | outside_static_vti_1

BETHS G F A= tute] o] TEHGY

oA 1 #He] AE W5 vl A Deploy(T-%)E 283t 18 d 7% F07 42 E tnfo] 9] B2o] g AP T}
972 A WA ALS 58k = NGFWBRI1 2 NGFW1 & 9] &8 A e g
@7 3 Deploy(7-5)E 22 Y th Deploy(7-%) th 8} Aol A 555 0] Completed(F=)= A2 W 744] 7] th g Ut}
A 4 FESE G AL A @ Fu Aol E A EhH Al 'L Validation M essages(7 =5 W A A]) B Validation
Warnings(3 5 7 11) ol o] & A Z Y th A A M4 AKX E HelH Validation Errors(7 5 2.5) &=+ Validation
Warnings(A % 7 1) ¥ 325 284}
v aAs ol UF
* Proceed with Deploy(7-5 A1<5) - B 2315 s AsHA Bl 755 ASTUT L 77k Ay = 45 A%
g+ Eyh

* Close('27]) -1-538hA] ol TRtk o7 B Fa 25 s st Ay 2ol ds A5 gy

SASE Umbrella E] 9 7-= 321

e Al o A 919 Who] tjulo] 2(NGFWBRI1)l Al Umbrella B 5 2 4 2] 55 e & &<2ls}
™ Notifications(&#) - Task(2H4) = o] &gt}
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ARg-ate] IV ET S B
SASE Umbrella B g 5

2o |

Deployments Upgrades © Health Tasks
—_—
0 waiting 0 running 0 retrying 20+ success 0 failures

© Policy Deployment

Policy Deployment to NGFWBR1. Applied successfully

@ Policy Pre-Deployment

Pre-deploy Device Configuration for NGFWBR1
success

@ Policy Pre-Deployment

Pre-deploy Global Configuration Generation
success

° Umbrella Tunnel Deployment

Umbrella Tunnel deployment for Site to Site VPN VPN-MumbaiUmbrella has succeeded

AlE] o) A SASE A% E] Y A e] = 8Fel 3} 2] W Devices(t] v o] ) — VPN(VPN) — Site To Site(A+
hE AEsy

Firewall Management Center
Devices / VPN / Site To Site

Overview Analysis Policies Devices Objects Integration Deploy

Q @ % @ acmnv Wl secure

Last Updated: 04:10 PM + Site to Site VPN + SASE Topology

[Y Select... X H Refresh ]
Topology Name VPN Type Network Topology Tunnel Status Distribution IKEv1  IKEv2
> VPN-CLPOD8-Umbrella Route Based (VTI) SASE —— v &SN
| v VPN-MumbaiUmbrella Route Based (VTI) SASE e v &SN |
Node A Node B
Device VPN Interface VTl Interface Device VPN Interface VTl Interface
UMBRELLA  Asia-Mumbai 146.112.1... (146.112.117.8) FTb NGFWBR1

Outside (172.16.2.10) Outside_stati... (169.254.2.1)

(<]

7e] AE oA Qo] EF SASE EZ 2 X E g+213}2] ¥ Devices(t]H}o] 2) > VPN > Site To Site(A}
©] E 7} > Edit SASE Topology(SASE EZ =] AR)E A&t =7 B9 ID¥= Umbrella©l 7+
% $ duolEfyt

Firewall Management Center
Devices / VPN / Site To Site

Overview Analysis Policies Devices Objects Integration Deploy Q “0 % @ admin v M SECURE

Edit SASE Topology

o Endpoints 2 | Summary

Topology Name*

VPN-MumbaiUmbrella \

Pre-shared Key*

Umbrella Data Center*

Asia - Mumbai(146.112.117.8) J

Threat Defense Nodes

Device VPN Interface Local Tunnel ID

NGFWBR1 Outside_static_vti_1 FTDvChandigarh@4 -

704-umbrella.com S u

Cisco Secure Firewall2] SD-WAN 7| 5ol tfj 3l & A&




Umbrella 215 B 2 & AH8-3le] QIET Eef =l w5 |

B saseumbrena g1y 75 o)

#He] A E ol A Site To Site VPN(AFO] E 7F VPN) thA| B =2 W2 Overview(7] &) > Dashboar d(th
A H.E) > Siteto Site VPN(AFO] E 7FVPN)S A 8l gyt

i,

Analysis Policies Devices Objects Integration Deploy Q 00 Fe N ") admin v | el SECURE

Firewall Management Center )
" - Overview
Overview Wboards / Site to Site VPN
—
Y Select... X || Refresh Refresh every | 5 minutes 1]
Tunnel Summary Node A Node B Topology Status Last Updated =
Asia-Mumbai (VPN IP: 146.112.11... NGFWBR1 (VPN IP: 172.16.2.10) VPN-MumbaiUmbr... @ Active  2023-04-27 15:1...
North_America-Los_Angeles (VPN... NGFWBR1 (VPN IP: 172.16.2.10) VPN-CLPOD8-Um... Active 2023-05-11 11:1...
100% Active
2 connections
Topology
[-]
VPN-CLPOD8-Umbrella 0 0 1
|VPN—Mummembmna 0 0 1|

938 "hofo] o3l SASE Umbrella B] €2 &1}
* SASE HE 9] MlF- JHE glstHH th&

> show running-config interface tunnel 1
!
interface Tunnell
nameif Outside static_vti 1
ip address 169.254.2.1 255.255.255.252
tunnel source interface Outside
tunnel destination 146.112.117.8

tunnel mode ipsec ipv4
tunnel protection ipsec profile FMC IPSEC PROFILE 1

+IPSec T 3ol W el Aok SHelstel W g WA g gt

> show running-config crypto ipsec
crypto ipsec ikev2 ipsec-proposal CSM IP 1

protocol esp encryption aes-gcm-256

protocol esp integrity sha-256
crypto ipsec profile FMC_IPSEC_PROFILE 1

set ikev2 ipsec-proposal CSM IP 1

set ikev2 local-identity email-id FTDvChandigarh@4lxxxxx-xxxxxxxxx-umbrella.com

set reverse-route
crypto ipsec security-association pmtu-aging infinite

CIKEV2 A4 932 2elste v vy WH e g

> show running-config crypto ikev2
crypto ikev2 policy 15

encryption aes-gcm-256

integrity null

group 20 19

prf sha256

lifetime seconds 86400

crypto ikev2 enable Outside

. Cisco Secure Firewall2] SD-WAN 7] 5ol ff 3l & A}
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SASE Umbrella e % 3ol ]

* Tx X Rx Hlo|HE 243 HE TAE Fdeteld v B8 S AHEFUH
> show vpn-sessiondb 121
Session Type: LAN-to-LAN
Connection 146.112.117.8
Index 19 IP Addr 146.112.117.8
Protocol IKEv2 IPsecOverNatT
Encryption IKEv2: (1)AES-GCM-256 IPsecOverNatT: (1)AES-GCM-256
Hashing IKEv2: (l)none IPsecOverNatT: (1)none
Bytes Tx 234 Bytes Rx 446
Login Time 19:14:51 UTC Thu Apr 27 2023
Duration Oh:55m:16s
Tunnel Zone 0
cHE AHE Est i v B E S AR S T
> show interface ip brief
Interface IP-Address OK? Method Status Protocol
Internal-Control0/0 127.0.1.1 YES unset up up
Internal-Control0/1 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset down up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 169.254.1.1 YES unset up up
Internal-Data0/2 unassigned YES unset up up
Management0/0 203.0.113.130 YES unset up up
TenGigabitEthernet0/0 172.16.2.10 YES manual up up
TenGigabitEthernet0/1 172.16.3.10 YES manual up up
TenGigabitEthernet0/2 unassigned YES unset administratively down up
Tunnell 169.254.2.1 YES manual up up
* VTI B] 23} A2 4 [PSec SAS &elsted ths ¥ E & AFSF Ut
> show crypto ipsec sa
interface: outside static vti 1
Crypto map tag: _ vti-crypto-map-Tunnell-0-1, seg num: 65280, local addr:

198.18.128.81

Protected vrf (ivrf): Global
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current peer:

146.112.117.8

#pkts encaps: 705, #pkts encrypt: 705, #pkts digest: 705

#pkts decaps: 743, #pkts decrypt: 743, #pkts verify: 743

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 705, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent:
#TFC rcvd: O,

OV

#Valid ICMP Errors rcvd:
frecv errors: 0

#send errors: 0,
local crypto endpt.:

path mtu 1500, ipsec
PMTU time remaining

ICMP error validation:

current outbound spi:

#PMTUs rcvd:
#TFC sent: 0

198.18.128.81/4500,

0, #decapsulated frgs needing reassembly: 0

0, #Invalid ICMP Errors rcvd: O

remote crypto endpt.: 146.112.117.8/4500

overhead 63(44), media mtu 1500

(sec): 0, DF policy: copy-df
disabled, TFC packets: disabled
C76F91B4
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current inbound spi : 64907273

inbound esp sas:
spi: Ox2BF92601 (737748481)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4331520/27987)
IV size: 8 Dbytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: O0xCA2DC006 (3391995910)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4101072/27987)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Umbrella©l] 4 SASE B] €S H. ¥ Cisco Umbrella®l] = 1913}31 Deployments(7-5) - Corel dentities(=.
o] ID) - Network Tunnel(ME Y = B 9) 2 o] 5t} 9g Wojol A Umbrella® o] HEH T Y
o o} 19 3} o] A FH YT

Active Tunnels Inactive Tunnels Unestablished Unknown Tunnel Data Center
] 1 Tunnels Status Locations
1

FILTERS Q_  Search tunnels by name

] Name

VPN-CLPODS8-U... Default Site Los Angeles, 1

Inactive Jun 07, 2023 -

Secure Internet California - US 6:31 PM
Access

VPN-MumbaiUmb... Default Site Mumbai, 1] @ Active Jul 21, 2023 -

Secure Internet Maharashtra - 12:51 PM

Access India

Hyo A RS v A4S shdgh,
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FTDvChandigarh@4 = other 146.112.117.8

umbrella.com

Total Network Traffic

Jul 20, 2023 - 8:52 PM 2.63K 85.73 KB 0 sec

69.37 K 185.26 KB 0 sec

IPsec

Installed 727 sec - AES_GCM_16 256
c76f91b4 64907273

IKE

Established 3856 sec PRF_HMAC_SHA2_256 AES_GCM_16 ECP_384
53285f5df73e0c22 204e90910acad243

Umbrella *}-5 Bd +A4| 3| 2

T-% & t}2 CLIZ A}-83}9] Secure Firewall Threat Defense®l] 4] Umbrella A5 & 4 3}

o B A g o,

)

s

Hy E A=

i YA 3] Y ol tulo] 2ol A Y1 W H S AT wf= Tt Al oL A S FH &
Al Z9 o] A& g A= tufo] 2o A theket o 1 H S AA T S dHF YT
Wy CLI ¥
54 Fojo gisf 215 oA &3} debug crypto condition peer <peer-IP>

7Hd BlE Sl Hlo] A~ B R tyH 1 debug vti 255
IKEv2 Z2EZ A EWdAA O 1 debug crypto ikev2 protocol 255
IKEv2 S #% dd EdAE o1 debug crypto ikev2 platform 255
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debug crypto ike-common 255

debug crypto ipsec 255

 Etal

URL

Secure Firewall Threat Defense @ 2]~ = E

https://www.cisco.com/c/en/us/support/security/
firepower-ngfw/products-release-notes-list.html
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At

http://www.cisco.com/go/whatsnew-fimc

Cisco.com®] H.¢F H-3}H

http://www.cisco.com/go/firewall

5 B 9] Secure Firewall

https://www.youtube.com/cisco-netsec

Secure Firewall 7] %

https://secure.cisco.com/secure-firewall
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