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VPC > YourVPCs » Create VPC

Create VPC

A VPC is an isolated portion of the AWS Cloud populated by AWS objects, such

VPC settings

Resources to create Info

Create only the VPC resource or the VPC and other networking resources

VPC only © vPC and more

Name tag auto-generation Info
Enter a value for the Name tag. This value will be used to auto-generate Name

tags for all resources in the VPC

Auto-generate

project-doc-demo

IPv4 CIDR block Info
Determine the starting IP and the size of your VPC using CIDR notation

IPv6 CIDR block Info
© No IPv6 CIDR block
Amazon-provided IPv6 CIDR block

Tenancy Info

Default v

Number of Availability Zones (AZs) Info
Choose the number of AZs in which to provision subnets. We recommend at least
two AZs for high availability.

1 2 3

» Customize AZs




Number of public subnets Info
The number of public subnets to add to your VPC. Use public subnets for web
applications that need to be publicly accessible over the internet

0 2
Number of private subnets Info

The number of private subnets to add to your VPC, Use private subnets to secure
backend resources that don't need public access.

0 2 4

» Customize subnets CIDR blocks

NAT gateways ($) Info

Choose the number of Availability Zones (AZs) in which to create NAT gateways
Note that there is a charge for each NAT gateway
None In1AZ 1 per AZ

VPC endpoints Info

Endpoints can help reduce NAT gateway charges and improve security by
accessing S3 directly from the VPC. By default, full access policy is used. You can
customize this policy at anyJtime

None S3 Gateway

DNS options Info

Enable DNS hostnames
Enable DNS resolution

» Additional tags

Cancel Create VPC

d)

g)

h)

VPC and more(VPC % 7] €}) g}t] & H%%% =gy h
Nametag(®]& ® 1) € =9 VPCE 23}

|Pv4 CIDR block(IPv4 CIDR A}t H=of |

CIDR &5 7] /16 ~ /28] o] oF gt}

Tenancy(El T A]) =5t 550l A Default(7] £ %) E A& .
o] 542 VPCAAM A& sk JIAH A7 U2 AWS o 7h2 Eop 3 5= sf = 9]l o Him ARS8 of =9 o
o Al A ¥ == Aot
N ol /de] 7 ol A A B ME 32 H] A g 51 ™H Number of Availability Zones (AZs)(7H&-% 94
(AZ)S] 7)== 28 HAedh ),
A B UlS 4] 8 Number of public subnets(3 =3 A4 B 4l 4=) 2 Number of private subnets(3Z g}o] 81 4] B4l
7)ol #s A8y

Customize subnets CIDR Blocks(4] 2. Ul CIDR &5 AF8-2F X A)S @3 slo] A B U [P F4 HEE A

gy th AWSOl A A4 dEstE s & 55 s

(28 AF3) NAT gateways(NAT Al E g ol)ell thaf sZefo] vl M H Yo 2] 27} IPv4E 3l HEE ¢IH
o M 23foF 3= A9, NAT Alo] Ef o] & A AZ 5 A&

VPC endpoints(VPC ¢l =1 E)ell t 3l None(§l+) =+ S3 Gateway(S3 Al ] E Sl o)) & A &gt}



i) (A¥ A}3) DNSoptions(DNS & A)oll A F 34 5 7|25 o7 843

k) CreateVPC(VPC A 4)= 22t}

= =

AWSol| 4] A B Y& 7 =2 g|o

=il
VPCe] 7t Al B g VRCe] k9 Blo] ot d s of et

Al &Fet7] el
AWSO A VPCE A A gy o},

EZEZAA

A1 9% %ol A Routetables(ZH5-8 Hl o] £)E 8 g}
@A 2 vPeol| &g 2Fe-H HolES
@7 3 Subnet associations(/ 2.4l
7] 4 Edit subnet associations(4] Bl A2 H3H)S Z

VPC > Routetables > rtb-00fead9813ead17cca > Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (2/2)

Q Filter subnet associations

1 @

Name v | SubnetiD v | IPv4CIDR v | IPv6 CIDR v | Route table ID v
‘ project-doc-demo-subnet-private1-ap-north...  subnet-0a0cd0016e7e9ea01 172.16.128.0/20 - rtb-0f377f24e6d991c00 / project-doc-dem...
l project-doc-demo-subnet-public1-ap-northe...  subnet-03ce797817d94b9ch 172.16.0.0/20 - rtb-0490f132533af9004 / project-doc-dem...

Selected subnets

subnet-0a0cd0016e7e9ea01 / project-doc-demo-subnet-private1-ap-northeast-1a X | | subnet-03ce797817d94b9ch / project-doc-demo-subnet-public-ap-northeast-1a X

Cancel Save associations
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Create customer gateway

A customer gateway is a resource that you create in AWS that represents the customer gateway device in your on-premises
network.

Details

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

FTD-doc-demo

Value must be 256 characters or less in length.

L3

BGP ASN Info
The ASN of your customer gateway device.

65000
Value must be in 1 - 2147483647 range.
IP address Info
Specify the IP address for your customer gateway device's external interface
Certificate ARN
The ARN of a private certificate provisioned in AWS Certificate Manager (ACM)

Device - optional
Enter a name for the customer gateway device.

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs. Name tag helps you track your resources more easily. We recommend adding Name tag

Key Value - optional

Q, Name X Q_ FTD-doc-demo X Remove

You can add 49 more tags

Cancel Create customer gateway
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Create virtual private gateway

A virtual private gateway is the VPN concentrator on the Amazon side of the site-to-site VPN connection.
Details

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

project-doc-demo-vpg|

Value must be 256 characters or less in length. k

Autonomous System Number (ASN)
O Amazon default ASN
Custom ASN

Tags

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs. Name tag helps you track your resources more easily. We recommend adding Name tag.

Key Value - optional

Q. Name X Q. project-doc-demo-vpg X

You can add 49 more tags

Cancel Create virtual private gateway

a) Nametag(cl& Bl 1) o 71 Zetolul 21-9-E 9 o] & Y HdHTh
b) Amazon default ASN(Amazon 7] % ASN) 5=3= Custom ASN(ZE 3 ASN) 2HH] & HES S8yt
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Virtual private gateways (1/1) info C l Actions ¥ Create virtual private gateway
Q 1 @
Virtual private gateway ID: vgw-0f98b2d5a92a830bb X

Name v Virtual private gateway ID v State v Type VPC v Amazon ASN
o project-doc-demo-... vgw-0f98b2d5a92a830bb @ Attached ipsec.1 vpc-013b271d8fbad9csb | proje... 64512
E = @

vgw-0f98b2d5a92a830bb / project-doc-demo-vpg

Details Tags

Details

Virtual private gateway ID State Type VPC

vgw-0f98b2d5a92a830bb @© Attached ipsec.1 vpc-013b271d8fbad9c8b | project-doc-demo-vpc

Amazon ASN

64512
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VPC VPN connections Create VPN connection

Create VPN connection i

Select the resources and additional configuration options that you want to use for the site-to-site VPN connection.

Details

Name tag - optional

Creates a tag with a key of 'Name' and a value that you specify
project-doc-demo-vpn

Value must be 256 characters or less in length

Target gateway type Info
© Virtual private gateway
Transit gateway

Not associated

Virtual private gateway

vgw-0f98b2d5a92a830bb / project-doc-demo-vpg v

Customer gateway Info
© Existing

New

Customer gateway ID

cgw-0c016b07c5cbd7cfa / FTD-doc-demo v

Routing options Info
© Dynamic (requires BGP)
Static
Local IPv4 network CIDR - optional

The IPv4 CIDR range on the customer gateway (on-premises) side that is allowed to communicate over the VPN tunnels. The default |
0.0.0.0/0.

Q

Remote IPv4 network CIDR - optional
The IPv4 CIDR range on the AWS side that is allowed to communicate over the VPN tunnels. The default is 0.0.0.0/0.

Q

g)

h)

Nametag(c| & Bl 1) =9 VPN A4 2] o] & =3,

Target gateway type(th’d Aol E o] f-3)el| i3l Virtual private gateway(7Hy ko] Hl Alo] E9jo]) glt] &
B ey

Virtual Private Gateway(7}d 22 eto] Bl Alo] E 9]l o]) EF i 5ol A 71 szefo] il Ale] E g o] & A =gy

t}.

Customer gateway(aL78 Al o] E ¢ o])o]| thall Existing(7]<) 2tt] & B &8 &3] &} a1 Customer gateway |ID =&

g 2o A 17 Alo] Ego] & e

Routing options(Z}-$-8 541)ol 4] Dynamic (requires BGP)(5 % (BGP & 2)) glt] & B &S &8 3t}

(A8 A1) Local IPv4 Y| E $] 5 CIDR(ZZ IPv4 Y] E %] 7 CIDR)°l| Threat Defense U] o] 9] B3 5] &= v E

AP FAE JEstAY 714421 0.0.0.0/0 AHE&F T

(181 A1) Remote | Pv4 network CIDR(E 4 IPv4 Y E 9] = CIDR)o| AWS S HIE A [P F4E o H 1A

L 7183591 0.0.0.0/08 AHE-FU U

Tunnel 1options(E1 2 1 54)S g3t VPN HE v/l 4E 74 o
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v Tunnel 1 options - optional info
Inside IPv4 CIDR for tunnel 1

Assize /30 IPv4 CIDR block from the 169.254.0.0/16 range

Pre-shared key for tunnel 1

The pre-shared key (PSK) to establish initial authentication between the virtual private gateway and customer gateway.
The pre-shared key must have 8-64 characters. Valid characters: A-Z, a-z, 0-9, _ anc . The key cannot begin with a zero.

Advanced options for tunnel 1
© Use default options
Edit tunnel 1 options

VPN logging Info

Tunnel activity log
Tunnel activity log captures log messages for IPsec activity and DPD protocol messages.

Enable

Tunnel maintenance
Tunnel endpoint lifecycle control Info

Tunnel endpoint lifecycle control provides control over the schedule of endpoint replacements.

Turn on

» Tunnel 2 options - optional Info

Tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs. Name tag helps you track your resources more easily. We recommend adding Name tag.

Key Value - optional

Q. Name X Q project-doc-demo-vpn X Remove
Add new tag

You can add 49 more tags

Cancel Create VPN connection

1. AWSE B9 1¢] U5 IPv4 CIDRS 938l IPv4 T4 A A3 o)

2. 71 zetol Bl Alo] Edfo] o} oAy Alo] Ego] 7] Q153 9]3) Pre-shared key for tunnel 1(E1 2 12] A}
T 7)) BEof PSKAMA T8 7)) S 1 E Ut PSKE A A 514 o AWSE PSKE Al A g},
Management Center®ll | VPN A7l H o] PSK7} 2 8.3t}

3. Advanced optionsfor tunnel 1(E]12 12] 315 54)°ll 4| Use default options(7] 2 &4 A1-&) 2t Q. HE
S Rni=y

o

(A9 218 Tunnel 2 options(E1 ' 2 54)S gHd3le] 91 VPN HE w7l =& 244 o

AT
T B do] A% PSKE A=A Sl F L)

a8
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b) Tunnel details(E]l g A5 A H) S8 =g

.
VPN connections (1/1) info | &) ‘ Actions ¥ ’ ‘ Download configuration

Q

VPN ID: vpn-Oaad3cad3d0f1bg72 X | Clear filters

Name v VPN ID v State v Virtual private gateway v Transit gateway v Customer gateway

o project-doc-demo-... vpn-0aad3c4d3d0f1b872 @ Available vgw-0f98b2d5a92a830bb - cgw-0c016b07c5chd
vpn-0aad3c4d3d0f1b872 / project-doc-demo-vpn

et "

Tunnel state

Tunnel number v Outside IP address v Inside IPv4 CIDR 4 Inside IPv6 CIDR v Status ¢ Last status change v Details

Tunnel 1 209.165.201.28 198.51.100.8/30 - ® Down June 1, 2023, 10:52:06 (UTC+05:30) IPSEC IS DO

Tunnel 2 203.0.113.238 152.0. 212850 = ® Down June 1, 2023, 10:52:55 (UTC+05:30) IPSEC IS DO

o] ool A T AlF- A Bl frolstiAl L.

gy QR (Ax~EY) IPF4 |[AWSVTIIP F4 Threat Defense t] v} o] 2~
VTIIP F24

gy | 209.165.201.28 198.51.100.9/30 198.51.100.10/30

2RED) 203.0.113.238 192.0.2.129/30 192.0.2.130/30

Management Centerol| A 74 2 7]¥F VPNS 73 ] 9] A5 7 H a3t

Management Centerol A 74 = 7|9+ VPN -4

A25}7] Aol

AWSO Al VPN B 2 o] W5 2 9] 7 [P F4E Ao Ut

EERE

971 Devices(t]Hlo] ) > Site To Site(AFo] E ] A}o] E)E A elgiy,
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A2+ SiteTo Site VPN(AFO] E 7FVPN)S 28] 3 T,
@713 Topology Name(EZ 24| o] &) Z=o]] VPN EZ 24 9] o] 55 =3t}
o7 4  RouteBased (VTI)(ZA & 7]¥HVTI)) gt] o HES =€
A5 Point-to-Point((EQ1 E 7 S &8 3y}
@A 6 IKEV2 A vk~ 5 A Egiy
@A 7 Endpoint(A=2 Q0 E) S Fel g},
9718 NodeA(:=:= A)9] 49 tha3t &2 viZiFE 4 du
a) Device(t]lo] &) EETHE 224 914 o] tufo] 22 Aelgt),
b) Virtual Tunnel Interface(7}d E1'd Q1E # 0] 1) =F T S5 A 9§ who] tlnfo] 9] SVTI(A 4 71 H
g B H o] 2)E ALY +5 S 3ko] SVTIE A4 T
SVTI ¥H=7] ol tf gk 2hA] gk U] -8--2 Management Centerol| 4] 913 Wof tjulo] 2o gk A2 VTI A4, 19 7
o] A o] &5 FxsHH A2
) (A= AL + Add Backup VTI(M ] VTI F=7h& S¥ ko] W] VIIE st Dot viziiss A4S
U,

Tunnel Source(El ' 4222)= 7 VII H Aol A BF 5 A gt o] dlof A ¥l 9] VTIIP 54+ 192.0.2.130/30
P Th AWSe Al VPN 12 A4, 12 o] A 9] IP T4 H| o] &5 FHEA A L.

‘1:]_'74] 9 Node B( == B)./] 79 1:]- J+ 7o uH 7H1ﬂ_/':§€ TA %LHE]-_
a) Device(tH}o] 2) E5 T 550l A Extranet(] =~ E 2}

b) Device Name(t]Hlo] 2 o] F)ol A A~E gyl tuto] 2 o] 55 ) &t}
¢) Endpoint IP Address(3l =31 E |P F4) =0 AWS VPN IP =45 4 E ot

o] dlofl A IP 24+ 209.165.201.28 & 203.0.113.238) L T}

16



7 10

Create New VPN Topology

Topology Name:*

[ AWS-VTI-VPN

Policy Based (Crypto Map) @ Route Based (VTI)

Network Topology:

IKE Version:* [ ] IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Node A
Device:*
[ branch1-ftd.xyz.com v ’

Virtual Tunnel Interface:*

‘ outside-isp1_static_vti_2 (IP: ’ +

Tunnel Source: outside-isp1 (IP:209.165.202.130 )Edit VTI
[ Tunnel Source IP is Private

] Send Local Identity to Peers

Backup VTI Remove

Virtual Tunnel Interface:*

P: +

outside-isp1_static_vti_3 (|

Tunnel Source: outside-isp1 (IP: 209.165.202.130)Edit VTI

Node B

Device:*

| Extranet

Device Name*:

’ AWS-Doc-Demo

Endpoint IP Address*:

| 209.165.201.28, 203.0.113.238

IKE §& S35t v vi7id S 74 vk

17
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Create New VPN Topology

Topology Name:*
| Aws-vTI-vPN
Policy Based (Crypto Map) (® Route Based (VTI)

Network Topology:

Hub and Spoke Full Mesh

IKE Version:* IKEv1 IKEv2

Endpoints | IKE |IPsec Advanced
Pre-shared Key Length:* Characters (Range 1-127)

IKEv2 Settings

Policies:*| AES-SHA-SHA-LATEST 4

Authentication Type: Pre-shared Manual Key v

Key:® | soeeeennn

Confirm Key:* I ........ L3

Enforce hex-based pre-shared key only

Cancel Save

a) IKEv2 Settings(IKEv2 qu)9] 5- Policies(g &) G el 2= WA ofo] 2 2938}

al
AES-SHA-SHA-LATESTE A %“4 t} o] ZREF S AWS VPN 7| 2 [KE T2 EF

b) Authentication Type(?l 5 &) =& 550l A Pre-shared Manual Key(AH4 3 55 7])%— A ey

T},
c) Key(7]) 2 Confirm Key(7] &<1) 2 =9l 715 1= 3t

o] o] Aol A= AWS VPNl A 4] 3 PSKE AH-&-§H U},
IPsec 5t Advanced(aL+) T4 €] 4 7] 4l= AFS o
Save(A"hE 8 FYTh

Site-to-Site VPN Summary(A}Fo] E 7F VPN &
M EZEAS ST AFHT BE Huto] o] A4S 753§ o] Hol Ao A &
T AFHH

o}y | o] %] (Devices(t] v} 0] 2~) > Site-to-site VPN(AFo] E 7FVPN))©l|
S HY Y ZHE Sl



Management Centerol] 4| $] g "o tnfo] 2o tf sk A = VTI A4

Al AFsE7] el
Management Centerol| 4] 7 2 7]WF VPN 4, 15 Hlo] Ao A H 2 2$-E 7|9k X% 7F VPN EZZ X9 tff g 7] &2 uj]
MEFE 43k, Endpoints(A =2 E) 918 223k U5 Device(t] Hlo] 22) EFTHE- 5= A Threat Defense Tl v}o]
2~Z Node A(:== A)= A &3
EZAIA

Add Virtual Tunnel Interface(7}d B2 Q1B o] 2~ F=7}) T 8} A 2tol| A th w75 -3 S vt

Add Virtual Tunnel Interface o
| General Path Monitoring
; Tunnel Type
; ®  Static Dynamic

Name:*

outside-isp1_static_vti_2

| Enabled

Description:

Security Zone:

Priority:
0

Virtual Tunnel Interface Details

Tunnel ID:*

2
Tunnel Source:*

GigabitEthernet0/1 (outside-ispTy | | 209.165.202.130 -

IPsec Tunnel Details

IPsec Tunnel Mode:*

® |Pv4 IPv6

IP Address:*
® Configure IP [ 198.51.100.10/30

Borrow IP (IP unnumbered)  Select Interface

a) Name(c] &) Z=o] SVTI?] o] &< &g}
b) &/43 s At
¢) (A1 AHR}) Security Zone(2 Qt @ o) EETHE Hr=oll A A VTIO] Bl G oS A gty

of

19



d) Priority($-A<=9]) B=o] of g VT ZHo] EFT S 2= M A S S¢S H gy
914 0~65535 01 Th 71 e AL M e 94 918 M YT
¢) Tunnel ID(E]'Y 1D) Ao 143 Bl DS & gk,
H 9= 0~104139 Y o}

f) Tunnel Source(Eld A=) EFthE H50lA Bl Y & QlE o] 25 eyt

g) 1PSec Tunnel Mode(IPSec Bl 2 R =)ol A IPv4 2} t] @ M ES S8l 5te] IPsec Bl 2ol ti 3k Edf T #3 & A1 A
Pyt

h) ConfigurelP(IP 7-4) Z =0 SVTIC| IP F4 2 &g}

=
o] ofo| A SVTI IP 524+ 198.51.100.10/303 U tF. AWSOl 4] VPN 12 A4, 12 #|o] %] 9] [P F4 EH| o] B& %
Z3AA L

i) OK(ZSH)E =¥ th

Management Centerol 4| 2}--% A 2 G4

Management Centeroll A St @ o] 2}-¢-8 A2 14

AWSE S arb= B S @A steted ool g8 AAS PN YUY A AR e w4 g TRES
= AT F UAFUY o] A= AH FRE AR F U
B AA

7 1 Devices(t] Hl©] 22) > Device Management(t] vlo] 2~ #2]) S A gl gt}
A2 AP AY A o]~ He Q= T ofolE& SHFUT
WA 3 29" HS Y h
w7 4 % ol A Static Route(d 4 A 2)E F9 35l 44 A=2E AT
@75 +Add Route(4 = F7hE S U
7 6 Add Static Route Configuration(®d 2 74 2 74 F71) th 3} Aol A vk wi7/f =5 4 ok

a) IPv4 &t HES Y3

b) Interface(Q1E o o] ) =5 U3 55| A Threat Defense Tl H}o] 2~ 9] 9] QI | o] ~ & el g,

c) Available Network(AF§ 7Fs gt HIES F)ol A + & S8 3to] AWS U EY A o gzt YEQZ /NAE AT

ISh=
d) New Network Object(M] W E9] =L 7§ A]) t 3} dAfoll A thg w745 -3 i Toh

20



New Network Object @

Name

AWS

Description

Network
® Host Range Network FQDN

[ 209.165.201.28

Allow Overrides

L"L.‘.K'L“ m

1. Name(c] &) Z=o] AWS Y E 9] o] 55 &gt}

2. Host(E2E) gt e BES 225l AWS UEY T IP T4 9 H3 T}
o] ofj o] A AWS U E Y 9] IP T4+ 209.165.201.28Y] 1 t}.
3. Save(AhHE I
e) 6cTHAIFE 6dDA7FA] HEEte] W] AWS U E L] A0 Y EL A /A E AT Th
o] ofof| A W] AWS U E T 9] IP 54+ 203.0.113.238%] 1 T}

f) Available Network(AH-& 7158 U E 9] A1) H-Eo| A AWS U EH F 2 W< AWS V| EQ] A& A8l Add(F
7hHE 251 Selected Network(A &gt I ES] ) 550 2 o] 5§t
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Add Static Route Configuration ]

Type: ®) |Pv4 IPv6
Interface*
outside-isp1 v

(Interface starting with this icon % signifies it is available for route leak)

Available Network C' + Selected Network
Q X AWS ]
AWS -Backup w

Ensure that egress virtualrouter has route to that destination

Gateway

209.165.202.1 v |+
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:

v |+

g) Gateway(Al o] E9Jlo]) ¥ =9l Threat Defense U] H}-o] 2~ Alo] E ¢Jjo] o] [P T4~
h) OK(E)E =93y}

il
o
L)
%
i
)

Management Centerol] 4] @ ¥ @ o] 2}9-8 4 2] 14

VPN Eefj ol thak eujelo] eho-' A S g s oF gt o] al Aol A<= BGP 2h¢-8 A A& A gk

L ZAA

@Al 1 Devices(t] Hlo] ) > Device Management(t] Hlo] 2~ o)) S A gl gt o},
gAl2 AFT AEF o2 Aol =AY ofo] S FHF T

A3 2" s EYFYTh

A4 D% ol A General Settings(d W A1 A) o}l 2] BGPE &3 Ut
A5 EnableBGP(BGP &4 3}) #| = vt~ & A8 g},

GAI6  AWS 27 Alo] E g oo th &l -4 3 Threat Defense U] HF©] 2~2] AS H &&= ASNumber(ASH &) 2=

[RA=3
o] ¢ o] A= 650009 Y T}

@7 save(H)=E FHFH

22



w7 8
w79
oA 10
AN

o712

A% ol A BGP > IPv4E A8 g},

Enable |Pv4(IPv4 274 3h) 291 22 A 8 gk,

Neighbor (2174 8 2-%-B]) & A =&kl +Add(F7hE S5 FU

Add Neighbor (2151 & 2H-9-8] F71 th 3} d2tell A o= vz =25 74

ot

e}

Add Neighbor

IP Address* Enabled address
198.51.100.9 Shutdown administratively
Remote AS* Configure graceful restart
g4a12 Graceful restart(failover/spanned mode)
(1-4294967295 or 1.0-65535.65535)
BFD Fallover Description
none v

a) IP Address(IP 542) @ =o]] AWS VPN 1/ 2] AWS VTI IP 5-2~(Tunnell)E 53

o] ool A AWS IP 54~ 198.51.100.9%] Y t}.
b) AWS VPN 4] 2] AWS AS H 35 Remote AS(! 2] AS) D =] ] &g},
o] ool A AWS AS H &= 645123 4 T}
c) OK(ERNE 3y
lla~11cHHA1 S HHE3o] W] AWS IP 54 (Tunnel2) S 914 3 2}$-E] 2 7k o},
of of| ol A IP 242 192.0.2.1290] 3L AWS AS ¥ 3.+= 645129 Y o},

Device Routing Interfaces Inline Sets DHCP VTEP

Enable IPv4

Manage Virtual Routers

AS Number 65000

Global v

General Neighbor  Add Aggregate Address Filtering Networks Redistribution Route Injection
Virtual Router Properties —
ECMP
BFD
OSPF Address Remote AS Number Address Family Remote Private AS Number
OSPFv3 198.51.100.9 64512 Enabled
EIGRP

192.0.2.129 64512 Enabled

RIP
Policy Based Routing
v BGP

1Pv4

IPv6

escription

+ Add

v | N
o =

N,

G113 Save(A ) E FE G

VTI 5 g e 2 A 22l

o

Threat Defense T] H}-o] 220 A] -4 & -5 ¢+ - U] H}o] 2 | Management Center 2 AWSO A VTI H Y 4 9 e & &9l
8} 2= 9) =1t}
=2 T »He .

23



AWS ] B g &9l
AWS A VPN H €S gl &S 3y}

1. Virtual private network (VPN)(VPN(Virtual Private Network) > Site-to-Site VPN connections(A}°] E 7+ VPN &1 4)=
e gy

2. VPN Q9] g}t) e HES Z83t}

3. Tunnd details(E]1 2 A% A X)) 1S S84t 5 e 9] Status(Hl) & Up(2Hs) el of oF g,

VPN connections (1/1) info \ C | ’ Actions ¥ | | Download configuration Create VPN cor
Q 1
VPN ID: vpn-O0aad3c4d3d0f1b872 X | Clear filters

Name v VPN ID v State v Virtual private gateway ¥ Transit gateway v Customer gateway v Custom

(+] project-doc-demo-... vpn-0aad3c4d3d0f1b872 ® Available vgw-0f98b2d5a92a830bb - cgw-0c016b07c5chd7cfa 123.63.

=

vpn-0aad3c4d3d0f1b872 / project-doc-demo-vpn

Details

Tunnel state

Tunnel number v Qutside IP address v Inside IPv4 CIDR v Inside IPv6 CIDR v Status |V Last status change v Details v Certificate .
Tunnel 1 209.165.201.28 198.51.100.8/30 - @ Up June 1, 2023, 11:18:30 (UTC+05:30) 0 BGP ROUTES -
Tunnel 2 203.0.113.238 192.0.2.128/30 - ®@up June 1, 2023, 11:31:09 (UTC+05:30) 0 BGP ROUTES -

Threat Defense T v}o] 9] 69 2 a}-$-¥ 14 g}e]

* Threat Defense U] v}o] 2= 9] QI # o] 2= 540 S €+l 32| H show running-config interface & & & A& o

interface Tunnel2

nameif outside-ispl static_vti_2

ip address 198.51.100.10 255.255.255.252

tunnel source interface outside-ispl

tunnel destination 209.165.201.28

tunnel mode ipsec ipvé4

tunnel protection ipsec profile FMC_IPSEC_PROFILE_1
1

interface Tunnel3

nameif outside-ispl static vti_3

ip address 192.0.2.130 255.255.255.252

tunnel source interface putside-ispl

tunnel destination 203.0.113.238

tunnel mode ipsec ipvé

tunnel proEection ipsec profile FMC_IPSEC_PROFILE_1

* Threat Defense T} H}-©] 2~ 2] BGP 74 & &215}# ' show bgp 8 & 2 AH-&-3U o
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Abo] E ZFVPN £.F o) <] ¢] B e} el

o}
VPN B 4 ¢] 2] & 8213} 2] Device(t] H}o] 22) — VPN > Site To Site(A}°o] E 7HE A el gy},

1 1
Firewall Managem nter
b e al Ma agTe 2 ent Cente Overview Analysis Policies Devices Objects Integration Deploy Q 60 £+ @ Domain2 \ admir
evices /| VPN te Site
—_—
LestUpdated: 11:27 AV [ B B
Y Select...
Topology Name VPN Type Network Topology Tunnel Status Distribution IKEV1
v AWS-VTI-VPN Route Based (VTI) Point to Point
2- Tunnels
Node A Node B
Device VPN Interface VTl Interface Device VPN Interface VTl Interface
EXTRANET Extranet 209.165.201.28 FTD  branch1-ftd.xyz.com outside-isp1 (209.165.202.130) outside-isp1_static_.
EXTRANET Extranet 203.0.113.238 FTD  branch1-ftd.xyz.com outside-isp1 (209.165.202.130) outside-isp1_static...

AFO] E ZFVPN thA| B.= o] §]d A g 8o

Ry

VPN B g 2] AlH- 41 E 12 Overview(7] &) > Dashboar ds(t] A . =) > Site to Site VPN(AF°] E 7F VPN)S- A 813

has

vall Management Center

e R e s Overview Analysis Policies Devices Objects Integration Deploy Q °9 ¥+ @ Domain2\adminv ‘il SECURE
w / Dashboards / Site to Site VPN
—
X ‘ Refresh | Refresh every | 5 minutes ‘ ]]
nary Node A Node B Topology Status Last Updated =

Asia-Mumbai (VPN IP: branch1-ftd.xyz.com (VPN IP: 209.165.202.130) vpnMumbaiUmbrella-De... Active 2023-05-30 00:44:37

Extranet (VPN IP:(209.165.201.28) branch1-ftd.xyz.com (VPN IP: 209.165.202.130)  AWS-VTI-VPN Active 2023-06-01 01:40:39

100% Active Extranet (VPN [P:(203.0.113.238) branch1-ftd.xyz.com (VPN IP:209.165.202.130)  AWS-VTI-VPN Active 2023-06-01 01:56:40

o
3 connections

o

/PN

o |o

iUmbrella-Demo1

25



Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2024 Cisco Systems, Inc. Z.E 2] HF.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

ol I 1l l I| Americas Headquarters Asia Pacific Headquarters Europe Headquarters

Cisco Systems, Inc. CiscoSystems(USA)Pte.Ltd. CiscoSystemsinternationalBV
CiscCoO. San Jose, CA 95134-1706 Singapore Amsterdam,TheNetherlands
USA

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the
Cisco Website at www.cisco.com/go/offices.



|W__

3
El

ar
Tl

— =
E
=

Mo



