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Inspection Engine

Inspection Engine: Snort 2

Before you upgrade, read and understand the Snort 3 configuration guide for your
version: https://www.cisco.com/go/fmc-snort3. Pay special attention to feature
limitations and migration instructions. Although upgrading to Snort 3 is designed for
minimal impact, features do not map exactly. Custom intrusion rules are not automatically
migrated during upgrade but options are available to migrate. Careful planning and
preparation can help you make sure that traffic is handled as expected.

Upgrading to Snort 3 also deploys configuration changes to affected devices. This briefly
interrupts traffic flow and inspection on all devices, including those configured for high
availability/scalability. Interface configurations determine whether traffic drops or passes
without inspection during the interruption. For details, see the Snort Restart Traffic
Behavior section in the online help.

Upgrade to Snort3 should be done during a maintenance window.
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Intrusion Policy Description

_Intrusion_Policy_1
< Snort 3 is out of sync with Snort 2. 2023-07-
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Snort 2 to Snort 3 Sync Summary (]

This is a utility to synchronize Snort 2 policy configuration with Snort 3 version to start with a similar coverage.

e Snort 3 policy configuration is synched from Snort 2 version by the system when Firewall Management
Center is upgraded from pre-7.0 version.

* Before upgrading a device to Snort 3, If changes are made in Snort 2 version, you can use this utility to
have the latest synchronization from Snort 2 version to Snort 3 version so that you start with similar
coverage.

Note: After moving to Snort 3, it is recommended that you manage the Snort 3 version of the policy
independently and do not use this utility as a regular operation.

Click here to learn more.

Policy Name: _Intrusion_Policy_1
9 Snort 3 and Snort 2 Sync Pending 2023-07-09 21:16:51 EDT
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Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.
Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression
and Threshold setting(s) are not supported.
Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules
——
The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written
differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:
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Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.

Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression
land Threshold setting(s) are not supported.

Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules

The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written
differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:
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Overridden Advanced Custom Rules
——

Convert the rules and auto-import them to the Snort 3 version of the policy g]

OR

Download converted rules You can upload the file after you have reviewed the converted rules
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> Server (9 groups)

> Policy (4 groups)

Snort 2 All Rules Snort 3 All Rules

< Intrusion Policy

LURES

~ Local Rules (2 groups)

Al rules assigned to current intrusion policy irrespective of rule group

Rule Actions ~ [Y Search by CVE, SID, Reference Info, or Rule Message
.
49,218 rules
Upload Snort 3 rules
(J cDsiD Info Rule Action Assigned Groups Convert Snort 2 rules and import |
> O 1m0 (arp_spoof) unicast ARP request © Disable (Default) Protocol/Builtins Convert Snort 2 rules and download
Back To Top

All Rules

Al rules assigned to current intrusion policy irrespective of rule group

Rule Actions

v | 'Y Search by CVE, SID, Reference Info, or Rule Message

)

All Snort 2 Converted Global o
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_Intrusion_Policy_1_custom_rules (]
@ The custom rules were successfully imported X
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> Policy (4 groups) > O nan (arp_spoof) unicast ARP request @ Disable (Default) \ Protocol/Builtins None B
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Rule Actions [ Search by CVE, SID, Reference Info, or Rule Message

)

All Snort 2 Converted Global

_Intrusion_Policy_1_custom_rules #'

| @ The custom rules were successfully imported X ‘

Browser (6 groups)

> Server (9 groups) O aisip Info Rule Action Assigned Groups Alert Configuration

. > [] 2000:1000143 http://mischaSxyix2mrhd.onion/MZ2MMJ_2 {A Alert (Default) All Snort 2 Converted... None K
> Policy (4 groups) -_ ]
> Indicator (4 groups) > [ 2000:1000139 CERT-In MALWARE THREAT EXCHANGE (CM... | A Alert (Default) Al Snort 2 Converted... None rE

ol o] A whA ol A Convert Snort 2 rules and download(Snort 2 7f- =)
U 24 A = dFUh the2 =8k 3o A w3k 128

W ol e ) A e 14
= 7
Rules(Snort 3712 9 2=) §H.& AL83lo] A== 4 gt

A E 8 % 1}%9| Upload Snort 3

=

A6 txt H 2o 73S vt} 2 =312 W Download Summary Details(2.F Al 5- AWt} 2 5) P32 F g}

b EAHE 20k 4B

"id": "00505691-15DC-0ed3-0000-004294988561",
"name": " Intrusion Policy 1",
"type": "IntrusionPolicy",
"syncStatus": {
"source": {
"id": "bdce2dba-lebe-11ee-8e88-220032eblfb5",
"type": "IntrusionPolicy"
}l

"status": "WARN",
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"description": "Migration is partially successful. Some of the rules are not copied to Snort3.",
"timestamp": 1690883954814,
"lastUser": {
"name": "admin"
}l
"details": [
{

"type": "Summary",
"status": "INFO",
"description": "Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to

18635 Snort 3 rules."
}I
{
"id":
"1:1000156=alert,1:1000114=alert,1:1000160=alert,1:1000135=alert,1:1000115=alert,1:1000118=alert,
1:1000092=alert,1:1000139=alert,1:1000123=alert,1:1000159=alert,1:1000149=disabled,1:1000167=alert,

1:1000133=alert,1:1000095=alert,1:1000143=alert,1:1000106=alert,1:1000153=alert,1:1000097=alert,1:1000141=alert,

1:1000148=alert,1:1000090=alert,1:1000119=alert,1:1000112=alert,1:1000138=alert,1:1000128=alert,1:1000132=alert,

1:1000134=alert,1:1000145=disabled, 1:1000110=disabled, 1:1000107=alert,1:1000163=alert,1:1000124=alert, 1:1000125=alert,

1:1000094=alert,1:1000113=disabled, 1:1000147=alert,1:1000161l=alert,1:1000105=disabled, 1:1000140=alert,1:1000111=alert,

1:1000102=alert,1:1000129=disabled, 1:1000108=alert,1:1000144=disabled, 1:1000088=alert,1:1000091=alert,1:1000131=alert,

1:1000157=alert,1:1000120=alert, 1:1000126=alert, 1:1000165=alert, 1:1000146=alert, 1:1000162=alert, 1:1000116=alert, 1:1000142=alert,

1:1000170=disabled, 1:100016%=alert, 1:1000104=alert, 1:1000099=disabled, 1:1000171=alert, 1:1000093=alert, 1:1000087=alert, 1:1000100=alert,

1:1000137=alert, 1:1000158=alert, 1:1000103=alert, 1:1000098=alert, 1:1000127=disabled, 1:1000130=alert, 1:1000164=alert, 1:100008%=alert,

1:1000109=alert,1:1000136=alert,1:1000117=alert,1:1000166=alert,1:1000168=alert",

"type": "PolicyInfo",
"description": "Corresponding Snort 2 policy overridden custom (local) rules."

"type": "AssignedDevices",
"status": "INFO",
"description": "Snort3:0 , Snort2:0"

"id": "122:6",

"type": "Threshold",
"status": "ERROR",
"description": "PSNG_TCP_FILTERED DECOY_ PORTSCAN"

"id": "122:15",

"type": "Threshold",
"status": "ERROR",
"description": "PSNG_IP_ PORTSWEEP FILTERED"

}I
{
midm: "122:17,
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"type": "Threshold",

"status": "ERROR",

"description": "PSNG_TCP_PORTSCAN"
} 4
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