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wi' wfx_automationPolicy123 # Analyze \
s + @ Prefiter Rules + O Decryption + @ Securiy Intelligence + O ldentity -+ @ Access Control | @ Advanced Settings Targeted: 3 device
Ignore the VLAN header when tracking o
" = = connections
Decryption Policy Settings s’
FSipiion Felisnio s fol nsnecin encitad None Detection Enhancement Settings ’
connections
Adapive Profies Enabled
TLS Server Identity Discovery Z Adapive Profiles - Enable profile updates Disabled
Early application detection and URL categorization Disabled
Performance Settings s
Prefilter Policy Settings % Pattern Matching Limits - Max Pattern Match -
States to Analyze Per Packet
Prefiter Policy used before access control Default Prefiter Policy
Performance Statistics - Sample Time (seconds) 300
Network Analysis and Intrusion Policies 4 Regular Expression - Limit Default Value
Intrusion Policy used before Access Control rule is No Rules Active Regular Expression - Recursion Limit Default Value
determined
Intrusion Event Logaing Limits - Max Events Stored
Intrusion Policy Variable Set Default-Set Per Packet 8
Default Network Analysis Policy Balanced Security and Connectivty
Latency-Based Performance Settings ’
Threat Defense Service Policy Z Applied from Installed Rule Update e
Threat Defense Service Rule(s) 0 Packet Hondiing P
. N Rule Handiing Enabled
Files and Malware Settings Z
Rule Handling - Threshold (microseconds) 512
Limit the number of bytes inspected when doing 460
file type detection Rule Handiing - Consecutive Threshold Violations n
Before Suspending Rule
Allow file if loud lookup for Block Malware takes 5
longer than (seconds) Rule Handling - Suspension Time (seconds) 10
Do not calculate SHA256 hash values for fes e -
larger than (in bytes) Encrypted Visibility Engine 4
Minimum il sze for advanced fie inspection and e Encrypted Visibilty Engine Disabled
storage (bytes)
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Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings i

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.

= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE) «)

Use EVE for Application Detection -«

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score «)

@ Customize your threshold for blocking traffic based on the EVE scores.

Advanced Mode @ ) — Block

|
Very Low Low Medium High Very High

Revert to Defaults Cancel |
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Encrypted Visibility Engine Q

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings
= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.

= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE)

Use EVE for Application Detection «Q©

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score | @)

Customize your threshold for blocking traffic based on the EVE scores.

Advanced Mode @ ) \ — Block

Very Low Low Medium High Very High

| Revert to Defaults ‘ ‘ Cancel | m
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Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings b

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.

= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE) @
Use EVE for Application Detection )
Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score «)
Customize your threshold for blocking traffic based on the EVE scores.
Advanced Mode « — Block From | gq
0 25 50 75 100

| Revert to Defaults ‘ Cancel | m
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Qr SourcelP 172.16.77.1x X Select...

® Showing all 10 events ($ 10) *

m Time Action

>  2023-01-10 14:22:33 @ Block
> | 2023-01-10 14:22:28 @ Block
>  2023-01-10 14:22:25 @ Block
>  2023-01-1014:14:13 @ Block
>  2023-01-10 14:14:10 @ Block
»  2023-01-10 14:14:06 @ Block
>  2023-01-1014:12:40 @ Block
>  2023-01-1014:12:40 @ Allow

> 2023-01-10 14:12:34 @ Block

v

2023-01-10 14:12:34 @ Allow

EVE 919 21215 458 7low 2o A |

Reason

Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block

Encrypted Visibility Block

Encrypted Visibility Block

@A 3 the--2 Encrypted Visibility Process Name( &8} 7FA] A 2 M| 2 0] 5)S test_malware=, Encrypted Visibility
Threat Confidence(% 3} 7FA1 A 919 412 =)= Very High(W]$- =) =, Encrypted Visibility Threat Confidence
Score(F = 3tE 7HAA A1 AR T ) 0% A A3 o T

Q-

SourcelP 172.16.77.1x X Select

@ Showing all 10 events (S 10) ¥

m

>

>
>
>

7}

Encrypted Visibilit Encrypted Visibilit
Time b Application  URL i v b 4

Fingerprint Process Confidence Score
2023-01-10 14:22:33 @ t1s/(0303)(130213031°  90%
2023-01-10 14:22:28 @ tIs/(0303)(13021303 90%
2023-01-10 14:22:25 @ 1s/(0303)(13021303 90%
2023-01-10 14:14:13 @ tIs/(0303)(13021303 90%
.
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X || Refresh

ﬁ 2023-01-10 13:25:02 EST — 2023-01-10 14:25:02 EST 1h Go Live
Encrypted Visibility Encrypted Visibility Threat  Encrypted Visibility Threat
Process Name Confidence Confidence Score
test_malware Very High 90%
test_malware Very High 90%
test_malware Very High 90%
test_malware Very High 90%
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https://secure.cisco.com/secure-firewall/docs/encrypted-visibility-engine
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