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Elephant Flow Settings

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection «
Generate elephant flow events when flow bytes exceeds | 1024 | MB and flow duration exceeds ‘ 10 ‘ seconds
Elephant flow Remediation aQ 0

If CPU utilization exceeds | 40

% in fixed time windows of ‘ 30 ‘ seconds and packet drop exceeds | 5 %

Then Bypass the flow «

) All applications including unidentified applications

®) Select Applications/Filters (1 selected)

And Throttle the remaining flows «
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https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-command-reference-list.html
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