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"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspect",
"data": {
"response depth":5000
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"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspect",
"data": {
"response depth":5000
}

]
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"binder": {
"type":"binder",
"enabled":true,
"rules": [

{

"use": {
"type":"http inspect"

}!

"when": {
"role":"any",
"ports":"8080",
"proto":"tcp",
"service":"http"
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"rate filter": {
"enabled":

"type™:
"data":

718 A ) 7] e v 24 5t

{

true,

"singleton",

[]

"rate filter": {

"enabled": false,
"type": "singleton",
"data": []

st 7

718 A A 7] e 7E n| 2 sk A5 HE = A A 248}

{

"ssh": {

"enabled":

"type":

"instances":

734 A 2 o] 73 e 7k

{

"ssh": {

true,

"multiton",

"enabled":

"type" .

"instances":

bo
"iecl04":
"type" .

"instances":

"normalizer":

[]

false,

"multiton",

{

[]

"multiton",
"enabled":

"enabled":

Ttype":
"data":
"tep™

"block":

}7

"ip6" .
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{

"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [

{
"data": {
"unzip": false
}I

"name": "http inspect"
}
]
}
}
2.8 97 Aol Qi 71 o128 2ol g gk vhel] 173 F7}
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"binder": {
"enabled": true,
"type": "binder",

"rules": [
{

"use": {
"type": "http_ inspect"

}I

"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"

A3 slgehe vl i G5 vheld HA] el A el sof F e,

"telnet": {
"enabled": true,

"type": "multiton",
"instances": [
{
"name": "telnet my instance",
"data": {

"encrypted traffic": true

}
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}I
"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet my instance"

}

2 G HEE 7] QA2 A A o, T JSON A 78 o] ol A] A HE] & Q1A' 2~ A

AEFEQ2HAY o) 2
©hd JSON A g ol ol M b A& Hooj 53 o

= 7] Q12K 2 A Ol (http_inspect AAL7])

2B 2 A A (telnet FAH])

M.
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i

rO

F

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"tcp": {
"block": true
}7
"ip6": true
}

}7
"http inspect": {
"enabled": true,

"type": "multiton",
"instances": [
{
"data": {
"unzip": false,

"xff headers": "x-forwarded-for true-client-ip x-another-forwarding-header"

}7

"name": "http inspect"

]

}7

"telnet": {
"enabled": true,
"type": "multiton",
"instances": [

{

"name": "telnet my instance",

"data": {
"encrypted traffic": true

}
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"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet my instance"
}
}I
{
"use": {
"type": "http_ inspect"
}I
"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"
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arp_spoof -4
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{

"arp_spoof": {
"type": "singleton",
"data": {

"hosts": [
{
"ip":
"mac":

"i.1.1.1",
"ff:0f:£f1:0£:0£:££"

wa

ip
"mac":

"w.

"2.2.2.2",
"ff:0f:£2:0£:0£:££"

1
}7

"enabled": true
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rate_filter 7~/

{
"rate filter": {
"data": [
{
"apply to": "[10.1.2.100, 10.1.2.101]",
"count": 5,
"gid": 135,
"new action": "alert",
"seconds": 1,
"sid": 1,
"timeout": 5,
"track": "by src"
}
]I
"enabled": true,
"type": "singleton"
}
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{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true
}!
"name": "telnet parent instance"

}
] 4

"enabled": true

}7

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any"’
"service": "telnet"
}!
" "
use": {
"type": "telnet",
"name": "telnet parent instance"
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{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": false
}I
"name": "telnet child instance"

}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role"™: "any",
"service": "telnet",
"nets": "10.2.2.0/24"
}l
"use": {
"type": "telnet",
"name": "telnet child instance"
}
}l
{
"when": {
"role": "any"
. 14
"service": "telnet"
}l
"use": {
"type": "telnet",
"name": "telnet parent instance"
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"list-attribute": [
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"entryl":
"keyl":
}
}I
{
"entry2":
"key2":

}
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"valuel"

{

"value2"
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{
"list-attribu
{
"entryl":
"keyl":
}
}!
{
"entry2":
"key2":

25 iy

"list-attribu
{

"entryl":

"keyl":

}

te": [

{

"valuel-new"

{

"value2"

te": [

{

"valuel-new"
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A5 H T smtp

{

"smtp": {
"type": "mu
"instances"

{
"name":
"data":

AAA e 71 R A A o] ke Reha 7 el m G T

ltiton",
0

"smtp",
{

"decompress zip": false,

"norm
EMAL
NOOP
TIME
ERCP
XSTA

"igno

"max

"max

"log

B snort3viES = 24 4

alizeicmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO
ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL

ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TURN TURNME VERB VRFY X-ADAT XADR XAUTH XCIR X-DRCP X-
XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE
XTRN XUSR",

re data": false,

command_line_len": 512,
header_line len": 1000,
rcptto": false,
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}
] r

"enabled":

}

"decompress_swf": false,

"max response line len": 512,

"b64 decode depth": -1,

"max_ auth command line len": 1000,

"log email hdrs": false,
"xlink2state": "alert",

"binary data cmds": "BDAT XEXCH50",
"AUTH XAUTH X-EXPS",

"auth_cmds":
"log filename": false,
"uu_decode_depth": -1,
"ignore tls data": false,
"data_cmds": "DATA",

"bitenc_decode depth": -1,
"alt max command line len":

{

"length": 255,
"command": "ATRN"
}I
{
"command": "AUTH",
"length": 246
}I
{
"length": 255,
"command": "BDAT"
}I
{
"length": 246,
"command": "DATA"

}
]I
"log mailfrom": false,
"decompress_pdf": false,

"normalize": "none",

[

"email hdrs_log depth": 1464,

"valid cmds":

AESEERECERREEEFEEN |

"ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO
EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL

NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TIME TURN TURNME VERB VRFY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE

XSTA XTRN XUSR",
"gp_decode_depth": -1

true

o] A th& ¥ ¢] alt_max_command line len 55| 5 7Ho] 7|A| & o F7FEH

{

"length": 246,
"command": "XEXCH50"
}I
{
"length": 246,
"command": "X-EXPS"

}
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{

"smtp":
"type™:

{

"multiton",
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"instances": [
{
"name": "smtp",
"data": {
"alt max command line len": [
{

"length": 255,
"command": "ATRN"

"command": "AUTH",
"length": 246

"length": 255,
"command": "BDAT"

"length": 246,
"command": "DATA"

"length": 246,
"command": "XEXCH50"

"length": 246,
"command": "X-EXPS"

1
}
}
] r

"enabled": true
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"telnet": {
"type": "multiton",
"instances": [
{
"data": |
"normalize": true,
"encrypted traffic": false
}l
"name": "telnet parent instance"
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]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{

"when": {
"role": "any",
"service": "telnet"

}I

"use": {
"type": "telnet",
"name": "telnet parent instance"
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encrypted traffic $AS AP o™ A &4 ayt_attack_thresh’= A o] gl5H T}

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"encrypted traffic": true,
"ayt attack thresh": 1
b
"name": "telnet parent instance"

}
1,

"enabled": true

}
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"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true,
"ayt attack thresh": 1
}l
"name": "telnet parent instance"

}
] r

"enabled": true

}l

"binder": {
"enabled": true,
"type": "binder",
"rules": [
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"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",

"name":

"telnet parent instance"
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