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Gopy permissions from
existing user

'.q Add user to group A

Attach existing policies
directly

Create policy

Q

SAM5 D= v S U
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeTags",
"ec2:DescribelInstances"
] 4
"Resource": "*"
}
1
}
@716 Next(th=)E S8 H U
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T59 2FAE Azure X EH O 2118}

Azure Active DirectoryS 28 gt}
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0 kearch (Cmd+/) 3 [ Delete &P Endpoints [&l Preview features

B Overview

@ 6ot a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
Quickstart
#" Integration assistant A Essentials

Manage Display name : just-a-test Client credentials : Add a certificate or secret

= ‘ Application (client) ID : 449af2cdn ™ol B " "H.m of w32 Redirect URIs : Add a Redirect URS
Branding & properties
Object ID . TR TR N REFE S Application 1D URI : Add an Application 1D URI
2 Authentication
ﬁ Directory (tenant) ID : ScdSade we™ weoa™he o Bed™ ol "97b90 Managed application in |... : just-a-test

Certificates & secrets
Supported account types : My organization only

il Token configuration

Client Credentials(Z 2}o]| A1 E 214 5H) 2 2] Add certificateor secret(Q1 oA == 45 F7hHhE &
S,

New Client Secret(XM] Z&lo] A E vdH 5)S S}
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Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

= New dlient secret
Description Expires Value & Secret ID

azure-doc-test 12/11/2023 Tom . wmmN e A mANROL. D AR % B P JREE D {

SA13 7] 5 Azure £E o] %] & So}7}4] Subscriptions( =) 2 28 .
OA 14 FE ol2S ZE I}
GAI15 5 IDE FH B HAgY o

~ Essentials Copy ta clipboard

Subseription ID : 012490 " ol | ST ™ "T0cd [ h Subscription name  : Microsoft Azure Enterprise
Directory : cisco-fpiden™ o™ & T T ST Current billing period : 6/1/2023-6/30/2023

My role 1 Owner Currency : USD

Offer : Enterprise Agreement Status : Active

Offer ID TME g Secure Score : Not available

Parent management group : ScdS e o™ w0 Bul™ ol * =oln

)

16 Access Control (IAM)(H Al 2= Ao (1AM)
17 Add(57}) > Add role assignment (% &+ &+
18 Reader(¥=71)E 23} Next(tH)
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Qj Got feedback?

Role  Members " Review + assign
Selected role
Reader

Assign access to
®u ice principal
(®) User, group, or service principal

O Managed identity

Members

1 Select members

Name Object ID
No members selected
Description
Optional
Previous | [ Next

oA 21

cheol AT 2]

Azure 719 E] A7, 20 #l| 0] A o] U] 8-S 254
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DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading
service account keys and instead use the Workload Identity Federation . You can learn more about the best
way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts
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@t

vCenter
Certificate(vCenter 915

/\1)

Tow 7}x1 271,36 T o] A ol A
S EqYHUTh
Fetch(7F4d 2 71)E S48t M & AHs o2 7k e AW, =71

7 9- CA(Certificate Authority) # 91 4~5 S 2 714 2 7], 36 3|
ofAlo] AEHE HE 5o R JAFAHE 7HFH

CA(Certificate Authority) #] 91
sk ) =2 714 CA(Cl 5 7] JJr) A ¢l

= =g

sy
=

= =
£ 29

Get Certificate(21 54 7F4 2.7]) > Fetch(7}# 2.71) 3lod 91
FAE AFE o2 7 LAY, E7Hs S 7 $- CA(Certificate Authority)
AQl oz 7kA 2 7], 36 oA A E Y& FFoR IS

A& 7H Yo
o] Aol th 2 =3 Q1 FA] A0S A Z =3} M Get Certificate(Q!
=4 714 2.71) > Browse from file(3} L ol A 2ol W 7)) &S Z2 gy

.

]

U2 S ARl =

Add FMC Adapter

Secondary User
Secondary Password

FMC Server Certificate*

Updated 3 \N CERTIFICATE -----

THOR 7ML= A AT

Name* Certificate chain was successfully fetched
Here are certificate details (priority order descending)
Descri
Domai
L firepower
Port* 14733
User® rest
Password®™ | .
Secondary IP firepower
Secondary Port 14833

PP, A

| Test | | Cancel |
o8 A APEkel A 15 CA A1 Sele thg s e
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Webex 7] 9 €] A4 .

Certificate chain was successfully fetched. e
Here are certificate details (pricrity order descending):

7 9- CA(Certificate Authority) | 91 2 714 9.7), 36 ¥
ﬂoﬂ’\i Ay 5t Eﬂi O]Z/\ﬂ iﬂ?l% TEoE M S F dF Y

Webex 7] 9} E] 473
o] Al o] A= o A A~ 21101 g A e 4] AH8-317] €13 management centerol] Hl o] E] & 7 %-3F= Webex
ANE S A= S At o) ek 8 19 AAHE P 4= Webexoll A 54 e &Y

G54 44 WEl S 4% B ast gé

ApA S ] 82 Webex 52 9 E 3z

it
=)

B A L

o
bl

L EAA

@71 1 management centerol] = 1913 T},
@7 2 Integration(% ¢ > Cisco Dynamic Attributes Connector (Cisco 5% £4 719 H) | ES 283y
o}
7 3 Connector (A Y E)E S 3t}
e e A = e
« A AYE F7): ofo] Z FIHE) S FE S O A YE 9 o] 55 S8 Y

(RUBNA)

cAME A EE A R (e 2T kS W) Eol A Edit(A ) E i Delete(2HAl)E 22

gyt

GA 5 e ARE P

o B

ol (@) ol AN nfel A8 o5 JHFYY

£ Az dwy

Pull Interval(Z0]2.7] 7+4) (7] -7k 30%) Webexol| A1 IP 158 & 7 A5} = 7424 QU o},

Provider Reserved IPS(&-5 AL & ¢FIP) [ (D) (L 57) ol ok 1P F 42 A A et DA 31y,
a6 AYEE A7) Aol Test(Bl ~E)E Z3tal H2EZL A3 PEA Sy
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B zoom A8 24

9A 7 Save(AHE S8 F YL
©7 8 Status(E]) ol Ok(EHe)7} &

Zoom A Y ¥ A4

JEREREEV P EEEL

A

ZFA 3 Y-8 Zoom U E L =

L 2AIA

Al E =

@Al 1 management centerol] = 71913 T},
o

A 2 Integration(‘s§) > Cisco Dynamic Attributes Connector (Cisco 54 44 AYE) HES F

t}.
@4 3 Connector (A9 E) S S8 3}
A 4 o T ShYE e E YT

< A AME] F7): ofo] 2 FHE) S 2

8 thg A o] ol A Edit(A ) T1= Delete(2HA)E 29
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| ] AF-8-3}7] 913l management center]] U] ©] ¥ & H%3}+= Zoom
A B S AU ol el % B 19} 9 28 1P 723 Zoomel A 7] el .
S 44 00 S 448 9t g,

S ohg AE e o] 52 F P

& E
o1% G5y of ANE S LA A8 ol S dH T
g o2

Pull Interval(E°] 2.7] 7+4)

Provider Reserved | PS(& &

A} of 1)

A6 ANEE A7) Holl Test(Hl=E)E Sestal HAEZF A3 =A gy

977 Save(A ) E SH U

HA) 8 Status(AER) Feoll Ok(E<)7F A EH =
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4 574 2 A4

Cisco Secure Dynamic Attributes ConnectorE- A}-&3}o] A 23} &4 44 ¥ E &= management center
NA AA| 2~ A o] A ANA ALEE = = T2 NA R BAFH YT o & 5ol AT 49 AWS A
Hof tf g+ N A 2~ & Microsoft Active Directory®ll “d 2] ¥ A5 152 ®IH 21t A|gk& 4= Q) HF Ut}

Y

o

LUt o] 88 3o FEte= MA = AHA P FAE A FF )

il Generic Text, Office 365, Azure Service Tags, Webex H=+= Zoom?l| t3t 54 &4 JH= A S = ¢l

M| 22z o] 7t2] ol tf gk 2pA| S W82 54 79 E 5 AREsho] A2 Ao 52 A4, 39 7] o]
A o] &S FxsH A L.

Al 2F8E7] el

AYE A4, 14 H o] A

L RAIA

@Al 1 management centerol] 2 19134t}
@] 2 Integration(s-3}) > Cisco Dynamic Attributes Connector (Cisco 5% 44 A9 H) HES Z2 3y
o},
w7 3 Dynamic Attributes Filters(s 4 &4 2H)& 284t}
« A AYE F7}: ool & F7HE) S 29 F oS AYH Y o] 55 SY P

- AYE B EE 2 S (DS 23 o 9] 2ol A Edit(B {) 3= Delete(21A) S 2

Fut
G4 TS FRE JEFY T
o5 A
ol & M| 22 Al o] 4 2 U management center 7)) A 2]
ZHExternal Attributes(£] - £-/J) > Dynamic
Object(F 2] 7H Al A &4 T E &4 7HA =
2 ek7] 919k A3k ol F YU Th
Connector(7] Y H]) EEA AR S AYE 9 ol FS S dY T
Query(# 2]) « A E F7}: ofo] & F7HE) S ZE] 3T
« e WY T 24 7 (HS S e
8 o] Foll A Edit(A F]) =+ Delete(21 )=
=9 dYh
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%74 A o
WA 5 S 2o Agsted 0 gue dEdu
= £k
Key(7]) E2o A 7|5 S YT 7= 719 ol A 7}t
A gy,
Operation(*} %) e shie 2E gy
R Ee 71E B A e AR AU
C EFE el AR T A A Bk A S 71§ gkt
DEREAS )
Values(%}) Any(22]) == All(RF)S FY3FaL Z=0 A
st o] 9] ks ST FHdl ik F7F
3l Add another value(th2 3t F7hH= &8
.
A1 6 Show Preview("] 2] 2.7] A)E F8sto] Felo M8 JEYA == 1P F4 555 IA Y
=
A 7 BF npH oW Save(A S FY o)
A1 8 (4181 A}3}). management centerol| A &4 ZN A& Q1 T}
a) HASUEY A A2} g o] 9= A8 A management centerol] = 1913 T
b) Objects(7l #l) > Object Management(7] Al #2))& &2 ).
c) 9% ol A External Attributes(£] - 4:4) > Dynamic Object('5 4 71 AN E S8 gtk
At 52 £ A= 4 NAE A = ofoF g
2
%74 2H
ol FHoA = T4 £ THE AAs= 2 7HA A& AU
<): vCenter
& ool A= VLANO| 2}= slte] 7|8 HolFUTh
Edit Dynamic Attribute Filter
Name* Connector*
vCenter
Query* ‘:l
(all) network eq (any) myVLAN
L
> Show Preview m‘
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The o ORE 2919 3709 /128 HelFUTh AL E 349 52E F shbsh AX g

Add Dynamic Attribute Filter

Name *

Connector*

| vcenter nosts

| | vCenter |

Query*

Type

host

> Show Preview

<): Azure
o o= sty 71, =

Add Dynamic Attribute Filter

Name*

Op. Value

eq host-2868
host-2869

host-3780

Cancel ‘

T8 gez Hart A E AW S BolFyh

Connector*

‘ Azure Finance

‘ ‘ Azure |

Query*
Type

Finance
L

> Show Preview

of: AWS
o o= shve 7)<,

N

Add Dynamic Attribute Filter

Op. Value

eq App
L

Cancel ‘

Name* Connector*
[ aws || aws |
Query* H

Type

FinanceApp

> Show Preview

Op. Value

eq (any] 1
L

Cancel ‘
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B cAccertificate Authority) 7191 55 0 2 744 ©.7]

CA(Certificate Authority) Aol =07 714 9 7|
T A= 4T Bekg- A dAp 5 shuE AFE-SFe] vCenter,
NSX E= Management Centeroﬂ A ARk ol AFE-E = ASA A LS 7HA F U T
ASH AN FEQISAH B 2= 81 ] Y
U AAp 5 shuE AHE-SFo] thgoll A2 s oF St
* vCenter =+ NSX
Azure 2= AWSOl A4 38H7] f18) 15A AN S 7HA & A a = flss sy

* Management Center

1= AQl 7}#] 2 7] - Mac(Chrome 2 Firefox)

Mac OS°l| 4] Chrome % Firefox B2} A S AF&35}0] 2154 AQ1S 7t odd o] A& 43 ]
o},

=2} ©
1 grd ZFS vtk
o o
2. e ¥R Y
security verify-cert -P url[:port]

o] 7] 4] URL-2 vCenter &= Management Center®] o] 3t URL(74 3 X3hd Ut} ol & &1 &
5 2,

security verify-cert -P https://myvcenter.example.com

o
Au)
dlo
i
iy
o
Hel
(m

NAT H+= PATE A}8-3}] vCenter 5=+ management center®l] o4 Al 2~&}= 7
= 371 AdF Y

security verify-cert -P https://myvcenter.example.com:12345

3. AR A AN Ak EAE el 2 A
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L B QI MAE(E: AFA Y ol F R AN BE( Do)l TFE HAE L AN BE AA)

= Aol gy

4. vCenter ¥ Management Center = TFoll t)3l] o] 214 -& Hb&E-3h o},

A5 A1 AR 7HA 2.7] - Windows Chrome

Windows®l| 4] Chrome H.2}-9-4 & AF&-3to] QIGA] AN S 7hA 2.8 W o] AatE AR § T
1.  Chrome= A}F-&3}9] vCenter 5=+ Management Centerl] 21213 T},

2. BIA FAFAENN TARE o|F g% Fes FYH AU

3. Certificate(J154)E F2 g4}
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4.  Certificate Path(Q1 5

A
5 AlJelAM &S, A A

271 2.7] .

CA(Certificate Authority) A 21 <=5 ©

6.  View Certificate(1 541 27))& E 4}
=
=

7. Details(Al 5 A 1)
8. Copy toFile(z}
off wheh A A5A A AL E33h= CER F 29 54 93-S Ao
W7 3l P25

0. M EMXE

s e —

AeEshebis v A A7} B

64-Encoded X.509 ((CER)Z &g g},

€ b# Certificate Export Wizard

Export File Format

10. TEZE
1. 9=
12. A9
Bl A~ E
] ——
13.

)
N,

Certificates can be exported in a variety of file formats.

Select the format you want to use:
() DER encoded binary ¥.509 (.CER)
(®) Base-64 encoded %.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (. PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Mext Cancel

of upg} YR W7 & S5l
A7 A JASAHE Yt}

B IS o tiel ZEAAE Rt

71l M 2t ISAE Wl A S5 vpA 9 A 2 2o g ofof gt

vCenter®} FMC 259l t3f] o] 24 S vk&-shy},
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B cAccertificate Authority) 7191 55 0 2 744 ©.7]

o1Zx] |21 7} 2.7] - Windows Firefox

Windows =+ Mac OS9l| A Firefox E.2}-$-A ol th3t Q1=A #|21S 7Hx 28 th&
U,

1. FirefoxE AF&3}4] vCenter &=+ Management Centerol] =191 & 1] T},

2. ZREFAFHgFATE FHIYH

175 A+ 3

mN

3. &% 3} (Show connection details(1 2 Al - A X i A)E UG v IH€H 2 d &
HoFy

Yere.core.inve

Site Information for

Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details

Clear Cookies and Site Data...

4. Morelnformation(F7F 4 B)S &g}
5. View Certificate(¢1 54 B.7)E &gt
6. A3 i3} datel] | HolA7F Ao HF9 CAl Pt | H oA & S
7. Miscellaneous(7] E}) A 0 & A~ E 3T}
8.  Download(t}¥ 2 =) 8ol A PEM (chain)(PEM (H] 1) 28Ut} th 16L& o 5 BolF
Yt
Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:A6:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. FdE AFFHNL

10. vCenter ¥ Management Center = UFoll t]3f| o] 2] -& w3 o)
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oAl 2= Ao] A Ao 4 5 A

R

A S AYHE AFEsHH A2 Alo] R oA F 2] JHA| = F A H = 54 2 E]E management

N2 o] TF o A A Au

AYEE At 7y w4 £4 dH S
Firewall Manager = A}-§ &2 —‘*Lr/\] Ay},

ﬂl

Azgst A WA 7 & A S AGE A Secure

ae)
L

X,

N A 2= Ao} 7+ = ¢] Dynamic Attributes('5 2 <-73) § F o] x| ol A 524 A& AFEE = gl oH, o]
= SGT(Security Group Tags)E A}-8-8 217} §ALFUTH S8 A S A = gla) 2 37}
& 5 AFHH o E 5ol A= Ao A ol A AT EH A E A S8 0= FThske] gt
2o & 7= A et BE A E AT Aol tigk MAAE AdE 5 Qs

S

3L Generic Text, Office 365, Azure Service Tags, Webex B2 Zoom©l| T8t 524 &4 e = AT 5=

FUth o2l g 3 9] Sk WA= AHA P FAE AT F U
A~ kY2 = = o) Z
57 %4 e B ALESO] A2 Alo] 74 A

o] FANN A= 52 NAE AHE3F] A2~ Ao] 712 S A sk HHES AT
EXR
management center®l|] = 1913 T},
MA 2 Ao] A ol Qe FH(AHS FYFUd
Add Rule(1F# F7h< S8 Y
Dynamic Attributes(s- 4 £4) ®-& 29 th
Available Attributes(AH-& 7}s3F 4:40) 414 ¢] Z-=0]| A Dynamic Objects('z= 4 71 A)E S8 Ut}

UBNAURN AU AU
2 o o
Al AW N -

)

U 292 o & Bolsyh

Cisco Secure Dynamic Attributes Connector .



Cisco Secure Dynamic Attributes Connector |
. Cisco Secure Dynamic Attributes Connector H] &4 3}

Add Rule Q
Name Insert
Enabled into Mandatory v
Action Time Range
Allow v =] None r  +
Zones Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Attributes (= + Selected Source Attributes (0) Selected Destination Attributes (0)
Q, Search by name or value any any

v [Addm e |

| Dynamic Objects

estination |

FinanceNetwork | Add to Destination
W

$] 2] ¢l = Cisco Secure Dynamic Attributes Connectorol| A A/ ® &4 &4 g | Fst=
FinanceNetworka}TLf o] %9] %7—(}] 7H ﬂ]% E_O% %H E]'

A6 s e U S dake A E FrH Yo

GA 7 Gk A Al e 21 & FUHE Y ok

taoll =3 2]

Cisco Secure Firewall Management Center T] W}o] 2~ S1A] 7Fo] = o] el x|~ =) of 2ol o 3F & =)

Cisco Secure Dynamic Attributes Connector ¥ & 3}

FEh-= oM A JNAE Y ol R EHA o e v Aol A Adrg sk A3t 2Eo] Cisco
Secure Dynamic Attributes Connector®l] 4] Secure Firewall Management Center& H| & 31 = 91514

o
ZZAIA

A1 o}A] &4 AT o] 2191394 o} Secure Firewall Management Center
A 2 Integration(E-$}) > Cisco Dynamic Attributes Connector (Cisco 5% £4 AYE) HES 23

o}
@7 3 Disabled(®] 24 3h= H T}
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I EL

|

Ab-g-sto] LAl s 2

Ciscooll A= 2 Al sl A& A Y3kl Cisco TACE AH&-3te] T Al sl 4 &5 Al &gt o
23t B5 ALEslEH T4 4 AYE 7 A8 T2 Ubuntu E2E o) o] o] AFgAF= 271913

Aoy e g9l
52 424 A9E Docker Z1H o] A EH & g5l H thg HH

cd /usr/local/sf/csdac
sudo ./muster-cli status

o
inss
B
s
i
O

B2 Fe g3} Lo
CORE SERVICES
Name Command State Ports
muster-bee /bin/sh -c /app/bee Up
127.0.0.1:15050->50050/tcp, 50443/tcp
muster-envoy /docker-entrypoint.sh runs ... Up 127.0.0.1:6443->8443/tcp
muster-local-fmc-adapter ./docker-entrypoint.sh run ... Up
muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp
muster-user-analysis ./docker-entrypoint.sh run ... Up 50070/tcp
CONNECTORS AND ADAPTERS
Name Command State Ports
muster-connector-o0365.1.muster ./docker-entrypoint.sh run ... Up 50070/tcp
A<
54 24 7] Y E] Docker 2B o]\ £, A2} = A 4] 2}

oo

Jmuster-cli statusel] ZAE o] 7} th&- 5 AL A A A| AE o] U E ThA] A ZbetE = A9 o}
gEe dEd = dsynh
A 5 A A

cd ~/csdac/app
sudo ./muster-cli stop
sudo ./muster-cli start

]Xlu

cd ~/csdac/app
sudo ./muster-cli start

o Ze Al v 1 27 S5t H #A A 9L A4
Cisco TACO A Aete= 49 b5 2ol v 1 275 &g shabal 4] s 2 3t & A
cd ~/csdac/app

sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen
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A 34 9t o] &L ts-bundle-timestamp.tar o] ™ 54 & v} 2 €] 2] o] A AH U}
o5 o= Al B 3 F 271 9l o] 1A 7F ve) S Y T
A 23S

/csdac/app/ts-bundle-timestamp/info eted Ho]E W o] 2~ &

/csdac/app/ts-bundle-timestamp/logs Ag oy 21 9

Icsdac/app/ts-bundle-timestamp/status.log | A e o] ] AFE), 8] 2 o] %] A}
El

Ado] Vel v e vl 2 245}
chg3} ol Aeleluie] o] 52 WA 7HA & 4 B aol wek 8 Av|el el o8] o8& 24
a3 5 gl g,

cd /usr/local/sf/csdac
sudo ./muster-cli versions

AEEFES e 2aynh

CSDAC version: 1.0.0
CONTAINERS VERSIONS

CONTAINER | APP VERSION | COMMIT
muster-bee | fmc7.4-13
944d50c6c384567693d6eccb5al31420deb7f6ce2f
muster-envoy | fmc7.4-25
5e5f6d83164adacbefbbl06aal39e2e3f68fa738f
muster-local-fmc-adapter | fmc7.4-17
c5902£818baa8e27d7c0b8027490dcacc28c0168
muster-ui-backend | fmc7.4-64
165a1£f5£0d763aa75829a30b5ffbddf0012682b6
muster-user-analysis | fmc7.4-43
63cd64e29a92599908c3eb684d91e9f685d8c740
muster-connector-o0365.1.muster | fmc7.4-8

28£075d315c8867£6670828970c9fbad35fa89cc

o & £°1, Office 365 71 [ E{ ol th 3k L 7] & &/ statf ¥ v & A= FUh
sudo ./muster-cli container-debug-on muster-connector-o0365.1.muster

g Al B3 v S w2 steteld ok H RS Ay

sudo ./muster-cli container-debug-off muster-connector-o0365.1.muster

71 Y1 H] ¢} management centerol| A 7H A & A3 /3 F=A] 2213} 2] ¥ management centerol] A 2] 2} = o}
& dHe A ES 5 A5
sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

of: A& Q1 7HA B

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServicelImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]
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Management Center = A}-8-3}o] -4 3 4 .

** ID : 18b25356-fd6b-4ccd4-8d27-bbccb52a6275
** URL: POST /audit
{

"version": "7.1.0",
"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",
"data": {

"userName": "csdac-centos7",

"subsystem": "API",

"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d%ed49b625¢f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a new

resource being created",

"sourceIP": "192.0.2.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9%9ed49b625f",
"time": "1629981695431"

}I
"deleteList": []

Management Center= A}-2-5}o] A 3l 2

o] 2] Secure Firewall Management Center2] -4l 314 3} S A= HHS AW

%
<
o

(2
2l

UBN AU AU A UR AU
T T )
A 1T AW NN -

)

Secure Firewall Management Centerl] = 19131 T},

Al 2~ ® (£F) > Health(“} B]) > Monitor (R U ) HHES &

%é? %o A Firewall Management Center 2 22 gt}
thol| ] System and Troubleshooting Details(A] 2= 8] 2 4] & 24 4|3 A 1)E g}

GenerateTroubIeshootmg Files(:Z- Al oH7ﬂ i A)E S8

Cisco TAC == W B} 22 Z}ol| Al 1 & Al & g o}

X

gy,

)

X,

CA(Certificate Authority) A3 -5 0.2 714 2 7]
NS 71F ANE A2 M S 5 gle A v HEh-AE d3f F slyE AH8-3F9] vCenter,
NSX 5=+= Management Centerll P3| A A k= d] AFE- ¥ = QIFA] A Q1S 74 U o
ASA AN FEQISAH B 2= 89 A9 Y T
U5 AApF stuE AR& o] thgoll AA s oF Fu
¢ vCenter T=+= NSX

ﬁ
o
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B cAccertificate Authority) 7191 55 0 2 744 ©.7]

Azure == AWSOl 12 317] 98] )ISA AQlS 7HA & o= gyt

* Management Center

o124 A ¢l 714 2.7] - Mac(Chrome 2! Firefox)

Mac OS]l 4] Chrome %! Firefox H.2}-9-4 & AF&-3lo] Q1541 AQlS 7HA .2 d o] daks e §iy

t}.

1 By FES gy

2. e HEs dE
security verify-cert -P url[:port]

o] 7] 4] URL- vCenter %=+ Management Centerol] T ¢k URL(7-4 3 £3HPUth o & 51 ¢}
3} g,

security verify-cert -P https://myvcenter.example.com

NAT H+= PATE A}-8-3}¢] vCenter 5=+ management center®l] A 2~3}= 72 §- t}5-3 o] X E
g 2718 5 A& v

security verify-cert -P https://myvcenter.example.com:12345

3. A ASA AN AN YAE g 2 A

e = BEGIN CERTIFICATE---—- | L END CERTIFICATE-—--- TE 725 23U}
R Pz (] AFA o) F W AN (< Do)l TFE NAE D AL LS )
= A9yt

154 A9l 7}4] 2.7] - Windows Chrome

Windows®l| 4] Chrome E.2}-5-# & AF-&-3}o] 154 A Q& 714 2. & A o] A& A&t
1.  Chrome= A}F-&3}9] vCenter 5=+ Management Center®l] 2 113U T},

2. BEA FL FAFAM TAE oF 450 Has AT

Certificate(Q1 54) & S g4t}

> w

Certificate Path($1 4] 4 =) 915 283t}
5. AN A, A wA) ATAE FH T
6. View Certificate(Q1 54 E7)E 8 Y}

7.  Details(Al - A1) §1& ST}
8. CopytoFilg(d ol HAH)S =83}

9. ZFIE wet A ASA AQNE TSk CER G4 9] A L& AT
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CA(Certificate Authority) | ¢] 525 0 2 7}4 9 7] .

WEW7] st G4 destats

A 2] 7} A A o2 1o Uol 9l A Base
64-Encoded X.509 (.CER)Z Z &l gt}

€ ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel

10. T EZEo] ut RS S5
11. "H2E AR 7|0 AFHE JYr).

12. ARle & ATl el Z2AlAE kg o

13.  vCenter®} FMC 259l o3l o] #g S vkE-shyo},

o1ZA] A ¢l 714 2.7] - Windows Firefox

Windows 1= Mac OS©l| 4] Firefox H.2F-9-A ol th3t Q154 AS 7t o8 o2 A= A8

Yt}
1.  FirefoxE A3} vCenter == Management Centerol] = 12131t}
2. ZXREoF dFe HAus YA

3. Q&% s}iFE(Show connection details(1 2 A F- A X BANE SHFYL v 182 9 &

HolF U
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Site Information for

Connection verified by a certificate issuer
that is not I'Ecﬂgniled b‘y Mozilla. Show connection details

Clear Cookies and Site Data...

4.  Morelnformation(F7} 4 H)& 223t}
5. View Certificate(S1 54 ©.71)& &3t
6. A s}t datel B HolA7F o HA9 CAll sl Fste | H ol A& Y
7.  Miscellaneous(7]Eh) A o2 23 E3U T}

8.  Download(th& 2 =) o] 4] PEM (chain)(PEM (M <)< S8t 08 188 o2 Hej&
Ut

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:A6:AB:87:AA:OA:BA:3C:C411F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

10. vCenter ¥ Management Center = UFoll t &l o] 2F-& Wy o},

A= ] .
Q3 AR 28 ALE The Rt TEWE AMR SR 54 £4 AYH S AT A olE 340l BE
of =ed = gleAl gelsfof
T4 &4 AdH 9 management center’} & Y gk V| E 9] Aol A3+ 7
A & AYEH S} FAd Rod WF U ES A A4S 5= 5
o EgfolAXE F5Fok WA 2 daglo] Al 28 1F 5412 o5 sk Y ). 514 vk DDoS(Distributed

Denial of Service) -=& o 7FAl 32 (man-in-the-middle attack) - S 2 o] Z&} o] 7+ F4lo] ek, =}
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SEFEREEEREE

S UC R BRI

X
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>

SA AW E 7

o]~
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24 AN = L E 443/tcp(HTTPS)l A HTTPS = AH-&31o 918 Y18 %3 Firepower
L5 YT 54 $4 AVE/ZE AU A A 26k FEF st Z

g},

Ua AR = 4 $4 719 E 7F management center R 9] - AW 9F S 41 8}= H] AHE-H = URLES &

syt

=]
b
oft
2
b
[ox

4 719 E] management center ) A 2~ & - A

o

https://fmc-ip/api/fmc_platform/vl/
auth/gener atetoken

rO

o\ | do

https:.//fmc-ip/api/fmc_config/
v1/domain/domain-id/object/dynamicobj ects

GET % POST =4 7} A

https://fmc-ip/api/fmc_config/ vl/domain/
domain-id/obj ect/dynamicobjects/
object-id/mappings?action=add

3 37

https://fmc-ip/api/fmc_config/
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

3 A

3457 %4 79 E venter 942 8 AL

URL

o

]

https://vcenter-ip/rest/com/vmwar e/cis/session

[
LS

o\ | do

https://vcenter-ip/rest/vcenter /lvm

VM AKX 7} 9.7]

https.//nsx-ip/api/v1/fabric/virtual-machines
vmrid

7}

A ) A3 A A E NSX-T B 7L 714 ©.7]

DockerHubol| 4 Amazon ECR=E w}o] 1| o] A

Cisco Secure Dynamic Attributes Connector?] =7 ©] "] X = Docker Hub®ll 4] Amazon Elastic Container

2| A 2~ E 2] (Amazon ECR)Z v}o] Z1¢] o] A &

al
A A= A7 AE A S Yo s Z2A S

Fuh

* https://public.ecr.aws

o
=
o
t

T URLOl B g A =5 5] &3] oF

* https://csdac-cosign.s3.us-west-1.amazonaws.com
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A AYEE YAE SDK M EE 553510] Q282 ARE 7 &) o] 3 ==

https://login.microsoft.com($] 5-8) ¥ https://management.azure.com(Q] 2§12~ A B 714 Q. 7])S -

Ao 7 &3}
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) A2 Z 2~ Threat | 4| - A}
Management | Defense
Center
Cisco Secure Dynamic |7.4.0 7.4.0 o] 7|5 o] EYHAFHT

Attributes Connector

Cisco Secure Dynamic Attributes Connector®] ©] #l| Secure Firewall
Management Centerol] 3 Ut} 5% &4 719 & AL&-ste] wjy A
= gujo] zof 53 8 glo] HA 2 Aof 5 2 o A Microsoft Azure
of T S VM ZHEFY IP FAE 7HAE 7 AdFUT

F7F AR
o] AFol w3l B 4 7M.

Attributes Connector, 1 ] ©] %]

)

+ % B Cisco Secure Dynamic

.

- 593 54 44 A H: Cisco Secure Dynamic Attributes Connector

o
T4 7ol =

At/ 73 % 3 Integration(“S- ) > Cisco Dynamic Attributes
Connector (Cisco &4 <4 A4H)
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