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BE ASS AN F AFHUTL GTP 719 = vE Y 113 719 =(l: content == byte_jump)
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. gtp_type 71 ¥ =

gtp_type 7191 =
7y GTP WA A = 4k 4 2 w4 E B2 A E WA A f o2 APHEAYT gtp type 71 HEE
Abg-sto] ERjE oA 57 GTP WA A F3S HAME 5= A5 U T GTP ¥ A vk} g o 3= H A1 A
8 R AR QA7 E7] Wl Zo) gtp_type T+ gtp_info 7| =5 AFEE W) RFEA] gtp version

Agaf ok F o,
b alol e A Y WA fFol val Bl H 1005 gk, 4o H TG, E F S EE E
Fo ER TRE 2T 222 AT 5 A5

10, 11, echo_request

#1282 OR ARLALE 41§ 3] 4§ A} helshs 2 g ks B A0 QRN L ALSAL
0 AR S EA S w4 AR et 2] vl gk EE Baen A9 A4,
A5 A) e BAL T A U9 S T THL ALHAL S 25 o F MR E

EAT WA FHE 9T AR O kg AHEakE T GTP ¥ o] Xl stk Rl F2l8k4]
}‘] 94 Oﬂ'g_ = "-1,sgsn_context request Uﬂ ] ] %%%GTPVO el GTPVloﬂ }\‘1 50-4 %}( S 7]'11 11' GTPV2
M= 1309 @k 2t

A7 o] w7d Mol Wt gep type 71 =i M2 TFE gholl AU 919] oAl A, 7] H ==
GTPv0 == GTPv1 9% o] WAl A] {3 gt 50 2 GTPv2 JHf’u gk 13000 LA T 2] wjA A
& gkol s7lol A | vl thall &3l ghel obd 35 7o) 71 =l dAEHA] 5y
HAIA] FES Yl A5E A A FF, 719 =9 WA A 3 o] GTP 37 9 gholl X &h= A-¢-
7Ll A7 B el 474]0:10] 71 s dA Y
U5 3ol A= 2 GTP WAL A fr 3 ol thal] Al =wlell A 148t Ao g 9 £449 S vyt
3E 54: GTP ¥ A 4] 8
&k B0 H A1 w2
1 echo_request echo_request echo_request
2 echo_response echo_response echo_response
3 version_not_supported version_not_supported version_not_supported
4 node_alive request node_alive request M e
5 node_alive response node_alive response 3 gle
6 redirection_request redirection_request M 9l
7 redirection_response redirection_response MG e
16 create pdp context request create pdp context request N 9l
17 create pdp context response |create pdp context response 3 gle
18 update pdp context request |update pdp context request N gle
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19 update_pdp context response |update pdp context response M e
20 delete_pdp context request delete pdp context request N gle
21 delete_pdp context response |delete pdp context response M e
22 create_aa_pdp_context_request | init pdp_context_activation_request |3l 9l &
23 create_aa_pdp_context_response | init pdp_context_activation_response | &} & 9] &
24 delete_aa_pdp_context_request | &l F 91 & 3 gle
25 delete_aa_pdp_context response | & & $1 & T e
26 error_indication error_indication F S
27 pdu_notification_request pdu_notification request N gle
28 pdu_notification_response pdu_notification_response MG e
29 pdu_notification_reject request | pdu_ notification reject request N gle
30 pdu_notification_reject response | pdu_notification_reject response M e
31 M e supported _ext header notification N gle
32 send routing_info_request send_routing_info request create_session_request
33 send routing_info_response send routing_info_response create_session_response
34 failure_report_request failure_report_request modify bearer request
35 failure_report_response failure_report_response modify_bearer response
36 note ms_present request note_ms_present request delete session request
37 note_ms_present_response note ms_present _response delete session_response
38 I e MG e change_notification_request
39 T S e change notification_response
48 identification_request identification_request MG RS
49 identification response identification response N 9l
50 sgsn_context request sgsn_context request 3 gle
51 sgsn_context response sgsn_context response N 9le
52 sgsn_context_ack sgsn_context ack MG e
S5 E A A
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53 T e forward_relocation_request 3 gS

54 M e forward_relocation_response G ge

55 A gL forward relocation complete M e

56 N gle relocation_cancel_request 3 gle

57 s relocation_cancel response M 9l

58 N S forward_srns_contex 3 gl

59 s gle forward relocation complete ack R RN

60 NI e forward_srns_contex_ack N S

64 M Qe N gle modify bearer command

65 M e MG e modify bearer failure indication
66 M qe N gle delete bearer command

67 Qe M e delete bearer failure indication
68 3l gl& N gle bearer_resource_command

69 N Qe M e bearer resource failure indication
70 N 9ls ran_info_relay downlink failure indication

71 s Qe N e trace_session_activation

72 N gle g e trace_session_deactivation

73 N gle N 9l stop_paging_indication

95 M e G NS create_bearer request

96 M 3e mbms_notification request create_bearer_response

97 M e mbms_notification_response update_bearer request

98 M qe mbms_notification reject request update_bearer response

99 Qe mbms_notification_reject response | delete bearer request

100 M e create_mbms_context request delete bearer response

101 Qe create_mbms_context_response delete_pdn_request

102 N gls update_mbms_context request delete_pdn_response
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103

update_mbms_context_response

iG]

£Q
o

104

delete._ mbms_context request

BlcH

A
dlo

105

delete mbms_context response

3

g9
oo

112

mbms_register_request

BlcH

A
dlo

113

mbms_register response

3

g0
oo

114

mbms_deregister request

BlcH

0
o

115

mbms_deregister response

3

g2
dlo

116

mbms_session_start request

Blc]

0
Hlo

117

mbms_session_start_response

Blc]

g0
dlo

118

mbms_session_stop_request

Eglicl

g2
o

119

mbms_session_stop_response

BlcH

A
oo

120

mbms_session_update request

BlcH

g2
o

121

mbms_session_update response

BlcH

g

dlo

128

ms_info_change request

identification_request

129

ms_info change response

identification_response

130

3

g9
oo

sgsn_context_request

131

BlkcH

g0
o

sgsn_context_response

132

3

g9,
dlo

sgsn_context_ack

133

Blic]

0
o

forward_relocation_request

134

Blc]

g0
dlo

forward_relocation_response

135

Blkc]

g9
o

forward_relocation_complete

136

3

A
dlo

forward_relocation_complete ack

137

o
ot
g2
o

forward_access

138
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forward_access_ack

139
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o

relocation_cancel request

140

ot
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relocation_cancel response
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141 3 9l 3l configuration_transfer tunnel

149 GR=s SR detach

150 3l 3l detach ack

151 3l & 3l cs_paging

152 3 & =g ran_info_relay

153 3l 3 alert_mme

154 R 3l & alert_mme_ack

155 3 Mg ue_activity

156 3 3l ue_activity ack

160 3 3l & create_forward tunnel request

161 3 3l create forward tunnel response

162 3 & < R=g suspend

163 3l & 3l suspend_ack

164 3 & =g resume

165 3l & 3l & resume_ack

166 3 & 3| create_indirect forward tunnel request
167 3l & 3 & create_indirect forward tunnel response
168 3 3 delete_indirect forward tunnel request
169 3 3 delete indirect forward tunnel response
170 3 sl release access bearer request

171 3 = release_access_bearer response

176 3 3l & downlink_data

177 3 3 downlink data ack

179 B 3l pgw_restart

180 3l 33 pgw_restart _ack

200 3l & 3l & update_pdn_request

pct
o
oftt

i}
ins
D




p)
=il
ofh
a0
jincs
=

)

gtp_info 7] 91 = .

# w0 1 H 7 2

201 5 =S R g ¢S update pdn_response

211 A gle A gle modify_access_bearer request
212 5 A= = g ¢S modify access_bearer _response
231 N gle MG se mbms_session_start request
232 5 A= =2 AT Qe mbms_session_start response
233 AN 9l A 9e mbms_session_update request
234 A go A= e mbms_session_update response
235 A AT 9o mbms_session_stop_request
236 M Qe N gle mbms_session_stop_response
240 data record transfer request |data record transfer request MG e

241 data_record_transfer response |data record transfer response N gle

254 AT e end marker el g e

255 pdu pdu NG ss
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the Eol A 2 GTP A1 fo] sl A 29el A 14 5H: g 2 BA4AS e
3% 55:GTP R H 8.4
# Hxlo R # a2
1 cause cause imsi
2 imsi imsi cause
3 rai rai recovery
4 tlli tlli ElACES =y
5 p_tmsi p_tmsi g ¢S
6 qos 3 8l 3 =
8 recording_required recording_required M 9l
9 authentication authentication MG 3e
11 map_cause map_cause N 9l
12 p_tmsi_sig p_tmsi_sig G ¢S
13 ms_validated ms_validated G s
14 recovery recovery AT e
15 selection_mode selection_mode ANF gl
16 flow label data 1 teid 1 G gS
17 flow_label signalling teid_control A gle
18 flow label data 2 teid 2 AT e
19 ms_unreachable teardown_ind N ge
20 ElCE = nsapi A ol
2l TS o ranap A e
22 3 rab_context A e
23 A 9L radio_priority sms A e
24 AT ¢S radio_priority A=y <R
25 S Sl packet flow id S gle
26 3 9lS charging char A 9o
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123 Qe N e packet_flow_id

124 I e MG e rab_contex

125 s Qe 3 gS src_rnc_pdep

126 M g 3 gle udp_src_port

127 charge id charge id apn_restriction

128 end user address end user address selection_mode

129 mm_context mm_context src_id

130 pdp_context pdp_context N gle

131 apn apn change report_action
132 protocol config protocol config fq_csid

133 gsn gsn channel

134 msisdn msisdn emlpp pri

135 T NS qos node_type

136 A gL authentication_qu fqdn

137 3= 9lS tft ti

138 M Qe target id mbms_session_duration
139 s Rl utran_trans mbms_service area
140 M 38 rab_setup mbms_session_id

141 M e ext_header mbms_flow_id

142 M g8 trigger id mbms_ip multicast
143 Qe omc_id mbms_distribution_ack
144 N 9ls ran_trans rfsp_index

145 N Qe pdp_context pri uci

146 N 9ls addi_rab_setup csg_info

147 s e sgsn_number csg_id

148 N gle common_{flag cmi
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149 Qe apn_restriction service indicator
150 M e radio_priority lcs detach_type

151 A gL rat_type ldn

152 N gle user_loc_info node_feature

153 N e ms_time zone mbms_time to_transfer
154 N gle imei_sv throttling

155 T e camel arp

156 M e mbms_ue context epc_timer

157 M Qe tmp _mobile group id signalling_priority_indication
158 I e rim_routing_addr tmgi

159 M qe mbms_config mm_srvce

160 Qe mbms_service area flags srvce

161 N 9ls src_rnc_pdcp nmbr

162 M S addi_trace_info 3 S

163 S = hop_counter A =

164 s Qe plmn_id 3 glS

165 s 9lS mbms_session_id L aer s

166 N gle mbms_2g3g_indicator N 9l

167 NI e enhanced_nsapi 3 gl

168 T e mbms_session_duration T e

169 M e addi_mbms_trace info A S

170 s R mbms_session_repetition_num A gle

171 I S mbms_time_to_data s g

173 A oe bss A oe

174 g S cell id N e

175 A 9o pdu_num A 9o
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203 13 gle signalling_priority_indication I e

204 M e signalling_priority_indication_nsapi | &} 91 &

205 A sl high bitrate S ge

206 T NS max_mbr A ge

251 charging gateway addr charging gateway addr M 9l

255 private extension private_extension private_extension

SCADA 7] & =

Modbus 7] & =

w

=

%12 Modbus, DNP3, CIP ¥ S7Commplus 7f 2] & A}-83 A LFES o AA ATy

-

HEOR Ei a5 9l

=5

Modbus 7]—4 content x byte jumpgl' @_’ E]’E 7] ‘:’4 94’ 1'6]'01'04 /\]"%‘

S,

modbus_data

modbus data 7] 9] =5 AFE-3FY] Modbus(REH ) 2% =5 35 W Data(tl| o] E]) 2 =9 A] 2} B2

& U 4 Qg
modbus_func
nodbus_func 7] ¥ =& AF8-3l] Modbus ol Z&] Alo] A #lo]o] 8.3 T+ 31 &t ¢ Function Code
Ao AN 7 5 H T Modbus(FL =W &) 7]°5 s thef @l Aol Al e il A
98BS AT 5 A5
Th o A Modbus(RE M 2) 715 SIEE 919 Al 294 Q145 e g R A S v
AU
X 56:REHA V]S AE
% 249
1 read_coils
2 read_discrete_inputs
3 read_holding_registers
4 read input registers
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5 write_single coil

6 write_single register

7 read exception_status

8 diagnostics

11 get comm_event counter

12 get comm_event log

15 write_multiple coils

16 write_multiple registers

17 report_slave id

20 read file record

21 write_file record

22 mask write register

23 read_write_multiple_registers
24 read_fifo queue

43 encapsulated interface transport
modbus_unit

modbus_unit 7] %]E‘é /\]' 0]'04 OdbuS(E'_EtH ) L E= %‘jtf *6‘]]1:‘] oﬂ Unit ID(Xo]'i] ID) %_]_C_Oﬂ
1 € 417159} A A7 4 eI

DNP3 7] H EuEor e 1:]—;’3‘: 7] % E(Oﬂ content B+ byte_jump)ﬂ' 6;3]'77'” /\}%% I 9}1%‘4 E]'

dnp3_data

201412 ¥ DNP3 oj Z ] 7104l 2o]o] 27ke) A2 8- Lhekd ) anp3_data 7] 9 EE AT
T AFH T

DNP3 A 2] 7= 94 glolo] ZedS ol Ze] Aol A dlojo] 7t o= 2loj A5 F Ut anp3_data
7= Zh ol Z el Aol Ad dlolo] zhe] AlAt H-iS UEhHU L b E 1 F S 2 HiolH E &
akaL 1ertol Entrt Al A4l F71e 2 glo] & W gl EE volHE dAAA  AdFHTh
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B ones 9=

e

dnp3_func

dnp3_func 7] Y =5 AL-8-3lo] DNP3 o Z 2] Alo] A #lo]o] &3 &=
Fr)ydeo dAAZ S 25T DNP3 7] 5 o

¥ 57:DNP37]5 =

it A
0 confirm
1 read
2 write
3 select
4 operate
5 direct operate
6 direct operate nr
7 immed_freeze
8 immed freeze nr
9 freeze clear
10 freeze clear nr
11 freeze at time
12 freeze at time nr
13 cold restart
14 warm_restart
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