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Cancel

| FMC Access configuration change is detected. View details... |
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FMC Access - Configuration Details

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

L Oup_ Gomectn s

Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh ]

Configuration on FMC Configuration on Device

HOSt Name
Method Name

DDNS - Update Methods
Method Type
Web URL
Web Update Type

w 4. GigabitEthernet1/1

Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any

Interface Name outside

|Pva4/IPv6 Address 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1

IPvE Gateway

| Legend: Abowve configurations will be added, modified or disassociated from FMC Access interface on next deploy to FTD.
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FMC Access - Configuration Details 7 %

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

(L LITEVLL CLI Output  Connection Status

Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh ]

Configuration on FMC Configuration on Device
HOst Name
Method Name
DDNS - Update Methods
Method Type
Web URL
Web Update Type
w 4. GigabitEthernet1/1
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
|Pv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
|Pvd Gateway 10.89.5.1

IPvE Gateway

| Legend: Above configurations will be added, meodified or disassociated from FMC Access interface on next deploy to FTD.
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172.16.0.51 (Chassis Operations)

Network module and interface breakout details for device.

Interfaces

| Refresh || Sync Modules |

Network Module 1 Network Module 2 @ )
Mmoo oy2 uz 4

o 1-1-|-||-||-||-||-||-||-||-| ol ol o
T

179 Mo 1 Mz 113 14 115 1116

Physical Interfaces

he physical interfaces to perform chassis related advanced operations. To view complete list of physical and logical
to Interface page in device details

Interface Name Duplex Auto Negotiation Admin FEC Admin Speed Media Type
Ethernet1/1 FULL No AUTO 1gbps rj45s
Ethernet1/2 FULL No AUTO 1gbps ri45
Ethernet1/3 FULL No AUTO 1gbps rj45
Ethernet1/4 FULL No AUTO 1gbps rj45
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219 9: Interface(Q) E] 3| 0] 2~ ) #| o] X & 0] %5

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details
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¢) Interfaces(¢1 €] 3| o] 2~) | o] %] AFtholl A Click to know more(A-A4| 3+ W& B e Z3)
Yt Interface Changes(S1E # o] 2~ W7 ALa)) t 8} A7 € YU o

19 10: 1Bl o] 2~ WA ALE WY
Interface configuration has changed on device. Click to know more.
% 11: 1B H| o] &~ W AL g

Interface Changes o

The following interface changes have been detected. Click "Validate Changes® 1o know if there is any impact on current configuration.

IrvterTat & Type Change Descrigtion

i Ethernet2)/2 Physical Interface s dizassociated
& Ethermet2/2/1 Physica Interface ks associated

i Ethernet2/2/2 Physica Interface s associated
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A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details
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Ut Interface Changes(Q1 Bl #ll o] 2= W73 AF&Y) th 3} A A47F A Hu o
O 130 Ho] 2= M AL 1Y
Interface configuration has changed on device. Click to know more.
T 14 Qe 0] 2= WA ALY
Interface Changes ®
The following interface changes have been detected. Click "Validate Changes® 1o know if there is any impact on current configuration
Interface Type Change Description
i Ethernet2/2 Physhca Interface ks dizassocisted
| Ethernet2(2/1 sica Interface is associated
i Ethernet2/2/2 Py 1 Interface ks associated
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Confirm Switching Network Module On

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.
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A This device has configuration changes that were performed directly on the device. Visit Interface page in device details
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Interface Changes (-]

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated

Ethernet2/8 Physical Interface is associated
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Confirm Switching Network Module Off

A Network module operation is immediate operation and it will be

executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device
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Confirm Switching Network Module On

A Network module operation is immediate operation and it will be

executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device
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Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.
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Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.
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A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

WEY T 259 SIE o]~ F7F o 28 29
a) Interfaces(Q1E] = o] 2=) | o] %] “detol A Click to know more(AHA g+ W4 B S2) & Z¢
&Mt} I nterface Changes(31 ] 31| o] 2 1 7 A}a}) o) 3} A 27} 4 G o).

a9 3z AH o] 2= WA AR BT

Interface configuration has changed on device. Click to know more.
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Interface Changes @

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Iinterface Type Change Description

Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated

Ethernet2/8 Physical Interface is associated

Close | Validate Changes
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Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.
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A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details
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Interface configuration has changed on device. Click to know more.
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Interface Changes (-]

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface Type ‘Change Description
Ethernet2/1 Physical Interface is disassociated
Ethernet2/2 Physical Interface is disassociated
Ethernet2/3 Physical Interface is disassociated
Ethernet2/4 Physical Interface is disassociated

‘ Close | Validate Changes
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management-interface convergence
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Management Interface Merge ? %

= The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.

= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment. \

= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more

= HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The ) symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 4 USES | ' Refresh | Do you acknowledge the
change?

Q Management Interface
Management interface (Management1/1) has (IPv4/IPv6) address con... See
more

3 Static Route Setting
Static Route Setting under virtual router [Global] with manageme... See more

0 RIP
RIP with management interface (management) are not valid when th... See
more

A HTTP Access |
Management interface (management) is used in (HTTP Access) of PF... See
more

| Cancel || Proceed
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Management Interface Merge ? X

= The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.

= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment.

= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more

= HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |IP address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The [ symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 2 USES | C' Refresh | Do you acknowledge the
change?
A HTTP Access
Management interface (management) is used in (HTTP Access) of PF... See
more
A ICMP Access
Management interface (management) is used in (ICMP Access) of PF... See
more
| Cancel || Proceed |

A o] Watem A F vy 7 TA E U

@ The Management interface merge was saved and is ready to be deployed. *
Note that you cannot undo the configuration changes related to merge; you must manually reconfigure the Diagnostic interface and related configuration.
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Management Interface Unmerge

Management interface static routes that have been
configured at the FTD CLI will not be migrated

to Diagnostic1/1 interface. You must manually add
static routes to Diagnostic1/1 interface on the
Interface page.Are you sure you want to unmerge the
interface?
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g A FA th & Aol & gt A T4 Ze Y-S &g stetd o] st Al E ¢
ste 4 AFH T
A 7H/4 A 318 Devices(t] BFo] 2+) > Device M anagement(t] vl o] 2~ 2+
2]) > Interfaces(2] E] 7] ©] 2~) > Har dware Configuration(aF = ¢l o] +4)) >
Network Connectivity(U E 9 = <1 2)
A QD = &= &35 Secure Firewall 3100
Secure Firewall 310091 | Any(EE) |71 Secure Firewall 3100 25Gbps QIE #| o] 2= FEC(H & &7/ +4)E A
gk dd o7 74 A FUTE FECE 7|24 0. 2 &4 35 o] 3l oW Auto(AHs) & A A & of
d UFHT
2151/ 4 8 3h4A: Devices(t] 1 o] 2+) > Device M anagement(t] 1} o] 2~ 4
2]) > Interfaces(Q! E] 9 o] 22) > Edit Physical Interface(&= 2] 4 <1E | o]
2> =74 > Hardware Configuration(3t = ¢ o] 4)
Secure Firewall 31001 | Any(:2E) |7.1 Secure Firewall 31002 A4 X] ¥l SFPS 7]HF O 2 Q| H o] 2of 3l &&=

)3k SFP 7|9 &£ & A
A A

g4 2 A DYt} Detect SFP(SFP B4])= 7| .2 0 & 8435 o] 9]
FUth o] §ALS UFo VEQA BES THE Rl WA &5

g 250w o Eatel 4tol faqch

213147 € 819 Devices(t] vto] 2) > Device M anagement(t] o] 2= 2
2]) > Interfaces(¢1 E] 7] o] 7<) > Edit Physical Interface(= 2] 4] 1E] 7| o]
2~ $74) > Hardware Configuration(3-=¢lo] 7-4)
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715 22 | A Threat | A F- A}
Management | Defense
Center
Firepower 11000 t g+ | Any(® &) |71 Firepower 1100 ¢1E] 3| o] 2~ of t] )] LLDP(Link Layer Discovery Protocol)
LLDP A = 2458 5 dsyHh
ATt/ A 31 Devices(t) Hlo] ) > Device M anagement(t] Hl-o] 2~ o
2]) > Interfaces(2] E] 7] ©] 2~) > Har dwar e Configur ation(a} = ¢l o] +4) >
LLDP
A5F/4=7 ¥ v = show |ldp status, show lldp neighbors, show lldp statistics
A A =] = &3 Firepower 1100
oj A 1Y #| o] 2~ A}F | Any(R) |71 o| A Qe H o] 2 A5 FAdo] i Bl ek 5y Ao R A Th
o] & H oFukak T 3t management centerol] A Q1EJ | o] ~ & 57| 8} 5}H SF= 9 o] M7 A}
I EPA o R HA o]l B @A o' gt
OlE|H o] A~ 73 _ . .
j ‘ﬁ}jj 1= &71% ATt/ A 31 Devices(t) Hlo] ) > Device M anagement(t] Hl-o] 2~ o
7 2]) > Interfaces(2] E] 7] ©] ~~) > Har dwar e Configuration(a} = ¢l o] +4) >
Speed(% &=
A = &= & 3F: Firepower 1000, 2100, Secure Firewall 3100
Firepower 1100/2100 | Any(=.%) [6.7 o] 4| Flower 1100/2100 Series 3}o] ¥ QIE| Hlo] ~ & F-/4d3lo] =9 A

Series I}o]H Q1E 7 o]
220l A o] Al A FHd
H] 24 3} %] ¢

ol & Y3 e A4S n A 5T

o] Mol = o] & gk tjufo] 2o A Fho] ¥ Q1TE F o] 2= £ (1000 B+
10000Mbps) & A Q3tH 29 Ao E = F g §/do] A5 o= g4
stE] A5 Ut o] & nj A st = glsy )

W H A5l £EE 100002 A
H| g st e = QU T},

o] 4] Auto-negotiation(AHs g4 A=
Aoto] EE29- Ao 2 HA A FHES
10000Mbpsol| A= /-5 v &3 518
211/ 73 ¥ 3} Devices(t] Bl©] 2=) > Device M anagement (T] v}-o] 2~ 7+
2]) > Interfaces(2] E] ¥ ©] 2~) > Har dware Configuration(&F = 9| o] +4J) >
Speed(£ =

A Q¥ = Z 3% Firepower 1100, 2100
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