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Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)

Bound Interface is Ethernetl/10
Port description is server 1/1, VNIC ext-mgmt-nic5
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

General Information  Settings  Agreement

Management type of application instance: | FMC v

Permit Expert mode for FTD SSH sessions: | yes -

Search domains: cisco.com

Firewall Made: Routed e

DNS Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Password:  ssesssssss

Confirm Password:  sssssssses

Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onbeard:

Firepower Management Center IP: 10.82.5.35

Firepower Management Center NAT ID: test

Eventing Interface: ~
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Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit
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Firepower 4100/9300°] =2] %} tjnlo] 2~ ]



Firepower 4100/9300°] =2 4] t]wujo] ~ |

B ozanoaezaaz
Q12® 2 o B2 Bl sl W o) & glo] ¥HS YH T
of| A
Firepower-modulel> connect ftd ftdl
Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]
>
SA3 ol EYA A £&S FX0S BE CLIZ 5t
» Threat Defense - exitS ¢ 2 gt}
@Al 4 FXOS CLI9| Supervisor(#E] 2} o2 Folgy )
2 FRFYL
) ~2 9dIh
gyl o Zef Aol S FEFH
b) @Y fZgAAE FRHE S gt

telnet>quit

[e)

=

@y A

a) Ctrl-],.

[ Firepower 4100/9300°] =] 2 tjn}o]



| Firepower 4100/9300°] =] 4] T]u}o]

=] 4 tlnpo] 29| 7] 2

EEEREESECREN |

7]

olr

H A

# 2 Threat
Defense

AR AL

threat defense 25 & = 7 el 2}
=214 J 3 4 15 7]38)

6.7

Any(E%)

O] A A§A] 7} threat defense <& & = €] & d| o] E] Q1 E
Hol~o] ¢4 A Fe e} s7sted = dFUT &
A=A =, FXOS #&] e 7}t 2hs Folal el 4 g€
FEN 7L 2HE Fold QIE | o] A= 2HE A el 7F sy o
threat defense o] = 2] Al o] A Q1| #| o] 2~ FHE] el = 1L
5 %] &HFYT ol & £ threat defense®l| 4] & 7] 3} 3}
A] ¢+ © 1 threat defense o] 2] Al o] A o] &3] =<l
e 7L E 7] del "oy QI o] 27} Z2] A o=
5 A El 7} B A threat defense & 5.5 A 2Hs & A A
712k &% As A E A dF YT el HRE
9] 7 $- threat defenseo| A E| & & 2} 2] 5} 7] Aol &7
2}-9-E] 7} threat defense = E & A58 A 2Fsk 4= gl o
D2 o]l e EYXZ QIS shFlo] AHAE = UF
Hrt}. o] 7]5& 7] A o &2 H| A 3] o] 91 0™ FXOS
o Al =] 4 tjujo] ~H 2 &4 313 = gl YT
al o] 7] S Y2, HH oY 2~
I = Radware vDP H| 2 #| o] E] 7} ¥ 3t
threat defense®ll &= A 1 5] %] g5t} ASA
N A & A=A FF T

w

2171/5=7 ¥ Firepower Chassis Manager 3} : L ogical
Devices(:=2] 4 t]H}o] ) > Enable Link State(¥ =1 %
B <74 3})

Al 5H/+73 ¥ FXOS ™ & set link-state-sync enabled, show
interface expand detail

e ol ' 20
management centerS A}-8-35}
Threat Defense 73 # ¢ 2 &

2]

6.7

Any(E <

o] A| threat defense 1 Bl ©] 1] €1 2~% * ol 4] management
center W/ HY =75 AT 5 AU T

Al91/573 ¥ management center 3} System(A] 2~ 8l) >
Tools(%= ) > Backup/Restore(™] ¢1/%-¢) > Managed
Device Backup("l| 1 #| = tjn}o] 2~ W ¢])

A9/ threat defense CLI " &: restore
A A= = & E: Firepower 4100/9300

Za FXO0S 2,97} 2 23t}

Firepower 4100/9300°] =2] %} tjnlo] 2~ ]



Firepower 4100/9300°] =2 4] t]wujo] ~ |
B =92 aue29%

7]

olr
Iz
2

| 2 Threat A5 AL
Defense

2o 2H 3 Qo] 2~ 6.6 Any(EE) T Q1El 2 S 2~E o ARE-ELY] S8 S8 2~F

VLAN &}9] Q1€ | o] 2= 2] e (th & QlE o] 220 A VLAN 3}-9] QI Ej o o] =~ & A =
E i EatS Ea B 3] AFUTH 2 FeAHo| &= a3 Fe2E Ao P2
7} 88 E R VLAN 89| Q1B o] 22 5= o] 8 AFe)

S S5 A S ATgdye oW F A
Bl w}t} 7§ EtherChannel S &3l &= U T}, o] Al| o &
2] 2H QI # o] 27} 5§ Ut

Al9F/473 ¥ Firepower Chassis Manager 3} H:

Interfaces(¢1 €] #] o] =) > All Interfaces(2. & 21 €] 3 o]
22) > Add New(M = F+7}) =50k w57 >
Subinterface(dt$] Q1E 3 0] ) > Type(+3) 2=

A H/4=7 ¥ FXOS ™ 3 set port-type 2 2] 2~

jatal

131 FXO0S 2.8.1°] 2 gt}

Threat Defense Firepower 4112 | 6.6 Any(EE) Firepower 41127} %= = 54 T}

231 FXO0S 2.8.1¢] & & gt}

ol 2] ZElo]y Q1 2E 2o T3k | 6.5 Any(EE TLS &% 3} 71458 o] Al Firepower 4100/9300 X} 4] €] o
TLS o5 3} 7} & & Adoly =B FH 16 7)ol A A Lg ek o]
ol = E/E ekl & she] Ao qlx'l el 1
S| A RETLS 58} 7148 A3 3l & = AAFUTh
Al A2=E 2ol = 714 0 7 o] 7] 5 o] A st o] g
e R I A e o YRR R N = e DA R =
3= A3l A LGyt tiAl enter hw-crypto 2 set
admin-state enabled FXOS ™ & & A&t o},

2171/4=73 ¥ Firepower Chassis Manager 3}'H:

L ogical Devices(3=2] t]H}o] ) > Add Device(t] H}o] 2~
7} > Settings(A ) > Hardware Crypto(a-=¢1o] ¢
o3} =55 v vl

i FXO0S2.7.10] & 2 gt}

o

Threat Defense Firepower 4115, |6.4 Any(RE) Firepower 4115, 4125, 2 41455 =] 5 th
4125, 4145

} FXO0S 2.6.1.157°] F Q. gt}

o
K

Firepower 9300 SM-40, SM-48 | 6.4 Any(EE S Al 7HA] Bk RES =9 A5 Y o SM-40, SM-48,
3! SM-567] € SM-56

231 FXO0S 2.6.1.157°] & a3t}

[ Firepower 4100/9300°] =] 2 tjn}o]



O~

| Firepower 4100/93002] =] %] Tjufo]

EEEREESECREN |

7% H Z 2 Threat A - AFa)
Defense
&< 3} Firepower 93002] = 9] | 6.4 Any(5E) o] Al| 5 gk Firepower 930001 4] ASA % threat defense =
R 5o A ASA X threat defense 2] A4 tjufo] A8 =3} 4= 9l &)
off thgk A4l Fa FXO0S 2.6.1.157¢] 2 3t}
RE/HOF Qo A sfte] 6.4 Any(2E) OJ A BE/H ek Azl A shvto] A H o]y Q1 2=E 2o

threat defense 71 E| o] <1 ~&
2ol th gk SSL k= 9o 7<%
A

oha) SSLSH9lo] /42 B3 5 9l ok SSL
= glo] 742 the AEjolu] 91 E 2o e
NEREEPENMER NP EE RIS E
5o} glgruT

A51/4=7 ® FXOS ™ #: config hwCrypto enable
FAE shHol glsyTh

2 FXO0S 2.6.1.157°] € 23t}

Firepower 4100/9300°] =2] %} tjnlo] 2~ ]



B =92 aue29%

Firepower 4100/9300°] =2 4] t]wujo] ~ |

7= WA 4 Threat | A3 A1&
Defense
Firepower 4100/93002] threat | 6.3 Any(E%)

defense®l] 3 T} QI A6~

715

[ Firepower 4100/9300°] =] 2 tjn}o]



| Firepower 4100/9300°] =] 4] T]u}o]

=24 utel 2o 7= [

olr

# 2 Threat
Defense

A AL

o

A G Bk /R EAA o =24 tulo] ~&
Z} threat defense 7 Bl o] Q1 2~® 2~ 9} kA 5 <=
FUT ol Ao = & 7|2 o ZE| Aol H I AEH A
53 dAFYH

A Qe o] ~E FA3HA A
VLAN 3}9] J1H#|o] ~& A
B2 7ho QIE o] A5 3

230 N O

)
oy

2 u
oZ

_,4
[nt

o >

- =
ol
ol
ol
)
=
ro,
[>
o,
[
=2
I
oX,
olf
N
r
o
>(1:1

-\0‘14 i
et
>
¥

)
i
io

®
=
i3

AAAA ZEOIY A 2E AT e
AT 5 AHUT Fe2E P e A A4 &

fy oo 3 o [y o 2 o
e
K
N

T oox
b

o
El

O A" 2 75 ASA U Y AE
R oh v e AR TS A 2 i)
threat defenseol| A += U= A3} R =2 ALE

@ % gy

2171/%=7 ¥l management center $}H:

* Devices(t] H}-©] 2~) > Device M anagement (t] B} o] &~
#H]) > Edit(H H) oFo] & > Interfaces(S1 E] 3] 0] 22)
o)

21 71/%=7 ¥ Firepower Chassis Manager 3}:
* Overview(7l] &) > Devices(t] H}- 0] =)

« Interfaces($1 E] 7 ©] =) > All Interfaces(=. = <1 E] 7]
0] 2) > Add New(M} 2 F7}) =&+ ¥ >
Subinterface(3}$] S1E 3 o] )

* Interfaces($1 €] 7| o] 22) > All Inter faces( =& 1 €] |
°]22) > Type(++ %)

» Logical Devices(:=2] %] t]u}o] 22) > Add Device(t]
Hpo] 2= 371

« Platform Settings(Z 2 4 4) > MAC Pool(MAC
%)

* Platform Settings(= % & ) > Resource
Profiles(2] 4 2= 3 2 5}9])

A7/ 5l FXOS ™8 % : connect ftd name, connect
module telnet, createbootstrap-key

Firepower 4100/9300°] =2] %} tjnlo] 2~ ]



B =92 aue29%

Firepower 4100/93002] =] %] tjn}o] 2=

N
olr

# 2 Threat
Defense

A AL

PERMIT_EXPERT_MODE, create resource-profile,
create subinterface, scope auto-macpaool, set
Cpu-core-count, set deploy-type, set port-type
data-sharing, set prefix, set resour ce-profile-name, setvlan,
scope app-instance ftd name, show cgroups container,
show interface, show mac-address, show subinterface,
show tech-support module app-instance, show version

A A% &= Z & Firepower 4100/9300

Firepower 4100/9300°1 th &+ &
2] 2B Alo] P4 gtEst 7}

S IPFA

6.3

Any(E<)

Z|EHo R S H Ao HAE127.2.0.0/16 IES A
Z 2183 ) o] A FXOSOl A Z 8| ~H & 3381 7
FUENIE AAGET F dFUTE A A= A D
92 22 D 127.2.chassis_id.slot_idE 7|0 2 3fo] 7}
Frlel el Sel=H Alo] HA Ay o]~ 1P FAE
s AU a8y AR U ET FEA =
127.2.0.0/16 E T S35 3] &54# LHunt uehA
o] A FXOSoll A X~ 1(127.0.0.0/8) 2 HE|AH2E
(224.0.0.0/4) 22 A & &}l F2] 2] Alo] H 9] 2
FY /16 ABUNS A4 F dHFYT

21 71/5=7 ¥ Firepower Chassis Manager 3}H:
* Logical Devices(v=2] 4] T]r}o] 2~) > Add Device(T]
Hlo] 2~ 3=7}1) > Cluster Information(E 2] =~ H A X))

> CCL Subnet IP(CCL A 2.4 |P) D=

A

RS

X
)

=

/97 = FXOS " & set cluster-control-link network

A

(o
il

= =& Firepower 4100/9300

On(#7]) B.=o A o] H
EtherChannel *]

6.3

Any(E<)

oA Hlol¥ % d|o]¥ &+ EtherChannel S Active
LACP(HE]H LACP) == = 0n(#A 7)) Rz A4 gt
T A5 YT 92 738 9] Etherchannel-2 Active(2]E] H)
Revgk 2]y

Al9F/4=73 ¥ Firepower Chassis Manager 3} :

« Interfaces($1 €] 7 ©] 2) > All Inter faces(:. = <1 €] 7
©] 2~) > Edit Port Channel(Z.E A4 AH) >
M ode( . =)

A H/4=73 ¥ FXOS ™ % set port-channel-mode
A A ¥ = ZZE: Firepower 4100/9300
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threat defense Q1221 A gholl A
EtherChannel *]

6.2

Any(E%)

o] A threat defense <12}<1 A ol A EtherChannel 2 A&

A A = &= &P 3E: Firepower 4100/9300

l

threat defense =5 671 = ¢ 3t
A ZFEH ~EH Y

6.2

Any(2 %)

O] A threat defenseS 91 g+ Al A] F S 21 ~H B & &4 3}
& sy 67l el AHAlel o) 67l o] RES
Eoe 5 lFy T
21 71/5=7 ¥ Firepower Chassis Manager 3}H:
« Logical Devices(3=2] %] ] u}-e] 2~) > Configuration(—-
A)

A A ¥ = Z 3% Firepower 4100/9300

ALdH=HEA]A a8
Flrepower 4100/9300°1 ofj 3+ &}
=9 -3 A1

6.1

Any(E%)

Hardware Bypassi= 4 & 5-ol] Egj¥] o] Q1221 Q1 7 o]
A A SRES G, o e £
Hlol Ei= ahe ol o Rl 4

BT RN

AR

* Devices(t] H}-©] 2~) > Device M anagement (t] B} o] &~
#+2]) > Interfaces(Q] B 9| ©] 2~) > Edit Physical
Interface(E 2] 4 QIE] o] 2= +4)

A A ¥ = ZE: Firepower 4100/9300

2ol Y3t == e At A
¥ threat defense

6.1

Any(E+

threat defense ol = 2] A o] Aol A ¢}l &S F+A 3}
31 ¥ 3 e 2 38 24 8151 threat defensel] 4] FXOS
AR TRl A S dEF Yt a2 dH A
b= ekl J3he] Qo) 2~ F syt suE o <
2kl QIEj g o] 2= Aol A 7 WA QIE] | o] =& A5 o
2 &5yt

A 3H/47 © FXOS ™3 2 : show fault |grep link-down, show
interface detail

A4 5 = Z P 3F: Firepower 4100/9300
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Firepower 4100/9300°] =2 4] t]wujo] ~ |
B =92 aue29%

71% B4 | 2 Threat A B A}k

Defense
Firepower 93002] threat defense |6.0.1 Any(EE) Firepower 93002 threat defense °f| = 2] A o] A o] 3] += <l
ol A AET A FH AHY E g} 2| A] 2 2] 2~F ¥ (intra-chassis clustering)S A1 &
(intra-chassis clustering) #| Yt}

A151/4=7] ¥ Firepower Chassis Manager 3} 7 :

« Logical Devices(3=2] %] ] u}-o] 2<) > Configuration(--
A)

Al 5t/5-73  FXOS ™8 3 enter mgmt-bootstrap ftd, enter
bootstrap-key FIREPOWER_MANAGER _IP, enter
bootstrap-key FIREWALL_MODE, enter
bootstrap-key-secret REGISTRATION_KEY, enter
bootstrap-key-secret PASSWORD, enter bootstrap-key
FQDN, enter bootstrap-key DNS_SERVERS, enter
bootstrap-key SEARCH_DOMAINS, enter ipv4
firepower, enter ipv6 firepower, set value, set gateway,
set ip, accept-license-agreement

A ¥ = Z 2 3E: Firepower 4100/9300
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