Secure Firewall 3100/4200% =] ~E &

Z A~ HE AFREH o 2] 7] 9] threat defense S 3] =¢8] 4 t]vlo] A2 1E3}
S 2H e A Sl 2 oY tufe] 29 o] Fslete RRE Y 5 o
2, U Ef Al T3 BE HoAd S AT

)

Fn 2SR AET A DR 50l AN A Bk 2o SHP O R AN A B 7%, 48
CEEREEEELS

» Secure Firewall 3100/4200°1 tf 3l £
« SYAHEE gold s, 3 #H o)A
« SYAHEY 8 AN 2 AR &
« SE2EHE A H, 4 Fo] A

« SEl2EHE T4, 8 Flo] A

« S 2H == e, 28 o)A

« ZEl2E EYEH, 38 #Ho] A

« Sl 2E A B, 43 #| o)A
« S| 2B ] o, 46 T 0] 4]

« S 2E Otk 32, 47 | o] A
« S 2HE 7]5F, 61 #H o] A

Secure Firewall 3100/420001| tj ot 2] ~H & A H
o] Ao A FeE % o7 E A W o2 g o} el A o] 25 Aol Tjal A e,
FHAHE Y EQ T WA &85+ Y

Zel2HE bt fulo® A5k ol o] wet o g TP FelaE 2 58w
b o e ok 28 9l zebrh W g

Secure Firewall 3100/4200-%- 2 2] 2~E] & .



Secure Firewall 3100/42008 221 ~6 % |
| IR R

« FHEH W ARl E AT Feld s NI UJ UEAA(EE S 2H Ao Has
1 g

C A RUE RS A fleh 2 wsele] oha 9 a2

HES T 2 2HEMA S F 9, d-EH 2 & ~EH 2-9-H ol A= 2 3 EtherChannels 5]
A gk HPH & AFgsle] S Y AH=E 59 = A& T T dooF FY

o= T =2 T M
o} S8 259 of 2] W gt 2 | o] ~= @ EtherChannel 2 15 3} % ™, EtherChannel< -
Sk 2 WS Y

to
K
rr &
N
rl
T,
o,
a
o
it
Iy
i3
Al

Aol oY == 9

Sl el o) Wyl 3 shbis Ao] =gl ol e 2ol wu sk BA] Sekel ezt W o
4 %91 Ao wheh Alo] w=oh A F UL $HENE 194 10044 10] /b 5§39
Uitk the RE W E dole kst 2U2HE A AT 9 Ao 57t E g A
st Ze) 2 elel F7hE 3 A ol 7] Wi o] s} Huin,

ez e RE wmol A $UT THS THIY AL Ao} wmR A Yo ws 2o
o] 271 ) HlolE] o) FAL HolAn R Fel 28 E TA ) Aol o] oA 2]
T FshE F o,

dF7ee SHAHE FHEA o, Ao] :mEofA o7t 7] 5ol et K= Ef=

Y.

)
filo

A 2]

st

S Bt = A= ]

o] E] e | o] 25 23 EtherChannel. AFH 3+ W] 8- S8 2~ AEH o]~ A K, g Ho|A & #F
a4 A S

S EH Al HA

Z} R E H A 17]2 t=9go] SlE H o]l AE Fe AF Ao YAE A Aok gt} x4 3
& Fej 2 Aol Y, 8 Hlo| XS FxdHHA L.

SR

FH2E O BE kB e Tl 7S SR AU Al el M s AR A S 5 o w (-
EXEY A o9)), WA AgE Fe 2 LE TE o) AEo R B3y

Y U EYA

Pe] A o] 25 A8 3] 7 =B Pelalof g, o] E QE Ho] so A o] Fhe) i Fef
EEE R RS

. Secure Firewall 3100/4200-2- 2 2] 2~ E] &



I Secure Firewall 3100/4200-8- 2 ] 2~E] &)

FEECEEERRENY
=7
= 2 H & ghold s
A 1ok oplek A A Fel e ghol 48 GFET 1} 2ol AE ) 2 s 7
7)ol te B 2] Mg AHE T FeAE Y 7% Aol eol 47} Br Al ]
o,
management center®l] A0 ==& F7FebE g Sl H O AREStE = 7S ol d s AT
Sgrieh. 2l 22E 5 A ah7] Aol dlolE] o] Bkl kol M2} £ 284 ekt th. Ao)

wrof gholda AL 7t dlolE wm=ol BAlgyth A2 ¥ (3F) > Licenses(}0] 41 22) > Smart
Licenses(Z=PHE g}o] A 2~) > Edit Licenses(2}o] 41 2= 3H ) T+ Devices(t] vl¢] 22) > Device
Management(t] H}o] 2~ #+2]) > Cluster (2] 2~ H) > License(glo] A 22) & Hol| A S8] 4~ H gfo] A~
74T sy

é?

#3 management center®] 2}o]d 2 ¥ 7] Aol (F 7} ol A A =7 ﬁoﬂ)iﬁ/\E F7 k= 75,
management centers 2}o] A 2=81H S AHO| A WA S FHT W E ZTeto] B E = Q1
Uth gold 2~ REg WA s B doly frylo] 331/\'51 01%\”:}7} UA] Z 7Y o

Z A3 @ AL 2 ALA QT A}EF

md g A}g
* Secure Firewall 3100—3] ] 871 -

S
* Secure Firewall 4200—3& tff 871 -4

AR} o3
- 2] A
o x) 2 9] A

c Y EY 3 B}

Srgo] 2 2z EYS} 2.7

YA BE S vt ofof fth
e @2 meofojof Fryt},
« 5AF AH A o] A5 E S| oF T

* management center 9 Al 2= FHe] Q1E] | o] 2~of| A o] F o]z oF Pt} dlo]E IE 7| o]
A5 A et

l>
i
AC)

Secure Firewall 3100/4200-%- 2 2] 2~E] & .



iy
:;._1‘
[>
o
o
B
ot

Secure Firewall 3100/42008 221 ~6 % |

c o]l A 1ol o] IS Al9) sk B 22 E g0l S A Qaok FLich FE e o 1ol
=7k A9y,

C 1R FoAY A F2 FEo] glojof g,

c Alo] o) XA A e
T, 48 Hlo] A Hx).

« dlo] B} 1ol = VPN 4 ¥ %] @olof Tt Alo] i Alo] E 7}

e,

2297 8.7 AV

7ol FAEE M = A HUHE A LH T o2 A5 A &= 7]

74
<
=g
Z
o
-
oX,
]
%
32
>

« SHEHY S 7S] Aol 294A T %% Sof gtk S LE Ao} Fao] AdH

Eo] &ulE(H £2)MTUZF A = o] 9l
= o] Qg #H o] 2~ K.t} 100H}0]| E \iﬂ]

2F Ao Al

113'
WEh BE RE U3 U

N
)
oo
o,
flo

IPv6

o) AE Aol HAE IPEE ALE

=E

A FAFU T 7R A 07 Fej 2 Ao A MTU
A L e, 2912 o MTUZE AR 814] 0.0 2]

8 oF gt

FH AP A A DA FFU

e

Ay,

Sh= 4 goll w4

L AR 29K 7} 2o 2 E dolE A o] 2 W Fel 28 Alo] A AB o] 2 BFo MTU

S} QX 8ok Gk, 2228 Alo] Y2 B o] 22 MTUS Blo] ] 918 5 o] 22 MTUR.E} 100

Hlo| £ o] 4 7] A slof S 291 & e FelaE] Alo] BAE A s AR e

of GLich, Fej 28 Alo] Y2 Eejgoli= dlole 3 o] L w2 Fe s Ao} Y
vl sje] A F7)oh S 2 B oM S BT S Eaok T,

* Cisco I0S XR A =81 ¢] 79 7] o] o}l d MTUE A A &} 0S Q1E| Ho] A~ MTUE 22 ~F
tufo] 22 MTUX. T} 144}0] E =4 DA g, 25 X] ¢k o ‘5 mtu-ignore &4 S AF-8-31 4] &

. Secure Firewall 3100/4200-2- 2 2] 2~ E] &



I Secure Firewall 3100/4200-2-

ek

+ 7-9- OSPF 14 Toj & Al%e) A& = JHF T 28 2 tvlo] 2~ MTU 10S XR IPv4
MTU$} & %] 3l oF Yt} Cisco Catalyst 2 Cisco Nexus 2~$] %] ol &= o] A o] H Q)% &5
=3

« 2Y2H Alo] YA QI H o] 28 29029 Bg, S 2 fFulo] AAE 29X EEA
Spanning Tree PortFastE A}-&3 =5 A Esto] A f-Ylol Uigh H7F L2 A~ E£EE =Y 4 9

U,

28] %] o]] A = sour ce-dest-ip %= += sour ce-dest-ip-port EtherChannel == @4 oF318] 5 5 &}

& A3k A o] £5 U TH(Cisco Nexus OS 3 Cisco I0S port-channel load-balance ¥ & 3+%2).

2 WA ek g]Z o A= vian 7] Y T2 AFE51A] upAl A . o] E A 3 Ao FE 4~E 9] T

nio] 2o Egj g o] it datA] & #4kE F dSFUTH

229 %) ol A EtherChannel®] 2= W&l 4] oF 31 2] 28 W 7 8 79 <9 %] 9] EtherChannel ¢ E] 7
o]z A E|E Agro] AA]H o7 FrhE Spannmg Tree Protocol®] Z| A 2 Y T}, E g o
A B55 tA A &eE7] A7k Al d o] A sHAl T

e 2Y Alo] Fa AR 29X ol M= L4 Al TS delekA F5UT S8 2H Ao ¥4
£ &3 g E Eggol = SukE L4 Al Al o] gl L4 Al 24 & Fel ek =914 9
A5 Edg o] sadte AdE U F AFHT

« XE Ad HET o2 EFY 2 T4 ¥ keepalive 71 7HS 228k H <F Hu o)

Supervisor 2T EtherChannelol| A 7] 3| A] 4 18] 52 4-5F J Yk vss A
EYg S A stH A S84y Huto] 2o A4 E 2 E A9 A dagFE o 2ol
Wt =8 g

router(config) # port-channel id hash-distribution fixed

vss 9jo] Y9 4y YnLFL T UL UL F YOBE BuFL A0 WY
8H4) vhAIA 2.

= E] & EtherChannel €1 E] ¥ o] 2~ ]| A LACP Graceful
-

* Cisco Nexus =9 %] ¢] A ¢ & =2
A 2w ok g,

=
Convergence 7|55 AF-&-314] &

EtherChannel

* 15.1(1)S2 ©] A Catalyst 3750-X Cisco I0S 2= Z E o] B Hol| M= F& 2~F Yol H EtherChannel
I 2] AT AA S A DA k5 U 7] A9 %] A Oiﬂﬂ/\ﬂ S EtherChannel
o] w28l AAE O Q= el A Ao -5 =92 Aol AR A5, A 29 A9

AAH EtherChannel o 7HE A FHUth S84 8 7418 W stack-mac persistent timer T8
B OA 25 AIFS a3 dte] $28] & gto 2 A k(o 83 T T3l A - 0). ==
15.1(1)S2 &2 o OJ?@@‘L 29 A Az Eo M o® o= F FH T

* Spanned EtherChannel 774 2} t]H}o] ~-2 7 EtherChannel 7-%] — Spanned EtherChannel®} T] v}
o] 2~-2 7 EtherChannelol| 4] 742} &9 A =91 2] & F-d 3l of T

« Spanned EtherChannel — 2] 2~ E] 9] & W A A& 43}
EtherChannels 2] 7 -3-, Q1 €] #| o] ~7} 2~ 9] 2] 2] ¢ EtherChannel
o|27F 291x 9] T Ad ZF A=A AP AL

rle
iy

o8] fi 24
EFFHUL 2 e

2

I

Secure Firewall 3100/4200-%- 2 2] 2~E] & .



Secure Firewall 3100/42008 221 ~6 % |

Switch Switch
RIGHT WRONG
VLAN 101 | | Spanned Data Ifc VNN 101| | Spanned Data Ifc
port-ch1 | | port-ch1 s poRch1 || port-chi Nge 1

\ et S

\ e

b eth1/2 |

i

Node 2

port-ch2

] e

\tjm \\/} eth1/2 _EE__

o t]ufo] -2 7 EtherChannel - 2 2] 2~ A|o] ¥ 2o t]3l 74 ¥ X & EtherChannel S H]| %
3 F 8 2~ 7S t]vlo] ~-2 Z EtherChannel @] 73 % 2~ 9] X] of| 4] 'H & 9] EtherChannel S -
As ok gt o] 2] 28 2~ F Y EtherChannel S 2~9] %] o]l A 3}1}2] EtherChannel ol 53
sHA] mRA Al 2.

. Secure Firewall 3100/4200-2- 2 2] 2~ E] &



I Secure Firewall 3100/4200-8 = 2] ~E] &

Switch Switch
RIGHT WRONG
VLAN 101|| Cluster Control Link AN 101|| Cluster Control Link
port-chi || port-chi Node 1 -ch1 || port-ch1 Nofte 1
N\ eth1/2 M\ ethi2?

(Uj {u) eth1/3 ‘u’ eth1/3 e

ort-ch? ort-chi ort-ch1
P 3 ethiyp Node 2

( ) ]  ethi3

S NS

ort-ch3 port-chi ort-ch1
p '~ oth1/2 Node _ 12 Node 3
eth1/3 eifgl/3
3 rt-ch1 rt-ch
PoRSM|| PR ethirp Node4 PN etz NOge 4
[ ) [ ] eth3 i [ ] eth1/3 &
S N\ i \V, Nl -
F7F AR
e =93l Eiiﬂ 7 A}8}(el: EtherChannel Q1 E | o] 2~ Z7]— U= A A, threat defense == 2~ 9
A 9] QlEjve] 2 2 g} Bz H] A B, F7F 2900 & F7bshe] VSS B vPC Ao B S
7S A} 74/\}7] S v &3}l v &4 3kE olE H o] 20| t3)] 21 E FH o]~ ZUEE T 1

Sgshslor Gt EEwA WAl s 74 WA Al BE 53t 57551 et
o122 o) 1AL 715 & thal BB 4 sl

71E Z8aHo U S FEAY RS gA 228 A9, dAHola At o2 571/
ol 7h4stH ol = A4 AU YL Ao wel ad sjFlo s e Ao Fd
AU dE CH,FTP A4 o] FIN/ACK #|Zl o] A3k A 9- FTP Z8to] A EV} Foj Ytk
o] 45 FTP A2 S thA] A3l oF .

Spanned EtherChannel®ll 1724 ¥ Windows 2003 ServerS AF-&& 7 9- syslog A1 ¥ EE 7} T2 & H
A o A ICMP &5 WA A & A g8 A] ekom, o] @A & fgFe ICMP H AT A 7} ASA 2

2Ef o ThAl A% H LT o] 213 v AT A 2 913 ASA e ] 9] A3 Fo 4 CPU A&l
SpolA] o] AR W 5 Gt o el & FAl 2 W stel v IOMP 2.5 vl A1 A = Al de
= Ro] B4

Secure Firewall 3100/4200-%- 2 2] 2~E] & .



Secure Firewall 3100/42008 221 ~6 % |

iy
o
[>
o
o
-
ox,

45 S5 TLS/SSL @A sl 4, 5 % Ju7) 5715054 itk dd £ dol)
WS AG, HE NS E Aol ARFRUTh A F5el A AL A oF FUTh 4
AEH A B AA(GE A% T A AAFE D) FFS WA gov, up=) B
Ag e,

Sej2e e 718k
+ CLACP Al 228 ID7} A% A4 w11 A 29 S 249] 7 8 o = 19 eh,

« SHEE AAE AL e VA o2 A shE o 9o 352319 7] Al te] Sl T /1E
Hol & e RYH P = QIEHo]LoA VR A o= gAY

o« o7} WA S Sl 2E] Alo] F Al ek Fe]2E A% A Z7) 7] 5L sEubr) A gk o 7

A=,
ol T EASTH Qlelsol o) B el A A 7} 718 2ol 22 ool s
el 38 AR
+5% A7 BA A HTTP Eeh 9ol tha) 7125 02 By skslof v,
o EHE A

2 22E] & management center®l] 5=7}8} 2] ™ 7} 1= = E management centerol] &5 H & f-H o2 F7135}
Alo] === ks Fulo A Qg Hl o] 25 4% v 2 2HE AU

SR OXH.

L=
3

Fo2H o]~ HH
dlo] €] Q1E] 7 0] 25 2% EtherChannel. T3+ 7t 3ol A= H 4 171 2] sl=9o] Qe F o]~ 5 &
S E Alo] FAz A el oF gy

e E Ao A

ZEfrulell A= 22 1709 st=do] A o] ~E Se2H Ao A= Ao Utk 7

- Fe] 2~ Ao} Y Aol EtherChannel 2 AF-&-3F= A o] =54t

Fe|2E Alo] A = T8

2B Ao FA Ed ol Alo] R vl EFo] B gy

Aol Eef ol = v Aol sy o

e Ao] == A

—L—l
[e2

_®
%

-

Ex%

-
o,
J

T

AR

O

dlol8 Eg g el = v Aol s g Yt

. Secure Firewall 3100/4200-2- 2 2] 2~ E] &



I Secure Firewall 3100/4200-8- 2 ] 2~E] &)
P EEEREE RPN ECEN

oz
Nt
2

o
Ad &

ofy

Fd Al Beoly Al A

e 28 Ao} P2 e o]~ D v EY D

] 2~E Ao] H o] BE &4 <l ¥ o] 2~ = EtherChannel 2 AF-8-8 4= 95 Y U} VLAN 314
AQEjH o]~ Se] 2 Alo] A= AEE 4= gl #e Qe o]~k AH8-E 4= glsu
Zel e Aol W1z BT A B o] 1P F A7 YT o AN RE OhE B

ﬂﬂ%ﬂﬂwWigﬁéHﬂbﬁ&lﬂﬂﬂ1¢%£%ﬂ%ﬂﬂﬂ—

4

o
K

2] Fel o] A Fefot) Ao WAF ol .
G Shibell @577k A Fef 2 Alo] Ao w2 {Uh

Bsflo] 2ol 44 AR 59, 4
B2 b 4 Ul @ AR 2914 el el A8 Alo] 9518 A48 29
o228 Ao YA HE FHE Aol A fe A AT HAE B2 8 2 44
A sk sH= B9 Fe2E S TS Aol F s oA Fej a8 Ao} Y AR A o] 2T 4

8 5H4 3ol oF T o).

e EH Ao " A7) =4

7he gk A1, ZF AL 9] ol A el el gl FEl2H Ao B9 A7]E 248t S8 2F Ao
217k 2ote] Auhe] 9. A% 5 QA slok Fhith
Eeles A 9o SR e T2 49 90I= R URE AL 295 Janich el

= %“’* ;“%54 713 1 ‘3%3 EEHJ—M 9};2101] apeh Jrr% .

“NAT®] % § A7 o] 2= Welgo] Asev], e whh =22 S SulE F131 0 tha WHly

alok g,
7L AR A S, 2B AL Tk A28 v M slof m e QA Koz B
ol Fej¥] Ao] WA A EL ALEFI T

=
o] 92T ALE S Wt NAE A4S FelaE T W) BT 5

A Eo] 2o Zg A A
I AYFEHE IS X 5 dF5YT
~
o FY g v (TA] WA ) E o] e H9- FEAEH Ao HA A7]E s oF gtk

el 2E Ao] A o535}
U} t}o] o] 71382 EtherChannelS VSS(Virtual Switching System), vPC(Virtual Port Channel), Stack Wise
W= StackWise 71 3H ol A 8] 28] Ao ] A2 AFE-31= WH S 1 o554t} EtherChannel @]

E P97t 24stE o sy 29 A7 T 5 A~ dH-Ql 79 5 Y gt EtherChannel U] 2]
‘ﬂc}@r@% SIEFH O] A5 TH A|2E] /H A9 o] AAT 4= o FYT o] H ] AHA =

Secure Firewall 3100/4200-%- 2 2] 2~E] & .



Secure Firewall 3100/42008 221 ~6 % |
| IEEECE ERERE R

o 2917 93-S sl m 2, 294 E | 0] 23 U EtherChannel L E A2 QIE] 0] 2~ 9] W]
Ut} ©] & &k EtherChannel-&- t]uho] 2~ 27 o] old 2 3 EtherChannel $] U T}

= i — | Virtual Switch Link
Switch

S A G 7S BAsEE 75 1H9] RTT(round-trip time) 7} 20ms ©] 8} ¢ oF 3t t}, o]
gk Ao glo]'A| = A2 T2 A 2] 4 Ato| Eof] AXH ¢ ~F A eho] 3345 Adshe o
@% T Aol 8 AT Helshe | 41 1e] 2ol e Ao] F =04 Ping® 5B

1 2~H

Ao B A= 2 Fr UAY #1719 sj7le] gl o A Q) Al ed o Gt o] & S0 A}
E 759 A9 AE HAE Ao FUh

2~ 9 EtherChannel

A skt o] o IEfHl o] 25 S AF o] BE AfAE 28l EtherChannel 2 135318 =
31701 EherChannel ] A1 A1 4904 AHE 753 2 84 QUelsl ol wel =elo 2 A3
Ut} 23 EtherChannel> 2}-9-% % £ Wl R oA 25 448 = Gt 298 B=9
7] $- EtherChannel-> T+ IP—’F&:? EOH -85 o F o] A2 FAE UL Ty R o] A9 HE
2] Z15 W Qe H o] 227} o BVION 1P 5427} &% Ut} EtherChannel> 7] 22 Q1 2t Al 2=
WA S A ATy

. Secure Firewall 3100/4200-2- 2 2] 2~ E] &



| Secure Firewall 3100/4200% =2 2~ ¥
EEEEESEEEEN |

Inside Switch Qutside Switch
.

port-channel port-channel 6

w
o
=
—
_—
—h

SIr‘{sidéd Outside

panne Spanned

port-channel 1 port-channel 2
10.1.1.1 Node3 509 165.201.1

|

eth1/2

Hol A2l =l g gk A3
A A s G A= v Abe S A g
S ol e 2E WA A daEFE AREF UL o= =, FEEe H7l e A7t 5
3} 37l o] 23 EtherChannel W] 2] & < &} threat defense = A5 H S o vt} Ao} &
AP T3 B e HAA] XEE )|/ dag]F o2 AFgah= Aol E54h
&

threat defense S =9 2| o] AA T 4§ L3 F3 9 & 7t=E AF-8-8Fo] 2E 37l o

a4 ehatel ol 4 g3 = g,

Jr
o
£t
oft

A EE AR PFA L TCP,UDP LE WIS 7702 A8 ajA] dagSS ALE5ho]

EtherChannel 3 I & A &gk},

4

1) % F SHbE AR SHE 2

/\%’4 A A= source—dest -ip ®+= sour ce-dest-ip- port

=)
K

o g

EtherChannel®] ¥ 3 4~ 2= W& of JgkS v}

Secure Firewall 3100/4200-%- 2 2] 2~E] & .




. EtherChannel ©] -3}

EtherChannel ©] <3}

Secure Firewall 3100/42008 221 ~6 % |

ol mpet Y == o] 7he sk Al ¥ ¢ AF UL NATE 7428 S 45, A 3 whEl

O IP F4 B/ = FE= A Z UE YT jEE EdiE 2 sjAfo] upet M2 e il dEE,
2B oA = 7HE Bol vbgy = B A A 5l 2y @A s A gy

i >&

EtherChannelol| &= o] =3} 7| 5 o] 4 E o] glom BRE 9 gl T2 EF AHE ZUE Y e
ok B A sty o572 AsHE YA |3 7] Eg o] gl Yt 54 Al ol A
EtherChannel®] & T Q77 AP oY 2 FYl2 ol 7ls 2 4%, S =HAA &

4 frile] AARU

I Hth 53] VSS, vPC,

2~ 9 EtherChannel®l 4] threat defense™d o] 2] 1 & H|o] ~ & sk Qls5
o] 5 A A e uwj= threat defensed o3 2] <1 E]

StackWise "=+ StackWise Virtual A| 2281 2] 7 2~ 9] %]
ol 27t -8 F T

29X ¢l w}2} 2~ EtherChannelol A &4 832 H o) 3270744 743 = &t} o] 7l~Q A}
238 Z-2- 16711 2] &4 ¥ A7) 3 &3 EtherChannel(<ll: F2-Series 107] 7HH] E o] 5 Yl 2 &0] 3}
% Cisco Nexus 7000)2 A 9 3}= vPCo] F+ =91 7F B . g},

EtherChannelol| A 8711 9] &4 ® A5 X YUdl= 2 A E AL&3FH W, o] 5 Al 2Elol| A 27 2] 22 9] %]
o A4S w] 2~ EtherChannel®l &t 16712 &4 F a5 FAs1H Fu o}

e 25245 FH A 85 | 2H 9| 1671 &4 & 3 2 EtherChannel S 2o F 1t}

. Secure Firewall 3100/4200-2- 2 2] 2~ E] &



I Secure Firewall 3100/4200-8- 2 ] 2~E] &)

Router or
Access Switch

Switch 1

Virtual Switch Link

| | |
[:;orl-channel1NOde i

port-channeld

Management Centerc]| T]v}o] = Alo] & A4 1
& A7) Aol tlufo] 2= FH] S o FUh EB

= ey = Y

Management Centerol] T]ulo] =~ Alo] & o174 4 F7} .

Switch 2 Switch 1

_ﬁ E—Elg_

Router or
Access Switch

Virtual Switch Link

Switch 2

=

=
L =t

7P EH s Ao HAaE

S BT 5 PO T Fel SE} BRI A B o) hebA Fel SE1E Fe] Aol Fol

Aol YAE AL 07 FH o 9l

L 2AIA

o
X

=
=
A2 42EY L e EY F)

oF gheh.

s 7Y
E9]F9] A9 MTUE Hlo|H IE o] 22 MTUR.t} & o= 1004} E o]

A

Secure Firewall 3100/4200-%- 2 2] 2~E] & .



Secure Firewall 3100/42008 221 ~6 % |

. Management Centerol] tju}o] = Alo] & A4 2 37}

71EH 0 2 dlo]E QI o]~ MTUE 150000l Eo] 2 Fej~E o] S 2E Alo] P43
MTUE 16000F0] EZ A A5 Ut dlo]E] o1 #| o] 2ol A 1] & MTUE A3 4 $-ol &
AA 2929 Fe] 2 Ao YA MTUZS FAetA 5418

b) EtherChannel 485 X sl §2EH B th 2~ EF| Aol S22 Ao F 3 e Fo] =
E 7Y

Sl 28] Ao} Y2 T AL Fel 28 Ao] Y ol D V=S, 0 o] 48] &
ECBRES

o

c) HZES A2EH F tp~Eq] Anjo Al dlo]H AE o] 25 A
J,H EtherChannels 7| o] &2 A A 3l= 2ol g3k 2FA| 3 Y82 S8 2~F QA E o]~ AW,
o] <]

o] A o] &5 FEaAA L.

7t 2B A% TuQl W Fol A 53 tiHlo] A2 management centerol] 713U T},

o5 715 AH8-5Fo] Management Centerol] tjulo] 2~ =710 W85 sty Al 2. < Hufo] 22
FHAHE AR Gs Yoo =528 U F71E 5 syt thte] 28 F71E o) A sk 27
%@(E}Olﬁ’é‘, A Ao} )2 Alo] o] BE FY A i FEHUT S AHE T
g Ao} =S Ay

Ao =7t E Hupo] ~ofl M Fe 2 Al F A5 48T

Ue mEs FUbeh S AH Ao Fa 7S ST

g3 Zelaw Alo] WA olg EE P FAT TANA S, FeAHE FAT Y 2

22~ o] @ 2 QB H o] 0] MTU7} 714 35 o] 18] #0] 2 MTUR. T} 1008}0]
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a) Alo] =7} 9 tinlo] 20 A Devices(t] HFo] ) > Device Management(t] vo] =~ #ha])2 A el 5}
L Edit(F4) ()& S FYUH

b) Interfaces(1E #H o] ~)E S8 gt}

o) EHA|2E B stk S8l 28 Alo] ¥ A EtherChannel & AHg-3H 2] = 79 L& W &

BT Bel 4 A8l BAsh R ol 44 4 A0S BRSNS

I8 1: 22 2E Ale] P dE w0 2 2 5}

Edit Physical Interface

General IPva IPvE Path Monitoring

Name:

b4 Enabled

d) (¥ A}&H) EtherChannelS F=7}3t Y U, EtherChannel -/ A& 2234 Al Q..

S| 2=H Alo] YA H AE o] 20l On REF AFRSle] S22 H Alo] Y9 =28 E
e =0l Ao FFUTHAE E BE7E 73 gh). S 2E Alo] s e AR
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EfFo|nZ LACP EgF o] oW =7l A ashA] gyt Fal 84 R dolH
EtherChannel S 4 A 3}+= A o] =5U )

e) Save(Hd)E 23t Deploy(7-%)E S881o] QIE F o] 2~ W7 AL Alo] = %3
Y},

FelaH AA

o7 2

management center®l| A 3} o] 4F2] tulo] oA S AEHE FA T th

L EA A

Devices(t] v} ©] 22) > Device Management(t] o] 2~ #2]) & A &8} a1 Add(57]) > Add Cluster (5
2FH F7hE Ay
Add Cluster Wizard(Z# 22F 57} vpHA) 7} ey o

1Y 23928 F7h byl

Add Cluster Wizard X
o Configuration 2 | Summary

4 Create a cluster for supported models. Note: For the Firepower 4100/9300, use the Add Device option.

Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*
172.16.0.50 10.10.10.0 /| 24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 10.10.10.1 1 0

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Node* Cluster Control Link IPv4 Address® Priority* Site ID

172.16.0.51 v 10.10.10.2 2 0 Remove

Add a data node

Aol EgfIo] dlgk Sel2H o5 % AT Fe2=H 715 AR FYTh
* Cluster Name(Z 2] 2~ E] ©]&)— 14} ~ 382} 2 ¥ ASCII #2491 t}.

* Cluster Key(Z 21 2=H 7])—12F ~ 632} = H ASCII - A2 Y U T} Cluster Key(Z 2] 2~E 7))+
d5s} 715 Aot Ul ARSEE U o] dE sk A A ol E B A E S v
dole d= Edfgdl 9&F& vAA o, g dnt gAEr dFSgdyt)
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Selz=d A4

A 3 Ao} o e the-2 A AT
« Node(lc =) — Z7]0] Ao] == & A}4-8F t]ulo] 22 A ¥ F1 T}, management center™= =& 2~
HE A48 uf o] =2 WA Fe]Agd Frlste g Ao] =7t ),

_—

i

T e olg gl Error(9.5) (@) oo o] AW ofo] B-& FH o] 74 £A
sholghuch 2ol 28 Y4S 25k BAE A A% e 2ol 2 Yy o
Fhok G o8 EW ok} gtk

% 3 A

Configuration Issues
Incompatible Smart License(s) - AnyConnect APEX
configured on node

@ node device deployment is pending.
Close

S0) #A % Sl At v X 95 A 9= VPN ghol s g AA S B F2 A
W7 AV Tluto] 2o % g o,

« Cluster Control Link Network(Z 2] 2~E Alo] ©§ 3 U/ E$] A) - IPvd A B Ul & 2 A3t} o] QI
El g o] 2~of = IPve7} Al E A] k5 Ut 24, 25, 26 == 27 A B U8 X A g o)

* Cluster Control Link(Z & =¥ Alo] ) - 2] 2F Alo] & Ao AFE3E 524 Qe o] 2~
+ EtherChannelS 1 & &4 T}

al F 2 Alo] H A Qe H o] 28] MTUE 7Y 2 dlo]E] e o] MTUK.t}
1008F0] E 1] 2 gho 2 A5 A gt 7] 4 0 2 MTUE 16004F0] E Tt
MTUE = 2| 2™ Devices(t] v}-o] 22) > Device Management(t] vlo] 2~ #+g]) >
Interfaces(Q1 E] #| o] =) H| o] X & 234 A Q..
S 2 Ao Ao dAH A9AE SukE () MTURE A8 oF it 19
A o el PAdol Ayt

2

o]
U

A=
Sl

Cluster Control Link IPv4 Address(E 2] 2~E] A|o] B 2 IPv4 F24) - ©] L
AUEHI] A HA FL22 s AFJUT At - T 2EF
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7 4 Data Nodes (Optional)(d o1 8 ==(X1 € AL&}))ol A Add adata node(tl ©] B == F7H & 29381
F 2 =EE F7H Y
o w2 22 2E A4S 9l Alo] mErk AESte] YA E AU RE =2 AT FT)
& syt 2 doly kol el vhE& A
* Node(*==) — 7} tlufo] A5 A e gy}

e = o] & ol Error(2-7) (@) obol o] EAH W olo)2& Ze)stel 74 EAE
Qﬂ%ﬁ?%ﬂiﬁﬁﬁ%%iﬂiwﬂgﬂéﬁﬂg%ﬂiﬂﬁﬁgiﬁﬂ
7hok gk,

Cluster Control Link IPv4 Address(Z2 & 2~E] Alo] A IPv4 F2) -0 B =& 2 o]
AUENTY v F2E s AU date A S2E FAEA78E 7 AdFUh
Priority($-A<91) — Alo] == A ES 93 o] =] $AENE AFFYTh 49 10
] 100744 1ttl 10] 7Hg =& % ﬁ%%%‘uﬂr.

Site|D(A}°] E I1D) — (FlexConfig 71°5) ©] :==9] Abo] E IDE 1~8 Abo] &2 ) H gt} gho] 0]
A AL E 7 Zel 2E o] Bl s Utk v @R 8} ALo| E o] 53}, S8 ~EH FE- 0
T B olF Y OW & MABEH7] 918 F7HA 1 ALel E 2 S8 2~ E] 9% 81 FlexConfig
7158 AFEEE ASol v A 7Hs gy T

@A 5 Continue(A14:)E 28 Uth Summary(£.9H)E A E&aL Save(A ) E S8 Y

tjuto] 2 > tfuto] 2 e s o] x|of] S| 2 o] Fo] FAFH U S A =EE B ST 2F
= S
a9 422 AE A
s 4
1:’?‘”“"?““"””“” Shon sy Firewall 3120 Threat Defense  7.1.0 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50
A WZZ 16? ?1 Shar Firewall 3120 Threat Defense  7.1.0 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51
A7) 5% 5] s = 29 ofol o] TAR L,
Y hErE 55
ftdcluster (2)
” Cluster
172.16.0.50(Control}] Snort 3
172.16.0.50
G‘\ 72.16.0.51 Snort 3
172.16.0.51
dd ofolZ& FH A AP S A E et FY A =B T 5S ZYHH T 4 35 Y T management
conter& 7} =27} S5 8 wjohoh Fel a8 52 A9 dulol =g
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Deploy Q Ge #* @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures | Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 35s

w76 el 2ol sl Edit() (4)& Festel tirbel 2w 44& 74 Fuict
o -Re] P Fe 2B sk obd FelsE WA 488 5 Ug]

A Ol ES WA F QAT AA Fel e A B0 2T HHF 5

R

7] 7 Devices(t] v}o] 22) > Device M anagement(t] vl o] 2~ 3+2]) > Cluster (£ 2] 2~ ) 3} ol A General(¥
W R Fel 2yl digk 71 e A4S A TR

I 6:Z 28 AA

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster ~ Device  Routing Interfaces Inline Sets
General 4 License 7 gk
Name: fdcluster Base: Yes
Transfer Packets: No Export-Controlled Features No
Status: Malware: Yes
Contro 17216050 Threat: Yes
Cluster Live Status: View URL Filtering: Yes
AnyConnect Apex: N/A
AnyConnect Plus: N/A
AnyConnect VPN Only: NIA
Security Engine Health
Intrusion Prevention Engine: Snort 3.0
Policy:
Applied Policies Ve Advanced Settings rd
Access Control Policy: Default AC Policy Application Bypass: No
Prefilter Policy: P — Bypass Threshold: 3000 ms
Object Group Search: Disabled
SSL Policy:
Interface Object Optimization: Disabled
DN Policy: Default DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

General (&1l G HolM v S 2HE 55 Fxsh A L.

* General (¥4¥H)> Name (°] &) - Edit(74) (#£)= ZY3lo] Fe]2H FA] o] &8 H 4
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Zo) 8 QA .

General
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status: View

19 Th5 Name(o] ) B =2 24 g
General (-]

Name: | ftdcluster

Transfer Packets:

Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

- General (2 W) > Cluster LiveStatus(Z 2] 2~ ¥ @}o] 2 A El)—View(:.7]) & 22 22 5} Cluster
Status(Z 2] 2~ AHH)) B3} S gy

General Fe
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status:

Cluster Status(Z ] 2~F 3 e]) th 3} A #Fol| A Reconcile All(EF Z24)& &
TES U AT T JFHH 2ol A S8 2H Alo] JAE pingd
2= Alo] & Aol A ping 3, 44 H| o] 4] &] Y &5 FFFH A L.

Secure Firewall 3100/4200-%- 2 2] 2~E] & .



B =000y

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> In Sync. 172.16.0.50 Control
> In Syne. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

* General (¥ "H) > Troubleshoot(-4l] 3 2) - 4] 3| 4 =15 A
2<E| CLIZ & 4 9&5 U S e 2~F 24 312

ag zEA 2

General

Name: ©
Transfer Packets:
Status:

Control:

Cluster Live Status:

Troubleshoot:

Refresh

Unit Name

172.16.0.50

172.16.0.51

PEE BEERES

’

clusterVFTD

Yes

4] 8 Devices(t] H}-©] 22) > Device Management(t] v} o] 2~ #+2]) > t]v}o]

q"" Uﬂvoﬂfﬂ ELE}*E}A 7} qu];HE /\qp,u }—, q_o M;q
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i Q,_ Enter node name

Chassis URL
N/A :
N/A :
= o =) 2=
st thr=d 4= 9lal 29
Q0 =z =]
& FxSAA L.

(e 2)9) ¢

& 43 5 g

SEEATCE
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ze26 44 [

SR EEREE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets.
172.16.050 B
General /3T System oc Health
Name: 172.16.0.50 Model: Cisco Secure Firewall 3120 Threat Defense Status: (]
Mode: Transparent Serial. FJZ2512139M Policy: Initial_Health_Policy 2021-10-30 01:21:29
Compliance Mode: None Time: 2021-12-2219:39:13 Excluded: None
TLS Crypto Acceleration: Enabled Time Zone: UTC (UTC+0:00)
Version 710
Device Configuration: Time Zone setting for Time based Rules: UTC (UTC+0:00)
Inventory: View
Management e Inventory Details e
Host: 172.16.0.50 CPUType: CPU Ryzen Zen 2 2800 MHz
Status: CPU Cores: 1 CPU (32 cores)
Memory: 34335 MB RAM
Storage: N/A
Chassis URL NA
Chassis Serial Number: NA
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

* General (25 > Name (©] &) - Edit(=3) (#£)S S8 5to] S| e 98 EA] o]5S ¥ H

o,

General @T

Name: 10.89.5.2

L
T

—_

Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone

TLS Crypto Acceleration: Enabled

717 thE Name(©] &) B=& 443
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General Q

Name: | 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

* Management(¥+2]) > Host(& 2= E)—t]ufo] 2~ Aol A 2] IP 45 WA k= 49 Al 4
& management centerol] & x| A| A oF U] E 9] 7.2] QH}O] 2ot AAT F UG U WA A S H|
24 85l al Management(#2]) F S ol A Host(E4E) 425 HH T U5 A4S thA] 43
.

Management @:3
Host: 10.89.5.20
Status: v

AE 0] 22 74
do] g <18 H o] ~E 2~ 3 EtherChannel = -4 &4 t}.

EEPNEY

B3
—

tlufo] 2 > tufo] ~ ] & A ¥atar e~ H A9 Edit(+3) (#HE FHFch

Interfaces(%1 Bl #l o] =) & S Fu ot

23 EtherChannel H|©] | Q1| d o] A& FA g}

a) EtherChannel 2 3}1} o] 714 U U}, EtherChannel -4 2] W88 FZ3H4] A1 L.
EtherChannel®l] 3}1} o] AFe] WlH ¢l E]# o] ~ & L3}t 4=
of 24 glerm® ey it fin Qe #lo]2nk gle
Foly of 2] Wi & A8 Zlo] FF U

o g
)

B3
w

t}. o] EtherChannel2 & ==

4
il R R e A s e Rl e e s

. Secure Firewall 3100/4200-8 2 2] ~~E &


management-center-device-config-74_chapter13.pdf#nameddest=unique_343

I Secure Firewall 3100/4200-8- 2 ] 2~E] &)

b) (%1¥ A}3H) EtherChannelell VLAN 8}9] ¢lE] s o] 22 A gt} o] A2}e] Unx] = &9 o1
A

o] 2o Ag&H Ut} 319 JAH I o] 2= F7HE FEFA A L.
¢) EtherChannel ¢1E] = o] 2o tha] Edit(54) (#£)S 3 Th
d) 8 BEQEA oA A BE Y B9 A9 Bl 5 AE o] Aol uhe) o] &,

P2 2 e RS A g

L Fel2E Alo] P2 AEH o] MTUZF dlo] E] 1 E ¥ o] 22 MTUR.T} 2 4 1001}0]
E o] =X ko Hlo|E QlEH| o] 2] MTUS & ofF &}z 2/ 7F A g Y o).
718A o 2 Fe)2~H Allo] W A MTUE 1600110l E Y th. B o] E] Q1 E] 3 0] 22 2] MTU
E 5ddd ¥vA S8 2H Ao g MTUE EdY T
e) EtherChannel®] % A ¢ MAC F242 243t} Advanced(11 ) S 28 8|4 e B MAC F

A o HHH. g4 o EMACTJ_g Ayt o 714 HE 168 E 162754 Yt}

ol & £°], MAC 54 00-0C-F1-42-4C-DE 000C.F142.4CDER ¢ 2 1 th. MAC T4l &= HE]
AREHES A= b gUh F, A&l X F A 16307+ Y = flayth

glrbo] MAC Favts A 5 Bz 514 mhl Al 2.

FARJAUEYT AA v‘f’: A& WA 8} 7] 913l Spanned EtherChannel®]] tf g+ MAC TaE TS
o guth 5 74 % S 283 A S, Al MAC =427 | A Al S 5284y
t}. MAC ?ig T3 3k ] %L FEf o A Al o] 7R & W7 8k 5 Al Al ‘rOT o A= <E
o] 28] 2| MAC F4E& AH&-stH, o] 2 I8 VIEY A7 A TdE = syt

N OK(EHel)E gtk o2 tlol B el so] 2o tlal 91 ¥l W),
w7 4 Save(4 ) E S P T

1] Deploy(-5) > Deployment(7-5) & o 3te] Tl tuto] o] 4 8& T58 5 gLt
MAMNGE PET ) Y5 A S

Ze 2 e B Y 4 T

Cluster (2 2=¥]) #| o] %] 9] Cluster Health Monitor Settings(Z & 2~ A Hl ZYUHH HAA) A4
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Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

= a7y
A ZF 23}
B AIZE L2 A AE A E Fel5h] Y& A mro A= U E 2o g
3t o] 2~ Alo] A A FFEHE HAIAE BT =7} 7)o
=9 FFEHE WA X & 7] AIZE ol 218HA] &S A, @l
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A =7 A E mEQIA B S AE o ArfetA o w2t

Ay,

8] 2 off Z 2] Al o] A Snort ¥ disk-full ZZ A~ HUHE o 55 A Y
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A1 Devices(t] HFo] ) > Device Management(t] BFo] = #2]) () A el gt}

dA2 AT FesE Ao Edit(FA) (HS ST
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@73 Cluster(2 21 2H)E 29 3d4th

W7 4 Cluster Health Monitor Settings(2 2] 2~E 48] U EE A A) A Ao A Edit(54) (#£)S 284
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Edit Cluster Health Monitor Settings X

Health Check @)
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

EE2A W7 AHE: BlolE QB s o] 2 F Ei A, wmE i 2917 0] Qe o] 2 245
e u| A B, b 2910 S F7beke] VS E= vPC PA)o] A S A5 A 28 G e AL 7S
H] 24 55} o 24 Sl Q1B o] 2ol T Qs o] 2 BB e ul A Bhalof Gk, EER
A 7o) s T T W7 Aol WE s sk By s W Al a8 gE AL ) W R e Y s
= Qe ol 28 tha) BB S gyt

BA6  WF A7 QIR A o] 2 k2 AZRS T,

[e]

« B AP SEER|E A E) WA A] Aol o] AIZFE A A Sk B ARFS 0.3% A 45% AL
o] ATk 7 Ef2 32 A

» Interface Debounce Time($1 €] 7| o] 2~ t] v}~ A 7H)—T] vl 22 Al 7HS-300~90002 2] % ¥ 9]
o Al AT 7] &3k 500ms P U T, ghol S QB Hlo] 2~ O F §HX & U W2 A ¢
ek 4= AFU Tk tuke 2 AIEE B BHA A @ '] Ve Ad o] SR U Qe o] &~
el Q) ETF BAEE A , QIE o] 28 AW & E AL =T S 2H o A A A 7
Aol e A E ] e 22 S 7Y 7Hs S A 7he dHl R A=
EtherChannel @] 74 $-(oll: 2~ 9] %] ThA] & =% W += EtherChannelol| A 2~ 9] %] 244 315, T v}~
A 2bol T 200] thit 2ol A8 wEo} TE WEY A o W3kt o] fuo 2 e o] 27f
Y 2E mEO A Ae Ao FAHE AS WA = dFUTh

AT LR AR AR ol AFs ThA] 37F S A A e sy Tk
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228 e 2ueg 44 74 [l
a9 1275 AAE A A
v Auto-Rejoin Settings
Cluster Interface
Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).
Data Interface
Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).
System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

Cluster |nterface(%€13:Eﬂ ?_]H Tlﬂ 0] ./:), Datalnterface(tﬂ O] E1 ?_]H “Tﬂ O] -/:) = System(’\]i%‘)"ﬂ EH
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©7 1 Devices(t] o] 22) > Device Management(t] vko] 2~ #2])& M elala S 2~Ho e F7H(HE &

28} 3L Add Nodes(*== F7h & A8 9.
a8 14 == 57}

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

Manage Cluster Wizard(Z & 228 32| vpHANZF Yebd Y o}

@A 2 Node(*==) H 7ol A tjrto] ~& A stal Yok 45 IP 74, 49 ¥ Site ID(AF] E ID)E &=

AE e,

a9 15: 22 2=F vpHAL #E

Manage Cluster Wizard
o Configuration 2 | Summary

Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Add a data node

9 3 =2 F71sle W Add data node(tl o] 8 == F7HE Z¢ 3t

Node* Cluster Control Link Network*
172.16.0.50 e 10.10.10.0 {24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 v 10.10.10.1 1
Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.51 W 10.10.10.2 2 0
Node* Cluster Contral Link IPv4 Address* Priority* Site ID
|Type device name ‘ | 10.10.10.3 ‘ ‘ 3 | | 0 Remove
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ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50

B‘\?Z.'I 6.0.51 Snort3
172.16.0.51 - T

=
o4 ofo]

2o 2Ystn 44S Aeste] 2o 2H wE BES HUHY T 5 A&

Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures Filter
Cluster

Cluster configuration is being enabled on data node 172.16.0.51 7s
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Disable Node Clustering
Break Node

Delete
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Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files
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Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

MNo Yes
Y ool 2L 2w 4} Helste] Fe A wm RelE RUHI S S druth

S AH 2

Se2HE RS BE RS 5 9Y tule] 22 WA T & dguth Alo] mr i Qe o)~
W owok 4 A TS Ak e, delE et Y TS A%y

EEPNRY

LEE X2Ast] BE &9 2~H =E=7} management centeroll A 2] ¥ i1 Q) =] SRt S~
B = 274, 35 o] A o] g2 FEeHAQ.

Devices(t] H}-0] 2+) > Device Management(t] Bl o] = ¥12]) & A glsla 28] 2~ gia) 7} (HE 2
2] 5} a1 Break Cluster (Z2] 4~ E £2)E A& g

ad 19: 28 2H £

s 3

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Revert Upgrade
Delete

Health Monitor

Troubleshoot Files

W3 FelaEE Rejeeh 2R e EAHT Yexol)E 2,
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Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

Mo Yes
o ool 2 & F a2l S MElsle] e~ FelE RUHY L S AgU

= THISIAY 4] B48 98] A d oz weE v &8s 4= 5 Ut o] dafks =
= 2o 2 nEA3lslr] 9 6LO] ™ management center U] H}o] 2 &0 ==& {-X] )| of 3]
o} =7 H) g A7 HE RE dlolE QB Ho] ~7F e gLt

H) &4 3}3) ] = - ol 8l Devices(t] Hl-©] 22) > Device Management(t) Hl-o] 2 #He]) S A &4 3} a1

Break Node
Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files
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7 1 Devices(t] H}o] 22) > Device Management(T] Hlo] 2~ #2]) > 37} ($)> Cluster Live Status(Z2] ~E] 2}
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Cluster Status

Overall Status: [&l Cluster has all nodes in sync

Secure Firewall 3100/4200-8

Ze269 |

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

A 2 Ao G5lo] = -l s 371 (i) Change Roleto Control(&] &5 Alo] & W 7)<
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A 1 Devices(t] Hlo] 2+) > Device Management(T) H}o] 2~ ))& M el st Ze] ~Eld] t&) 27} (HE =
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Add Nodes
Break Nodes

uster Live Status
Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

Manage Cluster Wizard(Z & 28 2] vpHANZF YeEbd Y o}
@A 2 Sej2E TS dulolEd T

1% 24: 2] 2~ ¥ v AL B

Manage Cluster Wizard X
o Configuration 2 | Summary

4 Editing the cluster bootstrap configuration results in disabling clustering temporarily. This operation may result in traffic disruption, and you should perform bootstrap changes during the
maintenance window.

Cluster Name*

ftd_cluster

Cluster Key

Cluster-level changes

Control Node
You can form the cluster with just the control node to reduce formation time.
Node* Cluster Control Link Network*
172.16.0.51 v 110.10.10.0 | /| 24 (254 addresses) - |

Cluster Gontrol Link*

Ethernet1/7 Ml 1010102

I0E |

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address* Priority* Site ID

172.16.0.50 v

Node-level changes

222~ E Ao} 3 37} EtherChannel?] 7 $- 18] #| o] 2~ =5 v}-8- w47 Foll o= Edit(73) (£H)S F
galo] Qe F o]~ WA 2 LACP AL HA 3 = &)
e~

o7 3 Continug(A14)E 23t} Summary(£.°H)E 7

S 2E ke S50 A 9stA tjulo] 2ol A management center®ll t3l 28] 2H WA S Al 2
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Secure Firewall 3100/4200-%- 2 2] 2~E] & .



Secure Firewall 3100/42008 221 ~6 % |

ltl
)
[>
o
b
Iy
N
o

SR A

A1 2]~ ol i3l Devices(t] HFo] 2+) > Device Management(T] H}o] 2 #a]) F7} (HE A &3k oS
Cluster Live Status(Z 2] 2~ F to]| B A E))E A 8 81o] Cluster Status(Z 21 2~ 78] t 8} A& ¢
Y},

¥ 25: 22 2 gho] B A E

E
Add Nodes
Break Nodes
Edit Configuration
Break Cluster
Revert Upgrade
Delete
Health Monitor

Troubleshoot Files

WA 2 Reconcile All(F %4)S S8 3

1Y 26 5 %A
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ S | Q, Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E
> In Sync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021
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o] Ax}tol| = = F slitol] tsk CLI A A7} 2 e 3}
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Devices(t] H}-©] 22) > Device Management(t] Hl-o] 2~ #e])E A &l5}al Fe] ~F B =27 F7} ()
£ 22513 Delete(2HA) S A gt

9 27: 2 2F B k5 2

Disable Node Clustering
Break Node

Packet Tracer

Packet Capture

Health Monitor
Troubleshoot Files

A2 FelaE B mEE At TEZEVL A H Y Yes(el)E ZE FTh
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>

a) 9 ZF#2E =9 CLIY| 123}l configure manager add ™ = 2
centerS 2] ®H Ut} CLION A Threat Defense #2] Q1 Ej o] ~ <=
b) Devices(t] H}o] 22) > Device Management(t] B}o] 2~ 3#a]) & A g
7hE S84t
Ze] 2 =T F syt Uufo] A8 Z=7kehA U ] S 2F wr v 7 AE g
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management center2} threat defense CLIGI A S8 2~HE ZYHHE = lHFH

« Cluster Status(Z 2] 2~E] A8t 3} 42+ Devices(t] HFo] 22) > Device Management > 57} (§)
o}o] & FE = Devices(t] vlo] =) > Device M anagement(t] B0 2~ #+2]) > Cluster (F 2] 22 ) ¥ ©]
A > General(d W) % 9 > Cluster Live Status(E 2 2~F o] B AgH]) & Zol| A Al F-g Ytk

1% 28: 22 2~F] )
Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2) Refresh Q. Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021
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19 29: w5 Q9

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

19 30 V)=

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

PN (ﬂ‘)>Tasks(1“{j) Ho] A & o] &3t}
Tasks(#Hd) Hlol A= 2t m= S5 tigk S22 55 Ao Qo] EE o
« Devices(t] H}-©] 22) > Device M anagement(t] H}o] 2= 32]) > cluster_name.
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FAHU,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resource usage | service-policy | traffic | xlate count}
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A Z gl gk IAAE dolE e U2 A BE ¥ show cluster ™8 & S A3t}

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |
transport { asp | cp}]

2] 2~E A XS 1] show cluster info 8 8-S A&t}
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Cluster Status
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Overall Status: [&l Cluster has all nodes in sync

Nodes details (2)

Status
> InSync.
> InSync.

Dated: 11:52:26 | 20 Dec 2021

gA 2 =

1% 32: CCL Ping

Cluster Status

F shte B9t

Q, Enter node name

Refresh ‘

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3)

Status

Device Name Unit Name Chassis URL
172.16.0.50 Control 172.16.0.50 N/A E
172.16.0.51 172.16.0.51 N/A E
. o -
CCL Pings 934t}
(7]
I Refresh l l Reconcile All l | Q. Enter node name
Device Name Unit Name Chassis URL

[ Summary H History I

ping 10.10.3.2 size 1654

Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

»  Clustering is disabled

Dated: 18:38:41 | 01 Mar 2023

N/A :

Close

10.10.43.22 10.10.43.22
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