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virtual instance o instance joined cluster a"ﬂtz "::rg:; e .ﬁtsé:% g:[ﬁ:
S
Management Féiﬁif:s{
Center Nade
A5 &4 o
(1) 24 31E AWSol| T & Day0 14 A
S
2 AWS & Threat Defense Virtual Q1 2~¥1 2~& 75§ o},
3 AWS & Aidzof A Ho]2E AZ T
4 AWS & =E7F S 2E ol 21E A=A Sl
5 AWS & 7 715 5 GLLBE A vk TWLBO thd 15+
AA G
6 AWS & Hlo e QIEf o] = IPE AF-E-3ho] td “Liol IAH =S
FEFUG
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i)
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ofgfoll Al ¥ &322 GitHuboll A AFE-3 = lsHth. vzl g2 |2 5lol Alea v 7/
k<l o]

o] &, 713k, 5189 R A S Sl ol 5 AsFU T
« infrastructure.yaml — 12 2} 758 Q1 E3 JYth

« deploy ngfw cluster.yaml — S 2] ~H F+%& gl Z3 4y},

4

Fau FY2EH =5E 5] Aol A9E = AWS 2" A {3 558 FRISHAA L. o] HE2
deploy_ngfw_cluster.yaml &) =2 2] InstanceType "l 7] ' 5=of] 3] &% = gk oF&loll A 2H-& 4= 55Ut

CloudFormation Bl =3l S A}-83}o] AWSO| A ~8 - =

A}F-8-2F 21 %4 ¥ CloudFormation Bl & 3 & AF-8-3Fo] AWSO| ~8-S G535t

A2 sk7] ol
* Python 3°] A %] ¥ Linux 7757} 2 8.3t

« &2 2~¥] 7} management center®l] A}5 55 5 =5 5} ™ REST APIE AF-8-& = 91 += management
centerol] th st #2] A3lo] 9= AFEAE AA &) oF Y ). Cisco Secure Firewall Management
Center ¥2] 7Fo]| =& FE3H4 A Q..

* Configuration.JSON©I| A 2] 7 g+ 7 2 o] o] &3} A X|5}= N A2 A F S management centerdl]
7H ok
ZRAA

github 2] Z 2| £ 2] & A 3+ U} https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/aw 7}3 Al 2

b) Z 7H A5 AR5l Infrastructureyaml 2 deploy_ngfw_cluster.yaml-2 =% gt o}

) 7| A= cloud-cluster|ng/ftdv-cluster/lambda—python-flIes/Conflguratlon.] sons A4 Y

&
ftl
m\u
m}tl
in)
10 =

*

o
AR

el

2
s

o3 2ot

=

—

"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv50",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
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CloudFormation %1% 21 & A}-8-51c] AWS<l A4 =& % [

« fmcIpforDeviceReg A %S DONTRESOLVE = A gF 4 T},

* fmcAccessPolicyName- management center2] Al 2~ 7 2 1} & %] &l o g1 T},

e

A FTDv5 % FTDv10 Al 52 A 9 ¥ #] &5yt

ox

o g

U&”J

23 <=ol] = <= Python 2}o] B8] 2] & A &3} 7] 913l cluster_layer.zipo] 2= L S A
=

Python 3.97} A X] ¥ Ubuntu 18.042} 72 Linux 27 ol A] cluster layer.zip 3} S AY
e

o2 A 2T HEES A 83} cluster layer.zip= A4 F T}

o,

[oig
=

ojy

o
T A

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install pycryptodome==3.17.0

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install cffi==1.15.1

pip3 install zipp==3.1.0

pip3 install importlib-metadata==1.6.0

echo "Copy from ./layer directory to ./python\n"
mkdir -p ./python/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r cluster layer.zip ./python

deactivate

A3} cluster_layer.zip 3} < lambda python files EK‘] o AR T},
cluster_manager.zip 2 cluster_lifecyclezip 314 & A A gt

make.py 392 A H g A E] ] 5T o] € A5 python 3+ S Zip
i ol HARE U U

python3 make.py build

“
e
tt
2
Hv
o
K

Infrastructureyaml-& 7-53kal 28 28 5o g &9 3-& 7| 53 th

a)
b)
c)

d)
e)

AWS £ 0] A CloudFormation o2 ©]53}¢] Create stack(2= ¥} 2§ 4)< &2 gt} With new
resources (standard)(A] 2] &2 F3H(FEF))S Ay}

Upload a templatefile(8 &3 9}Y ¢ 2 =) A8} Choosefile(3td A 8)S 83 3 o4t
Z 1o A Infrastructureyaml< 41 & gt}

Next(Ch2) & 2838t 2 AW E AT}

Next(t}<), Create stack (2= 8 A A)S 2bd| = 22 &t}

T-=o] ¢k5 =W Outputs(Z3) = ©] 53+ S3 BucketNames 21 3 o,

5
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7] 3 cluster_layer.zip, cluster_lifecycle.zip 2
7ol =g

-

=)

p=N
=

Outputs (16)

Q

AZ
ApplInstanceSGIid

ApplicationSubnetlds

BucketName

BucketUrl

CCLSubnetid

EIPforNATgw

FmclnstanceSGID

IninterfaceSGId

InsideSubnetlds

InstanceSGId

LambdaSecurityGroupld

LambdaSubnetlds

MgmtSubnetlds
UseGWLB

VpcName

Value

me-south-1a
sg-02b07af19c3e746d9

subnet-03217efc6049e5fee

neo-cls-infra-s3bucketcluster-13pgzkjjrx66

http://neo-cls-infra-s3bucketcluster-13pgzkjjrx66.s3-
website.me-south-1.amazonaws.com

subnet-Ocaf6c4801922d8b1

15.184.208.231

sg-0a0d3797b04370aa3

sg-0522ebe5ach8a2827

subnet-056fdc9fe5389bf88

sg-Obe5b62647eb53dec

sg-0347d191d724b2574

subnet-0989fbaeb522a906¢,subnet-
0c7a%b649d506f930

subnet-08c386d4b06890532
Yes

vpc-0d94d3eaaalf1354d

2] Z2}-9-= o) A Threat Defense Virtual 2] ~E] &
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Description

Availability zone
Security Group ID for Application Instances

Application subnet ID

Name of the sample Amazon S3 bucket
with Private Static Web hosting
Configuration

URL of S3 Bucket Static Website

CCL subnet ID

EIP reserved for NAT GW

Security Group ID for FMC if user would like
to launch in this VPC itself

Security Group ID for Instances Inside
Interface

Inside subnet ID

Security Group ID for Instances
Management Interface

Security Group ID for Lambda Functions

List of lambda subnet IDs (comma
seperated)

Mangement subnet ID
Use Gateway Load Balancer

Name of the VPC created

Export name

cluster_manager.zip<- Infrastructure.yamlol| A 2§ 4 gk

S3 H
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CloudFormation %1% 21 & A}-8-51c] AWS<l A4 =& % [

9 3:83W %

neo-cls-infra-s3bucketcluster-13pgzkjjrx66 .

Objects Properties Permissions Metrics Management Access Points

Objects (3)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll

need to explicitly grant them permissions. Learn more [/}

@© Copy S3 URI Copy URL M Download Open [4 Actions V¥ Create folder

[ Upload

Q

Name Last modified Storage class v
D cluster_layer.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard
[ cluster_lifecycle.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

@ cluster_manager.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

7] 4 deploy_ngfw_cluster.yaml< -3 o},

a)

b)

¢)
d)

CloudFormation= ©] 53}l Create stack(Z= 8 A 4J)S &3 Yt} With new resources
(standard)(M & &= EIHEF)E A}

Upload a templatefile(8 =3 3} ¢} 2 =)S X813}l Choosefile(3td A &)S 83 & o4t
Z 1o A deploy_ngfw_cluster.yaml2 A &) gt}

Next(ths) & E93ta 2+ AR E AP

Next(t}2), Create stack(~ 8] A 4)S xHd| = 28 g},

Lambda % X 2 A 2~ 2] Y X5 32| 3} threat defense virtuali= management centerol] A5
o8 FEHY

o
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Resources (19)

Q

Logical ID

AsmanagerTopic
ClusterManager
ClusterManagerLogGrp
ClusterManagerSNS1
ClusterManagerSNS1Permission

FTDVGroup

FTDvLaunchTemplate
InstanceEvent
InstanceEventinvokeLambdaPermission
Lambdalayer

LambdaP

LambdaRole

LifeCycleEvent
LifeCycleEventinvokeLambdaPermission
LifeCycleLambda
LifeCycleLambdaLogGrp

awlb

Physical ID

-south-1:79766 1-1-autoscale-manager-topic [4
s-1-1-manager-lambda [
ambda/n -1-1-manay

amn:aws:snsime-south-1:797661843114:neo-cls-1-1-autoscale-manager-topic:ae9962ae-de5a-4274-afa1-b38fb815eedc

neo-cls-stack-ClusterManagerSNS1Permission-1QUGC6QPBYAMM

1t-073774bage52a7e70 [4

1-1-notify-instance-event [

neo-cls-stack-InstanceEventinvokeLambdaPermission-1HIW8J9L3S6E2

arn:aws:ambda:me-south-1:797661843114:layer:neo-cls-1-1-lambda-layer:1
neo-c-Lamb-JNZAR9J36KYQ
5-1-1-Role [3
-1-lifecycle-action [4
neo-cls-stack-LifeCycleEventinvokeLambdaPermission-7036X3FAVFF7
-1-lifecycle-lambda [5
lambda/neo-cls-1-1-lfe

amn:aws:elasticloadbalancing:me-south-1:797661843114:l0adbalancer/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5

Type

AWS::SNS:Topic
AWS::Lambdaz:Function

AWS:Logs:LogGroup

calingGroup

AWS:EC2::LaunchTempl
ate

AWS:Events:Rule

AWS::Lambda::Permissio
n

AWS:Lambda:LayerVers
ion

1AM:Policy

AWS::Lambda::Permissio
n

AWS::Lambda::Function

AWS:Logs:LogGroup

AWS: ElasticLoadBalanci
ngV2:LoadBalancer

2-9-= 9] A Threat Defense Virtual 2] =12 |

Status

(© CREATE_COMPLETE
@ CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
@ CREATE_COMPLETE

© CREATE_COMPLETE

(© CREATE_COMPLETE
(© CREATE_COMPLETE
© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE

(© CREATE_COMPLETE

listener arn:aws:elasticloadbalancing:me-south-1:797661843114:listener/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5/fF58Ff3f92fcd13 “V‘(/S”Ela;“‘"‘“"“‘a"" © CREATE_COMPLETE
ngV2:Listener

tg arn:aws:elasticloadbalancing:me-south-1:797661843114:targetgroup/neo-cls-1-1-GWLB-tg/009149395247£c955 Rt L b © CREATE_COMPLETE
ngV2:TargetGroup

GA 5 == = 3k}ol] & 1¢138} L show cluster info ™ 8 S AF&3te] S8 A8 55 gl ).

Details Activity Automatic scaling Instance management Monitoring Instance refresh

Instances (2) (@] Actions ¥

Q > @

] Instance ID Lifecycle Instance ty... Vv Weighted capacity v unch template/configuration v

[ ] i-0a8a98d3bda571dc9 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [4 |\

] i-0f6c3f8ea3ba2b044 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [ | !
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1% 6: show cluster info

Copyright 2084—2022, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.13.0 (build 198)
Cisco Firepower Threat Defense for AWS v7.3.8 (build 69)

[>
>
[> show cluster info
Cluster res—cluster: On
Interface mode: individual
Cluster Member Limit : 16
This is "123" in state CONTROL_NODE
1D a
Version 92.19(1)
Serial No.: 9AWDHS75AGV
CcCL IP 1.1.1.123
CCL MAC @642 .3261.alde
Module : NGFWv
Resource : 4 cores / 7680 MB RAM
Last join : ©5:58:46 UTC May 18 223
Last leave: N/A
Other members in the cluster:
Unit "288" in state DATA_NODE
ID g ik
Version : 9.19(1)
Serial No.: 9AX@2RCE9INM
CCL IP : 1.1.1.288
CCL MAC : B687.abhed 4442
Module : NGFwv
Resource : 4 cores / 7680 MB RAM
Last join : 85:5@:47 UTC May 18 2823
Last leave: N/A

AWSol| A =5 o 2 F A 75

Y AHE FEoE 755 W Day 0 78 = H| 8L ZF ==& 53 U5 management center
o Alo] ==& F7HEYTh

AWSol tH 3+ Day0 4 A4

AWSel t gk 114 -4 © = Day0 -4 A

-~

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",

o
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B Awsol s 2184 48 742 218 5ol Dayd 4 A A

[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"

}
o3

5]

A} dll= vt EE U o

"AdminPassword": "Sup3rnatural",

"Hostname": "ciscoftdv",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {

"CclSubnetRange": "10.10.55.4 10.10.55.30", //mandatory user input
"ClusterGroupName": "ftdv-cluster", //mandatory user input
"Geneve": "Yes",

"HealthProbePort": "7777"

Fn 9] e BAete] 2o

ot
rr

-5l

s

IR A2 A3 & g oll A Al A sl oF gy ot

CclSubnetRange ¥ 50l xxx4oll A Al &= 1P T4 WY S A AU S8 2> 167)] o] 42
ALE 7S SHIP =47t A=A AU Al 2H(ip address start) B F R (ip address end) IP T4

o] B 714 o &= ool voh AL,

H 2D S5 IPF2e o

CIDR A ZHIP 52 FRIPFL
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

AWSel| th g AF-8-AF 2] -4 & AFE-5ko] Day0 - 873

W& ALgtel AA FesE PESEY T4

o
o
JT
et
=
%0,
]
i
ui

-~

"AdminPassword": "password",

=)
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"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"run_config":

}

Aol Edlo] =M A o

AWSC) o) & AF8A 21 74 Abestel Dayo 8 4 [l

[comma separated threat defense configuration]

t}2 oo A= U-turn E 22 -8 Geneve QIE]H| o] 2~ 17] 2 Fe] ~F A|o] & VXLAN S E] H o]

21707 Y=

s ok g v,

"AdminPassword": "Sam&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

Aol Edle] 2=l o] that A4S AU A FA1E #2 =5 A

"cluster interface-mode individual force",

"interface TenGigabitEthernet0/0",

"nameif geneve-vtep-ifc",
"ip address dhcp",
"no shutdown",

"interface TenGigabitEthernet0/1",

"nve-only cluster",
"nameif ccl_link",
"ip address dhcp",
"no shutdown",
"interface vnil",

"description Clustering Interface",

"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy single-arm",

"nameif uturn-ifc",

"vtep-nve 2",

"object network ccl link",
"range 10.1.90.4 10.1.90.19",

"object-group network cluster group",

"network-object object ccl link",
"nve 2",
"encapsulation geneve",

"source-interface geneve-vtep-ifc'

"nve 1",

"encapsulation vxlan",
"source-interface ccl_link",
"peer-group cluster group",
"jumbo-frame reservation",
"mtu geneve-vtep-ifc 1806",
"mtu ccl link 1960",

"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.

"priority 1",
"enable",
"aaa authentication listener http

v
’

1 255.255.255.0",

geneve-vtep-ifc port 7777"

o
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CCL A B.Y o] 49- CCL A B4l CIDRO A o eF=l IP FaE AP FAE AT
QA A= $19] 20 A AL TR P T4 o & st A
AWS A e 8¢l 74 ©] 7 $- o] 7] o) 4] A A 3+ aaa authentication listener http £ E S *| 4 3f of g
=3

[©)
..

A

H] 7] 2= B A of

0 do = e, i 2 o ol o] 27 A=
€] #lo] 3 34 VXLAN Q€] 3| o] ~2 A ) #A

"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface ManagementO/0",
"management-only",

"nameif management",

"ip address dhcp"

"interface GigabitEthernet0/0",

"no shutdown",

"nameif outside"

"ip address dhcp"

"interface GigabitEthernet0/1",

"no shutdown",

"nameif inside"

"ip address dhcp"

"interface GigabitEthernet0/2",

"nve-only cluster",

"nameif ccl link",

"ip address dhcp"

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"jumbo-frame reservation"

"mtu ccl link 1654",

"object network ccl link",

"range 10.1.90.4 10.1.90.19", //mandatory user input
"object-group network cluster group",
"network-object object ccl link",

"nve 1",

"encapsulation vxlan"

"source-interface ccl link",

"peer-group cluster group"

"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable"

=)
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on AWS(AWS®l| A Threat Defense Virtual 7-5)& %3l

AR o] F7h e RS 19AE gy
Threat Defense Virtual =<1 4] show cluster info ™ & &
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html
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AWSol| 5] GWLB=- A}-8-3}+ Secure Firewall Threat Defense Virtual =] =
HES s g dd ey +4

AWS 2] Threat Defense Virtual 2 2] 22H &2 GFLB(A o] E gl o] 2= WM X)) E AFE-8Lo] HALE 93]
HEYZ Ao #38S At AAH Threat Defense Virtual .= =2 A &3t} GWLBE thAt
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HolEZ Fd W& &83r]
AWSO©l| A= AWS ELB(Elastic Load Balancing) API 5= AWS 245 Sa A dld on S 74
T AHFYTH

=]

i

.&

=)
E

GWLB7} SSH, SCP, CURL 52
eH7FIASH EF S A
2 EYY F29-9 guay
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aws elbv2 modify-target-group-attributes \
--target-group-arn arn:aws:elasticloadbalancing: /my-targets/73e2d6bc24d8a067 \

--attributes \
Key=target failover.on unhealthy, Value=rebalance[no rebalance] \
Key=target failover.on deregistration, Value=rebalance[no rebalance]
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Internet

Inbound flow uses public IP of

Gateway Load public load balancer.

Balancer

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.
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Outbound flow leaves the
internal server.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to the
internet by the public load
balancer.
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Network: any-ipvé4

Interface: vxlan_ tunnel

Leaked from Virtual Router: Global
Gateway: vxlan_ tunnel gw
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Metric: 2
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster.json
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
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"
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1% 10: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : cores / 28160 MB RAM
Last join : :13:24 UTC Sep 5 2022
Last leave: N/A

Azure X" ol A Function ¢§& 23 3}4] =7 2~F & Management Center®l] 55 31 T},
23 5o 919 ALg-5hA) ek oW Add(37}) > Device(t] HFo] 22)(Add(3 7} > Cluster (2 ] 2=

H)7} 0}‘]3])-5 AF-8-3F4] management centerol] 274 Ao ==& 55T 5 JFYTh L
WA FHAH =B Ao SEP YT

Deployment Center (-3 Al E]) > FTPS credentialS(FTPS A4 5 ) > User scope(AH-&-#F 5 91) >
Configure Username and Password(A}-8-7F o] & 2 H|HH S 74) 5 293 t5 Save(A )& 29
Esieg

27 gr g A oh5 curl H 7S A d35k] Cluster Function.zip 3+ S Function o] 2 =34t}
curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

Fa curl 3 A& ks o 2 2(2-38)0l 28 F AsFUTh
47k 5 Aol AR =gk §47E AR 1 2284 A4 9 outqueues A 1E B 5 Qg
U t}. Management Center®l] t] $F t]n}o] 2~ 5=Fo] Al 2 LT},
AN | Ia= =]
gwlban -function-app | Functions
len App

FswoCnda |« 4 Geste 0 fefresh

o Overvienr Ak Your aps is curmently In read only mode because you are nimring from a package file. To make ary dhanges upeate the contant in your 2 file and WEBSITE_RUN_FROM_PACKAGE apa setfing

B Adivity log

A Aecess contrel (1AM)
i Access control (1AM) * Filter by name.

@ Tags
¥ Diagnose and soive problems ] Name © Trigger T4 Status Ty
Q0 Microsoft Defender for Cloud [ cluster-function Quaue Enatiad

Events [preview)

Functions

fi| Functions
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Azure Resource Manager %3 31 S 53] GWLBE A}-8-31¢] Azureol| A S8 ~H 1% .

% 12: 5

rm gwlbanbdx5mqdvkpees | Queues 2

Storage account

£ Search (Cmd+/) \ « ~+ Queue () Refresh

= Overview

JO Search queues by prefix

B Activity log

@ Tags

Queue urd

[ outqueve
£ Diagnose and solve problems

] resourceactionsuccessqueue http: d
Ao Access Control (IAM)

@ Data migration
Events.

S Storage browser

Data storage
= Containers
i File shares

™ Queues

719 13: Outqueue

[ outqueue - X

Queue

O Search (Cmd+/) \ « () Refresh -+ Add message [i] Dequeue message X Clear queue

7 Overview Authentication method: Access key (Switch to Azure AD User Account)

Diagnose and solve problems
& bieg i P search to filter items.

fa Access Control (IAM)

1d Message text Insertion time Expiration time Dequeue count
Settings Event thread: f605983a-97ad-444-9222-beebTc09ab0
Action: i
Access policy €d054b12-239b-4aSe... Operation: Micr 8/2/2022, 9:54:56 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:48:21 28947772
@ Metadata Started function execution

Event thread: f6b5983a-97ad-44%4-9a2a-beeb7c0%ab0
Data: Instances Description

Instance 1D in scale set: 0
Name: sumisnib-vmss_0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance 1D in scale set: 2
Name: sumisnlb-vmss_2
Status: VM running
c54339e-1318-4ac2..  Public management IP: & - 8/2/2022, 9:55:08 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance 1D in scale set: 3
Name: sumisnib-vmss_3
Status: VM running
Public management IP:
Private management IP: 10.55.1.7
Instance D in scale set: 4
Name: sumisnib-vmss_4
Status: VM running
Public management IP: 4 4
Private management IP: 10.55.1.8
Event thread: f6b5983a-97ad-44f4-9aaa-bbeeb7c09ab0
82166a71-de7e-477.. ol FTD index 0 8/2/2022, 955:16 AM 8/9/2022, 9:55:16 AM 0
Event thread: f6b5983a-97ad-44f4-9222-beeb7c09ab0
Data: Cluster Info
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1 2 Modify azure_fidv
Download _nib_cluster.json and azure Upload
Local Host templates and ———» _fidv_nlb_cluster CIusTcrfF.unc:non
files from GitHub _paramelers.json with Zip fils
. required parameters to Function app
| !
' 8
3 Creat 4 5 _ 7 )
Azure Cloud Rn_asnurriaémup. Eues?fnvﬁ ?:Sgﬁi: Usetgl::;r;?zrapp Create
Vmual_l::lg[wmk " Template T~  detals cluster with Cre:;:ials
add Subnets management canter
6
Cluster Node V;E:t::re
Deployment
N2 A
1) 2 S1E GitHuboll A ®1&21 3 5} & thg 2 =3yt
A
(2) 24 SAE L w75 AL-8-31o] azure ftdv_nlb_clusterjson 2
N i -
— azure ftdv_nlb_cluster_parametersjsons- <=4 1 t}.
3 Azure Cloud YAhs a5, 7PF U EY A, AR S AT
2 Azure Cloud A A BERL TEFU T
E Azure Cloud Q2’2 A FBE TP
(6) Y 2E == 2 2H 5SS ERJIF Y
Wy
7 Azure Cloud Function $§-& A}-8-3}o] 2 2] 2~¥ & Management Center®]|
EE g,
. Azure Cloud FTPS A7 51 & A4 vl
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)
45 7%
U2 54 ol = NLBE AH-8-319] Azure©l| A] Threat Defense Virtual 8] ~H & 5 02 153+
2= 2 97h et glginy,

=

£2] Z¢}9-= o) A Threat Defense Virtual =] ~E] % .



¥ &) F2-9-= 9] 4 Threat Defense Virtual 52|12 |

[
ol
i}
)

. Create a VMSS 2 3 4
reate Add day 0 )
from the ) Update scaling
Azure Cloud ) — AMtachinterfaces . configurationin ——
. Market place customData field instance count
image
Management
Center
A 3 oA
1) 24 TAE Marketplace ©] 7| #] ol 5] VMSSE A4 3Hu o}
N
(2) A ZAE Qe Fo] 28 AAF YT
'é\-, 24 T2E customData Z =9l Day 0 14 2 57} o},
it
(2) 2A FTAE g A’ A 5 o] Eg
N/
(5) 2HI1E NLBE /44 fHth
6 Management Center Ao == Z Frhe )
H = 2]
=22 A
olgffoll A& ¥1E 22 GitHubol A AFE-3E = QL5 U o v 7/l = ghe §lE 2o A g5 v 7

o1 L ghe Fol ol & s UTh

e azure_ftdv nlb_cluster parameters.json — NLBE- A}-8-3}+= Threat Defense Virtual 2 2 2~E ol tf] gk
MRS Qs B

e azure_ftdv nlb_cluster.json — NLBE A}-& 3} Threat Defense Virtual 22 ~E & F53}7] 9
B3z g
a2 A

+ =2 2~F 7} Management Center®ll A}-5 5 5% =5 3]-8-5} 21 ™ Management Center®l] 4] U] E ¢
2 PR 9 G B A8 AES 7hA ALE S A T o) o] 3k T gho] gl A8 A
REST APIE AF8-3 4= 215 Yt} Cisco Secure Firewall Management Center ¥+2] 7}o]| =& 3318}
Al /\] o
i=} .

CREG 5 Fol A48 A 9] o] B3k A3k 412 4 22 Management Centerol F7Hg]

£-8] Z2}-9-= ol A Threat Defense Virtual 2] 2~E] &

)



https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config

| #1&% Z2-9-=014 Threat Defense Virtual = 2| 2~ E 2
Azure Resource Manager ¥ =5 < 53l NLBE A}-8-31o] Azureo]| A 2] ~H +5% .

* Management Center Virtual®l] 2] 7d gt 2}o] A 2~ 7} Ko =] Ql=%] &3t}
2 v 2~E] 7} Management Center Virtualoll =7} -
1. Management Centerol| A ZJ el <1 X E M 2 ZPF A4S A} o] F+A4 vt
o

AAT UG ERE AL FA

i

=
A7 Oﬂ o 3t X}/‘ﬂ i3 144&—3— A PR F7HE Fast A Q.
=

o] - e s o] 2ol thek & 314 7

Network: any-ipv4

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10
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Network: any-ipvé4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11
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1% 14: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On

Interface mode: individual
Cluster Member Limit : 16

This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180
Serial No.: JAKGFV8VH4G
CCL IP : 10.1.1.12
CCL MAC : @@0d.3a55.5470
Module 1 NGFWv
Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A
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"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",
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"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ID>",

"Cluster": {

"CclsubnetRange": "ip address_start ip_ address_end",

"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

o
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"AdminPassword": "password",
"FirewallMode": "routed",
"ManageLocally": "No",
"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30", //mandatory
"ClusterGroupName": "ngfwv-cluster", //mandatory
"HealthProbePort": "7777", //mandatory
"GatewayLoadBalanceIP": "10.45.2.4", //mandatory

"EncapsulationType": "vxlan",
"InternalPort": "2000",
"ExternalPort": "2001",
"InternalSegId": "800",
"ExternalSegId": "801"
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CIDR Al ZHIP 22 TEIPFA
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
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10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
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"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"FmcIp": "<FMC IP>",

"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",

"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"
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"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp": "<FMC IP>",

"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",
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"interface GigabitEthernet0/0",

"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",

"nve-only cluster",

"nameif ccl link",

"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl link",

"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster group",
"network-object object ccl link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu vxlan tunnel 1454",

"mtu ccl link 1554"
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az vmss create--r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvlimage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual NetworkName>
--subnet <MgmtSubnetName>
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az vmss create CLIS AF-&-31o] Q1 ~® 2 4271 0% vzl Z 2| o] 2~ o] u] x| o] A VMSS(Virtual Machine
Scale Set)E A3/ &1 Tt

az vmss create--r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvlimage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual Networ kName>
--subnet <MgmtSubnetName>
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"error": {
"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be
updated.”}
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» az role assignment delete --resource-group <& A2~ Z1& °]&5> --role" Storage Queue Data
Contributor"

- az role assignment delete --resource-group <z| 2~ “1&F ©| 5> --role" Contributor"
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml
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M
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75

A8 ol
7=l Google Cloud Shell-S A8 T =& 2 macOS/Linux/Windows A] 2~ 819l A Google
SDKE A& = 2y
« & 22E] 7} Management Centerl] A5 5= %] == 3} W REST APIE A8 & 5= 91 = Management
Centerell T gk 2] A3to] Q)= AFE-AE AJd 3l oF fhY T} Cisco Secure Firewall Management
Center 2] 7Fo] =& 2354 A Q..
« cluster_function_infra.yamloll A <] % gt 4 2] o] o] &3} A x| 5}= Y A 2~ A A& Management Center

o F71g .
= 2 A4

GitHub®] Bl &35 =4 ol b2 =9yt

2 = resourceNamePrefix | 71 ¥ 5=(oll: ngfwvcls) 2 71 €} E 4= AL-&-2} 12 S A5}
infrastructureyaml , cluster_function_infra.yaml 2 deploy_ngfw_cluster.yaml3 ¥ 3 g4t}

Secure Firewall H & 7.4.15-E] 2Iet Qg o] 2~ glo] S 2~HE 753 F AdFUh 95, U5, &
2] Y CCL QIE H o] 27tk = F 8 2~HE F-5318 ¥, infrastructureyaml 2 deploy_ngfw_cluster.yaml
1} of| A] withDiagnostic ¥ 45 False® 41 A $Ht}.

deploy_ngfw_cluster.yaml 3} 2 GitHub<] east-west 2 north-south =t ol JlFU T Egly Z29-
QT ARkl mhet A A HES S e R =Y Th

Google Cloud Shell S A}-&-3)] W% & A 31 Google 2= 715 A2 of7fo] H 1l
ftdv_cluster_funtion.zip2 9 = =3t}

gsutil mb --pap enforced gs.//resourceNamePrefix-ftdv-cluster-bucket/

,

o] 71 9] resourceNamePrefix ¥ 4~7} cluster_function_infra.yamlol] %] A 3} resourceNamePrefix ¥ =<}
A A 3F=A] It

el aH Zehg opytel B akl & A gyt

o A

zip -3 ftdv cluster function.zip ./cluster-function/*

o] Aol A4 3 Google 22~ o}FFo]| HE 2 =gt}

gsutil cp ftdv_cluster_function.zip gs:.//resourceNamePrefix-ftdv-cluster-bucket/

Zel2E g Azehg PHHU

gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
AH TP F 425 AHE S A9, ob o] BAIE A L.

a) Threat Defense Virtual ¥2 VPC= Management Center VirtualS 4 8 5} 31 A7 3 T}
b) VPC A E E 243} Google Cloud 7]-5 2 Threat Defense Virtual 2] VPCol| <143},
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http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp
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Gepol A 5o 2o 28 75

gcloud compute networ ks vpc-access connector s create vpc-connector-name --region us-central 1
--subnet resourceNamePrefix-ftdv-mgmt-subnet28

@78  Management Center”} Threat Defense Virtual®l| A 1 2 ©] 31 Threat Defense Virtual®l] €] 5- 1P 54~7} &

2.3+ 7§ cluster_function_infra.yaml ol 4 deployWithExternallPE True= A 4 &l oF g1t}
9Ale FHAH 75 AXEE &I

gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml
SA10 Y AHE FEF T

1 oAb BERA 750 49

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. O|2RESAE BEZ2X FF9| H 4

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml

4

%3l day0 74 S 4|81 ZF == 5 53k U9 management center®]]

-~

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //Optional user input from version 7.4.1 - use
to deploy cluster without Diagnostic interface

"Cluster": {

"CclSubnetRange": "ip address start ip address end",

"ClusterGroupName": "cluster name"

}

WA o e U,

]

"AdminPassword": "DeanWlncheS$Ster",
"Hostname": "ciscoftdv",

o
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"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input
}
}
%
- - o = - -
13 90 A S Balele] ol A gol = B E ALEA Qe TA A AAN o gt

CclSubnetRange ¥ <=0l = A B UL o] A5 27 [P =429k vk 9 270 [P =425 AHE- 2 = gl Y ok A

A Y 8-& 1pv4 A B9 ofokF [P FAE zt}ﬂé AA e FYAE " 1670
A

el g ks

A
o] Bl 7}A] o 7} ofgfoll vt} 15yt

CIDR REITESY E2IP
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

GCPoll Tk AL 82k 2 T4 AHE-5ho] Dayd T4 A

B AL gt A ZY2E FEXRED PALS QYT - JHUT

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run_config":

}

[comma separated threat defense configuration]

U elloll A= ], i 2o e H o] 27} Sl A 3} S 21 2F Alo] | =0 thek VXLAN <)

Ho]~E AU g7 ®A1E #h2 ==l

"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",
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https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
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"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp"

"interface GigabitEthernet0/0",

"no shutdown",

"nameif outside"

"ip address dhcp"

"interface GigabitEthernet0/1",

"no shutdown",

"nameif inside"

"ip address dhcp"

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl link",

"range 10.1.90.2 10.1.90.17",
"object-group network cluster group"
"network-object object ccl link",
"nve 1",

"encapsulation vxlan"
"source-interface ccl link",
"peer-group cluster_ group"

"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable"

"mtu outside 1400",

"mtu inside 1400"

]
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A2Elx: OFS AL d2d s &8-S Ad3 YT
GCP U EH A 2= WA & & st lxel A 7S A4y
GCP U E Y 7 2= W& 4 9] 79 Management Center2] K.t 7 2] o] A AL )] 8218 5] 83t} GCP

al s}
[e] =
HEY T ==l Ao gk ] &<l 58, 50 7| o] %] o] &S st L.
Management Center®]] ] :==%5 37}3+1 T} Management Centerol| E

oA o] &5 FxsHA L.

hq] @_1—0 5—%,9_

1o [}

o
Google Cloud= M1 =7} Eeh 7o) Shehi=A Helsh] 913 o) 2912 AT e

HYESL T 2= WA o st sl 125 A /d 312 H https:/cloud.google.com/load-balancing/docs/
health-checks 2] W]-8-& 32314 A] 9. 19 U} management centerol A 3 H] &1 E |3 & 3|83}
= A= F S AU Y D4 U E Y A W 9= https://cloud.google.com/load-balancing/docs/
health-check-conceptsJ &S T A L. A= TEE 12 S FxeH4 Al 2

3 ALE] 8ol E TS 169.254.169.2542] Google W EHHI o1 E] AW 2 2] P st e E 54 5
NAT 72 & A8l oF FUth 54 45 NAT 74 A S =z AL

O::

= 22-A1-9-2~(North-South) NAT 2 415 4]

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ngfwy-cls

Rules

o Y FiterRules X

outside. £ GCP-HC  1LB-S0UTH g 1L8-50UTH Tl METADATA

LB Health Check NAT
"1 gy ELB-NORTH

outside. © GCP-HG ADATA

9o ¢lle ¢
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/products-installation-guides-list.html
https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts
https://cloud.google.com/load-balancing/docs/health-check-concepts
management-center-device-config-74_chapter41.pdf#nameddest=unique_521
management-center-device-config-74_chapter20.pdf#nameddest=unique_522
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o] 2~ E-9] ~~ E (East-West) NAT 71 %] = 14

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ftdv-cluster ]
Enter Description

Rules

Y Fiter Rules

oy insice outside © GCP-HC B 1L8-Esst B IL8-East
LB Health Check NAT r

GCP-HC B ILB-West By ILB-West

Y AEE TR 758 45 o] A& AF8-319] management centerol] S 2] ~H & F7FH
Bl £ S AFE-3F 79 & 8 2~F 7} management center®l A5 55E YT

management center®l|] = 2]~
A

B 3 T shyE A X 2 371U Y management centeri= U = 2
2H AW E A5 o2 A §

Al&Fs7] el
* management center®l] F=7}3}7] Aol B E Fe|2H FHlo] AT Ko7 FAE Fe| 2E ol 3o
oF FhU Tt Ao F-S &23F4 Al Q.. threat defense show cluster info ™ & & AFE-3141A] .

L EZAA

management center®l]| 4] Devices(t] 1} ©] 2~) > Device M anagement(Tt] v}o] 2~ 3#2])& A &1 3}aL f
T IP F 25 AR Alo] 39S F71817] 95 Add(F-7}) > Add Device(t] vlo] 2~ F=7hE A
Yth
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Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v
Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel
a) st(T2E) d=d Ao FR IP FAaU T2E o35 49y Y
A9 5L AAE A0 e FheHE Aol FHUTh AT BE 228 &
7he 5 3 :

b)  management centerol] A A|o] F-H19] o

p=N
=

o) 3] 0] £ el 28] o] ohyl el F7heh iz 4

e 2E W) o B3 Fel A BA OB WAT & A,
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management-center-device-config-74_chapter1.pdf#nameddest=unique_14
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Management Centerol| 2 2] 2~¥] F=7H55 +5) .

O e el FEAAE A
@A) wolelo] Bl =r|e1gl A9 upe] 2k AFOE @
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& U
‘ New Policy
Name:
basic
Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

g) Unlo]xof H g3l glo] A AE A}
h)y tulo]~ A T NATIDE AH&-8t= 4% 25 A4
NAT IDE ¢ 83
3

o
Jﬂ

483 3L NAT ID B0 53

i) Z AE A7 9AE A8 Ete] tulo] 227} management centerdl] 37! S A == gt
d o] AF U o] FAdo] &4 stE o] IPS HE= Snort 22 oMl E

o] FAL 7|40 &3ty
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1% 16: 28 2~ F T

., frdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

FTDv for VMware

A 172.16.0.51 Snort 3
172.16.0.51 te

M ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3

172.16.0.50 - Routed

a?2.16.0,51 Snort 3
72.16.0.51 louted

FTDv for VMware

5

mlm

2] Z2}9-= ol A Threat Defense Virtual 2] =13 |

7.20 Manage Base, Threat (2 more...) Detault AC Policy

7.20 N/A Base, Threat (2 more...) Default AC Policy

2ol EAHU

Y ool g 22w 4] et T AE f3 5SS R S eyt
management center< 7} f+0] 554 wvity S A 55 A4S QU ESHUY 7+ &
2o Aosli= A Fel2EH vt 24 63 #Ho] X YL&S RIS
Depoy Q € % @ adminv
Deployments Upgraces @ Health Tasks (D Show Notifications
m 0 running 3 success 0 warnings 0 failures ‘ Filter |
© 10.10.1.12 Deployment to device successful 1m 54s
© 1010113 Deployment to device successful 1m 3s
©@ TD_Cluster Deployment to device successful 35s
Al 2 Se2=El o O8] Edit(FA) () St tufe]aE A S A F YT
32 o) e Fe2E ) mEs) ohd Fel s AR 488 lnUh o g 5o wET H
Al olES MAD  AAN A S 2F ol s ARt Qe so] 25 A 5 AsF Ut
S| 3 Tlubo] 2 > Clubo] 2 gl > Fe)2E] Shwlo] A Qul, whol M Al 2el g e A4S EA T
TD Native Cluster
Cisco Firepower Threat Defense for VMware
Cluster Device Routing Interfaces Inline Sets DHCP VTEP
[ 1010113 v |
[oois
‘ General s27F | ‘ System Y ‘

N LR EREY

* General (4 %¥h)> Name (°] &) - Edit(+

w
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster

Transfer s

Packets:

Status:

Control: 10.10.1.13

g:utster Live T
atus:

S8 TS Name(©] §) A= A g

General (7

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel | m

* General(24h) > Cluster Live Status(Z 2] 2~ ¥ g}o] B A Hl)—View(:.7]) ¥ A5 23 5} Cluster
Status(E ¢ =8 %HH]) thst FAE sy

¥ 8¢ 22190 A Threat Defense Virtual =21~ ]
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP
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General *
Name: @ TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13

Cluster Live @
Status:

Cluster Status(Z & 2~F “8]) t 3} Ao A Reconcile(x=7d)S S8 HlolH Y 5%

A A= i gy th B A S8 AH Alo] A8 ping?d T sy S84

o] & =Ll A ping =3, 72 o] A o] HES FEIAHA L

Cluster Status

Overall Status: Cluster has all nodes in sync

Ef Al

Nodes details (1) | Refresh | Q, Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

« General (¥ 5F) > Troubleshoot (-4l 31 2) - -4 sl 24 225 A s vhe2=d 4= 9lal

2H CLIE = 7 dssyth S8 28 Al a2, 71 oA o] &S Fxsh A 2.
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a9 18 EA A

General

Name: ©

Transfer Packets:
Status:

Control:

Cluster Live Status:

Troubleshoot:

_9_
=

+ License(2}o] 41 22) - Edit(F

Q
a

1Ce

7 4 Devices(t] H}o] ) > Device M anagement(t] v} o] 2~

T
clusterVFTD

Yes

10.10.43.21

‘—4'—" UﬂﬂToﬂfﬂ E"E}*E}A 7} uﬂu{E‘ }\q.r,u ]_—, q_o H;q

* General(¥ WH > Name (] &) - Edit(5~
t}.

General

Name:

Transfer Packets:
Mode:
Compliance Mode:

TLS Crypto Acceleration:

77 the Name(ol 8) D=8 A4 g,
General
Name: | 10.10.1.13
Transfer Packets:
Mode: routed
Compliance Mode: pNone
Performance Default
Profile:
TLS Crypto Disabled
Acceleration:

Force Deploy: -

) (HE Y

&
il

Management Centerol] 2] ~E] 74

sho] 8] 2 H

(X

10.89.5.21
Yes

routed
None

Enabled
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£ management center®l] & X A] A of Y| E §] 7 9] t]n}o] 29} A A sk 4= 9l 51 t}. Management (3
2]) ol A Host(E2E) 42 Hg gyt

Management

Host:

Status:

O

10.89.5.20
v

FHAH AH RUEHE A A

Cluster (2 2=H) #H o] %] 9] Cluster Health Monitor Settings(E & 28 A H] TYE Y 43) M4

"

e ELRE

EAFY T

g 19282 A RYEH Y AA

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms
Monitored Interfaces
Service Application Enabled
Unmonitored Interfaces None
Auto-Rejoin Settings
Attempts Interval BEetween Attempts Interval Variation
Cluster Interface 3 !
Data Interface = 5 2
3 5 2

System
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©A 4 Cluster Health Monitor Settings(Z 2] 2~ E A 8] U E g A ) A A A Edit(4) (#H)S F9 Y
=
A5 Health Check(%El &%1) Setoltl & S8 6te] A28 e &lS v dA st

17 20: A 25 el 2]l u) g 3}

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts

Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

EE 24 W7 AHE(el: doll B0l F7h Ei AA, 1 i 291X 9] Qe o] 2 23}
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228 e 2ueg 44 74 [l
a9 21: 75 AAE A A
v Auto-Rejoin Settings
Cluster Interface
Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).
Data Interface
Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).
System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

Cluster |nterface(%€13:Eﬂ ?_]H Tlﬂ 0] ./:), Datalnterface(tﬂ O] E1 ?_]H “Tﬂ O] -/:) = System(’\]i%‘)"ﬂ EH
3l th& ahS A FY T Folol = el Aol A 578 Al TE 2, A A] -2 o E8] A o]
A 3E 5ol 23E)

« Attempts(A] &= 315) — thA] F7F A 2 Bl E 11465535 W 9ol A A A FU ) 08 AFE vhA] F
7vE vl ZA U U Cluster Interface(E 21 2F] Q1E 7 0] 2) 9] 7] 2 gk2 -1(FAIH P H T
Data Interface(tl o] €] 21 o] =) ¥ System(A] =81 2] 7] 272 3904 o}

« Interval Between Attempts(A] = 7+2] 1HA)—t}A] 371 Al = 7F2] 7HE 7] 7H) S 2~604 AFo]
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v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring
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= Z 2HA4|(%-= &) #)3} 3L A Management Centercll 5=

L 2AIA

A1 2]~ ol i3l Devices(t] HFo] 2+) > Device Management(T] H}o] 2 #a]) F7} (HE A &3k oS

Cluster Live Status(Z 2] 2~ 2}o] B AL e S A 85l o] Cluster Status(Z 2] 2~ E] A El) t 3} AAE ¢
Sh=

W 2 Reconcile Al %4)S S8 3

Cluster Status (]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G Q, Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A E
> In Sync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021

S 2E el hat AA &2 S AH BUE Y, 65 v o] A& Farst Al L.

SH2H v =28 2 A (55 3l Al)s a2 A Management Center©l] 5=
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QAo] FAE A5 tuto] 25 24 A A E HEHU L
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a) @ F#2H =29 CLIC] 23}l configure manager add ™ -3 AF-&3}9] A] management

centerS 2] E U},

b) Devices(t] H}o] ) > Device Management (T vlo] 2~ #2])E A &1 8k U}-5- Add Device(t] H}-o] 2~ 5=
7heE 2834t

Sl 28 et F Shubn o] 22 F/hshe el A el 28] wmok P Ag o,

WA 4 AR =T A Fbshe W F el e s 27, 63 90] 49 g3 RS L.

=
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management center2} threat defense CLICI A S8 2~HE ZUHH T = FH

« Cluster Status(Z 2] 2~ el o) 3} 421+ Devices(t] HFo] 2~) > Device Management > 57} ( §)
ofo] & == Devices(t] B} 0] &) > Device Management(t] v} o] 2 3+2]) > Cluster (5 2] 22 F) ¥ ©]
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Cluster Status @
Overall Status: =l Cluster has all nodes in sync
Nodes details (2) Refresh Q  Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E
> InSync. 172.16.0.51 172.16.0.51 N/A :
Dated: 11:52:26 | 20 Dec 2021
Ao} sl GBS Ak ey B2 A&
S e el ohg gEl sk £aE
« 57|38} ¥ - %==7} management center®l 5= % 95U}
c T F B T -0l S8 AE 9] Aol ARt oF2 management centerdl] &= % A & 9kE 1
B 520 Au)shE 79 Reconcile(ZA)AI(EF)S E8l6te] 525 oA AlE b
AFHTH
« S 2E o] v &3} - =7} management center®ll 5= AA R, e ~F | v &
AW AU Fel 26 T4 Ee oA B sete ol = alE £ 8
Ei FeaHol A wEE A S g
« SYZE AT - mETE AR O FEl2E ol ZTF ol ARt opH] 7T kR A ok
Yt} #717F £1A management center = 55 34 U
Zt ol gisf 2ok EE V5S4 AFUh
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Status Device Name Unit Name Chassis URL

Control

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER

Event: Cluster new slave enrollment hold for app 1 is relea...

05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER

Event: Cluster new slave enrollment is on hold for app 1 fo...

N 22 (33) > Tasks(2H4]) # 0] 4] & o] & o).
Tasks(ZH9)) oAl = 7F & 5ol tigh Sel2H 55 A9 gHolEE HolFyt
* Devices(t] v}©] =) > Device Management(t] Bl o] 2~ ¥#+2]) > cluster_name.

tjulo] 2~ B-Z g|o] x| oA S| AE E 45t
Aol =B X5l HE W =2 B 59l

FEAEY

.

Utk opx 52 9l 2l 21 ofo] o]

R

A5 1P 2 910 S o &k oA A
12~
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* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

A 22 =Eel v fAE dolE E= U JEE BHH show cluster '8 &5 AHS-F Yt

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |
transport { asp | cp}]

Ze]2~E AHE 229 show cluster info & 8 & A}-8-3 )
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* show running-config cluster
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#2]) > Cluster (28 £=H) >

s AP AelE L&
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» show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp
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» show int ip brief

* show blocks

» show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

Command("8 &) B =l 9]¢ show WH & JE T % AFHT A &S CLI =9 B
7]_€ zLZO]_}\l)\]J_

=] 2~H Alo] P oA ping T3

ping® Faste] WE 2o 2H st Fe sy Alo] A2 Fal A2 A A Feld 5 9l
#UTh e E sk Fe) 2 Eo) 2918k ek R 9191 % shbs e Fel 28 Alo] 92 7Y
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Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021
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1% 28: CCL Ping
Cluster Status

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l I Reconcile All l Q, Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023
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