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Protocol Counter Value Context

SSLENC CONTEXT_ CREATED 258225 Summary

SSLENC CONTEXT_ DESTROYED 258225 Summary

TLS_TRK OPEN_SERVER_SESSION 258225  Summary

TLS_TRK OPEN_CLIENT SESSION 258225  Summary

TLS_TRK UPSTREAM CLOSE 516450 Summary

TLS_TRK DOWNSTREAM CLOSE 516450 Summary

TLS_TRK FREE_SESSION 516450  Summary

TLS_TRK CACHE_FREE 516450  Summary

TLS_TRK PRIV_KEY RECV 258225  Summary

TLS_TRK NO_KEY ENABLE 258225  Summary

TLS_TRK SECU_PARAM RECV 516446  Summary

TLS_TRK DECRYPTED ALERT 258222 Summary

TLS_TRK DECRYPTED APPLICATION 33568976 Summary

TLS_TRK ALERT_ RX_CNT 258222  Summary

TLS_TRK ALERT RX WARNING ALERT 258222  Summary

TLS_TRK ALERT_RX CLOSE_NOTIFY 258222  Summary

TCP_PRX OPEN_SESSION 516450  Summary

TCP_PRX FREE_SESSION 516450  Summary

TCP_PRX UPSTREAM CLOSE 516450 Summary

TCP_PRX DOWNSTREAM CLOSE 516450 Summary

TCP_PRX FREE_CONN 258222  Summary

TCP_PRX SERVER_CLEAN UP 258222  Summary

TCP_PRX CLIENT CLEAN UP 258222  Summary
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TLS TRK ALERT RX CNT 311  Summary
TLS TRK ALERT TX CNT 2 Summary
TLS TRK ALERT TX IN HANDSHAKE CNT 2 Summary
TLS TRK ALERT RX IN HANDSHAKE CNT 2 Summary
TLS TRK ALERT RX WARNING ALERT 308  Summary
TLS TRK ALERT RX FATAL ALERT 3 Summary
TLS TRK ALERT TX FATAL ALERT 2 Summary
TLS TRK ALERT RX CLOSE NOTIFY 308  Summary
TLS TRK ALERT RX BAD RECORD MAC 2 Summary
TLS TRK ALERT TX BAD RECORD MAC 2 Summary
TLS TRK ALERT RX BAD CERTIFICATE 1  Summary
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description | include TLS TRK
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Protocol Counter Value Context
TCP_PRX BYPASS_NOT_ENOUGH_MEM 2134  Summary
TLS_TRK CLOSED_WITH_ INBOUND_PACKET 2 Summary
TLS_TRK ENC_FAIL 82 Summary
TLS_TRK DEC_FAIL 211 Summary
TLS_TRK DEC_CKE_FAIL 43194  Summary
TLS_TRK ENC_CB_FAIL 4335  Summary
TLS_TRK DEC_CB_FAIL 909  Summary
TLS_TRK DEC_CKE_CB_FAIL 818  Summary
TLS_TRK RECORD_PARSE_ERR 123 Summary
TLS_TRK IN_ERROR 44948 Summary
TLS_TRK ERROR_UPSTREAM RECORD 43194 Summary
TLS_TRK INVALID CONTENT_TYPE 123 Summary
TLS_TRK DOWNSTREAM REC_CHK_ERROR 123 Summary
TLS_TRK DECRYPT FAIL 43194 Summary
TLS_TRK UPSTREAM BY PASS 127 Summary
TLS_TRK DOWNSTREAM BY PASS 127 Summary
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Protocol Counter Value Context
CRYPTO RING FULL 1 Summary
CRYPTO ACCELERATOR CORE TIMEOUT 1 Summary
CRYPTO ACCELERATOR RESET 1 Summary
CRYPTO RSA PRIVATE DECRYPT FAILED 1 Summary
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Traffic cannot match this rule; none of your selected cipher suites contain a
signature algorithm that the resigning CA's signature algorithm

EfY 43 &5 ALE 2 ASAE 31, H 230 openssl S A 8 s 7 9l Al 22 H o
AF A Z BAF L,

JASA AN AFEH = A dag]ES TA8HE o B &
openssl x509 -in CertificateName -text -noout

oo AL ¥ e bt uSshl BAE U

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4105 (0x1009)
Signature Algorithm: ecdsa-with-SHA256
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T}, Microsoft a4 2] Cipher Suites in TLS/SSL (Schannel SSP)oll &= ¢+ % 159 O] $+ AbA| gk A o] 1}
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I 2 3+ 79, OpenSSL ©] &= Firepower Management System*] A}-8-3}= RFC ©]& 2.2 ¥ 3§y},
https://testssl.sh AFO] E 9] RFC mapping listE 234 Al Q.

SFo] o o A ecdsa-with-SHA256+= Mozilla wiki©] Modern Compatibility Listol] A 2t-& 4= 915t
a) °]5°l ECDSA B SHA-2567} Sli= % T1EWF A B ahal Al & v F& T155-0] Holl H3H .

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256

b) RFC mapping listel A 3| & RFC & L5 25U tha 45 250] Foll vyt

TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 128 CBC_ SHA256
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https://wiki.mozilla.org/Security/Server_Side_TLS#Modern_compatibility
https://testssl.sh/openssl-rfc.mapping.html

st ot nakg w4 42 [

(o]

2 5} ofo] B AL EA)

953} o}7hol B

IEE:

Ho 3}t TA= ERE7I7E A H G U Ga st ofvbol B o] ¥ d £ A4S s Ak dl ol HY
th st oprtol Bl ta st S o gk dast A AR, ol AR, Est QS AET
4 8.4 3 A12bo] 3bel s} 417} 3 9 o Threat Defensel= A1 o) o2 7] 2 1V (%
713} e E A F3HA] U SSL % IPsec] 4 9ol & th& AHE & 5 5 YT

» SSL: A4 SSL M7, A2s ti A IP 4 2 X E,

* IPsec: IPsec HSF A2 A K.

B8 4 5 Yt} Threat Defenset 453} 24 S 453 T

2,00074 ¢} <& 3} = ok
Ashar Ak 1A gL e ol A 215} ol el n. shelof & 4 kel

2 e g
Y % shupel A 458 HE e F
Eobd gEst a9 Y D B
Heol A AL B,

£ ofy o
O
:
12
>
~
ig
}
L
L
p =
i)
& -
oft 2
)
ol
0,
%,
>
rr
i
b
~
X2
fr
12
fr
o

58} opgtol Bof = Yl A~ E 3kl 3} ufolu 2] 3t o] 5 714 & A o] 915 th. debug menu ctm 103
B S AFEste] vtol v E] 3t & v 29 & AF Yt dest of o] B 92 disk0:/crypto_archive
oA AHEE F AF U

FTD# debug menu ctm 103 crypto eng0 arch 4.bin
[Nitrox V Archive Header v1.0 Info]
ASA Image Version: PIX (9.20) #0: Tue Mar 29 16:20:30 GMT 2022

SE SSL microcode: CNN5x-MC-SE-SSL-0011
AE microcode: CNN5x-MC-AE-MAIN-0002
Crypto Engine 0

Crash type: SE Ring Timeout

Core Soft Resets: 11

Timeout Ring (SE): 12
Timeout Entry: 642

SE TIMEOUT:

Core SE 6 Touts: 2

Core SE 8 Touts: 2

Core SE 12 Touts: 4
Core SE 32 Touts: 2
Core SE 37 Touts: 1
[Timeout Session Info]
Active: TRUE

Sync: FALSE

Callback: TRUE

Saved Callback: FALSE
Commands in progress: 1
Engine : hardware
Device : n5 (Nitrox V)
Session : ssl

Priority: normal

NP VPN context handle : 0x00000000
Flag : O
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veid @ 0

Block size : 2050
async cb ring index: 0
tls offload rsa: FALSE
Session context:

SSL Version : dtlsl.2
SSL Context Type : handshake
Encryption Mode : gcm
Auth Algorithm : null
Hash Algorithm : none
Key Size : 32

SSL V : dtlsl.2

Source IP : 82.1.2.2
Source Port : 51915
Dest IP : 82.29.155.32
Dest Port : 443

4o ool A 2 AE AHE = A 23 1, A AITHAZE 23 ) 9 SSL A FHE 1o
FUr.
955} o} 7ho] 17} 4 A 5] = T ko] 21
Nitrox V 91 5 5} 71471 2 AM&-8h & tlufo] 2= 945 8} ob7bo] B2 A g,
* Cisco Firepower 3105, 3110, 3120, 3130, 3140
* Cisco Firepower 4112, 4115, 4125, 4145
* Cisco Firepower 9300 SM-40, SM-48, SM-56

* Cisco Secure Firewall 4200
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