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SSL Policy Example

Enter Description

Dest

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—
— Source Dest Source
# Eoie Zones Zones Networks

Administrator Rules

Standard Rules

1 DND internal source network Intranet

2 Decrypt test site
3 Do not decrypt low risk
4 Do not decrypt applications

5 Decrypt all but trusted categ

6 Block bad cert status
7 Block SSLv3. TLS 1.0, 1.1
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SSL Policy Example

Enter Description

Rules Trusted CA Certificates

8 Name

Administrator Rules

Standard Rules

1 DND internal source network
Decrypt test site

Do not decrypt low risk

Do not decrypt applications

Decrypt all but trusted categ

6 Block bad cert status

7 ¥ Block SSLv3. TLS 1.0, 1.1
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SSL Policy Example

Enter Description

Rules Trusted CA Certificates Undeeryptable Actions Advanced Settings
——
Decryption Errors Block '..
Handshake Errors .. Inherit Default Action v
Session not cached " Inherit Default Action v
Unsupported Cipher Suite | Inherit Default Action v |
Unknown Cipher Suite Inherit Default Action v |
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SSLv2 Session

Compressed Session | Block

| Revert to Defaults |

k9
=

Advanced Settings(22 5 2 ) & Ho|X & 3

Enable TLS 1.3 Decryption(TLS 1.3 &% 3= &4
st &2 & AL s AA g S



http://www.cisco.com/go/firepower-config
management-center-device-config-74_chapter65.pdf#nameddest=unique_2201

Sl
At
=
D
)
o
B
2
-

| IEEESEEERE

Applies to 7.1.0 and later
(I Block flows requesting ESNI
(I Disable HTTP/3 advertisement
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SSL Policy Example

Rules  Trusted CA Certificates Undecryptable Actions.

Administrator Rules

Standard Rules
— 1 DND internal source network

2 Decrypttest site
3 Do not decrypt low risk
4 Donot decrypt applications

5 Decryptall but trusted categ

6 Block bad cert status.

7 Block SSLv3. TLS 1.0, 1.1

Root Rules
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Editing Rule - DND internal source network Q

Name Move

‘ DND internal source network ‘ Enabled below rule v ‘ | 1

Action

‘ @ Do not decrypt - ‘

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

Available Networks + Source Networks (1) Destination Networks (0)

Q. Search by name or value ‘ Intranet any

LU

Networks Geolocation

any
IPv4-Private-All-RFC1918
any-ipvd

any-ipvé

defaultgateway

insidesubnet

Intranet Enter an IP address ‘ Add ‘ Enter an IP address ‘ Add

IPv4-Benchmark-Tests

SSL Policy Example

Enter Description

Rules  Trusted GA Certificates  Undecryptable Actions  Advanced Settings

+ Add Category  + Add Rule Q Search Rules X
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g Name S il s e nis e Users Applicatl.. | DOUe DestPorts | Categorles | SSL Action
Standard Rules
1 DNDinternal source network Intranet
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7 @ Block SSLv3. TLS 1.0, 1.1 3 Protocol Versi @ Block 4 |
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Default Action Do not decrypt
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SSL Policy Example

Enter Description

Rules

Trusted CA Certificates

g Mame

Administrator Rules
T

Standard Rules

1 DND internal source network

2 Decrypt test site

@ Do not decrypt low risk

4 Do not decrypt applications.

5 Decrypt all but trusted categ

6 © Block bad cert status.

7 @ Block SSLv3. TLS 1.0, 1.1
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‘ Do not decrypt low risk ‘ Enabled Move
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‘ @ Do not decrypt v ‘
Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters Available Applications (1483) ¢ Selected Applications and Filters (1)
Q, Search by name | | Q, Search by name ‘ Filters
+ Risks (Any Selected) 050plus ° Risks:very Low, Low L]
[[] VeryLow 538 1&1 Internet [}
[] Low 454 1-800-Flowers [ ]
[T Medium 282 1000mercis [ ]
] High 139 12306.cn o
] Very High 70 123Movies o
v Business Relevance (Any Selected) 126.com o
] Very Low 580 17173.com °
1< < Viewing 1-100 of 1483 > >|
Add Rule Q
Name Insert
\ Do not decrypt applications \ Enabled into Category - | | Standard Rules =
Action
| @ Do not decrypt -
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters 3 Available Applications (0) ¢ Selected Applications and Filters (4}
Q pinn X| |afacen X Fiters
v Risks (Any Selected) All apps matching the filter Tags:pinned certificate Filter:"faceb -
w Business Relevance (Any Selected) Applications
» Types (Any Selected) Facebaok u
v Categories (Any Selected) Facebook Message L
v Tags (1 Selected) Facebook Photos u
pinned certificate 0

Ju
o Ze] A o] A Ao} 743 B Abel
of Z&]A o] Ao A AL

WOl et o 3% - oAl A T A
o] FANAM = EFFE A &2 = Abo] Eol] thal Decrypt - Resign(¥F 3 8 = - thA] A1) 2F4d o]

Gl ol A A shs ol & BolFyth o] 3% & A8 ALl ReplaceKey Only(711F 3L Al) <
A= AFE-3HH, o] = @73 Decrypt-Resign(9h = 8l =-#1 417 7F 2] 2hd o} 9bA gy ok

iy

d

o°lI

A

7] AR MG AL A A NG AFGFHE ALl ES B u) 9 meks Aol mek A}
FAS B R AR S e Abol Eg BAIST 98-8 % 5 e,

ED)
i
=
B
)



management-center-device-config-74_chapter39.pdf#nameddest=unique_829
management-center-device-config-74_chapter39.pdf#nameddest=unique_1600

R |

B ocousasas-og0 9932 a4

o] F2 Wl obghol A F 7HA oS BF FA F AdFUh A9 o ol 712 xS
AAY Aol FFL VAA omA BN 4E ASeka Ae o AT 5 At
EERE

SGA1 o}Z] 3FA] &thA Secure Firewall Management Centerol] 2 719131 T}
@Al2 op Fx] &tk Wi CA(RIF 71 ¥HE Secure Firewall Management Center(Objects(7] #ll) > Object
Management(7} Al #2]), PKI > W 4- CA)oll ¢} 2 =3}
A3 Policies(”d 3) > Access Control () Al 2= A o) > Decryption(3l =) HES 28 3t}
@A 4 SSL A Aol & Edit(4) (HS FEFUh
A5 Add Rule(7r 3 F7h& F 23
@76 Name(o]F) D=0l 7135 A et o5& 493U
SA 7 Action(Z4]) &= A Decrypt - Resign(& & &l 5 - A4 )3 S8y}
GA8  with(E3) Hol A Wi CAY o] & ST TL
A9 Replace Key Only(7]1 % 2LA)) A A B gt}
T 191 o & BolFyth
Name Insert
DR rule sample Enabled below rule v 8
Action
% Decrypt - Resign v | with | INtCA -] e Replace Key Only
4110 Category(H ) ¥ #Hlo] A& S8 Fth
A 11 Categories(tH =) 5= 2] Aol A Any (Except Uncategorized) (X5 (1] 5 A 2) S 223yt
7112 Reputations(H &) E-=o A Any(E5) S 28U}
o713 Add to Rule(iF & o] 7S F2 gt}

U 232 o & Bolsyh




o
S
=
D
)
o
N0
2

PR A A R ZRES A

_>|4_t‘
AV}
o
rir
b
i
I,
ol

Editing Rule - Decrypt all except trusted cat 9
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‘ Decrypt all except trusted cat ‘ Enabled Move
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‘ (2 Decrypt - Resign v ‘ with ‘ IntCA v ‘ (s Replace Key Only
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Categories Reputations Selected Categories (1)

Q_ Search by name or value Any (Except Uncategorized) (Reputations 1... @

5 - Trusted

4 - Favorable

Uncategorized

Adult 3 - Neutral

2 - Questionable
Advertisements @

Alcohol 1 - Untrusted
Animals and Pets

Arts

Astrology Apply to unknown reputation
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SSL Policy Example

Enter Description

o

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings
+ Add Category  + Add Rule Q. Search Rules X
Sourco Dest source Dest vLan . source .
4 | MName ks =l o i G s sy Users Applicati.. | poire DestPorts | Gategories  SSL Action
Administrator Rules
—
Standard Rules
1 DND internal source network Intranet ©Do notdecrypt # W
. . + Decrypt - 5
2 Decrypt test site Astrology (Any Resign s
3 ® Do notdecrypt low risk Risks: Very Loy ©Donotdecrypt # W
Facebook =
4 Donot decrypt applications Facebook Mes @Donotdecrynt # W
Facebook Phot
: » Deerypt - i
5 Decrypt all but trusted categ Any (Except Ut Resign s u
ﬁ 6 © Block bad cert status . 1 Cert Status se @ Block su
ﬁ 7 @ Block SSLv3. TLS 1.0, 1.1 3 Protocol Versi @ Block s
Root Rules
This category
Default Action Do not decrypt
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Editing Rule - Block bad cert status Q
Name
‘ Block bad cert status | Enabled Mave
Action
| @Block - |
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Valid: ‘ Invalid Signature: | Yes m
Invalid Issuer: | Yes No m Expired: ‘ Yes m
notvervaiie: | ves | no [N invalid Certicate: | ves | no [
Invalid CRL: | Server Mismatch: | Yes Any
Editing Rule - Block SSLv3. TLS 1.0 -]
Name Move
| Block S5Lv3. TLS 1.0 \ Enabled into Category v | \ Standard Rules v
Action
| @8iock -
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
SSLv3.0
TLS v1.0
[ Tsvia
[] TLswv1.2
o g
ol: AT Al ZUEE = Abe el =5 9, 16 H| o] A
o T2 EF W RYUHY B 2 &5 5f3], 19 #| o] %]
A o: Q1FA 1§ o] FS RUHY Ei 2be 85 73,20 0] 4
o: 154 ) U EY B A 8% T
pRA o g A L 7P Al Aol AL 7 B e S e sy wj el AiE S B kst
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#al - Block(ZFeH) = Block with reset(<het F A A7t 2] 2Fgio] gl FH oM NE 4 T E 5ot
2 235 AU U2 1 F] 2 3} @A gF F ol A o] H 7F 2715 AH&-S1 A 228l €] ClientHello
A& Wafste] o 7] 2] & sl HAE < dF YT
XA A

A1 o} 3FA] kT Secure Firewall Management Centerol] = 191314 T},

@72 Policies(% #) > Access Control (¢ 4] 2~ 7| ©]) > Decryption(3] %) M &< 83t}

A3 SSL A A Ao = Edit(FA) (4He T

dAl4 &= 5FE 9o Edit(A) (S FE P

A5 Add Rule(1F3] F7h& S8 U

@716 Add Rule(7F 3 F=71) tha} Ad =kl A Name(©] &) ol thol 2 114 o] &5 JH Tt

GA7  Cert Status(Ql 54 FENE S8 3k

SA8 7 ATA H = T 2 g Aol dFUTh

<3 ASA FETE = Aol v st YesE S ¥ YT
<3 ASA FETE §l= B9l v stel NoE S8yt
s A S A D o 238 AU Any(EF)E FHFY S B 2 Any(EF)E A Esk

i)
Q154 H 7k 97 941 72 o] WA F Lok,

A9 Action(ZH4) HFol A Monitor (U E H)E S8 st 112 2 A5t ERI T RYH S 2
743 A Y Block (215 B+ Block with Reset(2F 5 3 A A4 )& S8 sle] EE|S S 2 tsta A3
o2 AAds AEBF U

WA PR T W A Agsteld Aol A shekel A save(4 ) E S AT
WA Al i) W AR Al E o)X Akl A Sve(4 ) E 2 FL T

Z= A o] A = Verified Authority 915 7] 3-8 21 2 g o} 4] o A = Spammer Authority $15
714 A 2 5HA] 55U T Al =8l 2] 2} 7T Verified Authority 91541 2 Verified Authority
o A 33+ T CA 15 M = A ~Hlol] o =gt} Verified Authority 7} ©] & of] 2k 3k
ASAE AL o2 Al 28l #E] 2F= Verified Authority 7} A -8 $F CRL-S G 2 =3 T,

g 2o Fast ASAE FRlste ASA FE 13 27 0] Yol 5t o] gk
Q15 A1 &= Verified Authorityoll 4] 2315 &, CRLO 2 &5 A] a1, fa A2 -8

wb2el Abol o] 7] 7bo] o} wrof Qli= AUt ol el ¥ Sl A = k5 3kEl Eelale A
T#o] o= Qlal, A2 Ao & Sl 5 B HALE ] gHFH T
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Revoked: ‘ Self Signed:
Valid: Yes m Any ‘ Invalid Signature:

Invalid Issuer: ‘ Expired:
Not Yet valic: | Yes | No [ Invalid Certificate:
Invalid CRL: ‘ Server Mismatch:

U 2ol A E7E i Eleks
gageld o Qe HREA G2 AR &

EEESARERL S

Revoked: | Self Signed:
Valid: | Invalid Signature:

Invalid Issuer: | Expired:
Mot Yet Valid: | Invalid Certificate:
Invalid CRL: | Server Mismatch:

OFg ool A 41 o] fEEkA) 2o A7) 9laL, A A
SHA] @& QA& AFE3h A5 o] 713 =73 %17“]5“4‘:}
Revoked: | Yes m Any Self Signed:

Valid: ‘ Yes “ Any | Invalid Signature:

Invalid Issuer: Yes m Any | Expired:

Mot Yet Valid: | Invalid Certificate:
Invalid CRL: | Server Mismatch:

g 298 @ H o] SNIZF A1 o] &3} U281} CRLO| fr&EaHA] 2 790 Uxa}
= ASA A A 208 BolsUHh

Revoked: | Self Signed:
Valid: | Invalid Signature:

Invalid Issuer: | Expired:
Mot Yet Valid: | Invalid Certificate:
Invalid CRL: Yes m Any | Server Mismatch:

%
it
&
)
HE,
ol
Y
2




| IS5 F22499q

i)
&
i
=
X

: TREZ WY BUEHY L 2

o T2 EZ WA RUHY = vt § % 72
o ¢ o 43 TLS 1.0, TLS 1.1 % SSLv3 &£, T o] Qb el 4] 92 51 0. 7H5] 3= TLS ™ SSL
2EZSUEYINA st BES BolFUL oy E TREZ WA 759 45 3o
3k A 3 17 £8E o] 5y u}.

HEN RO L2 e okl 7153 wio] Ul ES A A9 dlof gt} o] do] e tee
AUk
» SSL 7% o] Version(#] 11) sl]] 4 & AHg-sfo] Ay T2ESE Add S
« A28 SSLv2 2 &l 55 B 7FR (hEsky] wistoll, SSL A #efl ) ?F Undecryptable Actions(3l
27} 249) & Abgake] Aarat & el

R 7FA 2, 9FE TLS/SSL-S A Q5] %] @k o v 2 2petaof gh .

4

Far Mmuﬂmg%mmmmMaﬂW%?ﬂﬁm%ﬂ&ﬁﬂﬂ%%ﬂﬂﬁi%ilﬁmmﬂ%
A 20 S AREFUT & A A 3 A A el A o] H 7k 2 & ARE-EAE Al 228 9] ClientHello
A& Wallete] o 7] %] & Aol AT o+ dFU T
TR A|A
GA1 o} 3] kT Secure Firewall Management Centerol] = 19134 T,
A2 Policies( 2]) > Access Control (2] 4l 2~ A o) > Decryption(3ll =) HES S 3ok
A3 SSL A A o] 9= Edit(5A) (4)S ZE gl
A4 &=t A Edit(E) (S FHFUT
@A 5 Add Rule(:1 2 F7hH& 29 3YTh
A6 Add Rule(713 F=7}) th 3} Aol A Name(©] 5) =0l ol 714 o5& d=H T
GA 7 Action(F%]) 5= ol A Block(2F¥H) T=+= Block with reset(xHet 3 214 4)S &8 gy o
@GA8  Version(H ) o] X & S8 gt
A9 SSL V30, TLS10,TLS11 %2 1 o] eHdshA] 2 TR e o] gelehs Adeighynt. oHd 3k A
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‘ Editing Rule - Block SSLv3. TLS 1.0 Q
Name
| Block SSLv3. TLS 1.0| | Enabled Move
Action
@ Block -
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
SSLv3.0
TLS v1.0
TLSv1.1
TLSv1.2
| Revert ta Defautts
- o) -
A0 WAool wel e 2 2ae dugyy
= -
GA11 Save(AHE ZH U}

S o 124 W f o] L MBI i ek o) 5 71
o 722 A Q154 €] AL o] &5 (Distinguished Name)% lEor B g RuE deu 2ha
shz ol g oot ol 2 AT U £ o AAF ARE AT 98 LE AL
TLfolEe Zrt R, Ayl o8, 22 22X G2 FAE F AT ANH o7 FEo]EoR
W AR & 50 necps: /. ciscocon] T AEA 2] TE ]2 cisco.conSI LI F (1
eluh 3 R AL obylU L 35 o BDN) i £ 0F o) F H 21 A Mo Lk o]
22 e e HAT 4 Aauth)
ZetolAE QoA URLY T 2E o] F H-3&-2 SNI(Server Name Indication) Y} H . S 2fo]| AE=

TLS 3= A o] T o]l A SNI &3-S Al&3slo] AAdse s~ E O] E(4l: auth.amp.cisco.com)= ]Xé o2y
oh 17 T A Tl PR Ao A RE QFAE 5 Y5 Bol g AAse v a g
3 QL 7] B RISA A AE A e g

ZREAA
GAI1 o}Z] 3FA] 2 tHA Secure Firewall Management Centerol] 2 719131t}
A2 Policies(d ) > Access Control (¢4 4| 2~ A ©]) > Decryption(3] %) H &< 8}
@713 SSL A A el 9l Edit(F ) (4HS 2F AT
A4 SE 5rE Do) Edit(5 ) () FHE P
9A5  Add Rule(113 F7hH< S8 YT
A6 Add Rule(71# F=7}) th &} Aol A Name(©] 5) B =0l ol 414 o5& A= T
SGA 7 Action(2H]]) &S0l A Block(XF¥H) 1= Block with reset (3t 3 A1 4)& 28 g o)
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DN< 84t}
Available DNS(AHE- 7F& 8F DN)ll Al =7}8 a1 o] &5 th5-3 o] 5t

* 31+ o] 5(DN) WA & SA| 7kt ohg- 271 o 7132 Available DNs(AFH&- 715 ¢k DN) &
= 9] Add(Z7h (H)S 2 a ).

« 3748 a1 o] E(DN) HA 2 15-S 7 A8 W, Available DNs(AHE 7} 3 DN
Search by nameor valug(®] & F+= 3o =2 71 4) J%iEE 23t Ao o] ES
Ak, A O] @S dEd YT 8-S Tt H5o] dulo]Ex o] dA = NAE BAF
Y.
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Select All(5F A E)S A
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Fro7 A4 gy Y T8 o] E(CN) E=E 11+ o] E(DN)S F71gH v}, Subject DNs(5= | DN) &=
+= Issuer DNS('H3# 2 DN) %2 o} 2] ¢] Enter DN or CN(DN B CN 91 8) T2 E =S 23 )&
&8 Ol F(CN) B L o] F(DN)2 4 etal Add(F7hE Sy

T 55 F Slubo] CN =& DN 5718 4= A5, Subject DNS(5= 4| DN) &5 F=7}81= 2l o] ¢

TFHG 2780 A% =AU
e o )3k Mg A S A s H o] %] skl A Save(X1 )= 29
B0l vl g W AFEe A 45l do) ) vl A Save(x ) 2t

o

= A= goodbakery example.com®l| % T}ﬂ 2 11 goodca.example.com®l] A gk Q1
SHE A= AL o] F(DN) 1 F o] Wre AlF U T o] 23 IS 2 e st Eg 2
585w A2 Al o] gFH o v o] Ht




Subject DNs (1) Issuer DNs (1)
GoodBakery ™ CN=goodca.example.com
Enter DN or CN \ Add \ Enter DN or CN

3 5 71 2]: Do Not Decrypt(¢=. &l 5 <t 3h) 72 2Fgd o] A& 28 A1 93k BE 12 o
S AR (ol A 2 F U S d S5 A ¢S EefTof

T ar2 o] g 27 = &g sheyt)

LR AA

GA1 oF2 3FA] & ATHH Secure Firewall Management Centerol] = Z191 34 o},
7] 2 Policies(”d @) > Access Control (2] Al 2= A ©]) > Decryption(3ll =) HES &
@13 SSL A H ol & Edit(5A) (4H) S FH Pk

A 4 = A Do) Bdit(A) (4HS FEFUTh

A5 Logging(27) 1S &8 g}

7] 6 Logat End of Connection(14 £ 35 Al 27)S 2934t}

@A 7 Save(AH = ZF L)

A 8 H ol A W flol A Saves =¥ Fth
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