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Q- QI Hlo] 2o gk A 7] A& 53 VRIS 7AYo

a) Device(t]H}o] =) > Device Management(t] vlo] 2~ ¥#2]) & A €5kl FTD tvfe] 25 47 3y
=3

b) Routing(2}-$-%)>ManageVirtual Router (714 2-$-8 ¥#2])E A1 83+ t}. Add Virtual Router (7}
& eH-H F7hE 288k VRIS A Y o

¢) VR12] 7% Virtual Router Properties(7}d 2F-$-8 Z4)0ll A vrl-insideE &d3FaL A 43 o

d) StaticRoute(d 4 A =2)E S 3}

e) Add Route(7d 2 F7HE &2 34} Add Static Route Configuration( 2 4 2 74 F7H ol A

o= AR
* Interface(?1 B #| o] =) - 24 & 2} & 9|7 SIE #H|o] =& A& g}

+ Networks(] & 9] ) — any-ipv4 7} 4 & 2 8l g o} o] W] = 9] 371 VRI Wol A 2912 5
gle L B gk 7] A =7 gk
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oA 4

f)
g)

S SRR EERTEE B |

- Gateway (7 o] E Sl 0]) — o] FE-2 1 m Utk & 7MY B HE ARE FES A9l
= Aol ES ol & Al g shA] nh A L.

Add Static Route Configuration ]
Type: ® IPvd () IPv6

Interface*

| outside v |

(Interface starting with this icon [%&signifies it is available for route leak)

Available Network C he Selected Network

| Q, Search | any-ipvd

o

any-ipv4

|
b‘|

IPv4d-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination

Gateway
| v | %
Metric:
K |
Tunneled: [] (Used only for default Route)
Route Tracking:

v |+

Cancel m

Ok(ZH)E F
Save(4 )& S FHTh

Q- Qe o] 2o tigt A 7| A= F=7 VR2S AR

a)

b)

¢)
d)

Device(t] Hl©] 22) > Device M anagement(t] vl o] 2 #2])E A €3} a1 FTD tufo] A~ 5 =43
t}.

Routing(#}-7-%) >ManageVirtual Router (7} 24-5-8 #2])E 1 & §F 1 o} Add Virtual Router (7}
&2 F7hE S8 skal VR2E A Y U

VR29] 7d-9- Virtual Router Properties(7}3 2H-5-8 £:40)0ll A vr2-inside S &da}az A gy o}
Static Route(d 2 74 2)=2 &8 gt}

Hesd Wl
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Fas F7rol QB o 28 Al Fohs

e) Add Route(d 2 F7hHE 2234t} Add Static Route Configuration( 4 7 & 4 F71) ol A
o A g

- Interface(31E] 7o) =) - 110 2}-9-8] o] 9] 5 QI €}l o] 222 A El g},

* Networks(Hl E¢] 1) — any-ipv4 7| A & A 83Ut} o] YIEY A7} VR2 Yol A e84 &
S BE EYg gig 7] A =7 gy

- Gateway(7| o] E9lo]) — o] FEL M9IF U B /M BB R AR E FET F 3ol
= flo| Eglo] & A el shA) phA A 9.

Add Static Route Configuration (7]
Type: (@ IPvd () IPvG

Interface*

| outside v |

(Interface starting with this icon [#signifies it is available for route leak)

Awvailable Network C' + Selected Network

| Q, Search | any-ipv4

IPv4-Benchmark-Tests

)

IPv4-Link-Local
IPvd-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination

Gateway
| v |+
Metric:
L |
Tunneled: [ ] (Used only for default Route)
Route Tracking:

v+

Cancel | m

f) Ok(ZF)E FH T}
g) Save(HhHE = I
GAS A 2 o] o Qg Ho] 2ol A [Pv4 LA V] E H2(F, 172.16.1.2)F AT T
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a) Device(t]H}o] ) > Device Management(t] vlo] 2~ #2]) & 4 €135} al FTD tvlo] ~& 4 Y
t}.
b) Routing(z}-5-8)< A3t
c) Static Route( 4 7 &)
d) Add Route(d = F7hHE 28 34 t}. Add Static Route Configuration(?d 4 74 = -4 F7H) ol A]
= AR
* Interface(31 B #| o] =) - 4 2} &f 9] QIE #|o] =& A& gt}

< IPv4 E| o gt 7]

m1m

td

* Networks(Hl E ] 7)) — any-ipv4 7} A & A &3y}, o] 4 27}
AR H Y

°Gateway(7ﬂ°]E°ﬂ°]) ojn] A E A F =5 tholl A S2E o] 55 Ayt A7
op2] A B X] Skt Add(F-7hE 28 & the 2 - Qg H o] 2o U ES T P29 o
2 Zof gl Alo]Ed oo IP F4 (0] dol A& 172.16.1.2)°] 3 TAE /A S A4 9y
A= *3”6¥ Al Ego] Ao A sid A& A8 gt

Add Static Route Configuration (]
Type: e IPv4 IPv6
Interface*

outside v |

(Interface starting with this icon [fgsignifies it is available for route leak)

Available Network ' + Selected Network
| @ Search |W| |

| any-ipvd
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

| IPv4-Private-172.16.0.0-12

-

Gateway*
| outside-gateway v | +
Metric:
1
Tunneled: | {Used only for default Route)

Route Tracking:
v | +

Pp—
\-:;—-III\I.ue. | m
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B =30 72300 Q09 928 Agshs gy

e) Ok(&M= =Tk

) Save(#7hE &}

vr2-inside Q1 E] #| o] A& FA-E& TFA] &3},

a) Devices(t]H}o] ) > Device Management(t] BFo] 2 #2]) > Interfaces(¢1 ] 3] o] )2 A &g}
o},

b) vi2-inside S1E] # o] o h 3l Edit(HH)E S FUTL IP F45 192.168.1.1/24% g Fi .
o] A A] 2B A vrl-insided] 5L P F4AZ FAT 5 AdS5UTE 9ristd SlglF o) A= F
Mol M= aE 7H eh-Eloll HE e I E 7] ﬂ%‘ﬂ‘%‘?}.

c) Ok(Z)E 8o

d) Save(Ad)E I

VR19] 915 Egj= o] 10.100.10.1 2 35} %= PAT insideol] ) 3F NAT 72 A4 g o},

a) Devices(t]v}o] ) > NAT = A &gt}

b) New Policy(A % 2) > Threat Defense NAT S 29 g Th

c) NAT A A o] &S 2 InsideOutsideNATRule S ¢ 2 8} 3L FTD U] v} o] 25 A &gt} Save(A )
2994

d) InsideOutsideNATRule #| o] #| ol 4 Add Rule(7F & F7hH< &8 &} tf2-S 4 o g o)

* NAT Rule(NAT %) - Manual NAT Rule(5*5 NAT 7 3)S A &g},

o{l

°

* Type(+3]) - Dynamic(5 %)= A &gt}

+ Insert(4F4))-5 4 NAT 3t o] 9l 44 1] 8- = guivh.

* Enable(2/ 3h & 28 @k

« Interface Objects(21 E] 7 0] 2~ 7] &) ol A vrl-interface object(vr1-$1E] 3 o] 2~ 7 A S A &l 3}
3L Add to Source(z= 220l 71 S FEFUHONAIES AHE S 781= 7 -, Object(71 A) >
Object Management (7] Al T+2]) > Interface() E] 7 o] 22)ol| A 3FUtE A AD). outside( 2] )&
Add to Destination(th /ol F=7h = A8l gk},

» Tranglation(¥ £h)oll A Original Source(d - A~ 22) & any-ipv4S A & g1t} Trandated
Source('H 35 2 2)o A Add(3=7HE 22513 52 E 74 VRI-PAT-PoolS 10.100.10.12
g olgurt. obg) 1 3} 7Fo] VRI-PAT-Pool S A &l gyt
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NAT Rule:
Insert:
In Category v NAT Rules Before v
Type
Static v
Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

—
Original Packet Translated Packet
Original Source:* Translated Source:
any-ipvd v Address v
Original Destination: VR1-PAT-Pool v
Address v . i
Translated Destination
QOriginal Source Port Translated Source Port:
Original Destination Port; Translated Destination Port:
v -

e) Ok(&EE =9yt
f) Save(HhE YT
VR29] 95 E g9 0] 10.100.10.2 2 &5} %= PAT inside®]] o] 3 NAT 7+ % & F7}3u o}
a) Devices(t]H}o] ) > NAT S A &l gt}
b) InsideOutsideNATRule= <=7 3] VR2 NAT 2 & A 2] gt}
« NAT Rule(NAT %) - Manual NAT Rule(5% NAT 7+ %)< A el gt}
* Type(- %) - Dynamic(-5%)& A ¥ g o}
 Insert(A$)-54 NAT 71 o] &= 45 919 W& 48 FUh
* Enable(24 3} & ==yt
* Interface Objects($1 B 7| o] 2~ 7] &) ol 4] vr2-interface object(vr2-S1 B #H| o] 2= 7] A& A & 5}
3L Add to Source(4=2=of F7hHE FHFUTCONAIE AHEE 7)1 4 -7, Object(7hAl) >

Object Management(7] 2| #+2]) > Interface(Q1 B 3 0] 22) ol A & A AD). outside(&] F-) &
Add to Destination(t gl F=7H = A&t}

« Trangation(* 3ol 4] Original Source(Y ¥ A7) & any-ipv4 = A &gt v} Trandated
Source(H g+ Aol A Add(F7HE 288kl 52 E 7] A VR2-PAT-Pool S 10.100.10.2 %
Aot obg 19 3} 7Ho] VR2-PAT-PoolS A &1 gt}
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NAT Rule:

fanual NAT Rule
Insert:

In Category v NAT Rules Before =
Type:

Static R

Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

—
Original Packet Translated Packet
Criginal Source:* Translated Source:
any-ipvd v Address -
Original Destination: VR2-PAT-Pool -
Address v .
Translated Destination
- v
Original Source Port: Translated Source Port:
- v
QOriginal Destination Port Translated Destination Port:

¢) Ok(Z)E =8yt

d) Save(AA)E FH T

vrl-inside 2 vr2-inside %1 7| ]*Oﬂf\ﬂ Q)X o E] W o] A% el E TS 3] -&8t= a2 Ao]
AAS FA s HoE o oS AA & oF g th. Object(7] A) > Object Management(7 A ¥2]) >
Interface(‘?l Ej o] 2= A} '%HJ t}. Add(F7}) > Security Zone(H.qF & 93)S A1 B3} L vrl-inside,
vr2-inside @ €] 5 ¢lE] H o] o] T3+ Bl L xg/\q T},

Policies(d #) > Access Control (2] 4] 2~ Al 1) & A B 5} a1, E 2| 2] 9] vrl-inside-zone & vr2- inside-zone
o A outside zonel. = o} == 3] &3F= NA A 11101 ﬁ” 2 S A T

QEjHo] 29 o] 55 W S A A E o—?*, REEIo|dHYIoR 525 5§
st 712 A ve é%qﬂr. o] A2 Ao] A T2 /] A5 483 5 A5 YT
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Add Rule
Name Insert

AllowinternetTraffic Enabled into Mandatory -
Action Time Range

© Allow - v

Zones Networks VLAN Tags A Users Applications Ports URLs SGT/ISE Attributes

Available Zones C Source Zones (2)

Q. Search by name vl -ingide-zone

vr1-inside-zone

vr2-inside-zone

RAVPN A 25 714 2589 U5 U E9] A9 &]-&-5F+= W

7V 2h-" o] 24 8te tinfo] 2o A= RA VPNO] & 714 2h-5-E] Q1B 7 o] 2ol A Rt A 2l ]
t}. o] ool A = Secure Client A8 A7 AF8-2F A o] 714 298 U E S o] A8 4= 9= A&

s gy

2 o ol 4] RA VPN A}-8-Z}(Secure Client)i= 172.16.3.12] threat defense €] - 1 & ] o] 2=¢f] 174 =
192.168.80.0/24 = Wol| IP 27} A AH Ut A& A= A 714 81-9-E] o] W3- Y| E 9] o] oA~
S AF YT ARSAR A o 7H 2h-B VR1(192.168.1.024)°] HES A S S8 EdY 555 5

— A =2

gheiw A9 % VRIGIA 309 28 Tl 4RE fE UL
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73 s |
S - U E 0] 3 &-5Hs

inside ~——— 172.16.3.1
.- outside

Inside Network

VPN POOL |
192.168.80.0/24

192.168.80.0/24

Secure
192.168.1.1  Threat Client

VF1-inside
Defense

A 2a7] Aol

o] ellol A= RA VPN ol vl g3kt 713 26l 2 g ol gl o] 44 7pd ehS-elo Qlef sl o]
242 F9d Ao AHF

EXRE

A 7 29l A AL A A o] VRIS 29 F= 58 A3y h
a) Devices(t]H}o] ) > Device Management(t] BFo] 2~ #2])E A B 3} 31 threat defense T H}O] =~ &

AG T
b) Routing(2H$-9)S 22 Yt} 7124 2 2 Global routing properties(<1 9 2F-$-8 £43) 5 o] %] 7}
e Y T

¢) StaticRoute(d 4 4 =2)E Y3}
d) Add Route(ﬁi F7hHE 2834t} Add Static Route Configuration(®d 4 4 =2 -3 F7F)oll A
= AU

« Interface( B 7| ©] 2=) - VR1 U= 1 7| o] ~ & A & g T},
* Network(M| E91 1) - VR1 7} 2-9-8] UIES] 2 7|2 & 2= g o). Add Object(71 4 =71
§HS AgE] AT 5 Y

- Gateway(A o] Z910]) — o] F=& u A FUTh BHE 4 B2 ARE FE5T 25
= ACl E9) o] & Au s vHA A 2.

=2 v "1

-
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Add Static Route Configuration (-]

Type: e IPv4 IPv6
Interface®

vr1-inside v

Available Network C Selected Network
Q_ Search nw-192.168.1.0
IPv&-Private-T0.U.0.0-8 N

o)

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4 -Private-All-RFC1918
IPvB-to-IPvd-Relay-Anycast

nw-192.168.1.0

-|
Gateway*

Metric:

Tunneled: [_| (Used only for default Route)

Route Tracking

e ]

7 & &S AHE-8HA VPN ol A Secure Client &3 IP 522 % VR1 713 2h-9-E] o 41 192.168.1.0/24
HIES Ao A28 5 5T
e) Ok(F)E =gt
@712 VRIIA A 7Hd ehpH R A= fFE& AT
a) Devices(t]H}o] 22) > Device Management(t]vlo] 2~ ¥+-2])E A1 €15} a1 threat defense U] H}o] =
AY -
b) Routing(2h-+-®)& S8t =500l A VRIS A BT
c) StaticRoute(d 4 4 =2)E St
d) Add Route(ﬁi F7hHE 28 33Ut} Add Static Route Configuration("d 4 4 2 -3 F7F)ll A
o A gH
* Interface($1 B o] =) - A 2}--H o] 9|7 ¢ B H o] =5 A ety
* Network(W[E$1 7)) - 49 714 2198 HEH A /A& A g,
=

- Gateway(7] °] E §jlo]) — o] g5 n 951 o) o 7 2h-9-H
S REC DR LR SRS
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Add Static Route Configuration Q
Type: e IPvd IPv6
Interface*
outside v
Available Network C' Selected Network
Q, Search vpn-poal ]

s

outside-gateway

| vr1-inside
VR1-PAT-Pool
vr2-inside

VR2-PAT-Pool

Gateway*

Metric
1

Tunneled: (Used only for default Route)

Route Tracking:

]

31 192.168.1.0/24 Y/ E Y F(VR1)2] A=F A E 7} VPN Zoll A Secure

Client &3 IP 740 o) gk A4S A2+ = Q5 Ut
F‘J
-

chgol 5 e 2]

RA VPN 4 Z3 AL&2F A9 714 b -H Y 1P F427F = = A9 1P 20 A4 1174 NAT 113
—gEE?SP AH-g8te] Ak 2F9-9 S g4 stafof YT B % %Ol NS RAVPN T4 £5 W74
¢ dFYT
ApOl E ZHVPNES 3] of ] 7h e} Bl o) W E g Ao EdH g B E
ahiz

71 2h9-g o] &4 3te tlulo] o A= ALo] E 7F VPNo| A e 7} 2F-E 91 E #| o] 2o A uk x|
YT AR A A o] 74 2h-Efol] 3k AE F o] 2ol A= A S 5 flF U o] dloll A= Aol
E ZFVPNE §8f AFEAE A o] 7 2h-E Hol ] AR s = M E %] A& B e
AAE Ale Ut B3 o] Y 3 ARS A A o] 71 2k R M E A5 £ TS AL E ZFVPN
AL ol Esfof gt
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ABERAEE SRR EEERE EREE PEP EESETEEN I |

AAF U E R A9} 3|AF EAF U E 9] A Abo]of] Alo] E ZF VPNo| A Alue] & & Ao B lE o
7He 2F-E 7 = AR AREA S FTDY Y T ©] 75, AR E 7F VPN 172.16.3.19] XA} €] - <1
g g o] 2o ol th Ul Qe Flo] 2~ W 7P gh-9-E o] dFo]B = o] VPNol|= F7F A4
o] WH- Ul EQ) = 192.168.2.0/247F £ Ut} 121} VR1 7H4 21-9-E 2] A 591 192.168.1.0/24

Y EQ Fo] Abo] E 2F VPN M| AE Alg-sted A 2 VRIo| A4 425 AAsle] 25 75
3lal VR1 V[ ES A5 A}o] E 7F VPN A A of] F7}8l oF o)

e 1721634 s
192.168.2.0/24 @) Culside S0l 1721620024

192.165.1.0/24

19216811
vri-inside FTD

Al &Fs)7] el
o] dlofl A& 192.168.2.0/24 24 W E L =9} 172.16.20.0/24 &) Y E Y E 7}9] A}o] E 7} VPNS o]
v Ak 7 BF-E E Aol o A -3 7 g -H ol QI Ao 25 7 E sl Ao

14

LR AA

A 71 2Bl o A AL H o] VRIS ZO] AR FE5S AA

a) Device(t]H}lo] ) > Device Management(t] vlo] 2~ #a])E A ¥l sl a1 FTD tvlo] A5 =4 gy
t}.

b) Routing(z}-5-%)= 3
e o

c) Static Route(d 4 4 2)& Z 3

d) Add Route(d 2 F7hHE 2234t} Add Static Route Configuration( 4 7 & 4 F71) ol A

= AR Y

- Interface(1E1 7 ©] ) - VR1 W - Q1E] o o] 228 A e ghv et

o

. 7] -2 © 2 Global routing properties(¥ & 2}-5-

o
b
o
5
o,
X
N
N

* Network(H] E 1) - VR1 7H3 258 ¥l E 9] = A5 A &gt} Add Object(7] # 71
SRS ARkl A S dF U

L AC|Edo] — o FLL VI FULE OhE 7Py e SER AR E §2F 5ol Ao 4
o1& AeBHA vhal A 2.
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Add Static Route Configuration

Type: e IPv4 IPv6

Interface®

vr1-inside

Available Network C
Q_ Search
IPv&-Private-T0.U.0.0-8

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4 -Private-All-RFC1918
IPvB-to-IPvd-Relay-Anycast

nw-192.168.1.0
Gateway*

Metric:

Tunneled: || (Used onl

Route Tracking

- |

y for default Rout

Selected Network

nw-192.168.1.0

Myekee |

o)

o] A& 52 Aol E IF VPN &1 5(9A) EollA B Eat= =X RJIEE VRI 7H 2-9-H 9
192.168.1.024 Y E] o] A28k v AHE-S = dF YT
e) Ok(EN)E =93
@A 2 VRIGA A 71 e -H e A= 55 24P
a) Device(t]H}o] 22) > Device Management(t] B}o] 2~ #2])E A €15} 3l FTD tulo] A~ 5 =4 3y
=3
b) Routing(z}--8)= 83t =5tk A VRIS A= 3yt
¢) Static Route(H 4 4 2)= Z8 g}
d) Add Route(ﬁi F7hHE 238 33Ut} Add Static Route Configuration("d 4 4 2 -3 F7H)ll A
o= AR Y
* Interface(S1 B o] =) - A 2}--H o] 9|7 ¢IE|H o] =5 et}
* Network(M| E9 F) - A< 7Hd eH-9-E MIEA I AAE A8y
c Al Egllo] —o] FEHFUT GE MY S HE B EE TS A o= Al ES

QR L EER LY
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e)

3 A}o]E 7F VPN

a)
b)
c)

d)

AR B EE R PR ECEE BEE E N

Add Static Route Configuration (-]
Type: ® IPvd () P
Interface*

outside v

Available Network C'
Q_ Search

Selected Network

external-vpn-nw

o)

.anv—ipwl

default-ipvd

inside
IPv4-Benchmark-Tests

IPv4-Link-Local

Gateway*

Metric:
1
(Used on

Tunneled: | y for default Route)

Route Tracking:

o | I

o] A ARZ AFEEH 192.168.1.024 V| E Ji(VRl)A AE=FERIE|A ALO]E VPN H E &
FYe= A4S A =HE = lF YT o] oo A= A= EelEo] A 172.16.20.0/24 Y ES] =
= Bashal oyt

23}l 192.168.1.0/24 Y EY A& F7FH o}

Devices(t] HFo] 22) > VPN > Site To Site(A}o] E 7hH & A 88} VPN EZ 22| & AY T th
Endpoints(o‘ﬂ_guq_E)oﬂ/q EE AQdEZAEE ARG}

Edit Endpoint(21 =221 E 1 1) <] Protected Networks(H. .5 = U E
Network Object(M] MES A /A F=7hHE 283t

192.168.1.0 Y IEY L2 VRI M EY = /A & F7FF o)

=) D=l A Add New
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Network Objects [+]
Available Networks C'
| Q, Search Selected Networks
IPv&-Private-Unique-Local.. MwSES2AEERE L]
nw-192.168.2.0 v

|Pv&-to-IPv4-Relay-Anycast

nw-192168 2 0

outside

Cancel

NA F Y FEHYE=VEYT SAE 71 EfE S 8¢

A Y ENT FAE 71 71 9 TAES AT = JdS5UL S A2EV Bl E =

T NATE 23] 748 5 slsyth o] dlel = o5 IES A S 2E5 ]3] 918 NAT 713

T8k AAE AT

U2 ool A T2E A9 TAE B F TAEE A Z UE 714 8-9-H ol 34tk VRG(QIE] ¥ o]
2= vrg-inside), VRB(S1 E] 3] ©] 2= vrb-inside) 217} & Y gk A B 10.1.1.024 4 Yt} -+ S 2E7F 27
413 4 == VRG-Host Q1 E] 3| o] 2~ 7] Al = w38 © NAT F4= 20.1.1.1& AF-&-3FaL, VRB-Host ¢!
Bl H o] 2 7R A= vf F NAT 4 30.1.1.12 AF&35l= NAT A2 AUt el S 2E AE
30.1.1.1& AFg3lo] EAE B BAE YT & 4AE BE20.1.1.13 AFE3lo] £ 24E A 43T

o oX offt

— S

£ L
~ | Outside Internet
1 172.16.3.1




PR BESEEN IR EE PSR EE RS EE N

A 2a7] Aol
o] ol A= T - ofu] FAH Ao AT

* vrg-inside & vrb-inside Q1 E] #H o] == 7H 2H-9-H (Z2F VRG 2 VRB) 2 5 U §F A Bul 524 (4
:10.1.1.0/24) 2 4] ¥ vrg-inside & vrb-inside 1E] 7| o] i@r AZg

* Q1| o] 2= & & VRG-Inf, VRB-Infi= Z}Z} vrg-inside 2 vrb-inside 91 E] 5| o] 2~ = A Yt}

* VRG-inside Z 7] & Alo]E¢Jo] 2 A}€3}+= VRGY S 2~E A. vib-insideZ 7] & Alo]EgJo] & A}
83} VRBY] £~E B

L RAIA

W1 S ASA) S5 BRe) E ol & A2 & NAT 72 & 414 5 o Deviees(e] el 2) > NAT &
Aegy,

o7 2 New Policy(X] 8 &) > Threat Defense NAT S 2] gt}

t7] 3 NAT 42 o] 29 ¢ 253 FTD t]ubo] ~2 A et} Save(A )2 228U}

7] 4 NAT #| o] #| ol 5| Add Rule(71-% F71H< 295

* NAT Rule(NAT 71 2]) - Manual NAT Rule(<~
o 73 - Static(2ZA)S A& g},
* Insert (39)) - NAT 713 ©] Sl 739 Above($1 o) & A& ot
* Enable(2d3h)& S5 o
« Interface Objects(21 E] #| o] 2~ 7] A|)oll 4 VRG-Inf object(VRG-Inf 7§ &)= A1 B 5} 32 Add to
Source(ax2=ofl F7HE St (NAE A 7§l 5, Object(7 All) > Object
Management (7] A ¥+2]) > Interface(Q] B | o] 22) ol A 3}1}E A A]) VRB-Inf object(VRB-Inf 7}
ANE A5l Add to Destination(t/goll =71 & &2 3t}
* Trandation(H 3H) el A t}5-& A &gt
« Original Source(] ¥ A~ 22): vrg-inside S A1 8] 3H4 o},

« Original Destination(¢! 2 o} /)l 4] Add(F7HE 23 532 30.1.1.1 = 7l 2] VRB-Mapped-Host
= Aol gt}. VRB-Mapped-HostE A1 81 gHu o},

» Tranglated Source(*# 35 2~ 2~)ol A Add(F7HE 223132 20.1.1.1 % 71 Al VRG-Mapped-Host
= Aol gt} VRG-Mapped-HostS A B gt}

» Translated Destination( 3 o)l A th5 18 3 320] vrb-inside & A & 3 .
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Add NAT Rule

NAT Rule:

| Manual NAT Rule

Y |

Insert:

| In Category v | | NAT Rules Before v

Type:

| Static v |

Enable
Description:

PAT Pool

Interface Objects Translation Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

| Address

| vrg-inside

Original Destination: | VRG-Mapped-Host

| Address

Translated Destination:

| WRB-Mapped-Host | vrb-inside

Original Source Port: Translated Source Port:
| r] 4 |
Original Destination Port: Translated Destination Port:

| ol |

o |
FTD ©]16] 20 A show nat detail 21 & 21 A5l T} 3} AL e 22 o] 34]

firepower (config-service-object-group)# show nat detail

Manual NAT Policies (Section 1)

1 (2001) to (3001) source static vrg-inside VRG-MAPPED-HOST destination static VRB-MAPPED-HOST
vrb-inside

translate hits = 0, untranslate hits = 0
Source - Origin: 10.1.1.1/24, Translated:
Destination - Origin: 30.1.1.1/24,

Ok(E)E &3
Save(A4HE FE U
U5 ZE YT

Y},

=]

20.1.1.1/24
Translated: 10.1.1.1/24

NAT 12 &

Host2Host

Enter Description

‘Show Warnings

Policy Assic
Rules

Filter by Device +

Original Packet Translated Packet

Destination
Interface Objects

Original
Sources

Translated
ources

Translated
Destinations

Translated

Original
i Services

_ Source Original :
2 [Dinection Type Interface Objects Destinations Services Options

NAT Rules Before
1 &

Auto NAT Rules

Static VRG-Inf VRB-Inf By vrg-inside Fg VRB-Mapped-Host fl VRG-Mapped-Host By vro-inside Dns:false

NAT Rules After

TS w7 3L Al A 7F ERE U o

T

m
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BVI Q1B o] 0] 8 ALg-te] b8 ot weoln 33 anes g g ]

\alidation Messages:

1 warning
ManualNat64Rule: Host2ZHost
w | Warning: [ManualNatRule 1] The NAT rule has source and destination interfaces belonging to different Virtual Routers, the traffic will be able to leak

between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRB]

BVI Q18] 5| 0] = 5 AF-g-8Fo] 2f-9-1 W el Bl A T AU ES 3

2 5hs

5 MES A gt FHEEA G FIDE 753U 5 A3 i 0] S AE Fhoj W3t
TEE 5 9 FUTE o] TEHS Ak 7 B EHE R BVIS At 73 ehS-E ol A
BVIE A shs Aabe of 7)o A& o olaut.

BVIE @181 299 ClEf o] A 5o 06 el 71 Qe ol =l el 52 A
B3P @ SR TEl el e A el 0 M SR 004 S E e ol
@ el A8 e slo] 28 9 /b i o208 BVI S| o] 22 Eukghich BVIe) 1] slo] 2

& /b QlEjso] 27k heh melX) 1F o ME g,

U5 doll A BVI-G+= VRGOl A = a1, B2l A] 15 12 Q1 # o] 2= Go/1 B Go/20l| gk 2h-¢-6 <
Bl o o] 2t} vE 714 =, BVI-B= VRBo) A AW, Bl A 15 23 /1 0] 2= GO/3 L Go/4
o] gh$-5 AE o] ~d Yt} TBVI W HAE P A B Y F4(4: 10.10.10.524) 2 7 U T} 714
29§ wZo] IEY A7} 3 gl Aol ] gyt




geree |
W sviciesiol s Abgstel b el weol 4 B3 A NES Bl sk Y

Internet

L EZAA

7 1 Devices(t] H}o] 22) > Device Management(t] vlo] 2~ #2]) & A gt o, F 8 3k tnfo] ~5 A
Yt}
A 2 Interfaces(Q1E] 3| o] 22)oll A Add Interfaces(31 E &l ©] 2~ 5=7}) > Bridge Group Interface(2. 2] %] 1%
SlE H o] )& A{Eﬂa\;}q;}
a) T BVI-G Al 7 ALaks 49 &y
* Name(©] =) - ©] allol| 4= BVI-GYH Yt
* Bridge Group ID(E.2] ] 1% ID) - ©] dlo| A= 19Ut}

* Available Interface(AH-& 715 8k Q1 E o] ) - QT E] o] 2 & A el gy T},

* IPV4Sl A 1P 8 2] 79 Use Static IP(H 4 IP AF) S A el g,

« IP Address(IP 522) - 10.10.10.5/242 <} & gt}
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Add Bridge Group Interface [ -]
Interfaces IPv4 IPvE

Name:
BVI-G

Description:

Bridge Group ID *:
1

Available Interfaces Selected Interfaces
| @ search | GigabitEthernet0/1 S
GigabitEthernet0/0 . Add GigabitEthernet(/2 .

GigabitEthernet0/2

GigabitEthernet0/3
GigabitEthernetdf4

| GigabitEthernetd/s 5

b) Ok(EehE == dYth
c) Save(AhE EHFYT
a) U+ BVI-B AlH ARE =gy}
» Name(©] &) - o] oo A= BVI-BY Yt}
* Bridge Group ID(E. 2] A] 2% ID) - ©] oo A= 24t}
* Available Interface(A-§- 715 gt QIE] sl o] 2~) - 319 QIE] s o] 2~ & A & 3T},

« IPV4S A IP & 2] 79 Use Static IP(H 2] IPAFE)E A Eigyrc,

1P Address(IP 724 - A 2 F1o] 4] ¥ QlE| o] 0] P 4 F B 5 8ol H] ghorw o I
5 ug) AN, HEH 1ES T iat] 714 eh9E ol dol ALd ¥ BAI 1P

FhEATE T 9)\314‘:}.
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Add Bridge Group Interface [ -]
Interfaces IPva4 IPv6

Name

[ Bv-B i

Description:

Bridge Group ID *:
E |

Available Interfaces ¢ Selected Interfaces
|Q search | GigabitEtherneto/3 §
GigabitEthernet0/0 \ Add | GigabitEthernet0/4 S

GigabitEthernet0/4

GigabitEthernetd/5

GigabitEthernet0/6

GigabitEthernet0/7 22

Cancel m

=
@A 3 VRGEHAL 8t 71 2B & A ekl U E9 A 2 BVI-GE A 8 th

a) Devices(t]H}o] 22) > Device Management(t] ulo] 2~ 2]) S A el g o},

b) Tlulel~E 3 Skal Routing(2H$-%) > Manage Virtual Router (71 2198 #a))& A€l
t}.

¢) Add Virtual Router (7} 2+-9-E F7hE S th 713 2h9-H 9] o] 55 Y= 38kaL Ok(E]))
& 23 Yh

d) Virtual Routing Properties(7}% 21-9-8] £4)o] A BVI-GZ A ¥l&}aL Add(5-7HE 2 gt}

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRG x WRF MName:

Virtual Router Properties
Description:

OSPF
“ BGP | |
IPvd
Select Interface:
Static Route
! Q, Search |
General Settings Available Interfaceg Selected Interfaces
BGP ([Wevi-c B
™ BvI-B
|
i) vrg-inside

e) Save(A)E Z
A 4 7 2S-E S A S (VRBE AL §H) U E 9] A2 BVI-BE A8}




| b a5

|
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a) Devices(t]Hlo] 2~) > Device Management(t] BFo] = ¥e]) 2 A el gy},

b) tlulo]2~E W3 s}kal Routing(2HF-%) > Manage Virtual Routers(7}He 2H-¢-8 3H2])& A 8 3]
=

¢) Add Virtual Router (7} 2}-9-E] F=7hE S U th 7 g9 E 9 ol 55 o
s 29y

d) Virtual Routing Properties(7}4 -9-8] 443)o] A BVI-BZ A €151 3L Add(5-7HE 28 gt}

],

ol
=

NER)

Device Routing Interfaces Inline Sets DHCP
Manage Virtual Routers Virtual Router Properties
These are the basic details of this virtual router.
VRB M VRF Name:
Virtual Router Properties
OSPE Description:
v BGP
IPvd
Select Interface:
Static Route -
Q, Search
General Settings Available Interfaceg* Selected Interfaces

[@BvI-B ]

e) Save(A)E S Pt

BVI-B A A& UA] A3 F T

a) Devices(t]H}o] ) > Device Management(t] BFo] 2 #-2]) > Interfaces(¢1 €] 3 o] ) S A &1 g
o}

b) BVI-B Q€] s o] 20 tha] Edit(A %) S FHFUTE IP F42E 10.10.10.524% A G o). <1 E
o] a7 F o) MR TE 7 el g-Elol] AR sty B2 o)A A AaElo) A U E BVI-G IP

=2 AR5 9 sy

¢) Ok(Z)E S8 dH.

d) Save(A3)E 2 Fch

BVI 1t &1 & kst | 9] 2k H & 72 7%1015%101?_4 U} o] oo} o] T =

BVI A1) @ ol A = NAT €] - 2B & Alo] E9lo] & 5 ¥ Ap&-ste] BVIZF Egfj o & A A g

B2 15 W dis] NATE 743 v+ A1 OlEiﬁ]O])\E A A FTh BVI(H.2] A 18 2 E

#Ho] ) ZHA o] 3| A = NATE T4 E = sl yth Bel A 15 #H Qg 7 o] 2 7ho] NATE <+

Bk wj= A L v FAE AR FUT B Ho]l AR o E AT = flsuth

=9 AR AL A AT T B P

7V e R E TEIP Y SR AR AR of 2] 7MY B E E A E s U o] ool A VRG
2 VRBE IP7} 192.168.1.1/24 % 52 5] = 7}” 2H¢-E ok H:‘% T F Eu 1o AR AU E
1= 1P 192.168.1.207} S5 F Ltk VRG 2 VRB AFH8-AF7F & A1 1] 172.16.10.X°]l °“xﬂ*o}t 8
A 7 e HE G EE FE YT 22 NATE AHESte] 55 1PE A2yt VRG 2 VRB
ARG AFO] MA| 25 A of st FMCOll A AR Q15-& A s oF iUt FMCE 99, &4 H 9 &
2], ID 22, 1D 7F 3 B2 A 25 ARE-5Fo] AHEAHIDE AT F U T FTDE AF8-4 1101] M AR g




iy asy |

FRAEMENIZ 84 AT T
AR Gom2 HEA AL A A AAE EA AR, FAAL 84
SECE & ALgste] oalz Alo] A A4 F T,
FMC
172.16.32.X
172.16.10.X
Inside
o Network \
VRG-NAT 10.1.1 =4
192.168.1.% Pl o

EZD

Domain/User:
abc.com/userl

Outside 1
172.16.3.1 .&)

— VRB-NAT 20.1.1.1
Domain/User:

wyz.comfuserl

Al #Fst7] ol

o] aAlel A= AR& AP Al T o] o] ] Q= Ao = 7Hd gt
* VRG % VRB AH&-AF-8 AD A B 27§
« AD A ¥ 7} 2717} =714 ISE.

Ay

L ZAA

A1 VRGO ti3l tiute] 2o Wi Qg Flo] 2~ Tt
a) Devices(t]H}o] 2) > Device Management(t] vlo] 2 #2]) > Interfaces($1 E] 7 0] ) S A & g
t}.
b) VRGell &3 IEf o] ~5 A FY .

* Name(©] &) - ©] 4ol A= VRG-inside d Y T}
c 243 e A8
< IPV4Sl A IP 538 ¢ 749 Use Static IP(A 2] IP AFE)E A el gy,

* IP Address(IP 42)-192.168.1.1/245 1 2 gt}




7V 2H--H
FEYEYEYAR AL IFS A Y .

@Al2  VRBoY i3l tiufo] 2o Y3 QIE o]~ 5 T4 3t
a) Devices(t]H}o] ) > Device Management(t] BFo] 2~ ¥+2]) > Interfaces($1 E] 3] o] ) S A &1 g
=3
b) VRBel| &3 & Qg o] ~E AR F T

» Name(©] &) - ©| oo A= VRB-inside Y t}.

« IPV4ol A IP 58 2] 7% Use Static IP( 4 IP AM8) S A el gy,

cIPF - wwo g SUTH o} & AFE A} A o] 714 B9-H 2 WA EA] Zgrom g 3 [p
F22(10.30.0.1/24)2] Q1B H|o] 25 A 3F= AS A 2Elo] A 3]-&314] &5yt
¢) Ok(FHSE ST
d) Save(A"hE HFH
G713 VRG AHE AL &8 AW 172.16.10.10] HA ek o= 9l 7 o 2h-9-8 o] Wi Q1B 3| o] 2~ of]
VRG % 1A 7|2 A2 §&S AT}
a) Device(t]H}o] ) > Device Management(t] vho] 2= #-2])& A €l 8} ar FTD tule] =5 4 dY
t}.

b) Routing(2}-9-%)>ManageVirtual Router (7} 2+-5-8 #2])E A & § 1 v} Add Virtual Router (7}
& 2 F7hE S88kal VRGE A

¢) VRG] 7 -9- Virtual Router Properties(7}4 2H5-E] $:4)0ll 4] VRG-insideS g3l A 43
t}.

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRG VRF Name:
Virtual Router Properties
OSPF Description‘
v BGP ‘
IPvd
i e Select Interface:
1 Q_ Search
General Settings Available Interfaces C' Selected Interfaces
(@ VRB-inside
(@inside
[@Joutside

d) StaticRoute(d 4 F=2)E 28Ut
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FEH=VEYIAR AR QES A8 U

e) Add Route(d 2 F7hHE 2234t} Add Static Route Configuration( 4 7 & 4 F71) ol A
& AA Y

« Interface(1 E] Tl 0] 22) - A 2}-9-E o] W5 A H| o]~ & A& g}
* Networks(Hl E 9] 71) — any-ipv4 7} A & A & g},

* Gateway(Al o] E gl o]) — ©] &L v g5 U th U2 VM B9 HE S EE FE2S E 9
o= Aol Edo] & e etA] niA Al @

f) Ok(=)E FHFU
g) Save(AZHhE Y P
@Al4  VRB AR A7 3 AT 172.16.10.x0] A28 = Qe A gb-9-E o] Ul QI | o] 2o gt

1B VR AR FES TAAEHH

a) Device(t]H}o] ~) > Device Management(t] vlo] 2~ #e])E A &3} FTD tHlo] A5 4 &
t}.

b) Routing(2}-9-9)>ManageVirtual Router (71 2}-9-8 #2])E A &3 o). Add Virtual Router (7}
2 2}$-E F7H)E 2263l VRBE A T )

c) VRB<2| 7% Virtual Router Properties(7}g 2+-9-E 4:43)ol A VRB-insideE 338} A 7d3H]
t}.

Device Routing Interfaces Inline Sets DHCP
I

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRB VRF Name:

Virtual Router Properties

OSPF Description:

v BGP ‘ ‘
1Pv4
) Select Interface:

Static Route
‘ Q_ Search I

BGP
Available Interfaces C Selected Interfaces

VRB-inside (@ VRB-inside

d) Static Route(d % 4 2)= Z¢ 3t}
e) Add Route(ﬁi F7hHE =383t} Add Static Route Configuration(d 4 4 = 14 F7H)ll A
= AR Y

« Interface(1E | o] =) - < 2h-9-H o] - A o] 25 A& g},

* Networks(Hl E¥] &) — any-ipv4 7} A & A &1 gy}

o)




| 73 eew

S GERECEERERBEEREER TN

* Gateway(Al o] EFo]) — o] FE2 H| gtk d& /M S HE e EE 7 EE A
o= Aol Edo] & e atA] niA Al Q.

f) Ok(E<)E FHAY
g) Save(A)E I
SGAl5  VRB-inside S1E o] 2 4 & thA] 1yt

a) Devices(t]Hlo] %) > Device Management(t] Blo] =~ ¥1-2]) > I nterfaces($1 Bl 3| o] 22) S A &1 gh
t}.

b) VRB-inside Q1E]#| o] 2ol T &l Edit(CAR)E S FHTH IP T42F 192.168.1.1/24= A A ).

o Al AlZ=§lo| A VRG-inside®] &L FHIP T4 A S 4= dFHth divkshd QI o] =% F

Mol M= vE 7H eh-Elol Hes 357 Myt

) Ok(ZHSE ﬂmﬂqt}

d) Save(Ad)E SHdH

@Al6 A2 ZlA VRG 2 VRBO t 3 NAT 712 & 571U T} Devices(t] vho] 22) > NAT S 28 gt}
@A 7 New Policy(Zl A @) > Threat Defense NAT & & 8 34 o}

A8 NAT A3 o] 55 Y= skal FID tiuto] ~ 5 A 83yt Save(A )& 2= 34

@719 NAT #Hlo] %ol A Add Rule(7f3] F7H& &85 Ea

g5k VRGOl el th & A&
TN

2] 3]

-

NATS H%Hlﬂr.
NAT 7+ 2)& A8 g

* NAT Rule(NAT 71 2]) - Manual NAT Rule(*
s 78 - Static(a2A)S A g g},
* Insert (AFY) - NAT 71 & o] 4= 7% Above(H )= A&t
* Enable(24d 3h & 24934t
« Interface Objects(21 E] 7| o] 2~ 7] 2])oll 1 VRG-Inside object(VRG-Inf 7] #])& A1 B} 5} 31 Add to
Source(A2=ofl F7HE EE st (A E AHE-E 8l 75, Object(7 A) > Object
Management (7] A #2]) > Interface(Q! H | o] 2=) ]l /\1 3= A A)) Global-Inside object(VRB-Inf
MAE A 833l Add to Destination(tdll S=7hH& 28 3t
* Trandation(¥ 3H) el A t}3-& A&l g o)
* Original Source(l & A22)ol Al VRG-UsersE A & 34 T
« Translated Source(¥ 35 2 2)o) A Add(F7HE 28513l 10.1.1.1% 7§ A VRG-NATE A
oyt thg 19 3 o] VRG-NATE A &l gt
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Add NAT Rule (]

NAT Rule:

Manual NAT Rule v
Insert:
p In Category v-! | NAT Rules Before v
Type:

Static v ‘

Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

I
Original Packet Translated Packet
Original Source:* Translated Source:
| VRG-Users v ‘ Address v|
Original Destination: i VRG-NAT ". =
Address v ‘
Translated Destination:
v ‘ = ‘ v

Original Source Port: Translated Source Port:

Cancel m

@A10 Ok(EHe)E S8t
7 11 NAT 30] %] o] A Add Rule(+ % 3=71S 22 8ka VRBO| ta) The 22 NATE 4 9] g},
* NAT Rule(NAT 7+ %) - Manual NAT Rule(5=5 NAT 7F3)S A &gy},
* 73 - Static(2L )= A YT}
s Insert (A4 Y) - NAT 7+ 2 0] 2= 7 -9- Above($] o) E A&l g},
* Enable(Z4 3 S 2834t
* Interface Objects(21 E] 7| ©] 2~ 7] A]))ol| A VRB-Inside object(VRB-Inside 7} #)E A &1} 31 Add to
Source(Z2=0ll F7HE S NAIE AFES 4§l 7 -, Object(71A]) > Object
Management(7l Al #2]) > Interface(2) Bl #| o] 2)ol| A 3} 1= A Ad) Global-Inside object(VRB-Inf
NANE A8kl Add to Destination(th ol F7hS 28 g o),
« Trandation(H gl A th5-S A8 3ot
« Original Source( ¥ 4 2)ol A VRB-UsersZ A &1 g1t}
« Translated Source(FA3+E Aol 4 Add(F7HE 28313 20.1.1.12 7} A VRB-NATE %
ot} ths 13 7} 0] VRB-NATE A g3t}
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Add NAT Rule

NAT Rule:

[ Manual NAT Rule v J

Insert:

[ In Category v } [ NAT Rules Before v |

Type:

[ Static v ]

Enable
Description:

| |

Interface Objects Translation PAT Pool Advanced

3

)

rie

4 W

Original Packet Translated Packet
Original Source:* Translated Source:
[ VRB-Users v ] + [ Address v l
Original Destination: { VRB-NAT vl T
[ Address v]
Translated Destination:
| ]+ | ] +
Original Source Port: Translated Source Port:
SHA12 Save(A ) E EH A
NAT 72 2 th=-3 254
Rules
I
Filter by Device
. ) Source Destination Original
# Direction Type Interface Interface Sources
NAT Rules Before
1 & Ste.. any any Fg VRG-Users
2 & Ste.. any any Fg VRB-Users

Auto NAT Rules

Original Packet

Original
Destinations

SA13 ZF VRG 2 VRB AF&2fo] t &l EMCeoll a2+-3F AD A 8] 270 = F=7}sHU o). System(A] 2~ 8l) >

Integration(%3}) > Realms(% ¢})& A @l gk},

Hesd Wl



e |
W Bors Ahssicl /g kol e Adehe by

9714 NewRealm(M 49 & SFelsta F=& syt dud gigt A &2 9 2= Y &S
xS A L

97115 VRG 2 VRB AFE-22] dA| A5 Aojated &4 ta g 2715 oy 9 e 9 &
713} B = 8l Active Directory 9 % S HdE 2] Ao W&& F=xsh4] "]9_.

@A 16 FMColl ISE 37}—System(A] 2= ¥1) > I ntegration(= &) > I dentity Sources(ID 4 22)E A &l gt}

o

A 17 Identity ServicesEnging(ID A 1] 2= A& F8 st D=2 483 T) -é of o gk A g ] 8->
Q& AHEall AL Alof ol Ul g ISEASE-PICE A 3k W o) Ul&-& F23H4IA 2.

9418 1D AH U FAS A4S TS VRG L VRBOI A FE )= ARaabe] a2 Alo)shr) 918 a4
2= Alo] AL A ol gk,

BGPS AL-8-3to] 714 eh-E1 & & A sk W

olAl 7He 2h-El (A o R AREAF A o) Y B9-H) bl AR E FESHES tHbo] 2ol A BGP A
e T  UEUT 24 7 Bk o] A= B S BGP HIolE 2 WAL, o] Hlo] &
&7V B HE 7P ST AR W A 7H A2 E AR A o T Bk ok vo}ﬂ‘%

TR ks AR U T BGP ol Eell ek B2 B 7 7] s R )= A
7V B2 Eesto] AHEA A 7P B-E el M A Y

ko] sk tuto] 27} thg 7 ghe-H B QIE o] A E g o] lthal 7hg T
« A9 7 g9 = WE(10.10.1.4/24) 2 2]5(10.10.0.524) = -3 F U Th
* VR-S(3 %) 7H 2+$-El = Inside1(10.10.10.7/24) 2 Outside1(10.10.11.7/24) = -4 FH Ut}

« VR-W(H L) 714 2}-9-B] & Inside2(10.10.12.7/24) 2 Outside2(10.10.13.7/24) 2 7 H U o}

ZI(VR-W)] 22 JY(VR-S) D Z2HE F33}3L VR-SQ &% Slg#o] A~ HZE VR-WE
fr& ot = 73%2 7H e BAGUT v 7k A &2, 49 2b9-E 9] &5 QI o]~ AR E I Y
(VR-S)o. &2 fr&ste] il gt o] ool A= eh9-H & s A4 817] 913 BGP 74 A& Hol&
Yt
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| b a5

BGPS: ALg3ko] 714 ehe 2 4 adst iy ]

7 T ies 1
! insidei 10.10.10.7/24 | | Inside? 10.10.12.7/24 |
| Outsidel 10.10.11.7/24 | : Outside? 10.10.13.7/24 I

Export Inside? and Outside2

m ’g Export Dutsidel

- ;R Export Inside? and Outside?

ob

. 1
| nside10.10.1.4/28 |
| Outside 10.10.0.5/28 |
1

A25}7] Aol
C TP S E AL

- BGPE #4383 24 /b eh ol el 1 AE A2 g AL 5w BGPE T T

.

EZEAA

VR-W7F 42 o2 Bl 17t A4 9 425 VR-S= R = 4 F T

a) Devices(t]H}o] ) > Device Management(t] vlo] &~ #H2])E M Bl ar t]nfo]| A5 AR 3 v
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