HE

©)

u|

lu
4°,
Al
12

>

cRE Y 5 )

o2 FAN A = 3 Alo], v A 1} 52, Advanced Malware Protection(AMP), 2 2}-9-= 14,
T4 B A A8 E ATHY

cUHEI I BE E v A GH | o)A

- k) A oAb g AL 27, 2 Ho] A

e gt W ot I E A 91gk glold s 8 AL, 3 | o] 4

« 3 A L ohdIE §H B AL, 3 H o] A

s ot FE Ak A A Y, 6 | 0] A

et IE A 93 SE9-E A, 12 H o)A

e 0} AR D v} 53], 22 9| 0] #]

- 3] A &4 W7, 38 H o] 4]

emtd ok T B2 Ae 2 A FA, 38 # o] A

cgd gotd I gx e E A 24, 40 H 0] 4]

o (18 A}l AMP for EndpointsE AF-8-8F o} T = WX 41 7 o] X

cUE A APIE B D 9 A A 3| ~E g, 46 7 0] X

= = 7|l Lo

ol FE H gl A= A R
oby I 5 Bxstal pkate W v A A S ALgsf o ULk 9 A A S ALESH Ed S v}
A fdE e gxsta Ao g = A5y

Firepower®] Advanced Malware Protection(AMP)S U E ] Ao A et 7= AE5S &R, A, 34,
A 278t Aeid o2 2ekd 4= 9l 51Ut} Secure Firewall Management Center 9 $1F] & ]ioﬂ
A o] 7L A ZE Olg B al sl o] Aol = AMP for Firepower 2+ 3% Y th. AMP(Advanced

Malware Protection)= Q12}Q1 0. 2 -5 w1 ] = t]nfo] 2~ ¢} Cisco Cloud®] 913 H o] Bl & A}-&-3}
o] PP F=E AEFY T

9 A& A Az Ao] FA o) AR YENL EH L AL QA2 Alo] - Hof
O

A z~Elo Y EYFo| A St ae 2 ehxald 5l 2 ok 3= oMl ES AT 5 @ okA
F= o] E Ho|HE 43} ™ Cisco Secure Firewall Management Center ¥+2] 7}o] = 9] 5} /oHAd
ZEoliE R WEQD el F 2 B4 3 A AL

HESZ



http://www.cisco.com/go/firepower-config

ESZtgme s 2l 44 |

[
=)
e
ox
2

%)
jiis
o,
i

549) 43 & obg S ek D kel Aol & £ 5] 918 A 2ol A AA A 2= A o] o] A
2 ALgSHE T BT o] AL A 2wo] s Ao 7719 2Ale] A sHz = o
AL B3] Aol WA FS AAFHES Frich ekl WEA A e a2 Ao] A9
R GEE L SRS

network traffic

Y
ah matching : R files allowed/blocked
Rule 1: Allow l— iraffic File Policy A =t per File Policy A
no match
matching : = files allowedblocked
Rule 2: Allow et File Palicy B |—p=- .
traffic per File Policy B
no match
Default Action:
Allow Access Control Policy

 J
traffic allowed without
file inspection

371859

QAo F 7)) A2 Aol it o] Qo F A BT Allow(38) 2} AH85ha kel A A3
o] Ltk A o] 713 2l e m et e 42 A4} glo] BN g 8 gk AU of

Ayl el A, EdfE 2 thg- 3 o] A eyt
* Rule 1 (7F3 l)oﬂ 0517‘(]8]‘% EEHT—’%% File Policy A (¥ A A)E@A}@_qq.

srule 1(778 1) o XA X EHT L rute 2(7#F 2) 9 el H7FE U rule 273 2) 9l

20
o

A 5l= EFYH L File policy B(FA A ) 2 FHAF )
T ol A YE A A g EHY2 LG Yrh U A S 72 AF G A4T 5

* =
ISR

o

md 29
RSB

AP e = wrel
nE

haf

N
k%

11 y].o)
=

o

2
2H

B Y=g m=ns




H v o R : o
. = N o T o T
N iof- ] = F mH T T
A ks ww e w ¥ 3 TN
i = ) i N o ¥
) il ke up z o -
: e |E " L z % = o *
B R EGRE 7o 70 & o N X o P
- < EEE o 52T il b By
i T 5 |7 = T T ° = g it
bl ﬁT <] m £ m = 2 cy Hﬂ n] oy go ﬂ
st e |5} [y |5} ) "y g [y T H ~ oF
Mo; OL w p..w ~ ‘N_l ﬂ r..w —~ ‘N_l ~ ,m_.o p..w ‘N_l ~ ,m_.O Jﬂ H ;I.\# OﬁE ..,_AMM
= Soo ™ O Sdo WOy | 8 m%m T ok X o I &
 |BlEy e | E0 ke g 2T bR ) o © X 3w i
= o |Fo Mo |Fo Ha |5 ko |9 ° = X Y]
7 [PlES S EL W [ES &4 v T 2 T 2 @ -
<L o . x
— g w T e T Iy
) ol =0
O Ay e N A X % Tk
= | B 5z o o T
i R KX W 5 TH el
— T e ojn m v = _HAT X
+ 20 T 8 1* i w T
G E: pe e BT FEEs
_ ~ o 2 — =K o T
o ||y 5P 25 NI e 5%
jnY s O#E < X —_ \H_Ol #
loH h | b=t ‘H ~r g ul
O#E W o Hﬁuﬂ S H 3 o s A=
= _ Y ) = E T o H
_Z_l 5 o AU E# 5 oy &I
ey o T 5 o T ool oy
1r 7O o =~ E o oy LW
at X ) o R’ T i i o B 5
& o M 5 o - N
o E T T~ o X o 3 A o)
T oo o= x| B ol Ar 70 A L me ey Wﬁ =% T
TET O e |ew W x g8 ol LT haw
do . o |® | T 3 moo T <X F o4mv
M . —, A ]
= ~O |4 | ey & < oK T omm &
\Ll =
ol o_nwmwl ﬁi
— —
oK O N
~ A e
0 5 —
0


http://www.cisco.com/go/firepower-config

Aol = o] qfF o] 234 = IFYT 112 S THE "= o] A gt F o o3| "mA X" 91 E o]

=AU

A A AdE = Fd FH2 & A Yol Ady = A 39 5k Jg YTk 7

LA g o] Ay = Y FES B 3 2 T4 H o] A £ o] &3] Block Malware(®}

A3 akeh) A S dgeta B4 e Sl &3S Ayt

Alzdlo] BE 9 3 S HAARIES ot 54 A4S Y 37 7 4 3 S 9

AL B A A el A HER A TG

y} 2 o] Malware Cloud Lookup(24 2= Ze-9-= %3]) =+ Block Malware(2}4] == =}
T/ o] 21 31 management center®] AMP S &}-9-=9}2] A4S AAE = gl 7

=
ﬂ%%%@%ﬂ1i%8?ﬂﬁﬂﬁﬁ4&ﬁ+fﬁaéﬁ*ww
Ciscot= TCP 12 o] A48 = wj7pA] 2pche eff Z2] A o] Al o] Al d8 Sl 318 WA &}
7] 913l Block Files(¥+% #}) 2! Block Malware(e} 4 7= xheh) 2H9] & 9] € Reset Connection($1
éﬂ@@%%@ﬂ%ﬁ°Jﬂﬂwqﬂégﬂ@@ﬂﬂ%gﬁnmﬁéﬂﬂﬂﬁziﬂ
A w7bA] Sl AE Al o] A% S H ot

el B s BUEEehs 49, BE A dd s AFsAY T4 S S 98l 2E A
HAL AEaHA] vpY A Q. o] B A dhE Al A Aol B GFS E S Ut

Alz=Boll A G2 E BE 9 FP A A EAS TS F= U AR AT
Application Protocol (°}] irection of Transfer (7% W-&k), 2 Action(2+¢])

EFUE 55004 ge A3

g2 o) v gt oS #Har Aba U A 3F AFSFS 312 BFA Al Q
188 Zaoholo] A shE A e 5, A2 Ao] 72 & AMPE £33t 3ol Alo]F 59
o < gl

gdo] cfEeold TRES X
ol Ao =)ol TR EE
ES AAskA syt

PmnMESMWWLMMPwHﬂHAQﬂﬂﬁhﬁ%ﬂ%ﬂ%ﬂ%ﬁwﬁ?%ﬂwméi
Wgﬁ%ﬂﬁﬂﬁ4“ﬂ | E = 3} o] & ¥ T 7} A £ 2

o gshH €& o dsyHh

A~ E 7|9ko] 9198 SMTPo| A58 745, A7 v Sefo]AE= = vhaS CRLF = vhy
A xF o 7 W3kgtyth Mac 7]1¥He] 3 AE 7 A8 #] B ' (CR) wAHE /\}30}51 Unix/Linux
7|qke] A~ E7F 23Sl 3 =(LF) £ AHE AFE-s7] wiitoll Wl Setol A Eol o3 = nlar W g
= ol A7|E WAL & AFH A B7Fed 3 S AT o A5 WA Sl
AEZ} = v Wehs 7| gt o= A vt Aol Fo A 2.



| vESz ta=ns 2 99 g3

EOEREERE |

« 1SO ¥} & &-%] 3} ¥ "Limit the number of bytes inspected when doing file type detection(3}< -
HAE AL W A = kol E S AR A4S v B o 2E gA A B AT

49 g
M, 38 Fo] 2] o] A A 36870H T & o= AH o}*‘ Al Q..

T eyt

e rar5E L 3slo] A rar oFFtol B U] Exe UL A M

]

LS9 3 FE UL BAE A RE A9, A% TR ES] Fogle] 1Y 5L Block
Malware(eH4d 51 = 2be) 33 B 25 Y B S50 o s a4 @ik A sde 5
FavhAC EAE 2 AA A2 0w 1S Aekat] 9)a) o7 se, vhA 7L B

A F 9 e A,

FTP 549 4142 913 3 F 8 vp7A7} vp o} wlol o] A Esh w2 %5 49, vb]
= A TP 2 ehol 1B 39 A% o) v drkar FAISHA R A 2 shed e v 2210 9
A3 AEFueh

Block Flles(-L}01 Z}D‘r) 4 Block Malware(2}d 7=
&

O

Wi

}%) P& 7HR o A2 27 s A
I, URL, A8 Bl Zefo] A E ol Z2]7o] 4
q /\HE% xﬂéﬂ 2 X}‘i‘f?’}&i’*ﬂ HTTPS 541 vl o= E7} Abg o2 AN E = As AR

Yt}
« EEA HTTP 2 E Aﬂ*ﬂ Eg g o] &53A] & A5, Al2HS EG TS AR ThA] of
AET = glonz EfE S Adst Ay 3 oWl ES QA A LUt

Block Files(3+&d 2}ty 712 0 = 2tk 3} S NetBIOS-ssn & 2 2 %31= 7 9-(SMB 3} H %

), W SAEdA 3 & g0 = sy k. 1 Y & e R =T A A $ ek
7] el AH8E 4 glen, 1 AW 9t dES SEE A sy

* NetBIOS ssng &3l &%= 3 (dl: SMB 3+ A 5)S Tt Abdbsh= 12 = A4S

= AT A2 A Tl 3 AES A SE U sHA T ) A A S S E sk

A= Ao AL 55 & AEE = A 9Fd 2> AAY

SMBA =P FAE LI TEE=TE o] HE AL A
o _
T

+ Ol TCP H= SMB Al Mol A 5 A]0] A% 5% 5hel & A Abs] 4] g o)
» Se] ] Dol A FeE o WA m vuhol s ol 2 <la) 7] SMB Al A A2 g ]

AN =
Hpo] A2 o] Fah= 49, A T 9 dF o o2 HAAE A e MHHE}.

Microsoft Windows A| 2~ 81 7] &5 SMB 3} A 52 w2 31 d5S 9138 vf$- =2 TCP %
A7) E AFEE U o] 3t 9 WS ©R A Y Akt Network Analysis Policy(H E

¥ =3 4 A4 A)>TCP Stream Conﬁguratlon(TCP 2 E " F4) > Troubleshooting Options(=-
A A FA4) oF g ol A Maximum Queued Bytes(F o] t 7] & Hlo] E) ¢} Maximum Queued
Segments(H th th71 & AL E) 9] g3 52l Aol F5UH

HESZ




SDEE

o oo

= A}e)

e A . )

)

82w N -

* Firepower Threat Defense 78S At A &4 tulol /\7]' ds A tﬂ’s]'—t‘ S
A7t B st= A5, L F&F ol &7 A %

8% APsteiehe A e 0 ufel e 1S T

f—

d A AL W v A3 B AG Al freol e Al 2

* Allow(3]-8), Interactive Block(Q1 E] & E] B 2}th) B+ Interactive Block with reset(21E 2 €] B
Ak 3= A 2N o] A S 7R A 2 Alo] A 3 Tl ghd AAS A4S 5 s T

e A2 7] 2]l ol o el A e H BT S 9l A A S AR ste] AL 4 gl

A2 Ao A S O]HJﬂ o] 2o A o] A}& Fo] ol Ao 7 TAFHYL A}E =91 1}
o 7‘42‘3%‘? St A5, Al oY A S AFS T2l A2 Alo] A G271 ) QI H o] 2~

AYth o= HA 9= 8 2EE 533 Access Control Policies(2) Al &~ A o] 7 &) ] o] ]
1

o

2) Apero] abEakel vl A2 Alo] 4 Aol A §3Hz NAP o] BE BE(QIH BEdn
% el A 25 s ok gk,

L Aol W Al wo] A g BA S o) b & ks Fehes 23] Aubg
$2 238 4318 7|tk A 3 o] 3 WA FAN A AL AL E F AL
cARA o2 5 aE do|mEe] B FALE W BT o= ohw s Ae] 9 A}
FTAE AL A B AA S S LB Fol W A% ol ¥ £gol HY]

o
&
N
<

iy
)

obg s= ek A

o] FHE o= o AL ESAARFH EAS Hasty] sl Alads Aol dAE 8 oF

she] AT,

EERE
DR S ERES R E DR

shel 43 74, 8 o)A

o4 2= Ao} A 519 A4 A F7k, 9 o] A

el L b TE o MES YE DS SAE AAT 5 JEF UENT AN AL FATY
o

MENZ AL As]e aa AUtk yEYas] 5AES A 240 WENL UL T

F5Hw2 TA ok gt

IEOEEEEE PR = SRS

B vEfa s s 9 ad 4


management-center-device-config-73_chapter73.pdf#nameddest=unique_1962

.
=
R o
B s
W g oL
= T =K w
W =S i .
" .m o oF oy M-
i ..w..\ﬂw I iy OL
i ST = o |
& s - T % .
X - w T 0 X
M il ‘E‘W ﬂl./ﬂ ﬂq »ﬁ _zru
< m_ = £z B T -
) —_ —_ .
oy 2 HM bl ) or : w 3
T 8 3r I oF oy ) Bl M-
= O . T < " T o o
ot - T %0 —_ ~ o = i
o W oo o X x° ot = s
T M = 7 ™ i) o ° o = w7
— o L Hl IH o Gy o o
N i mor = 7o < B -~ » o
N~ A2 R X N GO >
N = \ILl vaﬂ <) ~ Lf —_— yAH et £}
W o oV .m wn o H ‘ﬂ of e WAE s ° K
= rolioy = 5 J K ; o - _
T E B & R - o o8B g
O,ﬁ K NO o ~ - 0 HT s A ,UI Ox_
My by B ¥ 5 SR o= :
< T =" W o) oo < v B djo ot o
B o X i %o dp - = v + % )
TR o = = = g =n c]_ iy ,o|,* <H oF o X o
%@mw R i T % T % T ) I
o ol 0 A Mo ~a ~3 m MM o.% = iy G K ok = =
T & M of WoE W ol ~ M r Gy S
= P _ i 1 - T o wRE oo e s
o = 0 mK o T i S ol 5 = ol wE = X i T
" 2 s < | : o £ X 0y o) o X & o
= T o AR %o = Of i g o 5 5% o S = B q &
) T Mo = = < ° O\ <] o o e 5 —
g 5w nEX 5= =5 3 28 T T TR oz & E A
oo N G =X g o ~ w ®Q T B e
o W) B s o — P . g X - o S
™ 0 il oF T = o o = ani T o oo <A oF - B T B ik
% =LA il B M e 594 % S R 5o H
ME ' .Ao = ,.lv_Al ﬂme ﬂu.o Eo Y ﬁ KH ZI X ﬂwﬂ m ) 17.% ‘Wﬁ _fo._ K oﬁ Eo ) E ](,Ax o
7 ir ey | F Ghe v sx F d N LI PRyl T
K ™ R B EK g X K H ™ B pl o o Ty W o T
T %o gt — 7] To - _ X iy !
; BTN sEe 5 gu ; ©IT T I o LE D
gl = T+ % 3 N 9 3] \_g_l ol ~ o K %o il IR o il 3o
, 10 < o o v K-S iy o e 3 o © 8 B 5 o= T
i T © ~ v ;O = P A=Ay S SCI 1] Ca <
o T w - 4 s Tz F T W o S
A = oo AU T W= KON & ol 2
! J = I T a2 R = T W NN W ©
e ) o Q .0 X N R I~ oy ol
_w,: “ 100 —_ »ﬁ HT._ JH _ I — X 3
X wOX T oK % <y T alo
- w3 m_yﬂ o fn J.M o powm S
r; = ~ X! o T ,ﬁ u o
= = % s
e = l TTE K
il X
v Ny 0
e =
v


management-center-device-config-73_chapter3.pdf#nameddest=unique_34
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
management-center-device-config-73_chapter37.pdf#nameddest=unique_1449

EECEEN

el

= K

1S

YE]A

<o
- Hp %
Nd o T
ﬂﬂ xr ﬂ:._
iy W e
1 =}
A \D_! o .nl.m
<7 7 o Al <
o < B2 &
»ﬁ o ) 1n|Aa .
= a8 U3 o
W N o B s
G B oo %uw w_ol
o
R =T W % )
+ ~ gl XH of
23 KRITE oy =
T o owo= J o T < X ° ol )
y T e < X N
SR woe w N ) - o o 5
o Hp N A =~ 7N mK N iy
ey o o) ~p A XA KR I\ - N of olo =
PP BT Saie 4 o » v X O® 0z 0z ﬂo
r Y osPx T o = o T 2 o < o
W B B R Saog *r o B do = a N
o m oy S .Wmu% LG x = oo = E X 4
= — - — _
- w 52 T W o e) xo = N
g 5 ] Mo X g ° "X o~ X o n g
g o T B O T° T ™o [ > B oo N W
- A © T ' < o G T
Mo S T o T o B o T ofm on
o = o — W B G PR 8 oz T e e
= i of 2w T =0 woB =R W = o <
o S = sy X .
°F p g oY Y g Z o g B R g o 5
8= M | =7 o =~ oF T o ®o = Hoo= o T oM M
o i T ey of X - o ~ s oW X g w Il G
2 7 K| <] Y o X W T oo H —  on P et
= a W =7 o W = o HOTF 2 % ) g
w3 Loe oo NN T T oz om o= B f "o B
T B mﬁ Cl A+ ow) o) oK W g = 5 T2 o ot
F 2o & R T L > ﬂ bR - % - BN ]
T S & op T O oMM O O R S A i
© ,ﬂl L._l L.ﬁ 70 KO u.._mo :.L — — — X JH oﬁ U_x —_ E 0
= = * w ;o flzzzzIeie | fp @
_ T o N - e X
mm ﬂf ﬂrL _IT -— ~ ﬂ..._M ﬂﬂ M dl o mﬂﬁ
T 3 =
T = = " = p— ol
%o _X_l ﬂu ﬂf dn_ M T
o Jva B
;ln_ﬂ
—_
O

- =


http://www.cisco.com/go/firepower-config

o 2] 2= A o]

SPEEEEFEEDEEESN |

g Apek A U, 6wl o)A o) W8 kA Al L.

IREEDEEES)

NA 2 Al o] A H ol = apd A3 AAE of g fA| 2 Ao} gFHe] £ 4= dF U BE Allow
or Interactive Block (3]-8 %= QB HE] B 2} ek HA| 2~ Alo] 7FH o)) tiaf Y HALS A e 5 9l
) ol Bo Bl mo] A% thakol Ea7] Hol U291 2 Aol Q1= theka o) Eel ol

o8 vk el R oy ;= A TR el g} B B 4 gl

A28 Aol
Y= Ao 4AEZ o BAZA 42 SEFUL

opg e ek A4 U, 6 Aol 9 W e FEFHAA L.
R

o4 2 Alo] A A ) e A A AEFUh (o2& ol A AR 1 72 L 5 Z A A
Aoh= Ty )

shel W 319) A4l A4 B ARG T
el A A g oA 2 Ao} o] A AT

WBE Faals A Alo) 11 14, 10 o)A o] Ul &8 BEAAA
oA 2= Ao} 4 AL v A = Huto] 2o G T

A2 Ao} A F ol gk th A tiupol & A o) W85 st Al L.

cheel ST 2l
Y= e AABE b WAE A% AT,

EECERFEEREEEDEEN |



management-center-device-config-73_chapter37.pdf#nameddest=unique_1466
management-center-device-config-73_chapter38.pdf#nameddest=unique_1498

VEY I s e 2 g |

B ooriacvss sase aas A0 74 74

Feats A2 Ao Tt 74

9 Detect Files(3 2! B4]) &=1= Block Files(3} < 2}t 71 2] o] A Store Files(3H Y A4S &4 3} BE+= 1)
&d g}t 7 o Malware Cloud L ookup(2H/d 52 = S 2F-5-= 2 3]) B=+= Block Malware(eH/d 2= 2} &)
vl 5+ 2] & #2434 (SperoAnalysisor MSEXE(Spero 4] 5=+ M SEXE), Dynamic Analysis(‘s
A #A) =& Local Malware Analysis(Z27 o} 3= 41)) == 3 A7 %@_(M alware(e}d =
), Unknown(& <= $12), Clean(*d &) =& Custom(2rE &), 74 7 AFeH-S v £33 ] Snort 3=
EA 27 A A B2 E ] HA DA A o2 Febg Ut o] ik 7)1 ot Egfj ¥ o] AbA| H
A ob ¥ F7F AL glo] FHE =R = A Tnto] 27 Ed S A gl st ol wheh gty
Ytk A4 g 82 Snort A A AF Ed Y] A4S st A e 3 Aekete A WA 9 S
7V whA 2 3k g =S A A

4

o
I

5hQ) o] oA Ao} ol EHW Aekel EEEF AF o= B SHUTH AT U g
(]

d A o]
A2kl A A 7S Faska Al L.

A 2a7] Aol

¢ Al AO] 0T AMPE B8 52 A1 AT A 9 E Y 2ol o) 8
B AA T A8 Tzahlo] yhEA] S SH(7] R H)E o] Qlojof gtk

L] A% aAshe WA, oA 2 e A} s WSS w4 ALg Aol of o,

L EAA

©A1 e 2 A0 313 1) 7] (Policies(*d 21) > Access Control(#] 412~ A o1))oll ] Allow(&] ), Interactive
Block (21 E] 2 €] B 2} ¢, Interactive Block with reset(Q1E] 2] B xpet & A4 4) F Action(2H) &
gy,

A2 (@7 utel ek 1) Inspection(Ah) & 28 g,

A3 FilePolicy(72) A 3) 5 A Elato] oAl 2 Alo] 723 A 2|8} =22 7418141 None(31:2)
Melshel X sk Eo)¥ whel AALE v Eg sha o,

A 4 (K8 AFE Logging(=7d)& 22 3haL Log Files(= 1 7<) A8 ]

Ea

],

rr

17el

k%)

ol

Fof LA

ol

4

=
Eiobg A ofilE 278w @A g o
F3 Ciscols 9 D oy TE olMIE 27 BAHE AAGE AL AT,
A5 742 AU,
976 SaveZ 2 ste] AL AP



management-center-device-config-73_chapter3.pdf#nameddest=unique_63
management-center-device-config-73_chapter79.pdf#nameddest=unique_1875
management-center-device-config-73_chapter81.pdf#nameddest=unique_1538

=

- 2
ma . =
T o s
)A
T 5 5
mi > 54 "
. N < oy o
& . i} = Cl
2 ol N 2 T 5
" < ol SR o =
o < do o j i o
z o S < w2 b
N U,.m M ~
Hl 1@ . .o .= W p wl_
™ R O‘* ‘UI < ﬂl W i) ﬁxlﬂ o
= P o< T 5 T M Hl &
ol = 0
o0 T B oEom - I
= : T o — T L oF
o e AR G % o i
i £ T x U og s o X
- Mm = WS w8 mﬂ\ =
o J_,NO a0 au W ot ,ﬂw,a ol O o g N
=3 R i Ao BT £ e
o S 4w T oE b £ o
B 5 < N T FT 2 do
70 X ‘mw — Wrooe %0 m,,ﬂ T o K E S =
- > & MoK w Dm T 2 e g
: o iy Tz T xE = : g
‘Ur Q - __O._ X OE <0 X oL R= X
a \H 0 — 5 X oo = S
Z o 5z P28 T > ©
ou E - — —
_ﬂv o U,.# @ W o ol %o o= > = ¥ T S
X i T HI -, X 1,L_| WAFO 1_-0 q -
- B 5K i o mK %o W} < o B
a 3 oF e X it VR o
ri B () — X Jl \u! ,WL 9] b= 0
o e w w = < e M o o7 Aoz F Hp o E
i © % A = mOLOR PR oy om0 202 G
" - e X X 53 rk
X R io} T © GO R B U= o T
PR =< W 3 = i o Fom oM oo g B KT WO W
- w5 R = ®om X E X W BFNE T P oo o LS TN W
al Co o i Nom o mouy o ® |TFoyyPw e Eowm & & oo
@ T RS o ® % HE T O T®OHBRP YW H T ow L L = W W
;ln_ﬂ O#U * ﬂ—ﬁ c: ﬂAr_l umo ﬂ_AlO :i ‘.Q %# \uArO \uArO ﬂ_w.ﬂ . . . . . . OﬁU UNO ﬂ_AlO
“ oy E ™ F o ow o# Il TRowoaT T % e
! - N
ﬂ 5 = 2
H E Y T
umo


management-center-device-config-73_chapter3.pdf#nameddest=unique_34
management-center-device-config-73_chapter3.pdf#nameddest=unique_99
http://www.cisco.com/go/firepower-config

[ |
©
o
by

[t
W
)
2V

f

ESZtgme s 2l 44 |

ot
i
)
o
I

2
ih)

A2 e 98 e A

FERFH VEYAS Rosted b =

rr
[d

ool Wl Zehs-=ote] o] WAt

AMP Z}9-=

Advanced Malware Protection(AMP) 2 2}-9-= Cisco’} & 22B 3= A ZA] 8] do]§ 4] 7} =] &
A A S AbEsho] Al 2'lo] YIES ol A obd s1= BhA ¢} X]'rdoﬂ AH&sh= OJE“ Y25 AT

U,

AMP 221951 v A = Tufo] 2ol ol M= 2L = 2= ol A B 5] = @Al A o Ao 4
Woluel 24 o AE A 2 el b BRE 918 vol8 Qulel B AT g

Z=A]ol| 5| AMP for Endpoints& -5}l 7L H| o] Bl & 7}4] Q. %= % Firepowers 774 3 74 -4, Al = H &
AMP Se}9-Eo A 270 gl =, ot = T4, A, Bt 33 A 0C) 52 vlo|HE 7HA &4
=3

Cisco®| A1 = Cisco Cloudol| A && % ot 7= 91 #d dolHE = v 22 S A%

H
Yt
“ AMP 7 3-¥] Ze}9=

—

Secure Firewall Management Center—o—(t) &-& Cisco Cloud¢} 24 AU TH vl =, 79, oA
ofoll = 37H4] F-& AMP Z2F5-=7} gl5 Ut

* AMP Zzpo|8l Fefhe-=

AMP Z o]l 2292 |29 26 TEHE M, QFHE ST on) s AMP 2252 o 3 o
e} 5 2¢ AMP Zeh9-Eol Az ek o shE 22 o atw ok A s L Cisco

AMP Private Cloud, 15 3| o] #] A A S 23] FAA L.

AMP for Endpoints@r Z3st A5, AMP 2 gtoHl S89-=o= 2 7FA A%k AFgo] /iG] T}
AMP for Endpoints %! AMP Private Cloud, 43 ¥ ©] ] 9] U] && 32314 A <.

* Secure Malware Analytics &=

b= a= FEE T4 FAS Y8l dEste A4 A S At AP A 2 4 #A4 1
_’/\1 = Xﬂ*?}‘%r/} Firepoweri= Secure Malware Analytics +21 = 91 3] v & 2007] 2] A =S A
Easi=g

« =3 Y 1] 2 Secure Malware Analytics ] & 2Fo] 21
2] Heb AA oA Al ~go] YEY T F 2 9d-& AFehe 3S 58314 =i, &
Zyu 2o Ego]AAE F5E 5 A F U o] o] F2Fo] A 2= 3 £ Secure Malware Analytics
Zebg-Eof H&ekA] sy
A e 82 54 B4 EZ g u| 2 of Z2}o] A 23 (Cisco Secure Malware Analytics), 19 3] ©] #|
= 1A S P



| vi=g= oy

AMP 2! Secure Malware Analytics = 2}-9-=°f| t] 3 14 4
« AMP ZEH9-= A 4, 13 H| o] A

PB4 B A7, 18 7o)

fEs

S FAl ol A= thekek A v o) AMP ZEH9= A S Ay
* AMP S2h5-E A1 8], 14 3| o] #]
« AMP Z&}o] 8l Fe}9-=of A, 15 5 o]#]
* Firepower 2 Secure Endpoint ‘& 3}, 44 3] ©] %]
U A e s gE gy
» Cisco AMP Private Cloud, 15 ¥ ©] A
« AMP SEF7-= A2 8 AR 9 B AL, 13 # o] A

L (B8 m Tejolul) AMP 2ok = ote] A #2167 0]

management center”} C
Center ¥2] 7}o]=9] Hol Q1E Yl A2 E BA X E SqES IZI4A| Q.

72}
o
o
7]
@
¢}
[
=
o
-
&
=
o
<
=N
o
=1
o
[0}
¢}
=i
o
=
=

N
AMP EAl9]| i’ﬂ AA ELEE A}-8-3}# M Cisco Secure Firewall Management Center ¥+2] 7}o] = 2] g4l

AMP 2! 317} A4

3174873 %] management center<= 3 G # B A A 2 AN SEH-= A2 o]y A A
7, 9 oWl E, ot T = o HIEE ¥ rstA FFHT &9 A5 S BAgsta B E 94 9
ol F = 44 o] T management centeroll A & U3 W Acitve(24]) 2 Standby(H] 7]) management

centerol] F&F-¢-=of tfj 3+ M A2~ HAZko] glojof gt}

78 73] 19 o] A 9] 7d-9- Firepower Management Center2] 4 E] H 9l 2~ Ein}o] QI 1E 2ol A &5
HA o2 AMP Feh9-= 4 & FA s oF T o2 % ZM:LEHOMES %7515 %] eFs ).

ol § 2.7 A 98 Y 2 Zato] gl AMP b0 4 gL,

HESZ



http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

ESZtgme s 2l 44 |

B v =eo= e

AMP Z2}-5-= A L dE EH A
b =l FHAA = A AR g 2E - A4S 43 Yth 7} management center
A el S g AT S Az

tio

% 0.2 | 22 glol A= 1] SHUS) AMP ¥ 28] S22 stke] eddol 4 2 24 5so] &y

7)1
th (o] A4S ) g o] 2o ot A= 3 & A H ™ 9ol W} AMP for Firepower = A
Uthy et e o3 FeH9E A8 S ARSI BT 4 A AR th 2124 AMP 2
29 bl ABEAL AMP Zeho 9l 2295 A2 S TS AT

AELHEL

« AMP Z2to|ul Se}9-= 5 A8 A & o] gh o]
o] A] &S FFIAA L

A%

H oAl AMP 22efoll Feh9-2of A4, 15

o>

Firepower= AMP for Endpoints®} 5 §3F4] & o™ AMP Ze}9-= A4S shuprt A4Sk 4= 9l
HUth o] 14-& AMP for Networks == AMP for Firepower 2} 3 3 A] 3 Ut}

AMP for Endpoints& 75 3 L s}t V‘L-‘ﬂ AMP ZeH-¢-=5 F7tel e g o Eel Aol A&
Firepower2} 5313} A1 TFA, Firepower % Secure Endpoint 5§, 44 #| 0] %] 2] &8 #Z 3814
Al

* AMP ZEh-5 d o ARG B B Abel, 13 o] 4] o) W8 FEsha Al L.
L EAA

A1 Integration(F ) > AMP > AMP Management(AMP #2])&(£) A & g o).

A2 AdEES S5t 7|E S E A4S A- T Y

@7 3 Cloud Name(Z2}-¢-= ]‘—3‘) T 5 UHE- -9 A Secure Firewall Management Center2H(2}) 71 717}
ole] &= A Feh-=5 ey ‘ﬂr.

APJCE ofA| ol oF/d H/F = T},

S 4 Save(H ) E FH UL




| vESz ta=ns 2 99 g3
Cisco AMP Private Cloud [}

Cisco AMP Private Cloud

management center= U E 9] I Eg|Z o &2 U o] &4 7|9} 3] 4 oA TE oWl E 4241
= 9138 AMP Z2h-5-=oll AAs)oF syt o] Sk HEE Feb-=o| Ay Zefolyl Zehg-

E%’ T A5yt

Aol N AR e B FAVF NS AT, ol EYEEE U E A9 AMP S¢H5-5= A 1F
of A& o] ZE A gAY obell E7Hed o] A5 LA ek Wl o] Huth o] ¥l Ashel A= AMP
FEh=o G5E 2Ty v 2 W o] A U E 9] A9k AMP F Eh-5-= Afolol| A Qb g T A A} o eh&
3= =4 Cisco A3 <] Cisco AMP Private Cloud& A7 & = 9] 55 1 T}. management centerS AMP -

F

eholyl Fehgme] el ¥ 2wl AMP ZehSsle] 72 0] 44 Aol w2 s
AMP 2192910 RE A4 e mUEE = WEN e net 2 )9 AR HEE 98 9P ste
2] 8L i AMP Zefo] Wl 221958 A th of 7)o = M=) E e ol 4 B H 31
Qo) &4 Fel, 74 Y= o ME £ Fol ZFHUTE AMP Zefo| gl Fehg i 9% o
A e 7)€ ASEE HolBE 4314 Savith

é?

& MP ZefolHl S} 54 A& F3otA g o™, URL % Bk e d - 'éﬂ‘%’ o] Cisco
Collective Security Intelligence(CSI)oll &]Eah= 1 whe] 755 93t 91 e d 2o owsle A

A2 A Q8 A1 o

o
f

AMP Z2}o] 8l Z2}--=("AMPy" 2t aL e ghyoll t] gk Z}A| g U] 8- https://www.cisco.com/c/en/us/
products/security/fireamp-private-cloud-virtual-appliance/index.html & F+Z 3} A Q..

AMP sefo]yl Zehg-=o] o2

A28 7) el

o A% A A 2] A F o whE} Cisco AMP Z 2ol F89-=5
Z9-= T2 E o] 55 % 0% 1t} management centerol] A <1

gy

+ management center’} AMP X g}o|Hl S8} 9} A8 4= 9l =% g2l5ar, ZejolHl Fe9-=
7FAE Yo AAs HE=Z AMP Z k929 BA1e = 9l=A] €13t} Cisco Secure Firewall
Management Center 2] 7}o] =] BQF QIEJ Yl HAj 2~ L E ol = F 5SS Hx35)
Al /\] [e)

H s S

T-%-S AMP for Endpoints 2} & 354 & 2, 7} management center®l = AMP 2 29-=
Rt S 5 A F U T o] 442 AMP for Networks %=+ AMP for Firepower 2}3L
U,

AMP for Endpoints©} 5313}, o 2] AMP for Endpoints 2895 A4S 74 4= Al HF U

L 2AIA

SGAI1  Integration(F3) > AMP > AMP Management(AMP 3#2])&(£) A 8l g o},



https://www.cisco.com/c/en/us/products/security/fireamp-private-cloud-virtual-appliance/index.html
https://www.cisco.com/c/en/us/products/security/fireamp-private-cloud-virtual-appliance/index.html
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

oo
2 o
E=] N

EECERCELES-E LR RN

Add AMP Cloud Connection(AMP Z&$-= 44 F7HE 84t}

Cloud Name(Z&}$-E o] §) =5t 550 A Private Cloud(Z glo] 1l Z&-9-52)= A8yt
Name(¢] £)S 4= ch

o] R = AMP Ztolul Sehg-Toll A At AU HEe o = o|Hl Eo] AT

Host(Z~E) o] Zejoldl Sek¢-=28 A4S ol #43% Zejolul Eeh¢-= T AE o554 Y

ey,

Certificate Upload Path(¢1 54 ¢ 2= 7 2)Z = 9 o] Browse(3tol H.7)) S S8 alo] Zajoldl e}
S-= o] FAT TLS T3 SSL 4538} QA5A 7 = SIX = o] gtk A4 3 82 AMP Z&}0]

H Zg9-c A2 ZAX5 44 L.

ot F= tl-g 2F AMP for Endpoints B0l X g}o|8l &
Firepower (AMP for Firepower o] A}-&) A = 2t~ 5 A el gt E‘r.
=

o IE U-g FAES MY o Zepo|dl SS9 EE A Ao o] gRIF AY S HAT
T AA T o] A o] LS AMP Zefo|Hl Sefe-E ddolgbH AeS HAT 4 syt

o5 = Q] FEo A o] Eleke A mu ol vt Al Yt} Z; management center®l] = 3Fu9]
o FE g AATJS F AFYY

Ml
(&
it
Yy
[»
il
e,
b
oot
v
Iy}
_>‘i
EY
ot
N
n&

O
>
Z
"U

44 Ay 18| o] A 9] 7 9- Firepower Management Center2] ¢ E] H ! ~gln}o] QI Bl 2o A &
O 2 AMP SE5-E A4S Aok YT o] gk Ay 1 o] L F 7] 8tE A ekt

2o 1) AMP 2 2}-9-= 9] 0] 9171 942

=

management centerS AH&-3Fo] SH A I E g &

2 9 Zebo] Y AMP FH-E A AL el

O o] Fepf-EolA g = B A E Al god = A, W 5T T Zeto] AMP =
FE9to] A4S AHA| e = 35 Y Th AMP for Endpoints B2+ AMP >~ 2o Hl Z2}9-&= #e] &&

SAMEE A 55 S AL H R AT AAS A LB A A AR gHUTE 55 FHAE Oj

-2 Secure Firewall Management Center ] Q18| 7| o] 20| Al A 5)) e & T A G T}

AAS dAH oz HEAste & 5 Ut 9= J4 S U] A ststeE 44, FEeae

Hl 24 E 7170 By 7] 5 dlolH & £33 Hlo|H & Al 2=Hlol]l BA] AEa17] Al 2y T

AMP for Endpoints T2 & E5ol| AF&-5 = HE



| W=z o

(RUBNRU)

[AUBNAURNAU

— =

e

2

o MBYER AR B, ¥ BY Ei= Tefo Wl AMP ZehS-Ei A Ao B B4 3hd WA
HE o=, Kok W) AR 5L ARY 5 AU ol F Sof o MlE WA Fo] 1§ EY
ot Aol MBA S E EF F 9o dde] MBA S B AHE BE JuE Fepo o

M AFEA X s sy

O Tl FEHo A Al 2~EE @A =l A A E A2 S TS O]Eﬁﬂ' 057,:3
AFULE A9 EQlel - A E A% FA EH AR o] 2]t AZ L

olo] AL Aelsted g =l o2 A3t Q. 7lmanagementcenter°ﬂw Xd‘?%‘ J‘ﬂﬂ?_oﬂ &=
St ool I = gl AAT S 5 dHFY T

L RAIA

Integration(% &) > AMP > AMP Management(AMP #-2])3(2) A el gy},
AMP 4= 917 B,

o/
p—

o 2+A] - Delete(2F#]) (W )< .
S @A R W - Setolt S 299 g AE 88 ST,

a7+8-A] A v e o] A 9] 7 -9- Firepower Management Center2] ¢ E]H 2 ~eln}o] QI AEl 2ol A &5
YA o2 AMP Feh$- = A4S LA d|oF ). o] 2] 3 A 1e o] e 5751 E %] )
EERE

Integration(s-§) > Other Integrations(”] E} &3S A &gk},
Y= AH A HES SYFYTH

wAE Ay

il

¥ 1: AMP for Networks <3

A A

A ZHA I EGA U E G | 24 o A= €] qlZ-S CiscoZ} Al &8k A S AFR-38}

d s} of gt & AHH o2 FA5kaL AL /U T o] i"ﬂ%%
/) 3} 5} Secure Firewall Management Center 3047}t 4] 3
Ad ol EE gl

HESZ




offt
2
M
1
rO
iin)

re
offt
2
2
rQ

a0

an)

VEY I s e 2 g |

&4 EE

°P4 31 oW = 2] URIE Ciscos) & | A =8 & W =912 Ee) 5ol A e 8 shalo] that 3 s
o

5

AMP S 2H9-E8 5T 5 dFHth o2l gk A Kol = '
9t 2 SHA-256 3l Al k2 S ¥ URI G X 7F 285 Y
FG= A e ALglo] A uk o] 23+ A BE Ciscodl] A &351H
Foll f =S AReta 4k v mdo] gy

o Sl

4 £48 AH8-35H ™ Admin, Access Admin B+ Network Admin AF-8-A}of of 3w A & =<l
AofofF Tk

Firepower System-= 2 4 &} 2} o] d 2 & A}F-&-3} o] 245 O = Secure Malware Analytics = 2F-7-=0f] 4 A

g,

T4 S st vy X = tlulo] 27} L E 4439 A Secure Malware Analytics = 2F-$-
=3 2| 1] 2= Secure Malware Analytics ©] Z2Fo] A 2ol 214 = T ZA| & 53] AA| =8 ¢

g,

W w}Qlo] 5 HAlo] AU, 34 A o A = FEEAA S

frw

=x
7 glojo

2

2 1| 2 Secure Malware Analytics ] & 2fo] 120 AZAE Al olghH, g u| 2 54 4 of
Zdold o] AA, 19 o] Ao A AH s Abd 2 A E FEEAA L

Las Y

4 H7]
7134 © & Secure Firewall Management Center= 3 A& 2 ¥ 314 7] 415 9] &) ] 59 Secure

Malware Analytics 2220l A2& = JFUTh o] A4 T A AU A A S 4= gl

EEPNEY

Integration(= &) > AMP > Dynamic Analysis Connections(s 2] £4] &1 2)Z A el g},
Edit(78) (#)) MES 2 g h
al Integration(‘$-3}) > AMP > Dynamic Analysis Connections(‘s 4] 4

Associate(?1 2) () Associate(e1 2)(F)oll th gk A 3 -g-& o &
B2 Azfol] th3h A2 A3 20 Hl o] A &) RS FREAAA L

e

_IE

EECERFELRECEDEE




| vESz ta=ns 2 99 g3
B4 B2 &= g u| X~ o] Z2}o] ¢l ~(Cisco Secure Malware Analytics) .
A A 232 u) 2 o] Z2}o] A 2~ (Cisco Secure Malware Analytics)
¥ &9 Secure Malware Analytlcs Zg9 o FAdS AEstE A AHEE ol AR BF = Bok
S8 7F 249 A= A G, 2 Z 21| 2 Secure Malware Analytics ©] Z2lo] A A5 53 4= 9 HFH T}

exgn s o ‘1}0101/\” HEY Fetso nprtA 2 Meks S oA 2 A 9l S ESEOP
398 Aol B2 BA B A2 A A8 ukalay ol ohul & T ] A o] Zalo]ol A
S5 e U EY A 9] thE Al 2gl) T84 51U

<3 2| 1] 2= Secure Malware Analytics ©] & 2}0] 1 2~ o] tf &+ 2} Al| 3k W] 8- https://www.cisco.com/c/en/
us/products/security/threat-grid/index.html 2] W]-8-& 234 A S

£ 2 5 A o] ekl o 2o 17
23 7| 1] 2= Secure Malware Analytics ] Z2Fo| A2 & Y E S Ao A x|l 54 £4 Jd4& 74 —5—}
of RA& AEetaL o EeteolAd 2ol B E 7HA S ST 2 XY n| 2 o] Sfold
A B A4-E 744 3 o Secure Firewall Management Center& - & 1| 2~ o] Z-2}o] 1 29 %—%%‘—L]

A 2e7] 7l
« &3 Y "] 2 Secure Malware Analytics ©] & 2}o] A~ 5 A g},

o] o] Z2}o] 9l 22 2] A A = https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/
tsd-products-support-series-home.htmlol] A -3 4= 1 HF T}

H A @ A8 Cisco Firepower 3.3H4 7ol =2 %314 A 9.

Secure Malware Analytics ] & 2}0] 1227} 2FA] A H &7l 7] Q1 5A & AF-8-3F= 7 -$- Secure
Malware Analytics ] & 2}0] A 2= A JISAM E th 2 =3 ), AFA| $F U] -8 Secure Malware
Analytics ©] Zg}o] A A8 T A} 7fo| =5 HZFHAA L.
CA(Certificate Authority)ol] 4] A 3+ Q15 & A&l A5 AS5A
oF gt
« W 7] 2 A ¥ 91354 = Secure Malware Analytics ©] & 2}©] 912~ o] A ]3] of gt}
Secure Malware Analytics ©] Z2}o] 1 ~8 ¥z} 7lol = o] 2= X3S upF Ut

rr

g 27 AF

=

o
ol

« CAY t= g A H A|¢lo] A= A9 RE A4 F7FAFA @ FE 254 7} management
centerd]] 2= ] HAof ¥ E x| oo ),

* 5 RISA = PEM O 2 Q1519 ¥ of of T},

» 1< 9] F w452 DOS7F obl UNIX ] oF gt}

L EEA S AL g o] e~ o] Eeolol o] ARG AW X% A S T4 T. Cisco Secure
Firewall Management Center ¥2] 7}¢] =] 4] Management Center 22| 18 & o] 2~ =4 & =3}
AL

rir
I

U %] = t]nlo] = E E 4439 A Secure Malware Analytics ©] Z2}o] 1 2~of 2175 =
& 7 fraho] oAl < 4 glojok giTt

% 2]

EECERFEEREEEDEEN |



https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/tsd-products-support-series-home.html
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

&

i

)

YEYF I IE B35 D 3o A |

92 54 24 Avtol] et a2z 245

L 2AIA

SGA1  Integration('E$) > AMP > Dynamic Analysis Connections(s 4 4 ¢12)&(5) A& g},
@A2  Add New Connection(M] 14 F7hH& E= 34tk
B3 Name(] 8)2 g,
74 Host URL(ZE URL)S Q& 3T,
A5 Certificate Upload(S1 54 4 &) & 9] Browse(2rol 1 7])E 28 8lo] L3 g n] A o] Zo] o] A9}
ol A AAol AHEE HEE 7] ASAE GEEFH T
Secure Malware Analytics o] Z2}o] A2~ 7}F 242 A Q152 A A& A9 ajF o] Zato] A 2o A
G223 ASAE d= =g
Secure Malware Analytics 0] Z#}o] A 27} CA AW QIEAE AA S 49 Q1ZA4 A1 H91S E 3
3= gy S gz =g}
GA6  TAE TE2AE At A4S 4 5e W Use Proxy When Available(Al-§ 745 @ 4 $- T2 A]
ARE) Al A Bk E A g
447 Register (55)8 S FTh
GA8  Yes(ol)E =8 3Fe] 28| W] 2 Secure Malware Analytics ©] & 2}o] 12~ 2 7121 #jo] x| & A T}
A9 2212 Secure Malware Analytics ©] Z2F0] 91 20 AL-g-2} o] 23} 45 5 o H o)
@110 Signin(Z1%0)S Y h
AN s A4S ol AdSFHTH
+ 0] Mol Secure Firewall Management CenterS <~ @ 1] 2= o] Z-2}o| 1 o) 55t Return(=
P& ZeF
* Secure Firewall Management CenterE 5 5 14| & FthH Activate(Z4d shE &2 gt
SFep¢ 9] B2 B Aol tf 3k oA 2 A 5}

Secure Malware Analyticst= 2] ¥ 3} o] o] 3] management centeroﬂ A A gst= AR AA S B
E A&yl 22 9] Secure Malware Analytics = 2= Al A S 714 2 1 THA Secure Malware
Analytics Felof] AR A 25ke] Wy A = tufo] Zof A E}‘\j] & el AEg spdel gk 71 Al

FARE ZF AdFUT AR A AR B E 98l Y A AR ARE ' Y s A=
Z':Zl‘i’_} 5 AdFYth mpeba] o] JRE KWW A management centers 1Y X = T Hjo] Z o A
A =gt J‘r‘?—ioﬂ AAs)oF Pt

A3 Aol
Secure Malware Analytics 2320 7] o] glojof &}, A A A4 S-S F=H| & oF gt}

| PREREREAR RO E



| vE9a dda=us 239 44

L 2AIA

A1 Integration(£¢) > AMP > Dynamic Analysis Connections('s 4] 4] <1 24)& A elgh}
T 2 Secure Malware Analytics 22}l 338} B o] & Qo) 4] Associate(d 2)(FHE =9
Secure Malware Analytics & &o] & gt}
@7 3 Secure Malware Analytics 2 2F-9-=0 21213t}
7 4 Submit Query(#H & AE)=S F gt}
231 Devices(t]H}o] ) H=9] 7] 2k-8 W 4 31A] w4l A] @
o] 2 A 2~9} FH B} o] H 7] AT Cisco TACS] Secure Malware Analytics T 3 Aol A 2] 3}
AL

o] W73 Atddol A& A 244 3ko] 299 dF U

ool =& 2]
A A o] &4 3}= ™ Cisco Secure Firewall Management Center ¥+2] 7}0] = 2] Cisco Cloudol] 4] ] 57
A A BV FZRIAAA L

i -
S 24 Y e HY BB 71802 Qo] E5E(R, 7ol & W o) glvo] E5 4 o
2) AP dolE M) =(vDB)el o3 A FULE Bl A9 A3 FH RG] A F A FIL
o]
i=]

] thAl i v -9
ol Y A, M2 AL = L KIS AHES 7 AT A A& ddolEgY L

ey
X
N
K=
e
L OZJ.,
L
=2
o
o
<
=)
)]
3
(@]
>
>3
&
‘<
[9)]
w
(@]
%
8
2
offl
a2
Mo
1%
N
N
o
K=
{4
Ho
ot
Y
2

HESZ



http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

ER DN

el

- KL

1S

YEY]A

% © 5w %
,IL' LV_.# ‘H ‘A,rl ~0 . R
e e ox = T 03
hﬁ % Wm 5 M«rm Ay oS¢ A
\_42 >\A} = 1: | A\IF B Ea 0
op h w M cHR w &
o A 5 = BT g o =
i A — ~o X o= { W
— g < o el - o
0 EL My] o OMU KO 17r N \EE
= M "R Far w2 of T 9
al x N oy GG
~ = : W e =
2 k2 T moow d T 402
T o %o i g L = ar m_
B or o oy T oF X - L
E 0\0 hdwu\ ﬁo m \._mﬂ wlArO ‘HA_I ,OI Eﬂ _ZU
A = T g KF °F G w o
M 7AO L ﬂ ]\” 1 ‘ul _ o0 ‘n__/l\A Q%u
R Ia s o Xy % Gl % )
- = o] < o o H X
o il o o » T
o e £ < g x Gl = w o
A o = = O @u o ,M_/l =0 w ,j_.l
WM MM A o~ £ B J Y W_ﬂ X e
T A wo W F E o <
fi oy = 3 Wdl. p wp H,ﬂ K = ) T
—_— ﬂu X ;&H = ‘WrL - fipiat :H a =)
o %o JE RS e ® 5 e
r e T o ot o o K Tor N 70
al a r 7y of R o N TE
0 oy Lo B =N W e - T
% T e SH FH oG m X
of X N SR 2% = ofp "
3 ®° E X oo R oz = e M
5 1= El T v T o 5 E
o o I X o -
i it 5T Iy 2833 S ¥
& o) _ MJ.aaemlm = T T F T T o
X 1; | Jd|| ol AR O KO IS ~ @\ B o oT> = o o -
3 2 A oA wr L EXX LR < i
= ay YT G P © 2T X SR z
= — 5 M X R ooy "R =z 3 = of P« B
N :._o ULA ~r O.# < w\ o 7 Y R ..W oga OE o E — L_W ,|M OE mu -
i o o T E2Z ) SR X T < TR P e e X 5
Gl —_ < = o
MM = ﬂJl ﬂ)MO of <& B an Mu % iy i B ofp %o W Wo > Wﬂo o._| %o T e
K W X <~ NN LIRS T or N . ul
" 70 = = = WoR W P . T
ik N I wrﬂ - - . T ®
P _ os =T OF i
\o oW ®
=

)

- =

vt A


management-center-device-config-73_chapter3.pdf#nameddest=unique_34

| vESz ta=ns 2 99 g3

EEEBENEEDERERN

vt A HF 7] 9] Advanced(ALw) A Aol = T 22 A

o
imeFileAnalysis(Z] Z Y #24)) - AMP Z2}5-= A 2|7} B57F F91 5ok A

« First Ti HEgh RS
S BAtHH o] FAS AE YT ot ZE S8 5 23] 9 Spero A, 2 o IE
HEs o4 24e ’“‘30}34”4 T8 H I st o] dA o Fu . o] S AdE FH st
A 20 2 §A ¥ 9k o] Unknown(% = §l+) 4 o= A H U

Enable Custom Detection List(%t% & ¥4 55 @443} - gr53 &4 550 9l 9 & A

Fuh

+ EnableClean List(2¢ %% 24 3)) - o] 42 B350 Z 5ol 9= 512 o] 5] 51
o},

P AMP Zeh= £40] & 5 9189 49 AW A5 E 12 0R £ AFIFT - 4 A
EH.

7.

* Disabled(H] &/ 31) S A& & 4, Al =82 AMP S2h5-20l A Ale 3 £42 A 9
oA EEyth
FAA A HFE A

sk ok e

PAE AdEshd I ER A 2w = v =7F solaynh o G F ol A A E
Fdol whebr = o] BA & A5, A s = w9 7 Sod o E Ut

IO mJ.;

A4~ M $] & Cisco Secure Firewall Management Center #+2] 7}o] =9] 919 H = 2
AR Qo RIS FZIAHAIL

S A AF 7] 9] Advanced(alH) DA = o2 22 ol7lol B 3 AHAA A 0] &Yt

* Block UninspectableArchives(Zé/‘P’fL T e 2

A gl W80l 3l obvtel B kel & }‘;‘rﬂqﬂr °] %
A1 FHf of7leo] B 7‘°]E Z0eks g A&

« Max Archive Depth(Z o] o}7}o] B Zlo]) - x| 4

al

ST A 49 o Fhol v 5l & o] A 4kell A
Hom 13E A gah

« Block Encrypted Archives(t 5 3}¢ o}7Fo] B 2beh) - 915 & 1 5 9 o}7to] B2 2pehgh ),
O~
[e)

ofy
e
i
o
o
\{
Ny
©
(z
2}
me
e
ﬂ>~1_1l

ol g a1t
Z

Hu A o, Zlol= A& T3 E HdS 7

of7lol B gtdol &t zip BEE rar JUAH U E
o} 7ol Hol| gli= 7E o] Ak 2ol g

o] ofu e} A A olshe] g Ak c),

f

i
e
o
5=
i
=
rir
o
e
o
v
i)

i)
ilied
=
N
A
ilied
o
ol
rlr
o
o
>,
[»
fatit)
flo
=
i
L=
e
=)

HESZ



http://www.cisco.com/go/firepower-config

-5l £

AR S QL olobel B 5he) ol AA] 55 & FMC 9 Q1B o] 2 54l 34 T4 o] X o
st gtk Slg ol A2 melw s 2 A4, 37 ol 4 & FEsHAIA L.,
ERSERIEE L S E DL BEE ERE I

Maximum filesizetostore(Z t) A7 312 7)) 9}l A2 3153 N A2 Ao] A A ukE 2 o}7}o)
B AL 7AALE 4= 9l &t

L]
- ]I"‘-’
O
-
N
-/
£

ol hele] = B ohhol . selo] £ £ 511, o] of7bo] 2 shUol % ohhol s

u, 2] ?%%ﬁ%ﬁé%lﬂoiirﬂﬂﬁﬂﬂq
A2 & 7h k] obshol 1 el 0) ob el Gl FHE HAS 37 FEAA WA 5
St o] Zol(E i AL A 7E A A ek o] ek e # v Zo])E 235z ool 1 el &
Aoses e 4Ae TS 5 AU

ﬂﬂ%ﬂﬂiﬂ°ﬂ

e
]I
5.:
ofo
=
(O8]
S
0% 4o
L
0o BN o
o,
o
2
O{N
i)
i
| e
—[u:
o &
o\:o ftlo

do st A

W&ol dzats At 1 ghell AAME 5= gl obbol B ot & At S A LTS A 5
AFH ek

AAEA gk ofotolm

HOE QIR A 2 Abek i A A BEo] F7be ool 1 shelo] Edh e Lo} 9A
U #¢] o}7hol 1 9421 o] SHA256 3ol BE Y TA HFol Qi A9 A28 E ool B 3
Qo) ) -2 AASHA g,

Z39 v o] Akl @ AA ohsho] Hob AeE T Sk FHH o] 3 ¥ of
Fhol 7} A% 0% B At 4 ThrhE 2 E e 8 5 4o wet D),

rarSE X 5Heko] YA rar oF7Fol B U 9] Exe Y-S AT 4 glEU T

=

of7hol 1 5}el 4412 of7hol L v -e] selol Tl S48 vl Fe.® FT) AU bz
Jds _‘——:’;@'3}% 1= 01'7]'01_]5_01] T Malwarea}‘ ——‘T*é O] x'“:'01%3 1/] E}‘ A1 o]- =




| vEQa = ms Y

=)
iles
o
)

LR O I R T R ST N P EEE R
5 o 17] o] A 0

Ak 0 174 o] 0

e LA LS 17} o]

A 3} n} 7R 2 o} FFo] B 3t Y 2 custom Detection HoiE Unavailable 549 7o) &84

=
ob7bel B ) U] §-2 FAHES 2 A S T4 % B9, Analysis(H4) > Files(3+ ) v o)
Hlo] o] AT 2E w3 L =S 51 A5k £ $4] ol & ALgekH obsho] v wlo] 519 of
opg = ol MEe] EAH AL AA A EAE 1) ofzhol v 7o) sle] e Ju.E B

ob7kolme] Wi 7o) | 42 Elo] B P2 o A v, B G 1 (0] &, SHA-256 3 Al &, -3, 7+
Bl 312, obshol B Zlel)h gl fokslo] gtk V=S 9 At B4 B4 ofolwe 2t 31l
o] EA S, FsE AP 54 o) B Foh YU E 2+ A5

o F7hg .

S & B2 A gufo] A 9kl o] 48 vhA] H7behA] Al 9t S § & A Y Ay oh 3 A
AW Z obd & e ghEd 94 555 A8 S5
N
i 9} o] SHA-256 = Alxkeleld gt A oA 12 & FA st dd = S89-= 23 & 739
A A5t 3 o] A FZ=E Al of g o
Firepower®l| 4] 3 #5585 AF&3t= o dig A g Y82 3 555 Fxs44 A 2.
T 3938t 4%, AMP for Endpoints®] &% F 52 3 55 26 #H o] A & A&}

|

haf

HEAI JHTE BT

M

EOEEN |



management-center-device-config-73_chapter30.pdf#nameddest=unique_1120

VEY I s e 2 g |
. AMP for Endpoints2] &< 52 9 55

AMP for Endpoints®] %9 A 52 vl 2=

Z 2] o] AMP for EndpointsE 753t 7 9-, Firepoweri= AMP 2 2}-9-=0 4] 13} 45 # 2] g uf
AMP for Endpoints®]] /3 € 2t 553} 3] & 555 AFEE = Al F U Th

it

A

1.

ko

« 2 o] AMP ¥ E¥ FeHFEE ARG of TR
* 2] o] AMP for EndpointsE 75 35Ut}

* Firepower 2 Secure Endpoint &%, 44 3| o] %] o] A x}& A}-8-3}] Firepower A] 2~51-S- AMP for
Endpoints®l] 55354t}

ol gt 55 A 5FaL 75 3)e W AMP for Endpoints A2 T Al 2= 2219 =g S 24 A L

R4 =

v}

&3l Firepowerol 4] A E 31 552 AMP for Endpointsol] A A A H 3 553 24 o] o).

File Policies(Z A &) #| o] A ol = 7] & 2 A A o] H-50] HF 74 Gt &7 A g YT} o]
# o] A & ALg-3te] 9t A S A 5 dHF U

T W)l FHAA Al AES AA Eulol A AP E S A oY A 4T
AFUTE 29 ErlRlol A AR A% FAH AR o) efgk A AL 748 5 glEUh o9

w el A E AAE B st s Rl ez dgetq A L.

J

P

T
o
a

)

2 =

i AR = A B4l A 9l P o] 50l dHlolEX=A Sl d ksl & W
BF ). A9 7 S50l MAE W v A Aol MAH YT T v A& AbEehs B
= AA 2 Ao} AL Hupo] ol 5 E = A, 7o) A Ao ® FAHUG Jelo]Ed v
gA o] Hutol o] A Gu e WA FA S FH o Futh A LE 4] whel T4 A Bl
T F4 dulel E, 21 Fo] A o] fES AL
S ZAIA

A1 Policies(”d 3) > Access Control (2} 4| 2~ A o]) > Malware & File(elAd Z= 2 3) S(E) A &8y}
A2 3L AH #e:

(RUBNAU

H] 3 - Compare Policies(d & ¥ )& S= 3t A v E FHa1shi Al L.

A -9 AAS AAdskE H New File Policy(M 1Y A E Selata 9t A YA ==
T4, 22 Ho| Aol A e = FA g}

« BAb- 7l A g BAbake A Copy(2Ah) (B)S 2 g oh

| PREREREAR RO E


management-center-device-config-73_chapter3.pdf#nameddest=unique_117

H 0 F e = % o °
ooy o2 00% o y T
T B > 5 M o N v i
= i = i ) | )l
o N oy ™ —_
ke w0 o ol - I (2
i oo i B o X0 -
ol = £} o o °, 0 o =
o ~ W = < P e T ° ) i R0
He = o a = 3 = o 3 < el
my = by i o I . F a3l ™ @ e
6N J)) 03] = DL o O X o 9 Dl = K
N A . wA ~ . w =y e ol
o £y r o° X Y i " I ar ol
4r O mp Py 5 w2 B M .
= 22 o] To TR ENeN dn w S T o ~+ d
— = il T R e — I~ O =& M,urL OE - <0
o o & i N o5 Gl a X
‘.w ‘Ui C..ﬁ 70 ol e —,i B . ﬂ,\_ﬂ ‘I\ 1Xro O#E o ™ of
o I~ G T T NG 5 3 o i
- F %o e m o oo T M_v T P o H o Nfo )
=0 w5 ew Frl R o F g W 3 =
R B A S N & 0 W N ® gy o w0
%0 L\I) o & = 53 AR o =) w _ﬂmn T z]t R
T - = £2 Ko SIEW L de o Mooy N RS
) = O o £ 7 ol T og Mo T W g oo R
: £z o2 % *IT e T REp FL L i
S ¥ . ot 5F Fad L m o ¥y EPOT g g
T T ) = B oA WU Ty %oy R T o =
) A o@T 5 B B NToF o ~ = T A= W o
OB px £ 0K ow R T g B4 20 b g og
< T o o R ) I G A N T oo
2 IR mm o + & Mmoo - T8 A W ™ W W
R RN . TeE PR oo ow 4 W o
A =r B XoooR X . ay
= < = B T 7 P oeow o o R o o
—_ . B ) A %0 - o = ~ T gy N
o P 5 - 2 Moo= W g o o 2 =N g
= = = o2 - = 70 b= 9 oo T v
0T =¥ w7 ¥ & & R 1O B
= 5 ww 8 L B TER o ow g o= oW o EH m N X
N g - 8 W TP P F N oo Hm W Gl
2e g mw N 2 dod T ® g o Tow gy e
% $% =TO N Mo % H x ﬁm W ﬂe oW om T m_yﬂ %0 woPa do B
> ST R WA hT A o G B R e I S R
;ln_ﬂ . . . . Nluﬂ OﬁE :-L EE . . . . ;OL . . . .
= %0 % H T =)
o]
gl
i —
i ;&l

0

of
)
o —
i
=


management-center-device-config-73_chapter3.pdf#nameddest=unique_34
management-center-device-config-73_chapter3.pdf#nameddest=unique_119

EECERCELES-E LR RN

Sl 78 7Y 8k |4

o Zg]Alo] A LR EF: | A| 2 Elo|| A= FTP, HTTP, SMTP, IMAP, POP3, NetBIOS-ssn(SMB)3 %3

AEE Y-S FA sk FAREE = dF U ok 7] 3k <) Any(5F) = HTTP,

SMTP, IMAP, POP3, FTP & NetBIOS-ssn(SMB) E 2] 3 o] A 5} & ek %]

qr;lr A BEALS 93] g 2L 7|Hlo 2 3l o ZE] Ao TR E
% stunt i o & sto] 9t ' E A = s U

)
ofy
s
z
o

U2 =3k 9} of] th3f] 5241 FTP, HTTP, POP3, IMAP ! NetBIOS-ssn(SMB)
EfT S Are g o, dREg gt tidl A= T4l FTP, HTTP,
SMTP % NetBIOS-ssn(SMB) E &3 & 7 A}st 5= l5U o)

g AHEA7L A E e A i alshs A ol dakgle], Any (R
E AFESte] of g e ZE] Al o] ZREFZAA] 9 -S Tt
.
g shelare] 2§38  (AEdoA s e f3 0 3ds BAE 5 dFUT o213 1Y
2 A |t o] (swf, mp3), A & 3} (exe, torrent), PDFE H| £ 3 7] 14

O

=
A
I Ztel e 2 aEstg Ytk AE 3 §3 S A AY, 3d 79
AA 7He aLg] & "A sk 9 731%:% 3% T AFHTH
& o], L= HE Yo Y& Apeet =% Q) L, ShockWave Flash(swf)
}7} BitTorrent(torrent) 3} -2 T}
A 2~ElS LA E S gl & T

=
e ol gars} ¥ahE S lon A 9 AAPES A3

Alz=®lo] HAbe = Q= 9 73 552 45, Policies( #) > Access
Control(§ Al 2= Ao]) > Malware & File(e}d Z= 2 9}¢) S A Bslar ¢
Al A g A A S A3 oS- Add Rule(TF 2] xy})e Za g} 9
4 7He e & *d‘i%om Al z=glo] AL 4= 9l 9k 8 o] File

Types(3+d ) &=l vepbd o

oE S B el AR Sl A e A28 A 9B E

wl .
4 9%t} 6 2 Sof HTTP = 2% (o]: A% 2] Flash 2l
25 A% 5HE YouTube)®] HE Ml T]of 342l X & 45 4
U] A 2 oW EZ A= 4= 9l &5 )




| TR =
o K K E-L o ﬂrLA o ﬂ oF p—
Y 3
% T o %y Ak ~ Lﬂ oV To o om i
7 = & Y B - £ |
i X TS o o BTy T e | o OF
I ol X T i o | T o%
» TP T A e
& T w3 o LA Yy
o 7 g w A . o W
o AT N N o T N %O 1 . o =
W o I S T o N T AW i
N oV N = = ™ ° T o
B W T g T e & w4 - &
Wa i, ofp < o = o o o w_u ok o5 E | A_“ I Jo 7K
B0 S5 Mo BN =0 - N = % ~ ot
A 3 & "= B o 9 5 AT ] i ~ e
= a4y oo 2 B B W B oF X al
— W oy X X R ~ o wo M iz of I
™ ~ ,_Iﬁ_AI o N . - JH ﬂ_OI EC KO ‘UIL OE &O OW [aze) —_ xo
O G S N T i wr ks o < Pl ) W
g PR m T N m W T wE Sy T 5|5 7
g B o Fx BT T <] Pm P B2 - 63 ]
= JpEx LN N g A O U N o =
o ML T P [ = g  Foggour® w2
I e A~ o T W N ol ‘Lﬁ ﬂﬂ oo A iy v o _#\,Ioﬁﬂ/ (- B ,Llﬁ N m_vﬂ &m
- R BT o Y T e Moy 2 bl JEcH
x oeed  F Py YT LS 5 ohe ok FeT LR,
P "X 3 RCS PG oy B ok Koo T TR | L
Cy oy = I £} X o ) Mm TR wu < T q,m% o = AME ol up o oo o | T
o gl 9 FE B Wﬁ PTG Mg T % o {n
o o A 5 Gk 0 n_Al, iy Wﬂ G o cjo o | W Wrw = oV o &m
G A S BN TNk NE gl Pw oxg W s
= = TS Fop R L BN o |
) < 2 T e e X i]o e = =z o =) v m T R o GO o
= =mwil  a %3 oo o g B o X So owww e R )
st o KX m e 2 mo SN Tof T =2 T
Ty mEE m T G Te ¥ 3= Eaz  E o |Z |
ol T O - o of T o P T mﬂmd. Ox 3w T owm | 2
w oo ) B TF O o) T Wu oy M,m Sl sl T T Bop = my —- o | X 2]
< B orR WTRH W ol o ) N me e m B B W o 8 S o w0 )
i W TR PTFN 5% H N Fa ol Fox aws 34 a<im T ow L =
= OE \Hlf o o H 0 . . . . o il O:._ mﬁM %
o . BT WAEWOE 7o |FR|ZT
= o o
bl ~
,ﬁ 7o | TE X
7
or u| " N
x =
| 0 | —
= 0 0 0
Z il k3 &




B o2 Ao by ms A g

Ry RSl A < IRl I e A B o A B e A =R R = S Sl i ST = A B 8y R ST e Rt e SC S =
A s? %3] 715
E A A ol g o, 5 &4 o] ol g o, 5 &4 o]
Unknown©! 2] &} Unknown?! 2! &}
A S A= A S A=
U= U=
& A7 ofy g o ol g o
24 IHIE B ojyg o ofu s i
ESES
1
Ad AEA (A7) o (A4 o] & ol g
- A% of, dX|3h= B | o, delg 9t & | o], d At B | o, A e 9hy &
Hd e A | LA 3 | Fd Fde A | EI LA s o
Ealie A FES AT T A A FES AL
T A= T A=
* ol 2 gk Aol thk AR g 82 (9 A A 9)) oH A = Abe 54, 30 Hl o] A B ake] 5
= FxstA L.
T2 Detect Files(3} ¥ ¥#]) === Block Files(3} }t) 71 2] ol] 4] Enabling or disabling Store Files(3} < #]

2 g4 8t k= v A 3 E &4 315 AL Malware Cloud Lookup(Shd 2= S81-9-5 %3]) =
Block Malware(¢td = 2peh) 9k 12 244 S 4] 541 (Spero Analysis or M SEXE(Spero 4]
= MSEXE), Dynamic Analysis(’s %] #4]) ==& Local Malware Analysis(2 72 ot 7= 1-49)) &=
= 3 A FAMaware(eHd =), Unknown(2 5= $1-2), Clean(8 4}) T+ Custom(% & 3)) 3}
Adtete= A HA 3 912 & FEsH AV e 9 2 S Al A, T B AVES i A2 S ) Snort
ZEZNETE AN E R EE HAF DA A o2 T YT o] Su 77 5o E T o] A4
H=A obyd F7F HAF §lo] 3 =A== thd Hute]l 27 BT S A gl ek i ol whet de

AUtk ZAAE W &2 Snort A A 2 Ee] ] F2HS 24 A Q.

= abd 54

g2 o8] o AR B S AREete] shde epd ZETF ko] gl gy T
T DA S A e A 2]E T ETE v A 2 ARR ] 3 S HARHY

2. ZA AT A 33 H o]
3. T BA 33 7 0]A
olg e T Z vlwate W o mE Ak 34 b3, 31 Ho| X Z FFFAHA L.

Fa


management-center-device-config-73_chapter3.pdf#nameddest=unique_63

| vEgatda=rs g

“
1©

o
)

i

&

}

O

SO
Q Aek 36 Aol A8

P

ek AT WG FHEE B

b

=)

(A1 8 A}3) AMP for EndpointsS AF-&-3F o} A] 5= HEA] | 4] 9| o] %] & 319 Lol A Cisco2] AMP
for Endpoints #l| 3%l O] ¢+ A W = 3234 Al &
oM A= Ak A4 vl
U FollM = 2F 9t B4 o] Aot 7F o sp= ] o] kel 48 & AA sk WA S
ZHA 8] A gy o
A4 14 o] 4 Al &k AL} o= A
Spero -] AP e T2 A |2 A= B E | =R Q5= A5
o2 NS Y3 |= T4 BARTE |94 o] Unknown( = L
Spero A1 S AMP = | 43 A 8 9} Ak | )0l A Malware(SHd Z =)=
g2 Ag =4 il R=Rs s
2HAYIE A | FAH BRG] | A EARTG B AY | AR gRlE = 5ol
S ARSI, 58] | 7 A 3t 7+ 4:7d o] Unknown(¥ 7= $1
= SRR A )| )0l A Malware(2} A =) 2
WAl A, AaE WA Yo
B}k REgkeu o}
T2 A e ARgEt g | A4 LS HEY F | AP AT At B
e FAdSAE A e EEdF o E | E AT S48 7Y
Secure Malware ghojdzo] s | AN 4 AF A+
Analytics Uth #4)& SRk | Al 7 = 5= gl
bl AJgke] 22yt
Spero A Bl 2 o | 2 MY I A Y | FA BARTGEAY |t AR FRlE = 5ol
B A A A AR A | 8FH Spero A2 A | W £ ©] Unknown(% 5 §1
S Y AanE ARG | @ AR A FUTH F)oll A Malware(2Hd =)=
A AMP ZE9-=5 Wl U
ARgSto] St =S
Ao
Spero 4] B F 2] & | 3+ Bl Spero A8 Al | 24 A= BA S | The s oM AR AR B+
A ol AMP 2 eH¢-=9] | ARE sk ARk A | € gdel digk 54 +4 4
RE 7% AR HNEJ=EE7=F | Tof e 91 A7 5
Yt 3 G Aol A 4 €
A A A A gkl et £
o] ¥7 ¥ ™, Spero 2] o] o}
g Arsha
Unknown( 5= §15)°ll A1
Malware(S}d T =)= H 7 5
Sh=

WESI I FAE

|

haf

23S

EOEE

M

"



YEYI IYRE nE Uy 48 |
. Spero 4]

Sh
1
Jo
oft
o

)
2
e
>~
=,

off

)
12
oX,
K
(r
1>
U

olr
ot
o
o,
II-M
!
(e}

Tn
>~
A
o o

:
iy 4

I
N
o

>~ E'ﬂﬂl

25
2 e
M2 g

i
s
il o o
Q2 5 o
Mo

=

i

A rlr 12 O o
o
o 1

> & oox &
e

_‘
o
)

=
s
)
RO
1
oX,
o,

=

Spero 541, 27 oFA] | 714 A 3 A} A 1A S8o] mhel | Fpest ol mE e Abd B
e A, 54 24 TS B A A | ol g F A £ A
PR ) 22 AL | Thol whet 91 W7 W7 g
Yt} Spero w41 o] L =4 o
AIE BAoM QI EE
At 49, e 9l A
Ao A a8 1Y A A
floll whe} <4 o] Unknown(%
T o)l A Malware(eTd =
=R \dg
A8 9 Fhe] | o= o] ol | AW sk = Ak | (A o] 8 H A s
RERL AFS A (=228 8l Uk
® (] s 7E=H o
Zopdam A A
o] obdytt)
S
A3 AA BR A g 248 sHelstx o] yldo] T2 Bao] Hadix] A4 @ F
st BT

Spero &

de F2H 542 AAF o] 4ng 7|

HEO. R Spero A W& AT F shlo] 44 A 5hAQ) A, o] 2= o] & AMP Fh§-E ]
A 7ol A &g T} Spero 72 Spero S 7|Hho 2 vl o] ok I =0l =] &l
Ut Eok 73S AMP ZEHSS o] A E3517] 943l Spero B4 S 98 Al EFE RS FH S AT

S Qg

Spero {-A1S 93l FEoE FUS AE

et
rlr

SRR

=
T

AMP Z&¢-& %3]

| PREREREAR RO E



i
(i)

12

AIE F
2~ =
A4 T
ps|

S|

I

EESEETSER

Advanced Malware Protection= AF-8-3F 3 7} t) 4} 312 ] 749~ management center= 1A F = Z&}-$-
= x3]5 s 3sto] 3o SHA-256 3l 4] k2 7IWho = 9t o] &40 5 AMP S k-0l A A2 ¢t
Yt

A& F8l YA = tubo] 5= Talos 1221 2 15 7F Al g8k B4 13 Al E
sho] 218 5}2l, PDF, Office =41 % 718t 3+ 3ol A 7Hd dnbA Rl 3o S i=s =
AR AN F Ut 224 35 B2 AMP F89-25 254 G U & H3ehA] &
Z T

])\Eﬂo] iﬁ o]—x e B
T )l A Malware(eH3
ATk A 2o] o=
o= qlulo] EH A gt

<£%*134MHEEH]ﬂzi%@ﬂﬂmﬂqxﬂﬂ%@Tfﬁ “ﬂNMNL#E

= &4 o] Unknown(&
oI o HEE A
O:{

mmﬁ

212 Secure Malware Analytics S 2}-9-=9}2] FAlo] F Q &1#] HFYT) sHA| T &
A& AEetal 24 A= A 91 HE JHolEE e E=etd ™ S8k

AMP FeH-= Aol A MBR &4, ¥ AW A, 27 o me B4 ola) agE £
TTL(time-to-live) & 2471 Th TTL gtell 488 7170 5.9k &40 §lvlo| =54 9431 f42 49,
Alzsglol A A E AR E AT £ 8 #9191 5el = et 28 TTL gho] 3
Y,

£ QHA - 4413

PO 5 Qg - 147

CePgEE - A7

=)

Al B A2l ol A AJZE Z23bE A E S o] A= A, A AHES 2 A= 24 H o

Bl H] o] 29} AMP ZE}-Eo A A Z$ 248 thA] A7),

Secure Malware Analytics (©] 1 9] Threat Grid), Cisco2] 3+ 4, 913 1&g A2~ SR ES AFES)
o 4 BAE Slal Aoz HUG AFHED 4 AAE T 2

tufo] 2= Hnfo] 2ol ufd o] A&y o] QLA I
Analytics(AH&AF A A3 HEY Sk E B @R oS

Secure Malware Analytics 3 S Al
A FRlstar gpd e gz =7}




| JEEESEEREREREE AP

. HEAI A= B

YEYI IYRE nE Uy 48 |

o Al T4 FA goF HauA e} A dE 918 A9 o] & & AF YT E3 Secure Malware
Analyticsoll A 22 o] A &3+ 9} 9] A3 M E B = S ol 22 o] A|E38HA] 2-& v}
Aol st 2hA|E A E Ashe dlolE e} A E F F

NS Q=]

IS
al

Cisco Secure Malware Analyticsll tl g+ XA $F U] -8--2 https://www.cisco.com/c/en/us/products/security/
threat-grid/index.html & 33314 Al &

B4 BHS SYFES ALWS TASY FA B4 A, 18 0l ohdo] FAE Gt A

=

L A 2B A AT TS S O AA s BT S F .

A& flal A o) 3 ol = Unknown(% 5 §1+5) B Unavailable(AFH8-3F 5= §15)¢] oH4d
= 2= 23] £A40] lojof )

g
§% A2 ALg S nto] 27} FeSE sk FAD 5 QAL AT AF ol ELR] g A
sdlo] AN H o FehS o] AL AT F 9t AP, 18X 2gvhd B4 25902 9
2 AN H O AT 5 YUtk A% s 2A0] AL bE A28 A 3E AL AE
3

]
¥
¥,
oy
v
i)

Yt
AX tynfo] A= ufo] A St “efo]H i o = AR X o udS A%
}E]i

2EYA
59 2E A 715 Ak E Eeso) M B8 A e E %S ARG g o] 9] FE =
OB EE P mE 2R A AAAE F )l o] RS AT O R YA AT 5 A

}011
wE,
—\T—“
e
ol
12


https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html

tupol = 9 A& AR 7, waoll sl ghdo] SAH S v o] 3] A E o] gled thA] 7Y

A YEYIAA HLo g go] Bhx W utel o] Bhx 2 LER = 9t oWl ES A S 5= 9l
Ch sHAI R 9hd g o] o s = Seh-E X35 S8k 45, AMP 2225 A g stal £
HEgksh7] 913E 71 AlRe] U o] Ao w Qe AlAF 2 o] g o] Y| E S A 5 WA
el wi7hx] s gL S A e 4= glom, gde] £ SA A4 4 5T

AH-&

0>4 }:o

A thee £ F A

o
=
« o] AFHA=A 54 B S A A JeA AR, 3 £4, 918 A5 5 WAE 9
o !

g

KeN
=]

et

o] o gk A X & Analysis(i-2]) > Files(3} %)) > Captured Files(F ] ¥ 3} )| 4] HESE 4= 9l &
, 015 Tl AFE A= W EY A BAE 7= A9 7hs S &S HED 5 U5
t}.

shelo] W= 2ol A o] @ 7] o] FH 5 o] | EAE Bl 9)

o X
o

nzl;f“
LR
Sugs

it
o Ay o
X

CF G A AT S0 i low B ASeE Hele A B
UEY WA B2 27 L

aaﬂﬂa4LEQ%z

“
°
=

tlnlo] 2o A= 1) A A AL 7)uko 7 A dst ool
sl% Utk tivto] 2o obg mE ARl A) 28 A

2] A Hof Agstr g 7] st =fo] B l
AU A 2Be Fr)H o7 o wE 3

Koy
o
fhol Ao St i o)) o] A

.E‘O_i.,;g
e = H o
o

o o o
20
Y
ol

N
LT
do
=
of
N
)

il

Ry
o
SR DA

X
Lo
Q
&
1S
é

1A ere &= alo] B QH}O]_}:Oﬂ A &t o 3hA] w4 Al S A D A ek 8]
£ AAshd yupo] =7f & *“ T AFUN MR 2B A # 7] E = Ciscooll AR
Uth ot as ~E A JJ‘JJr wdsto] kol dashy uZ A el oA L

m
[n
ki)

(o]

o [T

-+ |

inss

]

4y 2 X
pad

O

R
[

A
ﬁ

o

(
=

EHO]]H FdL A s EE tjulo] A2 -
o ~Eg X ah;p.cqqr/} =R
/\]}\Eﬂo E’-E}"Eoﬂ %%E}/\]

shel g A gt

oX,
ol

tA 7] 38
A Al

9}]\

byl Xel

S g
8 %
11

o
2 o rlo
o

T Y
R

24| ok
ot 1o

= 3o &
ofy flo
ETE
)
tlo
RS-

2
o

o Tir

&
-/

A

I J ol HT
oft Mtz i

offt o [ 12
ron 1
ol
ol
4 oo (L
o 4 fir
> o O,
oo O py X

-

e,
Lot oo

ol
-
2,
3

WES T of =H

}011
_|_4
e
O_u

o



=

© t]uje]
o1 51

2 g |
o}

%
A
T

<
=
T

12

}

= K

1S

HESZ

& @I o

ol
ol

& flsyth

3 AA oA E 2R

[

tluto] 2o

I
m¢w Tx = = 1
=0 W . 4 o omn X ,
TE G i RS s
= w7 %o N Ry
=y T4E R T 48 £ Ta
wol T E & R RN g
R Y . sz T :
o T E < A BT Ey
JALRN o A B R 5 o BT =
< B WX 0 = T 2]
ﬂﬁl TE W = s - m., % o R ok E
o | RogrM W T w8 " T ® 5
Moo o 1) ~ ol X Jjo R’ 2 o
Ho oy 3 <] o ~ o N N =
w o o W] o g ) =l NN =
oAz B oo R bl W ol
o &o ﬂ = ~ o e K
= T ] N T ol mo <N ™ = ToH oz - oo
) ) N puzel —
o) B =Ml o T ) F & M_; o E N Wn Mu
= il = 9 o E o o ® o)
=1 3 H ~ o) X e g 2l w o (B —_
WEg T P R I I LB W =
TR U E 9 N & iy B o
< N2 = Iy ol ma B
EIEE p . BT BY 75, T
Tohp Tpl = HE wE N FET . T %
ey TET T 52 o T i LY = n
R wh e B RS Aol & i
NE b g L o Wl Z o o % bl %
g P oo TR B Tl X =
g ) o . X
Trh Bea P or 2 B oy W M ﬂ o {5
o N X o A, — ,mwl - r; ) e J - O#U ol }L
ol % Jl\m_ﬂ (7] ~ X I X X ‘UI oR ‘DQ ;Lbl
Bl TpE SR T OHE b i o oF
oy ~X H.: M ~ _ OT 0 ~ QH OﬁE o AT N AT
~ U 7 ojy bl o T o o Mo e o o of n o BN g
ﬂﬂimﬂu.ﬂz = o T g WA TEET B TN
W m e ﬂ,i‘_du <] " IR N mwlrm_.W i N o 5
D a ExT oW A T A ] T & x
—_— T 0 N _ﬂwﬂ ‘IWI E# i o yﬁ ,IL' ‘a ) ;o,o ° E# OT OT _él o %0
PRB L F o L A % T W oA g z
TR T 7LEo s o I~ o T o#,o| e oy o JJ © o
o T oA 8 ~ IR PN T N pEze o ~ N i bt
mwﬂi. TN BX TP TN N =9 of N &% TGS = o K
KB om < 2 = T NN = KO X TR m ~ £ o}
=1 ol = < o g S g Koo o) o 0 ~ = o W g J,ul_ W oowe o S i
nLzld EY 5 0D 2TT Ry tifzrre oF -
FoME Wz ok T ST T B w a
— AI ﬂﬂ‘wﬁﬂ_ ;I.\% ° . n_mo % JL,mo
0 o B ol
7 N A i
) " F
s byt E
™ " i
B N
70 e
o



https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html#anchor580
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html#anchor580
management-center-device-config-73_chapter82.pdf#nameddest=unique_1597
management-center-device-config-73_chapter82.pdf#nameddest=unique_1597

(IEECED TR A b LU

sa 7344 |

T Detect Files(3} ¥ ¥#]) === Block Files(3} ¥ =}t) 71 2] o] 4] Enabling or disabling Store Files(3} < #]
2} 848} = H]%}H 35 &4 3571 Malware Cloud Lookup(eHAd = Ze9-= %3]) £
Block Malware(eHd = 2eh) 3 5F2 2k & -4 54 (Spero Analysis or MSEXE(Spero -4
= MSEXE), Dynamic Analysis(’s-%] #4]) =+ Local Malware Analysis(Z2 7 o} Z = #4)) &=
= 3 A A (Malware(eHd =), Unknown(2 = $12), Clean(8 4 =+ Custom(9 & &)}
Azt A AR g 28 FIEs A e A 9 9kl 2] & Al A, A W7 AL vl 328 o Snort
ZZA 7 AN ZE B Z EY AAZEF LA A o2 S U o] %‘i‘r 717t F 9 E gy o] AkA|
H=A ofH A F7F HAF glo] S E =R = 4 Huto]l A7 E T & A g sk el whel Ee

AU A AR 82 Snort A A 2 B2 H 48 2N L

A 2Fst7] el

oM AEHTE AT A S AT, B A 4, 8 H oA A dS s A L.

ZEAA

gd A HH 7 A 2 4FF FIHE “91 o
A2 I = A 24 28 Ho] Ao A 2 Application Protocol (o] Z 2] Al o] A = 2 & )3}
Direction o Transfer(ﬂé\— ek S ﬁ

st} o] <] File Types(¥ e #9)E +
FA = o FH2 A8 ol E Aol g, A% W, Aol met ey,
I 8 55 v YHoE AHY T syt

« 3l} o] /2] File Type Categories(3+ ¥ 38 718 a12])E 4 8 3 o} All typesin selected
Categories(X 813l 74| 18] &) R E F38)=

(EURNAV)
L

av)
X
w

c G ol F EE Ao R 9 {F3S HAZGYT o & £, Microsoft Windows 52 3t &
4 A3l ™ Wwindows = Search nameand description(©] & 2 A A4 I =of 3t
2 S AH-S Felste A 3 73 9ol v~ ERIHE =HFFUTH

GA 4 3D 77 2, 29 A o] XS A H
73 Action(4F4)< A E o

=
fitl
i=)
e,
=N
o
)
2
o
N
)
M
X
W
N
s
o
N
tlo
k]
g
ol
o
s
5=
e

EECERFEEREEEDEEN |



management-center-device-config-73_chapter3.pdf#nameddest=unique_63

1};31.}-0‘___]7@21'4 I

el

- KL

X

=

e
—_
X
8]
™ o = o8 =
Wo Mu g W 8 W o
o ~ R = <A
T o PR R
el S S 1 el
X M s £ W B R
— E# () X Z_i
o o| Mo & bl o X
e = O o] & g o B o
— = < o ° S w o — @
o X <0 . E - ﬂ o JAw e
= ~ X .= bl %0 oW
< X % AT Z o T 4 X
T o A B = S =, in
n =y ~n o~ o < ~ o
X ) _x X o Az Ty = T 3 o
° = AN R
" i R GG
=) = T o A Sy (e ay
N = 9 Mv_vﬂ s ! ol oy o)
= © A rhE ®ow
N 5 ymﬁ — BE o T Z T G 7T
ol - N e ﬂ%%%% kP T
= T e REE T NEPE ol T
o < W < m WM op %o o B X = Mo il ém
pra 0 —~ ~o : ot =
T T = T T SEER T = R K
~ o ol e ojy D of o o it 70 »Awﬂ
0 ™ 7 o _Hm = ny = _ Ny iy XA — ol o
Cl- wor X T oT K T oA o g X K B
= ﬁ <l ,MA_I 100 e XO  ~q X \ml ‘ﬁ ﬂu_l — EL o Ot oV %o H 7o
o h e e o N o it ~ T ~o hp 4dr
iy ~ oF o o N vA o o N No i KO S _
Pl B 2w B N oer s Fa T R o J
o & woE D o oo wiz 2T Tows s F 0
™ T = — w Tn ol o Y o= KB I 2 5= = )AO
ﬂ.%mé o g X 9 T T i oI I o
ol P2 —_ X H_._ —_ = i 17_ﬂ o = ‘UI °
s2T s fg el | Fo IR YT ZEEET o
= o, " 15 —~ To =% 3 - o _
oo m o = mﬂr% Mmm Wow jor o &9 M% %%EM@H X = i
R oz w Mﬂﬂm%w% o T W My iy
0 Tl T = 3 ) Q B ﬁo i <M 2
o 3 = of T o & T | N X il i ™ w
* s < % O#U . .O#E = @ OE —_— Ot =y = — F
™ : T o)) -2 oo o © E# J X
© o 1En N o w TR i s
T T = So Al D r o B ale =
W ~ I <% oy ol %o o o _.ﬂ N u]
E < %O Gl mo
qr g .
—~ ]
O_l oF
w



management-center-device-config-73_chapter3.pdf#nameddest=unique_34

| vESz ta=ns 2 99 g3

=)
e
HE
©
ox
&l
[
o
B
o
off
SE,
2
o
o
o
|

E 40 A2 A0 L R g mE g A

g= g A7 B A AL
1 58 @A Fol| A 9 48 Bx =2 88 u) AAE = |0-4294967295(4GB)
B vhol B 4= Al R Hho] E 42 {43t}

02 AGS AA T

7)1 2%k TCP # 7 o] H o) Al 1HE =171 Y th(1460
Hho] E), gl F-ito] A - Al 28 3 i A 92 S AL
ot T8 Y FHE &I F AFH

= U T/
1SO 3} -& ©=] 5l 36870 K.t} & ks 53y
t}.
A= AES % 2 | mE FEp$-m 237} o] Fo) A= | 0-30%
eh¢-= 237 G5BT | ol Block Malware(eH A 7= 2} eh) 5f
- _ - = - = <] Lolg o213 g/\q% o g AAF
Qo AE= B AL 3 | 3 A1) stn AN Y S o] gl jl}fwd Jo R R8s SRR
) o 2% vol EAp Az AR = |
7S A At} A AElo] 241 S 14 | Cisco™ A4 A= Qg Edfj] xS WA 517 9
32 Balar A 7ke] Aeld, stae |3l 712wk AR AS A F U
SHHUT AR o = S
A=A sy
(o] E)Rrl 2 mla o] | urEd gx] B2 27t A9 A2 |0-4294967295(4GB)
=) el = =
SHA-256 871 @ha Al | el 54 27180 2 A& AL oo g 47 g
SHAI PH AL 2 PESL LG
F S st A] LE= ST} o] #t> Maximum filesizeto store (bytes) 2 Maximum
file size for dynamic analysistesting (bytes) ®.t} =14
L} ool gh .
Minimum file size for o]zt A AL )& AT, 0 -10485760(10MB)
advanced file inspection =
and storage (bytes) « A 2Blo] TS g2 7] & Abg-ate] |0 v AEEAE WS STk
al gl 2= 0] 2= 37} Q] X . .
A 5 8l ke A7) Maximum file sizeto store (bytes) 2 Do not calculate
« Spero 4] SHA-256 hash valuesfor fileslarger than (in bytes) =
o} 2k A ool gt
« =M BLAR
Maximum file size for 0 - 10485760(10MB)

ai f . A ol 3= B /ClamAV
advanced file inspection =74 o7 A
KeX ] = 1
and storage (bytes) 02 3t ~E A& v & 33 T
Minimum file sizeto store (bytes) .t} 7 A 7} a1,
o A 2~Elo] 9] 28 A}4-Flo] A Do not calculate SHA-256 hash valuesfor fileslarger
1

than (in bytes)¥.t} 2 A} ook gt}

BREEERSEAREA D EN |




YEYI IYRE nE Uy 48 |

2 A A5 R A g AR
Minimum file size for A A8 el Aol AMP F2 |0-10485760(10MB)
?grlglcanalyssteﬂlng = AT 2= A4 e 71 | Maximum filesizefor dynamic analysistesting (bytes)
y = A9y 2 Do not calculate SHA-256 hash valuesfor fileslarger
than (in bytes) 5.t} 2t A Zofof ghu T,
%@ TAS S Y A7 = g B4 HA R H
o Aol A e gk oo oF Tt
A 2=fle A& s HA oY A7) g
°o|EE AMP k-0l A gl el & i
”}"53) A2 FH A 77 A gt 2 A5,
Al grol Al H Ao 2 Qo] Exm i A AL 7]
gho] At Al o= A YT
Maximum file size for =7 AL 93 Al ~Elo] AMP 22} |0-10485760(10MB)
((jg;g)ucanalyssteﬂmg T ?ﬂ%% T 9= A ¥ 271 | Minimum file sizefor dynamic analysistesting (bytes)
= A gy 1wt} 271 2441, Do not calculate SHA-256 hash
valuesfor fileslarger than (in bytes) & t} 2} A 1} 2o}
oF gt}
SAEAS AL A= oL EA HAE H
o] A7 oA AeolH g o]ujofof gt
Al 2=' 2 A EE g e Ho 3 Z7]6l di gk )
o|EE AMP FEh-Eol M Sl riElol & |
uk =) 2 Aol 2717 A A e 2e A9
AA ghol A} Aozt o = ol Ex M afd A AL
71%ko] Atk Ao = FAFH YL
il o] |7l ol X EEL]/\L:EU 1x;1
b ok I B AT 2 AR 2
o] A& Tt A}, MA| 2= el A} e Y[ E S A e A} AR Ao oF Tt
3B A A]
A1 AA 2 Ao] A A 7)o A Advanced Settings(iL 7 A A)E F& ot
@) 2 Filesand Malware Settings(3H 2 2 oAl = A A) Aol & Edit(FA) (#4HS 94y
H7] o}o] %(View(iﬂ) (O))°] Al A H = A F-oll= dA o] A9 Aol A FEH AL S
FA s Ao gl AUl A o] g Al = o] 1.2 Inherit from base policy(7]3 7 2 of A]
FEe] dels Facste] 4 2A43E YUY
A3 9t H o m e BA) s R A 54, 38 Fo] A< | A& Ayt




(41 ¥ A} 5F) AMP for Endpoints = A} &3 b 7= %) ]

(41 €1 A} 3}) AMP for Endpoints S A}-8-3F oFA] 5 = HEA]

Cisco®] AMP for Endpoints Firepower A| =Bl A A T3} ot Z = WA & H €8} Firepower
TE5Y $FE F e HEY o = A AlFd YT
AMP for Endpoints< 7| '3 *}ﬁz}g Oﬂ_‘:_i%_.(;q B 2 2utd tufo] oA A AV = A
grlo] A58 ot = B, A5 A 9 TAAPT) 24 34 A, Fkef, Abdel Cisco
o] dlg >z efo]l =5 A5 91/‘35"— WA EF A YT
AMP for Endpoints®] ©] -2 th&2} 5t

« 22 AAo] srEY g = @A A B Z 29k

g AA HA 44

_4

o
—
o
ol
Rl
b
et
>
op
Y
Lo,
%

o,
2
X
>,

o

SRR LS DR CEEE DR ESR RO E N P O E
- B ] X~ g

— T

s A5 Aol A H A e A shle] AL vk of Fel Aol M AE, A9 H5-S ] £3}o]
NESE DER BRRER RS E:

<SR E RS E Sk, OF A S Ve R B o Ee] Aol e A Ahdei, Bt
g ol Zel ol 5% A

* AMP for Endpoints #&] Z4& S AFg-3lo] ofAd = 9] a2 93} s}
for Endpoints -5 2] EL.& F-iS A o] s} 1
9 SlE 3 o] 25 Al .
AMP for Endpointsol] o] &k 2pAl| g U] &2 t}5-& 332354 Al 2.
* https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html.
* AMP for Endpoints ¥2] &&9] 224 =34

* http://docs.amp.cisco.com®| A & 4= 2] = AMP for Endpoints 3 ™8 A].



management-center-device-config-73_chapter3.pdf#nameddest=unique_34
https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html
http://docs.amp.cisco.com

EEDER S EAN I DR

. o}4d 51 = W] H] i: Firepower U] AMP for Endpoints
ol = wHX| 1] 2l: Firepower tll AMP for Endpoints

715 Firepower o} = W] (oF A = o - ) AMP for Endpoints
B 8 B4 " AAd ) (U EY T E oA Aa~ Aol H ol A (A LA e
H(@HY Alo) A AHE-
ot A= G A B A | M E A B ol A A2 Alo] F 9k A | HE AI=ERJAE(HF AFEAF FHFEH 2 2t
A AL o] tjufo] 2ol A AMP E2h-7-E9f FAlehe
7Y E] AL
ArE = UEY D EGT | vy A = Hulo]| 25 S dete E S, =X E A ANH7F A&
2133 A A
ot F= Qe A2 dlo] |AMP e} E(H £ Ei= Zeloly)) AMP S e} =(H 58 = Zefolnl)
|2 I
o= ©A] A AghE 9 #F3 RE Y 79
oM FE #A AH management center”| 3F 2 AMP 2 2}-9-= U] | management center'¥® AMP for Endpoints ¥+2]
2] 7]k &Y F7FEA
ot F= ¢hs} HIES A EgF A o s Ap, AMP for Endpoints 7|9+ 2 2] B 315 A|of &

management centerl| A $18 Q4 A A Al Z | A management centerol| A ¢ 2.4 A A Al =t
AR E = o E T o FIE, A 5, o A= oM E, | A= oWl E
374 ot F= o E
M= oflES] FH | 7|2 A A= o|HlE FH B A4 do] | AT dAdFE olWlE JH, A4 oy
EI(IP 742, R E o Ze)7old =2 &)  |fl&
YEYT g 4= management center” | JF management center 2 AMP for Endpoints 2]
TEA= A4 UEYA AL B2 2] A
FU F 7R B f 83U
Aol A s A B | 3 Aol & )= o a3k ete]A2 4 | AMP for Endpoints A B2~ # A . AMP for
AHA I FE S Endpoints B E] S FMCZ 714 2. &= dl & 2

(AN

o]/ﬂ_/:7} 49 O]‘X] fEc =]

e,

Firepower<} AMP for Endpoints

Z2] o] AMP for Endpoints& 75

g},

AMP for Endpoints®} ] &3l = % -§ Firepower 2}0] 4 2

;EO_ §ﬂL =]
51

hua

o
K

3 A5 Firepower -5 ]|

885

2



| vE9a dda=us 239 44

Firepower2} AMP for Endpoints 5 32| o] % .

Firepower<} AMP for Endpoints & 32| ©] 4

=
AMP for Endpoints 752 Al =812} 33t th- 2 & o] d o] l5Uth
&

* AMP for Endpointsol| /] 74 ¥ 5 JF 2 Ak of Z2] 7l o] B 3§ of 2] Al o] A gl 2 E=
%24 495 93] Firepowerol 4] AMP S&}9-=2 245 v SHA 275 24 8 & dHFYtt

AMP for Endpoints®] T {52 9t 5526 # o] %] 9]
Se

A
Al 2~ E1-2 AMP for Endpoints”7} B 4] $F ¢}4d 1= o] ¥l E & Secure Firewall Management Center &=
7HA & ¢ Yo nZ AR A= Al 2= Hlo o) &) A o ZE oI E S} A o] g3t o HIES
# & 5 dF U o]t oMl Ed tal 7142 dlo]E ol &= A7, ot e TR, A, Abdt
B 28, F29-= 2= 2 management center’} LU E ¥ &= T AE 8] EA|SHE
I0C(Indications of Compromise)”} 3 &5 U t}.

ZpA 8F W82 Cisco Secure Firewall Management Center ¥+2] 7}0] = o 4] AMP for Endpoints=
AHE-gE ot S & oW E A S RS Al L

AMP for Endpoints 2o A 9t A= 4 2 7 AR AEE & F AdFHH

AFA| & ]88 Cisco Secure Firewall Management Center ¥+2] 7}-0] = 2] AMP for Endpoints &4
o] oJHIE dlo]E 2] FAZ23HAIA L

o
fo

Cisco AMP Private Cloud& A}-&3}= 74 -$-, AMP for Endpoints 2! AMP Private Cloud, 43 3] ©] %] o] A]
A ALEE F2sAA L

AMP for Endpoints = AMP Private Cloud

A= ERJNE AVE o) g 2= AMP Hlo|H & dld diolH & e st EE]'O]EI EL R A
Ul E 9] Aol A AMP OﬂEiO] E tlo|H & 3 8] H Cisco AMP Zg}o] 3l J st 7
-+ Secure Firewall Management Center3t U tF. X 2}o] Bl S8}9-= = o 5 ?ﬂ AS Fa8) <l

Hlol el FHapa eber v

Z2 o] AMP ZetolBl 928 753 A9, AMP S2H9-20k] RE AZ S RUE P HE U E
HAL B BN AR HSE 93l o stE 2HA] 4TS sh= Zepolyl FH-p=E AU
o] 7] of| == AMP for Endpoints B 0] €] 7}4 @ 7] 7} g Ut} Zefolul S89-== o5 A4S F3

7 ASEQE ol B T3 wHUh
AMP Zeho] 3l Feh9E 8 ALg e 45, 0he BF 75 AFHA g

* AMP for Endpointsll 47 & o] 3l+= 2het of & 2] 7l o] B 5] 8- of &2 Al o] d 55 AFE- (©]
552 gd & Abdet A 888k 1l AR YT

* Firepowerol| 4] A ¥l ot 7= oWl E o] AMP for Endpoints©l] o gk

r°*'
N,
>
o,

L §F2 AR/ A ole) Tetold T EE FAT 5 Ak

EECERFEEREEEDEEN |



http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

HEI MmE e Wt g4 |
. Firepower 2 Secure Endpoint 53}

Firepower X Secure Endpoint 53

< Firepower®} & %3} Firepower<}
© =9l
= T X*

Secure Endpoint} & 3+& wj] o] v] e} I = o] -§- (AMP for Flrewall) AZ o] A F o] 9 2= Secure

Z2] 9] Cisco2] Secure Endpoint A %2 153k 449, sl Al &%
AMP for Endpoints & 32| o], 43 5| o] %] ]| Htﬂﬁ SRR

KeN
=

Endpoint 91725 7-/d dlloF Yt} o 2] Secure Endpoint S &9-= A4S 743 5= 54T
T tF Bl FHA A=, 53] 2 Bl F A= 1P F3Fe] 2tHH Secure Endpoint 1742 2] 32
ol ARt - sl oF ﬂ‘/]ﬂr of 2] M BI=w] 1ol IP-MAC T4 o] U3 T 2E7 = 4%, Al
El2- Secure Endpoint7} A A 8F= oA I = oMl EE 25ty 2] Tl A AY 10CE %

2~
2d ZaEd AT 5 AFUT

SHA] qF A A wlr} ¥ & 2] Secure Endpoint Al g & AFE ST o] W = Q1 4ol A & Secure Endpoint
A4S AT F AF YT o & 5o MSSP9] 7} Z2ho] A E ol &= Z}A| Secure Endpoint 75 °] &
o

T Y

4

mt
K
X,
okl
2

o 2 555 A 22 Secure Endpoint $174 2 o}

oX,
=
olo
o
ol
ot
o
N
X
5
o)y
i
i)

A#4817] el
o] 21 ek ) A Al Aol of g o)

« 75 A Cisco AMP >Z2}o|Hl Se}9-EF AR&-3l= 4 -9, AMP for Endpoints 2 AMP Private
Cloud, 43 sl o] o] A A g AFEFS 28k A 2.

* Secure Endpoint 7} A7 =] 31 U] E 9] Aol A A4 0.2 -5 3) of gyt

« management center®| 1EJUlol] 27 oM M| 23t 4= gl ofof Fh ),

+ management center2} Secure Endpoint7} A 2 § A1k 4= 9l =%] &<21g1t}. Cisco Secure Firewall
Management Center ¥2] 7}o]=2] B ol QY A~ 2 FAl X E olgo & &5 F=235)

HAL.

« Secure Firewall Management Center& 373 7| 27k 0.2 EA5}AY o] 1 HH 0. 2 = &7 & AMP
Fet9-=o A3} = 7%, AMP for Endpoints #2] ZES AF8-30] o] [ A2 & AAZ Y

+ o] A} =3 Secure Endpoint 20l 21915}¢] ™ Secure Endpoint A}2 Z o] & @ ght}.

EEE

A1 Integration(E¢) > AMP > AMP Management(AMP #2])S(2) A g gy}
A2 Add AMP Cloud Connection(AMP Z2}-9-= A4 F7hE 283 h
A3 Cloud Name(Z 2h-5-= ] F) =5t 5o A AL Seh-=5 A E9siyn

| RECECEERTESEDEE


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

| MEdz a=us 99 44

Firepower 2 Secure Endpoint %3} .

* Secure Firewall Management Center2] #| 2] %] $] %] ol 7} 71748 AMP S&9-=5 A egh o)
APJC= oA ol B /L /T AU o
« AMP Z2}o]Bl S2}-9-=(AMPv)2] 7 -, Private Cloud(Z 2}l 8l Z&-¢-=)& A B3} al Cisco

AMP Private Cloud, 15 3 o] #]of] A & )& a3t}

A4 o 3= o) 9} Secure Endpoint K50l 2 2H- =5 ALg-312] W, Usefor AMP for Firepower (AMP
for Firepower ol AL-&) el 2 41 @l ch

ol F = t-§- (AMP for Firepower) A1 S A 2| & t} & S8 A5 H o= o] A8
S HAT F AT o] Flo] f-dT AMP SEFF-E AdolghH AEs H s S §lsyth
U )l 5ol A o] el vk A vl lell vk A Yt 7} Secure Firewall Management Center
o stute ot = dig AARt dE F AsyHh

@5 Regigter (5-5)2 Stk
3|8k A E ofol 22 A o] B T (& 5©1 Secure Firewall Management Centerol| 4| 42 &

74 & 5 Secure Endpoint 2] & Fo8t7] )9S vrEb Y Tk Denied(715-1)

(ﬁ')% ST ETAEA S AFIAY & ol 2 Ad o] A& Ve YL

Al 43 A Secure Endpoint 3+2] =& 2 o5 3tttar Eold tf o #he] 240 21yt

AT B FES ALY AMP = 2F9-=7} Secure Endpoint B ©] E] & management centerol] 7153} =5
A Fof gy,

@478  management center’} A1 3= B o] H & A ststed AW E 41
&

o
2

7| EA o2 AMP E8H9-E BE IF diEl HeolHE A a
Endpoint ¥+2] &£ ] Management > Groups(¥#] 15)E A e gy} zhA 3 &8 #e 2&
22 =S FERIMIAI L.

GAl9 AdE A ststaL dlolE dEa Az Allow(s] 8)& 29 gyt

A

S =935} Secure Firewall Management Center = %] = 0}71H, o] 714 = A4 o] AR5 A
© 2 F AUt} Secure Endpoint 22+ 2] Applications(o = 2] Al o] A) H| o] X o A T} & 3L O & o] 53}
I A4S AFSA = &34 = &= 9, 9142 Secure Firewall Management Center2] 9 91 €] 3|
o]z~o| A 7 Fo 2 FAIFH UL o] dl Aol A= el RUEZF A A3l & delA] syt W
ol AMP 21920 ddste|d A sAY B T2 A4S A S oh oA A A A 2.
Secure Endpoint 14 9] 50| §R ¥ A ol P 7= tf-§ A4 v stE A FFy T

A0 AZo] SntE A E o] A=A FelsteH,
a) Integration(&%)>AMP>AMP Management(AM P ¥2]) | ©] ] 2] Cisco AM P Solution Type(Cisco
AMP £54d +3) 9ol A AMP for Endpoints& X &3l S8H9-E oS A8y}
b) A= AMP for Endpoints 4 7ol 4 Accounts(7] %) > Applications(l] & 2] 7| o] A1) & A & gt
Yt
¢) management center”’} 5ol 3)=%] g3t}
d) AMP for Endpoints =2 7ol ] Manage(¥2]) > Computers(31 3 E) & A & gt}

EECERFELRECEDEEN |




EECERCELES-E LR RN
| [IRECERREEEE

fol
et
=l
=)
o
o,
Y
ol
[>
fm
i)

¢) management center”} 50 =A] &gt}

kol A 2]

« AMP for Endpoints £ ol A 2 Qof mpe} A& FAAF UL o & S0 2] A 1F
AL A4S Aot S S X}/\ﬂﬁi 8-> AMP for Endpoints =2} =2 2oL}
7Bt A M S FESHA A 2

3 7+8-4d 73 19 o] A 9] 7 - Firepower Management Center2] @ E] B 2 ~ein}o] Q1 2~ E A~ o
A EHAoE AMP 8¢5 A4S Ao U o] el gk Ay 1 o) A2 578 A 8

#Ut
R E O RES

172 5 management center”} AMP for Endpoints 3 &l ol ¢172 3+
© AMP Y9 & A}&35}o] AFg Aol A A g o)

System(A] 2= &) > Health(*3 E) > Policy(*d &) o} 2l ¢l 5| AMP for Endpoints Status(AM P for
Endpoints 4 ¥) S B} 7 27 sh# of Q=4 el

IEEEEFEEEEDEE LR

7% WA Al - AR
AMP ZE}§-=9ke] TA1|7.0 HAA B2E 321373 AMP ¥ 58] &= ol ul Seb9-E ko] Flof U o] i A A=A 5
Yt
A=A 31 System(A] 2~ D> Integration(E $H)> Cloud Services(Z 2H-5-= A H| ) #] o] A]
ol 4] Use Legacy Port 32137 for AMPsfor Networks(Ul E¢] & 2| A A] L E 32137 AFE) 54
= O o] AR S gls U
- 7hA 6.4 717t | &S =o]7] A8l o] o] &S iR AFUTH
A A
Zq (j] ;o? A H- "l == Cisco Secure Firewall Management Center ¥+2] 7}o] = o] /o T = o|HIE
T | m ] B 23 a2
g | R IEAL AL R4 g clFE
Al AlA =
LRE
H el 3%
Al Yt
URLZH® JHE A= |63 URL 2H P S 98 255 54 740 gk R E o] =L URL ZHE Z O & o] & 9]
S URLZHY o o o} & 3ho] o] <] Cisco CSI A1 2] 25 W7
=
[e)

03:
K
[
f
}011
SE,
.,
e
o
)

EECERD: 1 5o %%
T I


http://www.cisco.com/go/firepower-config

|W__

3
El

ar
Tl

— =
E
=

Mo



