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| : 2EIQ 165201 12T
2001:dbS: 100 — 206.165.201.1
209.185.200.225 — 2001:db3:D1A5:CBE1
2EID1 dbd:1/86

B Inside client

. 2001.db2::100

—_— =

o a1 9] AE 0] 28] 1P 547} 3] 54 S1E] 0] 2 PATE AF&5HS] U3 TPvs W] =
LS 1Pv4R AU T 9 [Pv4 EZ 22 2001:db8::/96 I EF] ZLo] F42 G2 MEs o] Ui
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W IPve MIEA IS A ost= HIEH A MAE B4t

a) Objects(7ll Al]) > Object Management(7] Al #He])Z A &gk},

b) Ak A Network(W E 9] )& A ¥ 5}31 Add Networ k(U1 E- = 371 > Add Object(71 Al F71)
£ 93U

c) UlFIPv6 MIESAE Ao Fth
UEL A 7N A 9] o] 5% inside_v6y} o] A3kl U E S = 54 2001:db8::/96< = o}

New Network Object
Name
inside_vb

Description

Network
Host Range (@ MNetwork FQDN

2001:db8::/96

Allow Overrides




B vaveas o vl pve =9 2 9] 1Pva 1ET YL

B
e
i

O EES
d) Save(A)E =Y

% NAT 712 & A A 31o] IPv U ES S [PvaR W33 3 o} A] 5] & 2y}

a) Devices(t]H}o] ) > NAT S A &1 5}l threat defense NAT 4 25 A A st A Y =4

b) Add Rule(:F3 F7hH& &8 3t
0 T £4S AT
* Nat Rule(NAT 1) - Manual NAT Rule(5=% NAT 71-).

H =54
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d) Interface Objects(31E 3| o] 2= 7R Al A TS 74 T T}
« Source | nterface Objects(2 2~ ¢1E 3 o] 2 7] A]]) = inside.

« Destination Interface Objects(th 7 Q1 | o] 2~ 7] A)) = outside.

e) Trandation(*Agh)ollA o3& 4t}
» Original Source() ¥ 22~ = inside v6 U/ E ] = 7} 4.
* Trandated Source(¥ 3+ 4~22) = Destination Interface IP(th 7 Q1] #H o] 2~ | P)
« Original Destination(! & /) = inside_v6 W E ] = 7| A
ghe

« Translated Destination(*A A = any-ipv4 Y1 E Y = 71 A




| weEQ=

N
B
e
et

NAT64/46 <] U] 3" IPv6 1| = %) =19} ] 5 1Pva o1 e 9 2 DNS 1 8 I

Add NAT Rule

Insert:

In Category ¥ MAT Rules Before v
Type:

Dynamic r

Enable
Description

Interface Objects  Translation PAT Pool  Advanced

T

Original Packet Translated Packet
Original Source:* Translated Source

inside_v6 - Destination Interface P v

@ The values selected for
Original Destination Destination Interface Objects in
‘Interface Objects' tab will be used
Address - i : = %
- Translated Destination
inside_vo ¥

any-ipvd -

f) OK(EE

=

=
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AFE-31e] 2001:db8::/96 Y E Y A 2] FA4 2 W]
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Qo] 91t kA2 of 7} Lk} Sl e,




YEAA

N
[N
e
o

B vaTeas6 of: vl 1Pve U1 =91 29k 91 1Pva 21 41 2 DNS WSt

Web server
209.165.200.225/27
EJ 1
: Y =l DNS server
@ . 209165202 129/27
\'—oﬁtside S
IPvd 209.165.201 1/27
é’ DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
333112282016}22_5’ iugal[]{ilsﬂzt?;&&&c&ﬂ gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . L 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

o] ool A= 9] - Qe | o] = 9] [P F47}F L gHE F 4 Q¥ | o] 2 PATE A}-8-31] W3- IPve U E
AAE 1Pv4= AUt} 9] 2 [Pva EFH L 2001:db8::/96 Y E ] 2] FAZ A% Hslslo] Y
Y E S Ao A A4S 3183 t) 9|5 DNS A H 2] 3] 215 A(IPv4) Bl =0l Al AAAA(IPVG) Hl T =
2 W3Sl FAE IPv4oll A IPv6 o2 W 3E3E = QI &= 5 NAT46 11 2] o] th 3l DNS A 2Hd & &4 )
Iyt
U5 1Pv6 U E 9] =1.2] 2001:DB8::100°]] 3l+= Z2Fo] A E7F www.example.com= & & 3 3= ¢ &%
o] AnkA 9l =AM = the- 3} 5t
1. Zgo]dE] AFFE]7}2001:DB8::D1A5:CA819] 31+ DNS A H o] DNS £ 35 WUt} NAT

TF 2 o] DNS 8.3 el A A2 B o) & oh5- 7 o] |3k o)

* 2001:DB8::100-2- 209.165.201.12] I X E & W3- THNAT64 <1 E] 3| o] 2~ PAT 71 3]).

* 2001:DB8::D1A5:CA81S 209.165.202.129 % ¥ 3-8 UH(NAT46 11 %] . DIA5:CA81-
209.165.202.129°1] 3l &3}+= IPv6 AP U T}).

dlo
tio

2. DNS AW 7} www.example.com©] 209.165.200.225°1 ) e W= AdZER 93y
DNS A 24 o] 84 31 ¥ NAT46 112 o] A Bl Z =5 1Pv62] 5L AAAA Pl == W 313131 AAAA
I T =9] 209.165.200.225Z 2001:db8:D1AS5:C8E1 = ¥ 3+ v} m=3lk DNS o] 4~ 2 thA¢
Tav MR A 2 e Yy
*209.165.202.129 -> 2001:DB8::D1A5:CA81

*209.165.201.1 ->2001:db8::100
3. o]A| Ipv6 ZEfol A A A IP T4E X531 2001:db8:D1AS5:C8E12] www.example.com

=X

— 1. Hd
of )& HTTP &% S 4313 th D1AS:C8E1-S 209.165.200.2259] 3l B3} IPv6 T4 th
I 3L HTTP &3 ] &~ 2 thato] Wy ych
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« 2001:DB8::1005- 209.156.101.549] L-f 3 H L THNAT64 Q1 E] 5] o] 2~ PAT 7 &).

Eg
* 2001:db8:D1A5:C8E13 209.165.200.225 % W 3+ THNAT46 71 2)).

ok AR A E o] g TS WE S du g

A28 Aol

tuto] 2o th gk Q1E #| o] 27} L FHE 1B o] 2= ZR A (K G = IE Fo] 2= 1w)7F A=A
el gt} o] of Ao A = ¢lE] Hl o] 2 7| 2| 7} inside 2 outsidez} = o] &¢] Bt g ol et 7}A &
Yt el H o] 2 7| A 2 -4 5} ¥ Objects(7H ) > Object Management (71 4] #-]))& A €3l t}&
Interface(1 E] = 0] 22) & A & gt}
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A1 - IPve 2 9] IPv4 M E A E Holst= U EY A NAE AT
a) Objects(7ll #]) > Object Management(7] A #2])E A &gt}
b) ==}l A Network (Ul E 9 7)E A &3} a1 Add Network (Wl E9J = 5=7}) > Add Object(7] 2l =71
= =gy
¢) W IPve IEY IS 4oy},
U ES] T NA ] o] < inside v67} o] A A3}l UIE S T 52 2001:db8::/96 ¢ & 3t}

New Network Object
Name
inside_v6

Description

Network
Host Range ®) Network FQDN

2007:db8::/96

Allow Overrides

d Save(A)= SHEU
e) Add Network(F7} U] E<] =) > Add Object(7] A F7hHE S8 3taL 9| F- 1IPv4 MIEQ A5 o3
Sh=
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New Network Object
Name

‘ outside_v4_any
Description

Network
Host Range ®) Network ) FQDN

0.0.0.0/0

\ Allow Overrides

f) Save(AE =¢
72 W5 1Pve Ul E ¢ 3-8 NAT64 52 PAT 7+ %S 74 gt}
A3 25 1Pv4 U EY T-& 114 NAT46 712 S 74 gt}
a) Add Rule(713 F7hH& S8 3t
b) T A4S FAEAFYTH
* NAT Rule(NAT 71 %) = Auto NAT Rule.
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¢) Interface Objects(?1E #| o] = 7h Aol A th5-2 73 F 1t
» Source I nterface Objects(Z2~ Q1] #| o] 2~ 7} A]) = outside.

* Degtination Interface Objects(t 7 Q1 E] #H o] 2~ 7] Al]) = inside.

d) Trandation(¥3H)ell A 55 4 ot

« Original Source(] ¥ A~ 2~) = outside v4 any U] E 9] 3 7] 4.

YEAA

» Translated Source(¥ 3+ 4 2~) > Address(5-42) = inside_v6 Y EH = 71 4.

e) Advanced(al+)ol 4] Translate DNSrepliesthat match thisrule(®] 72 3} & %] &}+= DNS
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Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Static v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
outside_v4_any v Address v
Original Port: inside_v6 v
TCP v
Translated Port:
) OK(ZN)E =93t
o] TFH LS AR EE= A 9B Y| E 9 F o A i 1B Hlo] AR So] 0= RE [py4 FAE o)
U= [Pv4 4 WS AFR-310] 2001:db8::/96 U EY 2] 4= WSk Ut} ©3F DNS &7
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A(IPv4) Pl Z =0 A AAAA(IPG) gl =2 M35 ™ F24 5 [Pv4oll A [Pve o 2 M Sk Lt}

NAT66: IPv6 == T} = IPv6 T4 = H S

IPv6 Y E Y 7+ o] et ufj= 342 9|5 JEYF 9 UE [pve F2 2 Maa 5= 95Uk 1
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MEOE T4 78 S W38k A o] ol Y2 NAT66 ¥ #-S 98 4]
X}ENAT—E«*FQ atdl ojef gk S A A 5
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NAT66 o], Y E L = 7+e] 114 3}

g NATE AHE-510] IPv6 4 & 7He] 11 W3S A aeo] A Ed = AdFHTh thS dol A=
2001:db8:122:2091::/96 W E L = 9] W H F4Z 2001:db8:122:2999::/96 W E L T 9] | H F+4 = W3
St WS A gy
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IPvE web server

outside

IPvE 2001:db8:122:201b::1/96
S 4

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

# Y
Al 287 Aol
o o tr -

tupo] 2ol vk QIE Flo] 27} 2 3HE Qe o] 2= TRA|(H S G = B A o] = 157 A=A
13T}, o] o Ao A= Qe # o] 2 7| 2| 7} inside 2 outsidez} = o] E¢] Wt ol ghal 7FA F
Yth ¢lgl#| o] 2= 7| A 2 -4 3} 2] W Objects(7ll 4) > Object Management(71 4] ¥-2]) S A &1 5
Interface(¢] E] 7 o] )& A &4 gk o},

F

Inside client
2001:db8:122:2091::121

EZEAA

Y- 1Pv6 2 €5 IPv6 NAT U E T & A olsl= W EY A /AE AT

a) Objects(7} Al]) > Object Management(7} A #2])S A &gt}

b) HAtol A Network(H E 9] )& A € 8}a1 Add Networ k(W1 E9] = 371 > Add Object(711 Al 71
& 2k

Ul 1Pve Y ESI A5 A o) T}

HES T /A 9] 0] &2 inside v6T} o] XA 3L U E Y T 52 2001:db8:122:2091::/96 5 §1 &
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New Network Object
Name
inside_vb

Description

Network
Host Range (& Network FODN

2001:db8:122:2091::/96

| Allow Overrides

d) Save(AhE =g h
e) Add Network(U|E 9= 37}) > Add Object(7] 2] F7HE S8 &}aL 25 IPv6 NAT W EH I =

Ao g

HE Y A R 9] o] 55 outside nat v6T}F o] XA Y E ] F4 2001:db8:122:2999::/96-S
o] Eﬂz‘sl—qq_

H 1 H .

New Network Object

Mame

outside_nat_v6

Description

MNetwork
Host Range (& MNetwork FQDN

2001:db8:122:2999::/96

Allow Overrides

f) Save(AhE =
@A 2 WH-1Pve M EY A
a) Devices(t]H}o] )
b) Add Rule(:F3%
o) U HA8S AU
* NAT Rulg(NAT 7 #]) = Auto NAT Rule.

oo i

&} 31 threat defense NAT A 2 -S A A s} AU =AY o
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d) Interface Objects(¢lEl#| o] = 7| Aol A t}&-& T4 g}
« Source I nterface Objects(Z2~ ¢1E] | o] 2 7§ Al]) = inside.
« Destination Interface Objects(th /g Q1 E =] o] 2= 7] A) = outside.
e) Translation(H ol Al th3-& -4 ok

« Original Source(¢ ¥ 4~ 2~) = inside v6 U/ E - F 7] 4.

» Translated Source('H $+5 4~ 22) > Address(5=4:) = outside_nat_v6 U E$J = 7] A

Add NAT Rule
MAT Rule

Auto MAT Rule A
Type

Static

-
el

Interface Objects  Translation

PAT Pool Advanced

Original Packet Translated Packet
Original Source:*

Translated Source
inside_vb v Address v
Qriginal Port: gutside_nat_vb
TCP

Translated Port

f) OK(&)=

. olE] 7] 0] 222] 2001:db8:122:2091::/96 A B ¥l o] A 2] - Q1 E] 5| o] 2~
2001:db8:122:2999::/96 U E Y A 2] A2 1A NAT66 H 3= Ut}

NAT66 <, 73} IPv6 1 E] 9] o] 2~ PAT

NAT66& T8k T gk WA i 25 o B Fo] 2 1Pve 749 27] & L Eo] 54
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NATS6 <, 7+ 5 1Pv6 <1 £ o] = PAT I}

NAT66-8 Q1E #| o] 2= PAT 7125 74 & W= el F I Hlo] 2o A H o Qe BE S22 F4
7} PAT vwi=g of] AF-&-g Ut 1E s o] 2~of st FI-2 4 = Ao E-2Z T4 PATO AHE-5 A
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IPvG web server
ol;iside

IPvE 2001:db8:122:201b::1/96

2001:db8:122:2091::121 — 2001:db8:122:201b::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
z 2001:db3:122:2091::121
—

tuto] 2o tf gk Qe | o] 27} E3H AE]F o] 2= /A (Eet S T AEHo] 2 1F)7) A=A
glghy ). o] of| Ao A = QlE] s o] 2~ 7| 2| 7} inside R outsides} = ©] 59| B9t G olgtar 7
Yt Qe o] 2= A E -2 312 A Objects(7 #) > Object Management(7] 7l 2])E A &l gk o} &
Interface(21 B H| o] 2)E A&l g},

A28 Aol

EXRE

A1 W IPve VIERALE A ol sh= M EA AL /HA & Bt
a) Objects(7l Al]) > Object Management(7] Al #2])Z A &l gt}
b) EH2Fell A Network(Ul E9] =1)& 4 ® 8} a2 Add Network (U E9] = 5=7}) > Add Object(7H A 5=7})
= S8y
c) WHIPv6 MIEYAE Gt
UEY A 7} A] 2] 0] &2 inside v63} o] A A 3FI U E ] A 524 2001:db8:122:2091::/96-S ) &
Gyt
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New Network Object

Name

inside_v6

Description

Network
Host Range e Network FQDN

2001:db8:122:2091::/96

Allow Overrides

d) Save(AE =
A 2 - 1Pve VI ES AL
a) Devices(t]H}o] ) > NAT &
b) Add Rule(wF3 F7H& 2%
o e EAE AT
« NAT Rule(NAT 7t %]) = Auto NAT Rule.

1S A3
3} 3l threat defense NAT 4 S A A3 AV = gy o}

oo
offl
a2
=
>
ol [-‘>" :L]

.
Y =54

d) Interface Objects(21E]H o] 2 7R Aol A T} FA gt}

« Source I nterface Objects(Z2~ ¢1E] | o] 2~ 7] A]) = inside.

« Degtination Interface Objects(t/d Q1 E 7 o] 2= 7] A]) = outside.
e) Trandation(|3H)ell A b5 74 ot

- Original Source() ¥ 2 ) = inside_v6 U/ E$] = 7} 4.

» Translated Source(H 3+ 4~ 1) = Destination Interface IP(t] /3 1 #l o] 2~ IP)

f) Advanced(aL )l A thAt 91 €] 7| 0] 9] 1Pv6 F 27} AF&- 5 o oF -5 vFEM = IPveE A Bl gy
=
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Add NAT Rule

NAT Rule:
\ Auto NAT Rule

Type:

nar v e I

‘ Dynamic

Interface Objects
Original Packet

Original Source:*

Translation PAT Pool Advanced

inside_v6

Original Port:
TCP

I
Translated Packet
Translated Source:
v ‘ Destination Interface IP v
o The values selected for
Destination Interface Objects in
. ‘Interface Objects’ tab will be used
g) OK(EehE 93yt
o] 7 & & AL-&3aHE 739 U5 Q1B 3 0] 2] 2001:db8:122:2091::/96 4] H. ¥l o] A ©] 5 21 Ef 3 o] &
2 ol Fshe B EYI S o4 Qe o] 2of thal -4 IPve M & FAE AFE-3Fe] NAT66

NAT =1 & 2

NAT 98¢ BUE R sta Ee) B4R ate] ¥ tue] 2 CLIel 21915ke] thi B o AHg Fun
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Name
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New Network Object

Name

myPubliclPs

Description

Network
® Host Range Network FQDN
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10.1.2.27

Allow Overrides

d) Save(HhHE =
@A 2 HTTP A& U EH I
a) Add Network(4l E
b) HEL T A9 o

Name
HTTPserver

Description

Network

Easi=g

A MAE B FH
93 371 > Add Object(7h A 7H = &
£S5 HTTPserver®} o] A At T 1AE

® Host Range Network FQDN

10.1.2.28

Allow Overrides

¢) Save(47HE SH T

A 3 SMTP A1 H-& U[ES A

b) HES = 7lA <9

New Network Object

Name
SMTPserver

Description

Network
® Host Range Network

10.1.2.29

Allow Overrides

c) Save(HHE =
A 4 A H 3ol AFE-H =
a) Add Network(4l E

b) UIES = 7|A ¢ o
o},

-'N
B~
(E
foy

B J=9=

NAE AT
a) Add Network(U|E] = 57}) > Add Object(7} 2] F7hHE &
o] &S SMTPservere} 7o) A At T AE

FQDN

HE

N
[N
e
o

EaR=y
F210.1.2.28% =& 3o}

gy,

F2210.1.2.292 ¢} &3t}

gy
SE&IP TG UEYSA NAE A G-
EE! %—7}) > Add Object(7} 2l F=7hE &8 g},

£ ServerPublicIP9} 79|

A Qs w2

E F2209.165.201.3% ¢ &3



HE

N
B
e
et

FIP,HTTP 2 SMTP4 921 2= W s w4 45 NAT) [l
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New Network Object
Name
DMZnetwork2

Description

Network
Host Range ® Network FQDN

209.165.200.224/27

Allow Overrides
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Insert
In Category v NAT Rules Before L
Type
Dynamic ]
Enable
Description
Interface Objects  Translation PAT Poo Advanced
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Original Packet Translated Packet
Original Source:® Translated Source
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Address -
Translated Destination
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« Translated Destination(¥ 3% )] %) = DMZnetwork2 YW E 9] = 7] A,

Add MAT Rule [ +]
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Insert

In Category - MAT Rudes Before -
Type

Dynamic -

Enable

Description

Interface Objects  Translaton  PAT Pool  Advanced

e —

Original Packet Translated Packet
Origmnal Source:* Translated Source

mylnsideMetwork - Address -
Onginal Destination PATaddress2 R

Address - 35

Translated Destination
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Web and Telnet server:
209.165.201.11

Translation
10.1.2.27:80—> 209.165.202.129

Translation
10.1.2.27:23 —»209.165.202.130

Web Packet
Dest. Address:
209.165.201.11:80

Telnet Packet
Dest. Address:
209.165.201.11:23
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New Network Object

Name

mylnsideNetwork

Description

Network
Host Range ® Network FQDN

10.1.2.0/24

Allow Overrides
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New Network Object

Name

TelnetWebServer

Description

Network
® Host Range Network FQDN

209.165.201.11

Allow Overrides

o) Save(AHE ST
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New Network Object

Name

PATaddress1

Description

Network
® Host Range Network FQDN

209.165.202.129

Allow Overrides
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Name
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Description
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® Host Range Network FQDN

209.165.202.130

Allow Overrides
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Onginal Packet Translated Packet
Original Source:® Translated Source
mylnsideMetwork - Address -
Owiginal Destination PATaddress -
Address -
Tramsiated Destination
TelnetWebServer x TelnetWebServer *
Oniginal Source Port Translated Source Port
- -

Original Destination Port
TELMET

Translated Destination Port
. TELNET -
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« Original Source() & 4~2~) = mylnsideNetwork U E$] = 7] A].
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« Original Destination(] & tl /) > Address(5=4:) = TelnetWebServer U] E £ = 7l A

« Trangated Destination(*A % t*4}) = TelnetWebServer Ul E 9] =1 7] .
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Add NAT Rule °

Enable -
Description |

Imerface Objects  Translation  PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source
myinsideNetwork - Address v
Original Destination PATaddress2? v
Address - £
Translated Destination
TelnetWebServer - TelnetWebServer -
Criginal Source Port Translated Source Port
Original Destination Port Translated Destination Port
HTTP v HTTP v
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New Network Object

Mame

boulder-network

Description

Network
Host Range (e Network FODN

10.1.1.0/24

Allow Overrides

d) Save(A = Z ).
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Description

Network
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10.2.2.0/24

Allow QOverrides
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* Nat Rule(NAT 1 2]) - Manual NAT Rule(5=& NAT 1+ 3).
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d) Interface Objects(QlE] | o] 2 7| Ao A th&-S A FY )
« Source I nterface Objects(4~ 2= 1 & 7| o] 2= 7| Al]) = inside-boulder.

« Destination Interface Objects(th -/ Q1 E =] ] 2 7] A]) = outside-boulder.

e) Trandation(*Agh)ol A th&S A4 ot
« Original Source(] & 4~2~) = boulder-network 71 .
« Translated Source('H 3+ 24~ 22) > Address(=4:) = boulder-network 71 A].
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Add NAT Rule

Manual NAT Rule -
Insert:

In Category v NAT Rules Before v

Type:
Static v

Enable
Description:

Interface Objects  Translation PAT Pool  Advanced

I
Original Packet Translated Packet
Original Source:* Translated Source:
boulder-network v Address
Original Destination boulder-network
Address v
Translated Destination:
sanjose -network - j sanjose-network
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d) Trandation(¥ gh)o| A t}22 A g o)
« Original Source($] 3 4~ 2~) = boulder-network 7 #].
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Add NAT Rule
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Insert
In Category v NAT Rules Before v
Type
Dynamic v
Enable
Description:

Interface Objects  Translation PAT Pool  Advanced

|
Original Packet Translated Packet
Original Source:* Translated Source:
boulder-network v Destination Interface IP -
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ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:

. 209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:

2001:DB8::D1A5:C90F

Dest Addr. Translation
2001:DB8::D1A5:C8E1—> 209.165.200.225

DNS Reply Modification
209.165.200.225—>2001:DB8::D1A5:CBE1

User:
2001:DBS8::1
PAT Translation on Outside to:
209.165.200.230
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a)  Objects(7} Al) > Object Management(7] 2] #2])E A &gt}

b)  EAFol A Network(UlE9] )& 485} Add Network(H E$] = 57} > Add Object(71 A 5
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New Network Object
Name
fip_server

Description

Network
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209.165.200.225

Allow Overrides
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Name
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Description

Network
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