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Device 1 IP address: behind PAT
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Management Center: 192.168.45.44
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Register with
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NAT ID: griffontaxes3
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Add Device 3:
IP address: 10.10.10.3
NAT ID: griffontaxes3




| ool 2
SEOEREEEPEREE RN |

e 2 oM E Egj g g oA

3L threat defenseol| Al ¥+2] & 918l HiolE] QI Hl o] =& AF&-she 45 3l & vlubo] 2o el H o] 3
g 9 ol E Qg o] 25 A28 4= gl Tth

ohg ool A = 7] 2 #g] Q1E ] o] 224k A}-8-3}= management center X W U X = T]Hlo] A& H o &
Ytk

19 3+ 2] o1 ¥ ¥ o] ~: Secure Firewall Management Center

Management
- --:- -~ Events mgmto Managed
1, mgmt1 Device
1
Management | ]
T | : Management
LTI I mamto
Events e Managed

Device

oS d= E]H}O]*Oﬂ =o] ¥ QIE | o] ~ & A}-&-3}= management centerS X 5 Ut} 2]
= ZF vjubo] 2= 170 9] ] QIE o] 2 & AR T

719 4: o} #2] Q¥ ¥ o] 2: Secure Firewall Management Center

Management
—————————— mgm
Events gmto Managed
" mgmti Device
Management €
Center
Management

mgmt0
Events Managed
mgmt1 Device

U2 dlol A= o] oWl E QlE] 7| o] ~E A}-8-3}= management center % "L A = T]H}O| A5 H
o] Ut

| Jutel = w2 [l



uel s v |

1% 5: Secure Firewall Management Center 2 v U %] = t]ulo] 2o o 3t H = 2] o] Hl E Q1 E] o] 2~

Management
-------------------- momto Managed
Events mgmt1 Device
Management ©th’
Center
Management
_____________ ngmto Managed
Events 0o Device

U o= H 2] oWl E QI H o] 25 AR AL & ¥he] Q1H 3| o] =& A}8-8F+= management
center 2 o & mj 2| = ﬂﬂﬂ*ﬂmdqvﬂﬂdilﬂéQ%Eﬂ1%Eﬂﬂﬂl*eiﬂ
syt

9 6: 23 By Y oWl E QIE o] 2 AL-g

Management
-------------------- t0
. Managed
Events e Device
Management etht
Center
Management
_______________ i
g Managed
— - Bvents  mngmtt  Device
e
e #)9l
EE #E] H = vupo] (Aol A H A & 9

g 9@

!

W ool el



| ovtolz wie)
Threat Defense ] v}o] =] w21 % 21g] o] =of =291 [

U EY T BeAt

Threat Defense U] v} o] =~ 9] & = QB H|o] o] 2191
threat defense U] H}o] =0l 4| & & Qg #| o] 2ol 24 2121 3 4= 9l F YT}

)

i AgA7} 33 A% SSHE 53 CLI 21910] Ao gk A5, A2 8l0] SSH A4S FR 3T

A 2a7] Aol

71 2ol A AE A gstel 2] 2ol e 2] 4 S22 S configure
user add 4% AL83k] CLIS 21918 4 Q& AFE A} o AR EE F7hR AT A,

IR AA
G A1 4 EE = SSHE A5} threat defense CLIO ¢ 2 gt}

2] Q1] | o] 2~ 0]l SSHE <=+ threat defense U] v} 0] 2= 2] 2] Q1 E] 5] o] 2~of SSHE 4= 5 T} SSH
AZE e T 0] 25 of= 45 tlo]E] QIE H o] 2=0f] QL= Fao] AAT + = %WE}. dle] g ¢
Ef 5 o] 2ol tf & SSH A == 7] -3k o & ARG 3l Al] A3 el Y Y T} Secure ShellE 3231 574 o
o E] QIE] | o] 2ol SSHE A A Gt

294 tluhol 29 79 tupe] 2ol 4] B LEo) A AT 5 AHUTE B Aol ol Ul %
AT U EE tute] 2§ SHEdo] ol BB A S T AP D AL AL,

)

o

* 9600 5. =
+8 tlo]E HE
- A E 5
1l &2FHIE
AHEA7F 4 EEO| A N A 28k % 7] CLIE tnte] 2~ f-3of we} th5 1t
* ISA 3000 - &% EE 9| CLIE= YW} threat defense CLIY Y T},

o 7B} RE—F <% X E 9] CLIE= FXOSY Yt} connect ftd ™ %S AF-83} 9] threat defense CLIE
o] &3 4= lF U TH FXOS CLIE Al A el 9] 19 o] A %‘ i Xﬂ A8 o= ARSI T 7]
E Av o], mUE Y 2 Ak A A8 Eg]ErY Ao = threat defense CLIZ AH-&-34 o}
FXOS % & ol o3k 2hA] 3F U -&-& FXOS A A & F2814 A 9

A2 BA AR o B H m R R 23t
WA 3 CLIZEIEE)) A FoF A2 22l A 8855 39 3 b A
B 4 (8 Ak Rk CLIe) A AT

| Jutel = w2 [l


management-center-device-config-73_chapter17.pdf#nameddest=unique_19

. Threat Defense = 7]

uel s v |

HEE

system support diagnostic-cli

T EA A 80 R o] CLIE AHEE T o] CLISI = 37} show % 7]} Wedo] 35 o] 945
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> system support diagnostic-cli
firepower> enable
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firepower#
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Configure Connection to Management Center or CDO

Provide details to register to the management center/

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No

Threat Defense

10.89.5.16
feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

Management Center/CDO
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10.89.5.35
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a) Doyou know the Management Center/CDO hostname or |1P address(+2] AlE{/CDO & E o|&

=P Zig ?:'_]'J— =l 147]].)0]] ‘:H?SH 1P
=g 9l 0 Yeg(ol)E, management centerdl] 3 &

Aol 21t 49 No(oh £) & 22 g,

i EAE ol &

YPFALEE TAE 020

< A}&-3}°] management center®]]
#1711+ NAT

Jutel = w2 [l



. Device Manager A1-8 © = Threat Defense % 7] 1-4 ¢35

b)

d)

dutol s g |

3l o] 2] t]Hlo] 2~ (management center 5=+ threat defense)oﬂ T gufo] 2 7k gk SSL o
Tt B LGS AAE ] 913 A4 7P A7) qlofoF it

Yes(oll) & A & 3k 7 9- Management Center/CDO Hostname/I P Address(¥+2] 41E//CDO 3~ E
O F/NP TA)E YEFYTH
Management Center/CDO Registration Key(¥+2] A1E{/CDO 55 7])%— A A},

&b

threat defense T] H} 0] 2~ 55 A] o] management center®l] A] %] 4
715 3748 23 A= 0} FUth G2 AHAZ, a~z, 0~9)2} & o] Z()Le A
IDE management center®l] 553} o 2] tjulo] o) A}-8-g 4= Q) HF T}

ﬁ#
ofo
]
>
xo,
)%
i
v
o

NAT IDE #] A gt}

o] ID= management center©l| A X] 93 7163 A3 2GS AAR YT o] A== giujo] A
F stuo] IP F AWk A AQ sk 45 g sl oF FUTh 7 tuto] 29 [P FAE BF AL e
ol = NAT IDE A A 3h+= 3l o] F5HTE NAT IDL 3745 238 5 syt Y= AHA~Z,
a~z, 0~9)9} 3} 0] Z(-) = A8 4= I HF YT} ©] ID management centeroﬂ 553t U gnlo]

2ol Ab23E 5= §IG YT NAT ID= A4 o] 21LE tfulo] 2ol A @ =X &lsl7] 98] IP 4
o} 7 AFE-E Ut IP FA/NATID 215 o vk 5= 7] 7} gl ),

A7 QA4 AHe TR

a)

b)

FTD 32 E ol&5 A4 gyt

Management Center/CDO Access Interface &} M| =& 93] dlo|H A E A o] 25 ALE-3l+= 5
©] FQDNe] o] ¢1E]sj|o] 2~of] AL-g- Yt

DNS A H 155 A gt

& 25S gAY A= A gyt 7]+ DNS Z14 2 CiscoUmbrellaDNSSer ver Group©]
, ©17] 9] = OpenDNS A1 ¥ 7} £ 3Fg 1t}

7he] AIE/CDO A2~ Q1E oo 2ol T3k dlof ] QIEjwo] & A B ste]i= 45 o] 242 b
o[ €] QIE ¥ o]~ DNS M5 A v} A4 vhiAbE AbS-sho] A7k 2] DNS AH =
] Eef ol A&t vle]E] DNS A H 3= DDNS(A A H 4 ¢-) == o] e o] 2ol 4§
¥ BF A Aol ARS- Ut 3he] R dlo] ¥ Eef=o] B o) Qe s o] A5 53] DNS A H ]
AdH Bz defo AL A3} EUT DNS A B LHS A8 5 s

management center®l| 4] ©] threat defense U] 0] 2~of] etd3l= Z 2 A7 g Do A dlo]H < H

#| o] 2~ DNS A1 ¥ 7} A A = L t}. management center®l threat defense \’4 Hlo| A8 Z7lshd =24 A

go] FA ¥ 3L DNS AW 7} Z 335 A4 QA o] 719 A 55U 28 vl DNS 9] 1

o] A& 3 &3} threat defense T Hlo] 2x0f] FHF AA A A& shdshd 8 713 1 o] A o]

@ 4745 o151 th management center2} threat defense T H}Ol 22 F7)3} sl o] A 3}
) X BFE 2 DNS Z P E A S AT o7 LA Flo] LU

m 7N

_4

Ol.mé

w3 24 DNS AW & 27| 55 A DNS A H 7 3 A 7 9-9| 7k management center®l] 2] 3l %]
HAY .
FMC 42 QlEf# o] 8- vhe] QI E sl o] 25 AdEste = 45 o] 442 ¥l DNS A H & 74
Eash=;
=1 .

W vl v



| clutol

Device Manager A}-8-© = Threat Defense 7] -4 ¢t& .

¢) Management Center/CDO Access | nterface(¥2] Al E/CDO A 2 Q1E # o] ) 9] 7 -5- -3 &
AEjF o] ~E At

threat defense T] H}-©] 2~ management centerol] &5 3+ 5 & 2} QIE| #lo] ~ & ] QIE| o] 2~
T oE dHolH ol 2% HAT 4 5T

(A8 ALEh dlolE] QI Flo] 25 A8 g=t] 9 - Qg | o] 27} obd A5 7| 2 A2 E F7H YT
AEF o] 25 FH3h= 712 A 27 A=A stk WA A7 A H Y &5 e A §-
AA v ALY AH-E o] ARE o|n| S AYYth & Sl H o] & ¥ g 7 -9- management
centerell AA3}7] Ao 7| BRE 5o 2 FAd o FTh

e A H o) 25 A et A9 o] st A Al U ast7] Hol| Alo]Edlo]& gk Alo] E g o]
2 A oF Y E‘r.

(A8 AL Hl o] E o1 8] #| o] 22 A ¥l 3k 7 9 Add aDynamic DNS(DDNS) method (5 %] DNS(DDNS)
HAME F7hHE 2934

DDNSE management center 2] IP 547} ¥ 7 2 7 %- threat defense ©] H}-©] 227} FQDN(Fully-Qualified
Domain Name)ol| 4] of] 443 4= RAE% SIgR U} Device(t] v}-o] 22) > System Settings(A| =8 A4 74) >

DDNS Service(DDNS A H] )& #3310 DDNSE A4 gtk

management center®l| threat defense T] H}-o] 2~ % ZF7}3}7] Aol DDNSZ -4 & 7 - threat defense U]
H}o] 2~ 7} HTTPS &1 2 & 93] DDNS A H Q1Z=4 2 A= 4= ) == Cisco Trusted Root CA HE9]|
] threat defense TJH}o| ~7} RE FQ CAoﬂ et 15 AE 25 o 2 713 U} Threat Defense=
DynDNS 9 2 API A} % (https://help.dyn.com/remote-access-api/)S AF-& 31 = 55 DDNS A H & 2] 4 g+
Yt}
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Connect(¥14)E S84t} 55 el (Registration Status) U] &} % A} = management center 71 $+o]|
o 3k & 2 AL el & X.o] 54 v} Saving Management Center/CDO Reglstratlon Settings( 2] 41E1/CDO
5 AA A7) @A ol A management center 2 ©] & 5Fo] W3} & F7Fg U T}

management center®l] U] 3t 35 #4312 ™ Cancel Registration(s5 3 4)& 283Ut ofyd
Saving M anagement Center/CDO Registration Settings(¥#] /ﬂEi/CDO 5 A A7) GA A
device manager B.2}-9-AH & @ X vp4A A Q. o] & A 3HH ZZ M| 27} A A] FA] = W, device manager©ll
oA A4 wivk A 7h gy

Save Management Center/CDO Registration Settings(¥+2] A1E]/CDO 5= A4 A7) ©A S =34 5t
% device manager®l] 174 ¥ A B 2 5-A] & = 7 $-, v} A 9} ©. 2 Successful Connection with M anagement
Center or CDO(¥H2] A8 B+ CcDO%Fe] I A-F) th3l A7 A E 5 device manager & & 4-E
A o] siAlg Yt

cutel = ze) [l


https://help.dyn.com/remote-access-api/

tjupo) = wel |

. CLIZ Threat Defense % 7] 14 ¢+ &

adHeAZ s

Registration Status

wonn

Management C

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration g 2.or
CDO configuration guide [ to configure your device.
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Before you begin
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

(Firepower % Secure Firewall 3} = ¢o] 2d) &< ¥ E o A FXOS| 914 3t 7 - threat defense CLI]
A7

connect ftd

Example:

firepower# connect ftd
>

threat defenseoﬂ e 28 G-, A= FA ol A2 AlCKEULA)C 5295kl SSH A2 S A&
5 A= Hl U s & WAstete WAIR 7 FAIE YUY gl & CLI A2 23 HEVL
i/\]% Yt

Note ol R A A] T& Fal AT 1 o] S A% o CLI A vpHANE vHEe 4= ¢l
FUth 28y o] 33 B A AL configure network(U E9 2 A7) W & & AF8-35}o]
CLION A Yol A& 4= 95U ). threat defense & FZ5 23 A L.

7125k = ol el 9J =S o] #5 boll AIH YT o] el o E 3 S Sl W Enter & 7

sS4tk

Note dlo] e A F o] 2o A |2t A2~ & EAd st et #e] Qe o] 2 A2 Al
/\}ﬁ%HD} o & Eof tlo|H JHHA o]~ & Sall YEY o= gy = e EFY

2 o] ¥ AE H o] 2~ DNS A H 7} ofd ] 1 # o] 2~ DNS A H & AF-8-3F¢] FQDNS

2‘?1%“45}.

o2 A A S xS Al L.
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+ Do you want to configure | Pv4?(IPv4E 773 31 A 2151 71?) /5= Do you want to configure
IPVE2(IPV6E T4 8HA A5 U 7F?) - ol 27 =4 & T st ol el yE 4=yt

« Enter the | Pv4 default gateway for the management interface(¥+2] 1€ | o] 2o ) g+ |Pv4 7] &
Aol E o] ¢ 2]) 2/ += Enter the | Pv6 gateway for the management interface(3+2] <1 E ¥ ©]
2o gk IPv6 Alo] E o] §19) - ¥he] 1E]H o] 2= thal Fe] A} Al 2= Tﬂ]O]Ei AE o] ~E
AHE-8He W manual (75) S A8 T e QIE Ho| A& /\}*"““ 74] o2 A RHIP i(°ﬂ
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Hilo]~5 AT 5 glFU T Holy O]Eﬁﬂol*(fﬂolﬁ °1E1Jﬂ 1/\)04011 gk 7] %E(E}
w29 715 3x)7F DHCP AW ol A 418 7] A2 & Yol & 5 7] Wl gyt

Enter the | Pv4 default gateway for the management interface(¥+2] 21 €] 3 o] 2:0)] tff gk | Pv4 7] -
Aol Ego] 98)4/5 = Configure | Pv6 via DHCP, router, or manually’>(DHCP ZLHE E3)
EE 502 IPv6E TSI ASEU7ZE?) - 3] QI Flo] 2~ diAl S x} A 2~of Hlo]E <]
Elgo] 25 A3 W Al o] E ¢llo] = data-interfaces(tl o] E] Q1§ Hlo] ~) & A A g}, o] A
A P EYRE S WE S ol dEstn 2 Al Ak dA 2 dHlolH QIE o] A~ F &3 2
©¥lg 2= gl =t} Bl &} A 2ol T o E H o] A2 ALestEd Bl 1/1 YEY A A
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If your networking information has changed, you will need to reconnect(V1 E9% A ®. 7} ¥ 74
745 ohAl Azl oF T —SSHE S&ll A= o] AT FH 2 AAAA P FAE WA T
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H 2 A 5T

Manage the device locally?(t] vl o] ~ & 24 & 2] 8}A] 21551 7}?)—management centerS-(E)
AHE-5lE H nos YUt o = ¢ 2 6} Firepower Device ManagerS th Al AF-&-31A] U T}
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Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.89.5.1
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
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If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

@Al 5 o] threat defense S 32| & management center2-(E) 2] 3 o},

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]

[display_name]
Note H = 9 CDOE AH&-31= 7§ o] @Aloll 4 DO A4 configuremanager add ™ & <

AF§ U .

* {hostname | IPv4_address| IPv6_address| DONTRESOLVE}—management center®] FQDN %+
IP =45 #] 4 g1t} management center®] 545 214 A4 e 4= ¢l 4% DONTRESOLVE
E AHE-81al nat_idx= A Yt} s} o] /4de] T vlo] 2~ (management center -+ threat defense)
of = 7 tuto] 2 7b FEF SSL o st B4l A dS AASH] g A4 e s IP 4T )10
oF & t}. o] ® Pl A DONTRESOLVES #| g 38l+= 49 FTDO| A2 = = 1P F4 =
T 2E o]Fo] slofof it
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« reg_key — threat defense ‘5% A] management center®] <] 7g g < 3] -& %‘% 7] S AAdY o] &

5 715237748 23ei A = & HUth dRAHAZ, a~z, 0~9)9} Bl E()& AHEE T A E U T

o:
L

e nat_id— 3F&o] A4 4= = 1P —7—5\_ 5":% T E o] & A A A &2 7 - threat defense &
55 & v management centerl] A A & 3173 A 3] & AL S X AH Y T} o] & 591, management
centerS DONTRESOLVE= A7 O]-E L HEA QT YTH P A4S XA = A=

HeE 938l diolE Iy o] 2~ & AFE- ST o] 47 E 8 3t NAT ID«= 374 2348

T 5 UL G5 AHA~Z, a~z, 0~9) 9} 3} 0] ()& AFE-S = L5 LY T} o] IDE management center

o &3t thE Hulo] 2o AR S 4 gl U

Note o] dolE e H o] A5 A8l HF FIP T4 5 A A3 2= threat
defense®} management centerol] A = NAT IDE X

ol
o
=
[}
_—
E‘l‘
L

« display_name — show managers % & 2} 37| o] 2| A& FAI8H7] 915 HA4] ol 5= Al FY
o} o] AL CDOE 7| & A 2 B4 A& management center =X Y 1| A2 A HS} = G-
&3t o] QIFE A G etA F o Wt & o W 5 & AFS-Ste] Al o] 55 A

TOoE AT
« hostname | IP_address DONTRESOLVE 7] Y =& A}&-3814] &= 4 %)

* manager -timestamp

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

Example:

management center®] (7}) NAT t]H}o] 2 Fof| 1= 49 5 Il
o] & th4l DONTRESOLVEE A4 & Htt. ol & &9 a3 254t

m rlr

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Example:

threat defense”} NAT T]H}o] 2 H o Q1= 74 -9- management center IP =4 == S~ E o] 53} $h/] 11

43 NATIDE g3 Ut} o & 54 oS3 25yt

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

CDOE 7] & 2|t = AFg-8}al #4180 2 7F 23 ¢ ] 22 management centerS AF-8-312 = 749 &
Bt
= H .

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE } regkey [nat_id]
[display_name]

3 2| ] 2~ management centerS 2

Example:

ohg dlell A& "cpo"gtE EA] o] Eo] F71d cpooll tha) 4| W AR v,
=3 9| "] 2~ management centerE #| 4 3 T}

A

>
=~
ofo
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> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natidb56 analytics-FMC

Manager successfully configured.

(Optional) ¥-2] 2} A -8 vl o] B Q1B 3| o] 29| o] 55 A FUtt
configure networ k management-data-interface

e ol ¥ Qe H o] 2ol vk 7] 2 Y EH A A S A ehehs WA AI7F A YT

Note o] B &AM T W= 2 FES AHEFoF Tt 3] QlEl s o] o] SSHE AHE-
=75 Adol B71a ZE R E thA] A sl oF & 5= l5 Ut SSHARE-Zrell T3 A}
Al g & obl & Fxs A 2.

o] W& ARl o gk 2} gk ) 8- th2-& xS A 8. ] & 91§ Threat Defense H o] B <1E] 7|
o] 2~ AL-&, on page 4% FZ3HH A Q..

« Ao dolE e Ho] AE AL EH =
HUTh 27) AA Fol| 1P F o
ipv6} manual Y & S A3}
data-interfaces= 4 4 5}#] &2 74 5-, ©]

A 72 Qe # o] 2ol A DHCPE AHE- 3 5 8

J3} A & 7-9- X F configure network {ipv4 |

Ut} #e QI o] 2 Alo] E o] & o}
J

£ b
(0
o

management center®] threat defenseE 57}5}'H management centeri= QA E]H o] 2~ o] F L IP T4,
Ale] E 9 o]ol thdt 317 7 =, DNS A1 H % DDNS A H & X35+t Qe g o] 2 73] 18 o] S
AL A 2] U TH DNS A H A A of] #gk 2R gk ) &2 ol g & s A L.
management center®l| A L5-ol] 2] 2} A A 2 Q1 E] | o] A~ 1A] S 1H 7 & 4= 91X Tk threat defense
U+ management center’} ¥2] A4S A A A KA & 5 = WAE S FashA] golof
gt el 2 o] T ekE W threat defenseol] ©] A 15%-& &} configure policy rollback
o] 2T

DDNS A ¢ dlo] E URLS 27 8h+= 7 - threat defense”} HTTPS <1724
ZME AZ 4+ Y EE threat defense”} Cisco Trusted Root CA H E-of A
ANFME A5 o2 F71g T} threat defensei= DynDNS ) 2 APT A&k

(https://help.dyn.com/remote-access-api/) = AHE-3F= E & DDNS A H & A 43t}

< %13 DDNS A <1
RE FQ CAl otk

A3
network dnsservers '8 &S AF-8-3lof A7 3k ] DNS A ¥ &= ] EgjF o ALgH Yt} b o]
ElHo] 2ol 485 Bl Ao A&}

management center] 4] ©] threat defenseol] &3 3hi= 5 A4 A A dlolE A o]~
DNS A H 7} A % = Y t}. management center®]| threat defense S F+7}8}H 27 A7 o] f-2| ¥ a1
DNS AW 7} S F A QAo 7 A g5 Utk 28 v Lol DNS 73] 2go]d & £ 3
S} threat defensedl] &% 474 A A& Tdabd ad 19| 1go] o] 24 HA S HojHhy
T}. management center®} threat defense & 57| 8}sl 21 ¥ o] A4 7 A2l DNS EHF A4
= AFA 08 746tk Aol E5U

gk 274 DNS AW & %7] 55 A] DNS A1 7} 73 A ¥ 73 9-of] 'F management center®ll 2] 3l -
AFUT d & S0 e QIEH o] 2 & ALgste] Huto] 25 553k v W5l configure
network management-data-interface ¥ # & AF-&-3to] dlolH AH # o] =& 338t 45 FTD

o] &2 tlo]E Qe H o]~ DNS A& A4yt A4 ~3HE=R 4357 configure
]
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Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://jcrichton:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPvé6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

(Optional) 54 U E ] ol A He] bl thek vlo] 8] AE o] A =5 A g o

configure networ k management-data-interface client ip_address netmask

W vl v
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What to do next

%+ %] management centerol] &= 3 T}

Q1B 0] 2= 4

a7 e E g dleoly #e] Iy Ho] ~7F d @ F ok tuto] o) = HA ] QIE H o] A7}
AT 73 -9-(¢ll: Firepower 4100/9300) o] E 1§ E&| g of Ol o] & & s}at = AdFUTh

o] oWl E Q1 & | o] 2~ & A}-8-3} 2 ™™ management centerol] A oWl E Q1 5 o] ~ & &4 5}3] of
t}. Cisco Secure Firewall Management Center ¥+2] 7}o]| =5 ZZ 3141 A1 Q.

I
L

Sk

= 2 A4

A #e AHF o] 2 E o HE & IH o] 2 & &4 se
configure network management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

configure network management-inter face disable-events-channel ™ @ & A}-83}o] 5= 2] Q1 E{ 7| 9]
2o oHIEE dE A o2 HdAsted ¢ FUTE 7 A5 5ol A tnfo] 2= oJHIE A& Q1Y
Ho] AR oM EE W3] il Al atH sl Qe s o] 27} the-% A oW E 29 v &4 g)et =
7o = g g H o] 2o A o HEE A4y}

A H o] 2ol A o] E g e A E-E v sted 5 glasyTh

o) A

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

\
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a) IPv4 5 74

configure network ipv4 manual ip_address netmask gateway ip management1

Jutel = w2 [l
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vupo) = sl |
| IEEEREE RPN

o] gateway_ip= tvte] 29 7|2 A2 & vhE = o] AFE- 5 22 management( $1E] 3 o] 2~
A% g2 sl gyt o E ]Eﬁﬁﬂo]/\oﬂtﬁL%EJ 1 B E= A
FE Ut v e o] 29 g E U EQ Al A oM E A& B H o] 2F AH&she 4 ol
E Q& deHo] e daf Mo g FA2E YA 0}—‘2 Aol FH5UHh

= o

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

b) IPv6 T4 7-74:
« FE B A A T
configure network ipv6 router management1

o :

> configure network ipv6é router managementl
Setting IPv6 network configuration.
Network settings changed.

>

T T
configure network ipv6 manual ip6_addressip6_prefix_|length management1

o :

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

©7| 3 management center”} A UIE 9 A0l 9= 745 o] E & Q1B o] 2o B4 FEE F7HH
28X oW B EY o] e QI A o] 25 T3 7] A 2ot A5 gyt

configure network static-routes {ipv4 | ipv6}add managementl destination_ip netmask_or_prefix

gateway _ip

718 A 2ol 4§ o] w8 AFE3FA] np4 Al Q.. configure network ipv4 1= ipv6 8 H S AF-8-S o
q 7] 5 A2 Alo] E o] IP FAE WA F IdFUTEHA Fx). 94 2,25 H o] A

o Al:

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64

W vl v
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2001:0DB8:BA98: :3211
Configuration updated successfully

>

=

A] 512 show networ k-static-routesE <

moi'

dH Bz o712 d=s A A S5).

o 71

il
=5

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J----------—-----

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0
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Devices(t] H}o] %) > Device Management(t] HFo] = #2]) S A el g},
Add(F=7}) =55 Th Hl 7ol A Device(t] Blo] 2~) & A 83 o,

% g tuto] 2~ 7}
Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v
Malware
Threat
URL Filtering
Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel
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1% 10: DO T B}o] = ST}
Add Device [2)

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Advanced
Unigque NAT ID:t

test

Transfer Packets is configured in CDO

| Cancel |
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Device configuration export task
initiated. View the progress of task
from Tasks view.
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Backup taken on 03-Nov-2021 01:15 PM is available.

Click here to download the package
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Remote Host Address: 10.89.5.29
Secondary Address:

Status:

Manager Access Interface:

Manager Access Details:

Data Interface
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possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.
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This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.
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Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
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Manager Access Interface

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface -

Switching the manager access interface from Data to Management causes the deployment

to be blocked. To unblock the deployment, ensure none of the data interfaces are set for
manager access. See the online help for detailed steps.
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- Configuration Details(Manager ) A2~ - 4 A5 4 B t] 8} 42} 5 A}-8-5}' management center
9} threat defense =7 -4 te] BEU A& |4 = AdHFUT

A HEA © 2 management centerl| threat defense S 5713171 7ol % 7] threat defense A2 2] Y F-=
Manager 9} Al 2~ d] o] E] Q1E]H| o] ~ & -/ 1]t} management center®l] threat defense & 57131
management centeri= S1EJH|o] 2~ o] F H IP 4, Alo] E g o]of tdk 114 7 = DNS /\131 2 DDNS
MW E 3 Cﬂﬂﬁ] o]z Ay ref o] A& A Skl A Wt DNS A ¥ & 44 74 0] &
= ol A% - 24 2 #4541 management center®] & HE A A Aol F7FE A 5 U

threat defense = management center®l] 57}3+ 3= configure network management-data-interface 4 % <
A}-4-5}] threat defense 2] Bl o1 E] Q1E] ¥ o] 2~ A4 & 27 2 ¥ 7 5} management center= -4 ¥ 7
A}aHS- BF4] 3} AL threat defenseol] T 3F 7% S x}v+§FU t}. management center U2 " < st
AREsEe] 4 WA S B Y

» threat defense®l| -5 3] T}. management centeri= -5 3}7] 2o +4 2}o]l & ©A] el +5 S

FAF o
* Interface($1 ¥ 31| o] 2=) 9 0] %] ©] Sync(*s 7] 3}) W=

« Manager Access- Configuration Details(Manager <4 Al 2= - 740 A4 7 2ol 3} A%} 2] Refresh(#l]
2 a3 HE,

O

il

B2 7 Asled ™ Manager Access - Configuration Details(Manager & Al 2~ - -4 A5 A 1) o) 3}

AL = o] F3Fal Acknowledge(EHe) E 28 U o} thg-oll 753 W] management center - < threat
defense?] U™ #] & AA S JojF Ut A 7-%3}7] o management centerdl] 4] 74 & -5 S22
A A ALEAel A o

o] tf 3} Aol A thg H oA & FAs Al L.

cutel = ze) [l
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o] ¥ Qe H o] 2~ #2] £ 9] 3 Manager & Al 2~ Al 5 H 1 1 7]

Ay 19 o)A

management center 2 threat defense®l| 4] Manager 9 4| 2= t] o] ¥ Q1E| # o] 9] -4 vl u & 13y

o},

U} o ol A = threat defense®ll 4] configure network managa’nmt—data—interface o] 912 H threat

defense®] 74 Al AFES HolgUth 302 ZF3% A E Fat& 2ko] A5 Acknowledge(=H<l)

S} 2] 't management center®] +/d 3} & %] 5} %] 22 © W threat defense -/ ©] A A E & YEFH YT I

1:ﬂr/‘“ O 2 7}x A E HE-2 threat defenseol| Al =4 E A S HolFUY. 502 2 BA)1H &
< threat defense®ll 712 74 S HoFU ).

Manager access - Configuration Details 2]

Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values
accordingly.
Configuration CLI Output Connection Status

Last updated: 2022-09-02 at 20:35:58 UTC [ Refresh ]

Configuration on Manager Configuration on Device
~ 4. Ethemet1/1 -
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPvE Address 10.89.5.29/26
Static Route Configuration
IPvd Gateway 10.89.5.1
IPvG Gateway
~ 5. Ethernet1/8 38
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

e

U} ol = management centerl] A Q1E] | o] 2 & G- 3k $-9] o] Hlo] X & HojF Ut QIE o] 2~ A
o] dAskaL FEM ZFx FEAIZF AAHASF U

W ool el
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dlolE] QlEf o] 2 7] 2 913 Manager @41 A% 4w w7 [

Manager access - Configuration Details ]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Last updated: 2022-09-09 at 07:10:54 UTC [ Refresh ]

Configuration on Manager Configuration on Device
Web Update Type 5
~ 4. GigabitEthernet0/0
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
IPv4/IPvE Address 10.89.5.28 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1
IPv6 Gateway
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.
‘ Close |
=
CLl =2

Pel o4 2 dlo]E] QIE Ho] 9] CLI 748 BAFH T o) = 7|13 CLIol 047 4% 48]
.

19 35: CLl = ¢
Manager access - Configuration Details (2]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

18(0)104

Close ‘

outo] = e




tupol 2~ e |
o] ¥ Qe H o] 2~ #2] £ 9] 3 Manager & Al 2~ Al 5 H 1 1 7]

o
£l

2]
e A4 e E FU Y o o & e A4 o] o W3] #2] "management0" 1 E H| 0] 25 AL
[e}e)
= K

Manager access - Configuration Details

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI QOutput Connection Status
——————————

[ Refresh ]

sftunnel-status-brief command output from Firewall Threat Defense

W ool el



CLI°ll A] Threat Defense ¥2] ¢1E] 5 o] =~ .
% 37: 44 4 H
Manager access - Configuration Details Q
Manager access configuration on device is in sync with the manager.
Configuration CLI Output Connection Status
[
sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘

A% FA 8 A7) AT TS AE FH S AL b3 e o] Aot shEvE
Anb A s A gt

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

so] AY R HENE AR EAHE A5 2 Ae] @ he AE FHS AR L

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

CLIo| 4] Threat Defense 2] Q1] #H o] ~ 4~A

CLIE A}8-5h] oL 5 Fj ol 2-9] 319 SIE o] & S8 G o] 19 414 5 e
7] A4S ST Mo AU h o] AaE Bal g HAL WS w4 A Ak 7
o= QlElso) 28 FA AL A4 AT FAE B0l 2oL 442 A4 F AU

| Jutel = w2 [l
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. CLIcl ~] Threat Defense 32| Q1 E] 3| o]~ =4
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u&
f

threat defense CLI®Y| th 3F x} A 8F W] 8- Cisco Secure Firewall Threat Defense ™8 & 23 2] U

o] g2 & e AH o] 2ol AL&F Ut #HeE 3 vlolE JAHF o] AE AAT T AF
Urth sl Qe H o] 0] Y ES] T A S W75t W CLIZE b management center W] ol A ¥ 74 5]

Ao Ade A 4 OH o} 3} 11 threat defense®l] A 2] % W 7 3| oF 3}+= 7 9~ CLI®||
A ] ol /\}%QE ThreatDefense tlo]E] 1Ej o] 2~ =4, 68 H| o] A o] W8-S FEEAAI L

oo

o -
o

A A 2.

)

#3 SSHE AFEShe] €] QA o] 28 WA wlis RSN 2. T SR 2 28 T AT S ¢l
= A9 gulo] 2~ £& X Eo|] AAAF ok 3

)

Fal ube] 2 gk} 1P 48 WSk 45 configure manager add 8 % (1] 7F Management Center "8,

4

93 #| o] | FHx)S AL-gato] 27] 1”4 } ]/\ AA Toﬂ management centerE 2] g W o] whe}
management center 12 ol ] &+ o5 2t

A4 7158 IP 45 A}-8-3F9] management centerE 2]
IR —?* %}E] ?37230] s o' thAl Ay Xéi% 5718t el = FrA sk
management centeroﬂ BEAE = gule] 2 1P 4% W43k 3 o] 5 Y tE Management Center
M 5 o1 e 1P 4 011 =, 43 1 A5] L8 AN, o] 496 AAE
O k= A A sk v Bgo] D dF Ytk a2 3 5 §1= management center IP -4
=

2 A4 g 79 ohelo] NAT ID 432 F£5H41 A 2

NAT ID% - 5202 A4S A4 A3tk NAT IDTF A}-8-319] management centerS 2] 3l 7
- A4S AF5o 2 QG 4 §lFUTh o] 4 -9- Management Centerol] /| & ~E o] 5 = IP
T4 o] E, 43 ¥ o] X o] }2} management centerol] A tjHlo] 2~ ] [P FAE W T T}

)
Kl

3718/ management center 7-/3 | A t] H}-o] 2~ CLI =+ management center2] &3] IP =4 & T4 3}
H ez management center= HA & 7]3}7} EU = W7 ALgS w81 #] &5 Ut} 2% management
center'= ¢ tlo] E &) 7 3}2 ¥  management center®] & &S W} X 3 management centerS | E] B
fFrloZ A P g3l oF &yt A A 1 ¥ B management center®] Tl HFo] 2 2] o] A o] T3k tiulo]
2o HY P FAE FAIYH

A 2Fst7] el

» configureuser add ™ & & AF-8-3}A CLIO| 21918 4= =AM A Al S A S 5= 5y T
CLIONA W AREAF F=71e] -85 Frxat] Al 2. o) - Ql5oll el AAA AFEAE 78S
= sy

W vl v |


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
management-center-device-config-73_chapter2.pdf#nameddest=unique_53
management-center-device-config-73_chapter17.pdf#nameddest=unique_54
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CLI® A Threat Defense 3+2] Q1E] 3 o]~ 44 .

ZE2AA

& X E B SSHE AHE-8he] Tvfo] 2~ CLI 92 gyt

Threat Defense T HFo] 2~ 0] W& & e sjo] 2ol 22191, 11 Flo] %] o] &5 Frsh A L.

B A AR AL o) & R W SR 2RI T

(Firepower 4100/9300%F 31 ) -+ A A &) QIE| o] 225 oW E A& Qe o] ~2 &4 85}
configure networ k management-inter face enable management1

configur e networ k management-inter face disable-management-channel management1

G4 pre] Eo9 g volel el Qe o] 27} B A gheh, tiute] o] 3 W) whe] QE] o o] 27}
Q= 7% o M= A g Edh el 8l ol & BB AFTh

configure networ k management-inter face disable-events-channel ™ 32 A}-8-3}o] 5= 2] Sl E 7 o]
29 o|HIEE el % o7 v &4 83 = QIS U 7 45 7ol A tnto] 2= oM E -8 <Y
Ho|~® o|MEE AFete] i Al st s 1B # o] 27} th 5 W oWl E A 25 v &/ stet=
3ol = e Qg H| o] o A o] HEE A EF T

Qe H o] 2ol A o|HE B e] A ES v st = }ls U

H = o] o] Wl E 9 E] | o] 2 & A}-8-3} 2] ™ management centerol] 4] oWl E Q¥ 5| o] ~ 5 &4 3} oF
Ut} Cisco Secure Firewall Management Center 32| 7}0]| =& Z2 34 A] 2.

o A

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

] SIEH o] 2~ g/ = o I E QI #|o] 29 [P T4 5 A d YT
management_interface 9155 % 4 3}#] F o 7] &2 ] Qe H o] 2o tjgt M ES T DA S A3}
A gt} oMl E olE 7| o] ~E T4 & W) management_interface 1 5+E #| 4 3f oF & HE <
Hlo] 2= #e QI o] 29 Mo YE Ao JAY AU EY A A&
d Tl e H o] 2o AAE ] o AAo] FoHUTE A} IP F4e] thA] A AT
a) IPv4 =2~ 74
< FE A

configure network ipv4 manual ip_address netmask gateway_ip [management_interface]

o] %% 9| gateway_ipi= Tlnto] 9] 7|2 =g whi= o] ALgHYTh o Wl E A g <lE v

ol 28 M Ahe 45 W o) ANZ gateway_ipE A2 sfoF Ttk 2eirt o] FELE ALE

Ak7F A g gholl T gk 7] A mrt 7 st oWl E QlE o] 2ol dis) o] uA FrE

A eEH Ut B Qg A o] 29 ThE Y ES Ao A o HIE A& A o]~ & Al

sz 74 - 7] Qe o] 29} 17 AF&-3 gateway_ipE A1 4 g Th configure network

Jutel = w2 [l


http://www.cisco.com/go/firepower-config

tupol 2~ e |
. CLIcl ~] Threat Defense 32| Q1 E] 3| o]~ =4

}

rr

ol

static-routes ¥ & AF-&-8o] o] Ml E & QlE F o] 2o tisf Mo A H=E A
el £tk

o

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.

Network settings changed.

>

* DHCP(7] & 2] 1§ s o] 2ol A ut #] e )
configure network ipv4 dhcp

b) IPv6 T4 T43:
« FE B AE A
configure network ipv6 router [management_interface]

o:
> configure network ipv6é router managementO
Setting IPv6 network configuration.

Network settings changed.

>

75 T4

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

o] ¥ 9] ipv6_gateway_ipi= tnfo] 9] 7] A2 5 W= d AFEH YT o[ HIE 8 <
Hlo] A2 A4t 49 HH o A2 ipve_gateway ipS Y F o gUth 18} o] &
B2 ARS8 AF7F X A g ghol| i gl 71 A 2k A g sl o Wl E QIE]u| o] 2o tid] M= e] a1
A BEE YA FHEUTh T AdH I o] 29 thE U E S Aol A o[ HIE H-§ QlE o]
25 Ak - #E A E A o] 2~} A AF-8-3Fipve_gateway ipE A 7d §F TF& configure
network static-routes ™ &S AF-8-3lo] oWl E A& clE o] o) s Hxro 14 HRE

AshE Aol F5Uh

o :

ot

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

* DHCPv6(7] 2 ¥He] Q1E 3| o] 2ol A ik =] 21 ).
configure network ipv6 dhcp

W vl v
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IPv62] 7 $- ICMPv6 Echo Reply % Destination Unreachable ™| A| X & &7 8}5} A v] &4 8}y o
oj el gk WA A= 7] A 0 7 &g sk Ut

configure network ipv6 destination-unreachable {enable | disable}

configure network ipv6 echo-reply {enable| disable}

HAARJMB 2 AR Ao 2R E Bo87] 98 o] g 7l & B2 ste ¢ A5 Ut o
S 91702 0] F Sk 2 57 0 2 clupo] 2 vhe] Q1E|Ho] o] 1Py6 ping & A58 5 21

=
o A

K
o0

I

> configure network ipvé destination-unreachable disable
> configure network ipvé echo-reply disable

713 #e] QIE| #l o] 229 DHCP A ¥ 7} A4 | S 2E IP F4E A&
configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

o) A

]
¥
%0
)
iz
ox
oty
e
v
o

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

e QA H AP FAE F52E HAH T v DHCP AW E 748 o S th o] HH 2
management center virtual©l| A A 9 ¥ %] 2351tk DHCP A ¥ %} B & 3£ A 612 ™ show
networ k-dhcp-server: = 9 & gy},

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

1 E | o] 2 AR
:LEJX]‘”OE‘UEEFJMOWHQ EMH %81171—“&73 o} U %) 3} [Sh=

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

B AR Ag o] WS AHE
W72 PR Ao Edlo] Ip A4S

< A

474 32 F F7HT,
A

71.
u:ﬂ _1>4

o

F4] vl4] A] Q.. configure network ipv4 T+ ipv6 8 & S AF-8-8 o
WHAT F AFHTHESA 3Hx). DA 4, 63 o] A

it

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211

Configuration updated successfully

>

cutel = ze) [l
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. CLIcl ~] Threat Defense 32| Q1 E] 3| o]~ =4

4 AR5 A5 show network-static-routess 9 U TH7 |2 A 25 A H A 29).

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[-+]

T~EYQ AA

configure network hosthame name

o) A

> configure network hostname farscapel.cisco.com

Al 22w A A = 2R E 7R A EAEV S v A s Ut
AN EQl A
configure network dns searchdomains domain_list

o A

> configure network dns searchdomains example.com,cisco.com

tuto] 2o gk AA E=ulS AR Fste] AT O] =] 912 " F (ol ping system)el]
] FQDN(Fully Qualified Domain Name)= X A3} #| & 4¢ & 1~E O] o F7HE Yt =l
e IE F o] 2o A ARG E A T QI F o] 25 F st W E ol i A AR Y T

HEE ko] o 3719 DNS A B E A4 ey
configure network dns serversdns ip_list

of| A:
> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3
management center2}9] S41S 918 44 #e] EE A FUTH

configure networ k management-interface tcpport number

ol A|:

> configure network management-interface tcpport 8555

management center & U A = t]ufo] A= 7| EA 0 2 ¥ E 83050 9= ek SSL-¢ T st A4S

ALgske] B G T

W vl v
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& Ciscooll M= 94 #e] X Eof tiaf 7|2 A8S AL A& A5 AdstA #e £ E
JFHEN A g 54 FEFE U2 LEE A 5= sy #e LES WA
& AF, 75 AA A M2 FA M oF sk BE tufo]l 29 A S WA s of g
(Threat Defense A -8) #2] == oWl E QIEH o] 22 MTUE A A T MTUE 7|24 2.2 15001}
o] EQjY T}

configure networ k mtu [bytes] [interface id]

* bytes- MTUE vlo| E T 2 A Ao}, 7] AE | o] =9 4 §- IPvdE S stete= 45 4k
o] ¥ 9]3= 64 ~ 1500°] 3L IPv6 S 24 3} 3= 75 3k 1280 ~ 15000“44 o[l E QlE] 7 o] 2 9]
739 IPv4E ZAd 3ot 9 whe] Mol 64~ 9000014—1Pv6 g ssh= A9 #h2 1280 ~
90001 Y T} IPv4 2 IPv6 S E5F A 86l 49 H A3k 12800“411} Hlol EE ¢ H kA &
oW #s dEEete TE2EV A g Y

- interface id — MTUE A& & Qg #H o]~ IDE A FUTH ZAF
o] 2~ ID( %l : management0, management1, brl, eth0)E 1.2 show network 4 & <
Sl o] A5 XA E}A] ko #ha] e H o] A7} AREH U T

o ue} A& 745 918
A Gk,

o) A

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

HTTP 515 74 o tnfo] =
AAH =S g YTh HTTP Ho] A2 EE 53 ¢
o g ES A ySH HTTP 254
A=, e 1S ol Badh A f-
et ZEZEZ FAHY .

2 threat defensed] X =A] H]"HH S 9]

+ TCP/443(HTTPS) % TCP/8O(HTTP) 3 E of|
Zg¢%bzinﬁma4%ﬂ¢%éw

}\9+ ITE iji}q o];lolﬂﬂ Q BL;q Q1 oﬂ EH?L

%A ALgA} o] B, EEA] MU S, L2 A 0B 9] Felo)

A%, AZ, az, 09 AT AL E S Q)T
configure network http-proxy

o All:

> configure network http-proxy
Manual proxy configuration
Enter HTTP Proxy address:
Enter HTTP Proxy Port: 80
Use Proxy Authentication? (y/n)
Enter Proxy Username: proxyuser
Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

10.100.10.10

[n]: ¥
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A 14 gufo] TJrE] IP =45 W73t 749 configure manager add ™ = (21 7F Management Center 2] 3,
93 o o] #| 2)S AFE3Fe] % 7] tlufo] 2~ A A Foll management centerS 2] 3k W of] w}2}
management center AAo e v A S FFs A L.

« IPaddress(IP 542) - 2t o] §ls5Uth. A2 7]—‘“ SHIP 72425 A}-8-3} 9] management center& 2
He A5 3 i 5 e 2o AAE o thA] A8 Y ;GEE E7]§}’}}£Hi%ﬂﬁ‘]—€%?j

management center®l] A ¥ &= TlHFO| A 1P T4 % H AT A
A TAE o] F E=IP T4 Yo E, 43 7 o] #] £ 14%
o w2 A QA Gk =wol 2 7 dFU T AL
£ 2|73+ 7 §- Management Centerol]| 4] &~ E o] & I
L3l AAE 20 =2 tha] AA ok gt}

% Yt} Management Center
O]_N/\] [¢] o] x]-o% ke 0173 O

+ management center IP =4~
P%; tlol E, 43 Flo]| A &(£) A

« NAT IDYF- %508 A4S A4 A 1 th NAT IDYF AF8-3} o] management centerS 2] 3+ 7
- AAS AF oz AT 4= glF YT o] %9 Management Centerol] ] &~ E o] & = [P
T fdle] E, 43 7 o] #| o u}2} management centerol] 4] TjHlo] 2~ #E] [P A4S WAL

CLIol| A #e] o)l A}-§- %] == Threat Defense ©] ©] ] ¢1E] o] ~ =4

threat defense 2} management center 71’4 ] AAdo] FekE AH oA 7]E QIE F o] 25 YA T A
dlo]E] Qe F o] =& X 43| & 7 - threat defense CLIE AF§-31o] Al B H o] ~E A3t}
o] AAfo| A= sAFF U EYAAA 7]F I H o] =& A 1B Ho] 22 wA|ebe] ghrhal 7FA oY
o}, #e] Ao &4 el o] ™ management centerS AF-8-3Fo] 7| o] E Q1 Jﬂ ol & WA | ok
stU ) glolE T g dlo] 29 27] A Ao thaf A= CLIZ Threat Defense = 7| 74 &=, 18 I

o] 2] ol A configure network management-data-interface ™ &3 %314 Al &

Far o] e g #E QI H o] 2vt oy 2} welg o7 A A g dio]H e Ho] e A&t
g Qe o] 2~ Y EL A A& ¥173F# ™ CLICNA] Threat Defense ¥2] 31 H ¥ ] T4, 61 7
o)A o] Y-&-& FxsHA Al L

threat defense CLI®| T 3F A} Al 3 -8 Cisco Secure Firewall Threat Defense ¥ & 2F% 2] 1] &
SHA Al L

z

o
BN

A #e}7) Qo
« configureuser add ™8 & & A8

ahul C
CHWHW%%ﬁﬂfﬂAM%%%iﬂﬂﬁgﬂﬁﬂz1@%Mﬂﬂ£ﬂe?é§$
= g%y,

ZEAA

A1 o] E] T QAEH o] 22 A QE|Fo]| AR WA S A AA Q1E]H o] 2~ Alo] BS Al QlE]H o]
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
management-center-device-config-73_chapter2.pdf#nameddest=unique_53
management-center-device-config-73_chapter17.pdf#nameddest=unique_54
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CLIS A] 2ol A}-£-5] 1= Threat Defense tlo] &) 21 o] = 524 [

TEEXES el <E 7 o]
14U 2ol €1 20] Frslo] 14 %# 2] Q1Ef o]
ghol g Felld SSH 1A & AR o AU T

tnpo] o] i & QIE H|o] 2ol =191, 11 #| o] A o] &5 FEsHA A L.
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AR} AL g2} o] B H R HWH S 2 2ol
A4S ATEE F AEF A A o] 25 v A sh3Th
configure networ k management-data-interface disable

o A

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a gateway
on management interface using the command 'configure network'

#2294 228 A dlolE QU] o] 0] o] B8 T

configure networ k management-data-interface

e dlelE Qe o] 2ol ti gk 71 Y EH A A& A sketes wA A 7F EAE U T

diolg @ e H ol AE FAF UEA A A AEH o] 22 M vl= e H o] = IDE A 9]
3t o) QlE o] 29} F AT 4G ALEFTh BE, A ge] ol RE ulo] s L A ¢
A AU (yin) [n]: A el y& A gy o] 54 Adgstd o4 diol e 1§ # o]
2 g0 A B2 A B o] 2o A 1P T4 2 QI Ho] 2 o] B2 HFH 02 AT 5 Y

w4t

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]l: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

(A8 AL 574 U E 9] 2ol A] management centerol] T g+ tl o] B Q1 E #Ho] 2~ KA ~& A &g o}

configure networ k management-data-interface client ip_address netmask
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sftunnel-status-brief

ol Ad % SERE JR7F HAH = 2 S0 A0l di g2 A S s L.

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

management center®] Devices(t] H}-©] 22) > Device Management(t] v}-o] 2~ #+2]) > Device(t] Hf-o] =) >
Management(¥+2]) > Manager Access - Configuration Details(ZHe] A} A A 2~ - 4 A5 AFeh) & A

B3}l Refresh(M 2 235 28 d o)

management center+= Q1E{Hjo] 2~ 7| & A2 S W7 & T3} AL threat defensed]] W] $F 7+ =}
Sy ek Hute] 2ol A= HiolH IE # o] & A4S W7 8k -9 management center®l] 4
To 2 A ALgS 23| oF 3kt Configuration(7-7d) ¥ ol 4l management center2} threat defense
el BAAE = dFHH

Devices(t] v} 2] 22) > Device M anagement(t] vl o] 2~ 3+2]) > Interfaces(Q1 E] 3] 0] )5 A €13} 4L v}

S WHAFY

a) ©ld HlolE] ¥e] TEH o] 2o A IP F4:9F o] 55 Al 7 8kaL o] Q1Y | o] 2=of] T 3f) ] A} A A
2E v stk

b) ©] & QIE] | o] Z(CLIN A A3 JIE o] )] A7 o 2 A vlo] ¥ ¥he] JE o] =5 A A3}
I B A AN AE A s T

Devices(t] H} 0] 2) > Device Management(t] BFo] 2~ ¥#2]) > Routing(2}-$-¥) > Static Route(a2 74 7

2)& A staL 7] & Hol Bl B QIFFo] 2ol A BEE 7| AR5 WA YT

Manager Access - Configuration DetailstManager & Al 2~ - -4 A5 A 1) ) 8} A= Eolr}

Acknowledge(=H¢1) & S8 5t 5 555 AAF U

t}2-o 5% & w] management center -3 < threat defense2] U A $& A4S dojFyt A+5F

3}7] 7 el management centerol| A T4 S G5 02 Aok A2 ARS AL Al YU Th

"Config was cleared(7-d ©] A] ¥ A 5 Y TthH" 2 "Manager(¥ 2] A}) Access changed and acknowledged(<}

Al 227} W7 w o] FRlE AFUTH k= wAA 7 A Y o
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threat defense CLIOA] o] A A o &2 Ew st}
configure policy rollback

E W 3 threat defenset= = M o] 434 0. 2 ¢k 5 5| 9155 management center®l] & H 1] th. management
centerol| A ¥ £ st ol = A o] M H A S-S el vy rt FAE Y

il Z o] 4 7)) 8} 31 management center ¥H2] 7} A ¥ 79, AREA Q1 vl i A of] o 3t
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlS- FFZ 8} 4 A] ©.. —Oroﬂ w2}
management center ¥+2] N A7} QW T Z o] AuE 4= 95y E} ¢] 74 -$- management
center T4 - A & 3l 4 3} 1L management centerol] A] TFA] Wl 328 4= Q15U T},

e

of| A:
)2} A A 98 dlo]E Qe #H o] 2 A}-8-8} = threat defensed] 7 -9-:

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?
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Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

e Ad ol AdAE A=A S AT

management center2] Devices(T] H}-©] 2) > Device Management(t] v} o] 2= #+2]) > Device(t] vlo] =) >
Management(Z2]) > Manager Access - Configuration Details(¥2] A} A A 2~ - A A5 ALEH >
Connection Status(1 72 7 ) o] %ol A #2] A2 el & S F

threat defense CLIS A 2] <12 A E] & 8H21 3} sftunnd-status-brief 83 S  8 gy},

AZA S oAl A st ol 10+ o)/ A8 A5, A4 EAE sl 2l oF gt vl H Sl 3| o] 29
A t’rﬂ} AAA A A, 72 H o] X o] &5 FE

dolg I Ho] el M de] A2 24 =4

A8 72 AE Aol A5 Ao T el A dlo)E QAE Ho] A AL S ek A9 m

center©l| A threat defense®l] T3+ QlE|Hlo]2 W Y EH T AAS HAS u] JZ A e
2] 3l oF g1t} management center®l] threat defenseS 57|13k & 2] Qe H o] 2~ {3 S d|o]H Oﬂ
A B2 s Bl A HolH &2 WA sk 45, B o]~ R U ES A AA o] SutEA HA 5
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Ao v Aol Fold o dF Yk
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management center2] Devices(T] H}©] 2) > Device Management(t] v} ] 2= #+2]) > Device(t] H}-o]
=) > Management(¥+2]) > FMC Access Details(FM C 2} 4| 2~ t] €] ) > Connection Status($1 2
AE)) #Hol Aol A e A4 FEE gl

threat defense CLIO| A #&] 14 AFe] = 8H018}= sftunned-status-brief M &S o=
sftunnel-status ™ & & A &-3to] A A AR E B S = QlHUTH
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> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

o] AW L SENE YRk EAEE E F A2l 0P o A3
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> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

threat defense Y EH I AW K 7|

threat defense CLI®I A #2] % FMC A2~ dlo]E] Qe Hlo| 2~ Y E Y I HAS &l

show networ k

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ IPv4 J-—————————— - —————
Configuration : Manual
Address : 10.99.10.4
Netmask ¢ 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:0F:7F:D3:CB:8F
—————————————————————— [ IPvd ]J-—————————————————————
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
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Configuration : Disabled

threat defense”} management center ol 555 $1+=%] &<l

threat defense CLI®| 4] management center &= ©] 5.5 $1=%] g3t} o] W&
o AA FElE FAIeHA] EHF U

show managers

rlo
a<)
Ac)
e
i,

> show managers

Type : Manager

Host :10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

management center pingsl} 7]
FTD CLI®| 4] threat defense T+ ™8 ¥ S AF-&-3}o] ] o] E Q1E] 7 o] 2] A management center&
ping 34 t}.
ping fmc_ip
threat defenseCLI®I A UF5 ™ 8 & AF-8-3Fo] #2] Q1E] 7| o] 229l 4] management centerE ping %
t} o] QI #|o] 2= Wl E 2 Q15 &3l vlo] B QI o] =& v}-9-§ & ofof gt}
ping system fmc_ip

threat defense W]~ ?1E] & o] =0l A 71 74 %]
threat defense CLIO|A] U] - 8 =2 91 Q1 E] | o] ~(nlp int tap)2] | Z S 74 A 3} Tha] wfjZlo] A
S = gyt
capture name interface nlp_int_tap trace detail match ip any any
show capture name trace detail

- QIE o] 2 A, FA Z A 5 gl
threat defense CLIOI 4] U] 5= W Z2| Q1 J1E #H] o] 2~ nlp_int tap®]]

show inter ace detail

rot
ol
o
il
}I_',
BN
ol
ol
>
>
to

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported

MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

o U O O O
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0 output errors, 0 collisions, 0 interface resets
0 late collisions, 0 deferred
0 input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped
1 minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

(G2 O I e

2% % NAT 2<

threat defense CLION A 7|3 7 &=(S *)7} F7Fe 13z 2] <18 7| o] Z(nlp_int_tap)ol] g 5
0%

2
NAT -2 ©] - ==] &g .

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server O sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipvé service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface

outo] = e
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translate hits = 174, untranslate hits = 0

5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

>

44

U2 2 Aol A=A Felsty W vh2 ¥ 3 S 32354 Al 2. management center2] Devices(t]
H}o] 2) > Device M anagement(t] vFo] 2 #+2]) > Device(t] v} ©] 2~) > M anagement (2] ) > M anager
Access - Configuration Details(&2] A} N M| 2~ 23] 28 o] A e ) > CLI Output(CLI =5) 7|
o] Aol 4] o] 2] gt E & Wol & AFUTH

e}
v

o

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn address fmc _ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

%21 DDNS ¢ Hlo] E =<l

threat defense CLI®| 4] DDNS J H| o] Eof] A &g =+] &2l g},

debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

elo] £} 23k debug http 2 debug ssl W #-& AL B Th Q1 5A Aol 2@ 4,
Oas &3 FE ASA7F npo] 2ol A 5o gl=A gl gyt

show crypto ca certificates trustpoint_name

DDNS #¢] & Shelalef v vh& 99 & A4 A 2.

show ddns update interface fmc_access ifc_name

oo

> show ddns update interface outside
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Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

management center =1 9} <]
https:/cisco.com/go/fmc-reg-errors 328 Al L.

55 A5 4E 17

Device(t] H}o] 22) | o] 2] 9] Inventory Details(#] 2L 5=

AR AR Bk EA R

1 38 AL EE AR G B

Inventory Details
CPU Type:

CPU Cores:

Memory:

Storage:

Chassis URL:

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

A1 2 gdo] Este W Refresh(A 2 3= 2

T’fi}]zz]]

Device(t] H}o] 2~) #| o] %] 2] Applied Policies(4 &% 4
Al Y

-

SEEE P EE TR |

Jun 11 2020

Al - A 5y A Mol = CPU 2 v &g 9} 1+
[4
CPU Xeon ES series 2300 MHz
1 CPU (4 cores)
8192 MB RAM
N/A
N/A
N/A
N/A
N/A
gk,
A) Aol skalo] 448 ohg H o] X
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. Applied Policies e
Access Control Policy: Initial AC Policy @
Prefilter Policy: Default Prefilter Policy
SSL Policy:

DNS Policy: Default DNS Policy

Identity Policy:

MNAT Policy:

Platform Settings Policy:
QoS Policy:

FlexConfig Policy:

lm

CEREEE DR £ 25t 4L B 5 A5

Access Control Policy(H Al 2~ A o] A 21)2] 7 -$-, ]3%_(0) olo] & &8 3} AccessPolicy for
Troubleshooting(:=- Al 3l 4 S 918+ A A~ Xé A A E)Eﬁi‘r RS GR1g Y T o] g8} A Af= A A
2~ 5+ 2 S ACE(Access Control Entry)2 g733t= W& Boj5Uth

TR ENETEE AT QA=A AR

Access Policy Information for Troubleshooting

3df319dfb31

04294968119

Close
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w72 AL g oinbol 2 919 Edit(54) (£)F 2L
g w=rlRl F-Eol A AA f A 7F g Z mEQle] oby ™ Q1S A Sstehe w A A 7F EAIE Y]
=
o7 3 Device(tl ol )& S8 T
th7] 4 Applied Polides(% &% 2F2A]) A A ol A Edit(3) () 28 a1,
P40 dy
Policy Assignments 7]
Access Control Policy: Initial AC Policy 57
NAT Policy: None 2
Platform Settings Policy: None "7
QoS Policy: None hd
FlexConfig Policy: MNone g
Cancel | m
A5 2 QA F ol el =5k vlarel A A RS gy 7S AR gy
G716 Save(A ) E SH U
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53] ARk W] 2 & YEFH Automatic Application Bypass(AHg ol & 2] Al o] A -
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Changed Policies Deployed Version Version on FMC Modified By
Routing Routing:
- Virtual Router (Global) Virtual Router: Virtual Router (Global)
Static Route IPvd Static Route [Pvd:
Static Route IPvE IPv4 Route: admin
Static Route Interface(Unchanged): outside outside
Static Route Network{Unchanged): any-ipvd any-ipvd
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Static Route IPwG:
IPvE Route: admin

IPvE Static Route Interface(Unchanged): inside inside
IPv6 Static Route Network{Unchanged): any=ir  any=ipvG
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Auto-Rejoin Settings

Cluster Interface

Data Interface

System

Attempts Interval BEetween Attempts Interval Variation
-1 5 1

3 5 2.

3 5 2

B A28 g e S 391817 919 Fe 2 mE o)A ThE s

@ el 28] Ao} Yo A FENE WA A & ek =5} 3o

=] SLEW]E WA A t)7] AIZE el S84 28 H 5 % 9]
e SR @AY FAE AR 1FH

Ol E] | o] 2~ T up-g- 2 A 7F

Ol F o] A& TupE 2 A 7He =T 7} Q1 E] H| o] 2of Aol 7} wkA) 3 7] o
T et =T S EH oA AT A7RA ] AU H

e

21E] 7 0] 2=

QUE| 0] 2 B AN A P OF ol B R Pk A3 H
2] 2 QlE o] o] T WE BelH EETF 5 wmEo] M . Fobw
ABA R T2 o] Q= UG =2 4 QB o] el 4 B4 LET}
Q= 5 o] iz Fel SE A AA G UL m oA 2e e o] )
W& A A A7k AelE AR QTE o o] 2] 3ol weh, el
N 2= M e E QA i Fel e Frhehe Ao whel de

AU,

AH] 2 o 2] A o] A Snort ¥ disk-full ZZ A2~ HUHE o {5 A
FUHYHA &= A8 | RUEHHA & QE o] 25 FA Y

o]f_

As AAA H4A

Jutel = w2 [l



dutol s g |

S aH AH ZUEY A4 B
3 EE
Zejze oledol | Ze2E Aol Y3 ool A oAl A7k 43S EAF T
dlo] ] QlElsf o] = dlol el Qe wo] 2= Aslol tf @ A5 kAl F7k 44 EA G
A 27 W 0 Fol e A ThAl A7H S EA Y Ch W 0 F £k of
Lol 7o) H 5718k A7 23}, DA SkA) B HZe A el 5

AL AJAE] E Sl v 2 shebi Al AE AE SHelo] v 2Bt S W) A 8H A B BETT R
Al A 55U

of Aol A ol e A Y S & 5 gt

S L A ID, 9 e Q€] o] 2 DI EE Snont 8 182 A L s S E
S gL o A H) KU Bl VNI BVI 22 VLAN 819] Q1EIf 0] 2 i 7b Ll o] o] 220
4 e e e el Ao el BUHA S PR HE e ol Bk B4 2
ERE RIS

= 2 A4

@A1 Devices(t] Hlo] 2) > Device Management(t] HFo] 2~ #E))&(&) A &3 o}

HAl2 FAT FYsE Ao Edit(FA) (HS 2HFUTL
U =)l =l A AA 9 A17F 2 2 =HQlo] ofy i v /1S ghshek WA A 7F EAIE Y
=

@73 Cluster(2 21 2H)E 29 34h

W7 4 Cluster Health Monitor Settings(Z2 2] 2~H 48] U EH A A) A Ao A Edit(54) (#£)S 84

o}
@75 Health Check(%} Bl 8+91) Ze}o] ]

=
=9

Fol Al 2wl AbE] 2H91S 1] 24 S

il
ol

FJro] 2 i)
88 |



| clutel

2 e

zezg 4y 2y 24 29 [
17 46: A =5 el 2}l u] g 3}
Edit Cluster Health Monitor Settings X

Health Check @)
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
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v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).
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A1 threat defense CLIO| 4] management center 2] 'H A}5 291 g o},

show manager s

o A

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : £f7ffad78-bfl6-1lec-a737-baa2f76e£602
Registration : Completed

Management type : Configuration

7] 2 threat defense CLIO| 4] management center IP =4 == S A2E Y| Y-S A Y o)
configure manager edit identifier {hostname {ip_address| hostname} | displayname display_name}

management center”/} ¥ 2l DONTRESOLVE % NAT IDZ 2]®H ¥ 7 9- o] & & AL-&3}] 3t 52~
EYY EEPFAZAASG FUSYULLIPFAEE S AEY YL DONTRESOLVES 2 M 7 8

F sy

] A 4o] FhE e Al A A AU} sftunnel-status H 8-S A}8310] A4 AHEE R E e
2= 011214

T a

of| Al

W vl v



| clvbel whe)

2171 Management Center 2 2

> configure manager edit f7ffad78-bflé6-1lec-a737-baa2f76ef602 hostname 10.10.5.1

417+ Management Center 2] 2

o] Aol A= mj %] = t]nfo] 2 2] A management centerE ] 5} Hc} = BolFHth Al
management center®] 4] ©] % management center2] IP 45 AF&3L= 490 = o] 3 ©A & 43

afoF gt

L 2AIA

7]% management center®l] A T U %] = t]u}o] 2 & 214§ v} Management Centerol] A T]1jo] 2~ A
AEE A, 31 oA o &8 FxaA L

management center 2] €4 14 o] 21= 74 -7 management center IP =425 W 74
o 5 0] SSHE AH&-3to] tjnfe] 2 CLI ¢1 A o)
A management centerS -4 &1t}

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE } regkey [nat_id]
[display_name]

m

& gt

« {hostname | IPv4_address| IPv6_address}—management center &~ E ©] & IPv4 4 H & IPv6
FaEALTUG

=
« DONTRESOLVE—management centerol| | =45 A5 XA F§l= 4T RE o5 = 1P
24> t4] DONTRESOLVEE A& %Y th. DONTRESOLVEE AF8-3h= 739 Jd7P%£LQ
Yt} o] tjulo] ~E management centeroll 57} wf = t]ulo] 2~ [P T4 9} nat_idE X A A 3l

of Gtk A Bl A 1P T4 A A sok sk, G0l 4] B A ILF NATIDE 4|4 )
o gk,

* regkey—5 = A| management center®} Tl Hfo] 2 7hell I3 55 7] & Y FH T o] 7]l o3
1~372F2] gl ~E F-219 S A B & 5= 9l 5L U} threat defense S 7131 7 9- management center

o L3 7S AHFY

nat_id - management center®} T]H}o] 20| A [P =45 A A 3}A] & H 9 & Ao 55 2 &2
2 B LS 19T R AR SR o NATIDE £5 102 )
S5 = 432 A S YUY NAT ID7} 271313 55 7] 5<1 thE tlufo] 2o A A5

A & =A] &1 Al Q.. threat defenseE =713 W management center®ll & ¢k NAT IDE |4
e,

« display_name — show managers ™ & 2} 7] o] &2 A5 FA517] 918 A o] 52 A&
o} o] F42 CDOE 713 A2 AF 2 A A -8 management center <= X | T 22 2 ’\”35 H3t= 45
T&duth o] A& A Ak Fow Wt 2 t5 R T sty AREste] A o] 5 A

oz ARgU

utel = el [
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. Device Manager<ll ~] Management Center %1 3

* hostname | IP_address DONTRESOLVE 7| 9] =& A&

5&
B
&2
rlr
oM.
o

* manager -timestamp

o All:

> configure manager add DONTRESOLVE abcl23 efgd456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

@] 4 management centerol] TJH}Fo] 225 3713k TF. Management Centerol] T ufo] 2= F=7} 27 3| o] %] 9] ]

§2 B2

.

Device Manager©l| ~<| Management Center 21 3+

(RUBNAU

= =

device manager®l| 4] management center= 23} e 1E #H| o] 2 9l ]2} A~ A Qo BE
IE o] 2= g o] FAF YT A2 Ao A o= Wk o 3 L 7| E A A2 A E A

ey

management center = 71 3+3F o] = 1 o] device managerE AF-8-3}19] threat defense T] v} o] =25 ¥
g & sy Th

A #k3k7] Aol

=

el o] mrtgAd o7 FAH 9o = H A device manager(AH-& 7153 74 -$) =& configure
high-availability disable 8 &S A}-&3lo] 17F-84 T4 s Al dloF Fuvt. HEJ B FR oA 17}
|4 ajAlste slo) 7 5

ZZAIA

device manager©l| 4] Cisco Smart Software Manager®l| 4| T] B} o] ~9] 555 FHA4g
(B8% T o) #e Ao 25 A4

A} A 2of vlo]E AE FH o] ~E AFE-3tE = A o= o]~ A& WA o &
T A F Yt} device manager 145 9l &l ] AE o] 25 AF-E-3= 7§ device managerol] THA] A
Al oF Pt}

« T A 28 HlolE QlE Ho] & - ] QIE|F| o] 2o HlolE IF Ho] 25 HFH AolE
el 7k lofof . 7] A o & ke 1E 7 o] 2= DHCPO A IP 74 R Alo] E9jo] & 4l
SHUTE DHCPO A Alo E S o] & Al 8h#] 23k A -9-(cll: o] Q1B s o] 25 HIES Aol 43}
A &2 A5) Aol Efol= 714 o & Holy QI Ho] A2 A Hm, of - A 74T e
7} $l55H T DHCPOl A Alo] Eglo] & 4l gk 45 thal A IP FAE o] IHF o] =& 74
alal Alo] Edllo] & HlolE 1y #o] 22 A3l oF gt}

ry
A
o

W vl v



| clutols ste)

Device Manager<l| X Management Center 4 3} .

WA O 28 el AEA ol uY 1P

L EEEES D DR BIERE
ol e 214 AT =00 2 24 L1k DIHCPE A8 o A5 DHCPIIA Ao
o2 AT Aoz AT o @ A% P4 T Wast gs T,

7] 3 Device(t] HFo] 2~) > System Settings(*] 2~ &l A4 A) > Central Management(

Proceed(7] %7)S = 2] management center 32 & 4 g 3 o},

7] 4 Management Center/CDO Details(¥2] A1EJ/CDO A5 A H)E A4 ).

T HE)E At

cutel = ze) [l



tupol 2~ e |
. Device Manager<ll ~] Management Center %1 3

2191 49: Management Center/CDO ~| - 73 1.

Configure Connection to Management Center or CDO

Provide details to register to the management center/

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) Doyou know the Management Center/CDO hostname or |1P address(+2] AlE{/CDO & E o|&
EEIPTAE L JdF5Y7ZHA &l IP 74 £ E"E o] 55 A}-8-3l%] management center?]]
Egd 4= 9l oW Yes(¢l)E, management centerol] HEE IP T4 = T AE o] 5 0] g1 U NAT
el 2= 4% No(etH 8)& Stk

W ool el



| clutol

b)

d)

Device Manager<l| X Management Center 4 3} .

3l o] 2] t]Hlo] 2~ (management center 5=+ threat defense)oﬂ T gufo] 2 7 gk SSL o
st B LGS AAE ] 913 A4 7P A7) QlofoF it

Yes(oll) & A & 3k 7 9- Management Center/CDO Hostname/I P Address(¥2] A1E//CDO 3~ E
O|F/NP FA)E A= T h

Management Center/CDO Registration Key(#2 AlE/CDO &% 7]).3_ 2] A gt}
threat defense T] H}©] 2~ 55 A] o] management centerol A] %] 7 &t

715 3748 23 A= 0} FYth G2 AHAZ, a~z, 0~9)2} & o] Z()e A
IDE management center®l] 553} & 2] tjnlo] o) AL-8-g 4= Q) HF T

ﬁ#
ofo
]
>
¥o,
)%
i
v
o

NAT IDE A/ A gt

©] ID+= management center®]] 4| X] 48 3153 A3 FAES XA} o] == fufo] A
F stuo] IP F AWk A AQ sk 45 g sl o FUTh 7 tuto] 29 [P FAE BF AL e A
-l == NAT IDE A3l 3lo] FHFHTE NAT IDL 3778 234 T glE Ut G =2HA~Z,
a~z, 0~9) %} 3] ()& A8 4 5 Y th ©] IDE management centeroﬂ 553 o2 Yo

2ol AR23E 5= GG YT NAT ID= A4 o] 21L& tfulo] 2ol @ =X &lsl7] 98] IP 4
o} 7 AFE-EH Ut IP FA/NATID 215 o vk 5= 7] 7} gl ),

w5 24 2Ee T,

a)

b)

FTD &2 E o] 58 A ATt}

Management Center/CDO Access Interface &} | =& 93] o] AE A o] 25 ALE-8l+= 45
©] FQDNe] o] ¢1Ejsj|o] 2~of] AL&- Yt

DNS A H 155 A4 gyt

& O gAY A= A8 Ut 7] DNS 2152 CiscoUmbrellaDNSSer ver Group©]
, ©17] 9] = OpenDNS A1 ¥ 7} 3k 1t}

7he] AIE/CDO A2~ Q1E oo 2ol T3k dlof ] QIEj#o] & A B ste]i= 45 o] 242 b
o[ ¥l )& ¥ o]~ DNS M5 A v} A vhiAbE AbS-sho] A= 2] DNS AH =
] Eef ol A&t vle]E] DNS A H 3= DDNS(AE A H 4 ¢-) == o] e o] 2ol 4§
¥ BF A Aol ARS-g Ut 3he] R dlo]E BT o] B o) Qe s o] A5 55l DNS A H o]
AdH Bz de]o AHEE A3} FUT DNS A B 1HS A8 5 s

management center®l]| 4] ©] threat defense U] 0] 2~of] etd3l= Z 2 A7 g Do A dlo]H < H

#| o] 2~ DNS A1 ¥ 7} A A = 1 t}. management center®l threat defense \’4 Hlo| A8 Z7)shd =24 A

go] FA ¥ 3L DNS AW 7} Z 835 A4 QA o] 719 A 55Ut 28 vsoll DNS 9] 1

o] A& 3 &3} threat defense T Hlo] 2x0fl FHF AA A A& shdshd s 713 1 o] A o]

@ 4745 o151 th management center2} threat defense T H}Ol 22 F7)3}s e o] A 3}
) X BFEE DNS Z P E A S AT o7 LA Flo] LU

m 7N

_4

Ol.mé

sk 27 DNS A= 27| 55 A DNS A1 7} 7 A 7 §-o) Tk management centerl] 2] 3l %]
HU o

FMC o1 2 Q1E] W o] 2 8 2] Q1E] o] 25 A elate] = 4§ o A4 #2] DNS A E 74
e,

Jutel = w2 [l
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. Device Manager<ll ~] Management Center %1 3

¢) Management Center/CDO Access | nterface(¥+2] Al E/CDO A 2= Q1E # o] ) 9] 7 -5- -3 ¢
AEjF o] ~E At

threat defense T] H}-©] 2~ management centerol] &5 3+ 5 & 2} QIE| #lo] ~ & ] QIE| o] 2~
T oE dHolH e ol 2% WAT 4 5T

(e ALah) Hlol B QlE Flo] 25 A =t o QIE #| o] 27t ol d A 5- 7] B2 E F7H U T
AEF o] 25 FH3h= 712 A 27 A=A Flsteh= WA A 7 A H YL &5 e 4§
AA v ALY A H-E o] ARE o|n| S A Th & Q1Y H o] & ¥ g 7 -9- management
centerell AA3}7] Ao 7|2 ARE 5o 2 FAd o FYTh

e e Ho) =5 e - o] st A Al X3t 7] Hel Ale]E o] E g Al E o]
2 A oF Y E‘r.

(A8 ALEH) Hl o] E] o1 8] #| o] 22 A ¥l 3k 7 9 Add aDynamic DNS(DDNS) method (5 %] DNS(DDNS)

M E F=7HE SHEUT

DDNSE management center 2] IP 547} ¥ 7 2 7 9- threat defense T] H}-©] 227} FQDN(Fully-Qualified
Domain Name)ol| 4] of] 443 4~ RAE% SIgR U} Device(t] v}-o] 22) > System Settings(A| =8 A7) >
DDNS Service(DDNS A H] )& 3 31o] DDNSE 4 gtk

management center®l| threat defense T] H}-o] 2~ % ZF7}3}7] Aol DDNSZ -4 & 7 - threat defense U]
H}o] 2~ 7} HTTPS &1 2 & 93] DDNS AW Q1Z=4 2 A= 4= ) == Cisco Trusted Root CA HE9]|
] threat defense TJH}o]| ~7} RE F Q. CAoﬂ et 15 AE 25 o 2 713 U} Threat Defense=
DynDNS 9 2 API A} % (https://help.dyn.com/remote-access-api/)S AF-& 31 = 55 DDNS A H & =] 4 g+
Sh=d

)AL QA G e AE H o] 25 AHE-E wi= DDNS7F A 954 54T

Connect(¥14)E S8 Y ) 55 el (Registration Status) U] &} % A} = management center 71 $+]|
o 3k & 2 A el S X.o] 54 t}. Saving Management Center/CDO Reglstratlon Settings(2 2] 41 E/CDO
5 AA A7) @A ol A management center 2 ©] 5 5}o] ¥} & F7Fg U o}

management center®l] U] 3t 35 #4312 ™ Cancel Registration(s5 3 4)& 283Utk ofyd
Saving M anagement Center/CDO Registration Settings(¥#] /ﬂEi/CDO 5 AX A7) GA A
device manager B.2}-9-A4 & @ X vp4A A Q.. o] & A 3 ZZ M| 27} A A] 5] =W, device manager©]l
oA A4 wivtk A 7h gy o

Save Management Center/CDO Registration Settings(¥+2] A1E]/CDO 5= A A A7) WA S =34 5t
% device manager®l] 174 ¥ A E] 2 4-A] & = 7 $-, v}#] 9} ©. 2 Successful Connection with M anagement
Center or CDO(HH2] A8 B+ CcDO%Fe] I2 A-F) th3l A7 A E 5 device manager & & H-E
AAdo] s AF Tk

W vl v


https://help.dyn.com/remote-access-api/

| civtelz #e
Management Centercl] ] Device Manager = 1 3 .

Registration Status

Management Ce

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense get sta A
management center configuration gui 2.or
CDO r;or'-figurutlu guide [ to configure your device.

Management Centercl| ~] Device Manager= 7%l 3}

EH 2l device managers AF&3t =5 X g = 2 8F-9-E A management centerol| A] & A 2]

%91 threat defense U] v} o] 25 A1 & 4= 9154 o

A E Qo] E thA] A X 8}A] 23l management center®l] A device manager@ 783t 4= Q15U T
management center®]] 4] device manager= 7133} 7] 7 ¢ device managerol| A 2E 74 Q7S 553}

>

1

A 13k Al L. device manager®ll 4] management center= %1 2+3} 2] H Device Manager©]|
Management Center %1 3}, 94 #[o] %] o] U] -&-& =34 A2
79 device manager {1+ A] Tlufo] 2 FAJ o] XA A] 28] Z11E ] o ' Fobghy . kA Wk e
IP 4 3 S2E o5& fAH YT

L RAIA

7 1 management center2] Devices(t] H}o] 2~) > Device M anagement(t] BFo] 2~ #h2]) o] o] X| of| A] W3} H &
AbA| g o
oA 2 SSH t‘:—t— fg XTES A}&é}o% threat defense CLI°ﬂ 75?;}144 SSH-J 35 4?4 IP =2l t &k A

F& LEE= 7| EA 0 2 FXOS CLIE AF834 ). connect ftd W &3 A}-8-3}¢9] threat defense CLIC]
1 A&t} SSH A A& threat defense CLION 2% 145Ut}

| Jutel = w2 [l



. Management Centercl] ] Device Manager = %1 3

-9 Zeld RE AESE WES 2o £4 QA5 0] QA BAg

gol 7t A = o) 9d=A gel gl configure
o

o ] vl ES el el e 1P 4 B Aol E
network ipv4/ipvé manual ™ & & AF-&-3}14 A
SAI3 AA LA el ZE QA gy
show manager s
o A
> show managers
Type : Manager
Host : 10.89.5.35
Display name : 10.89.5.35
Identifier : £7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

o 4 97 B A2 A S BER) gle RES A gy

configure manager delete uuid

o) A

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

A5 27 B2 A o)
configure manager local
o] A § H.#}-9-#E AH-8-3}o] https://management-IP-addressol| A =4 #e] A& &
o All:

> configure manager local
Deleting task list

> show managers
Managed locally.

W vl v
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I t]nfo] 2 e
Secure Firewall 31001 ~] SSD &+~ ¢+ .

Secure Firewall 3100¢1 4] SSD 3+~ ¢}
SSD 271 & A %] g 74 -5- 9 A| RAIDE Fd ) Wsls o] ddo] AA & &<t threat defense
CLIA B2 A4S 7388 5= 5 YT

* SSD = &= 8k ~ ¢ - SSDol| Agto] = A9
sl o] AA = &2kl = SSDE Xﬂﬂ st glayh

* SSD & stk Al A -SSD7F270%1 A §- shE AlAE = dF YT

* 5+ WA SSD 57} - SSD7} &k 7 <1 B¢ 7 WA SSDE F7}eted RAIDE 142 = sy th

A

F Ut SSD7F shHERl -

o
__>i’4’
2]
ol
pacs

e o] da}E Abg35te] RAIDOI A SSDE WA 2] ahA] &2 A efol A SSDE #2314 uhaf Al L. Hlo]
B7F &4 S dFyth

ZZAIA

71 SSD & 3= g
a) RAIDO|A] SSDE &2 3yth
configureraid remove-secure local-disk {12}

remove-secure 7] ¢ == RAIDO| A SSDE | A 8l 12, A ot 5.3} ] 23 7] %< u| &4 56h
SSD] Bt 7|Ht 2 7] 8t5 4= 3 Y v RAIDOI A sSD# AA S o] HE 1o 2 848w
79 remove 7] Y =& A28 4= 9l 5}

o A

> configure raid remove-secure local-disk 2

b) SSD7F JIMEg ) 1 o] A = A] &5 W7hA] RAID Gl & =UH Pt
show raid

SSD7} RAIDS A A1 A 51 254 % =ekol B ez A5k 0.2 FAHU T = WA Sekol
B o] Al AR s A SEth

o Al

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl

| Jutel = w2 [l



tuto) 2~ 3
. Secure Firewall 310001 4] SSD 3+ =%+

Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) MAJollA SSDE E&]H o= eyt
@A 2 SSDE F7Fg Tt
a) SSDE Hl &3] B84 o s F713r
b) RAID®] SSDE F7}gtut}.
configureraid add local-disk {12}

W vl v



| clvbel whe)

tuto] 2

EESEEEFERETEN |

Hlsle o] 94A 3] 255} S0k A SSDE RAIDY| 57]3lsl= 1S dhasts o 2 A|7ko] 4
g JdFUTh A" = d9o] AXE 57371 Al4H U T show RAID ¥ # S AL-8-51
AE S A YT

o] Aol T} A| ~Hlo| A AL SSDE A X AT A3 A U= A5 v HHS 4=y
=

configureraid add local-disk {1| 2} psid

PSID+= SSD FW o] H-2hd glo] Eof A= o] YF YT e A|2HS AFEE 5= 35U Th
18 SSD7F thA] £ 5] 11 RAIDO) 37} Ut}

2] 71 A V1=

71

il A 474 B

FHEH ZH U EE

4%

7.3 ojAl SelaH AH RUHH AAS AR S = sy

A=A 318 Devices(t) vlo] 22) > Device Management(t] vlo] 2~ 3#2]) >
Cluster (£ 2] 2~¥]) > Cluster Health Monitor Settings(Z & 2~ F e U E T A

Xé)
& o] ol| FlexConfigE AF-&3te] o] 23k A4S 743 4 ¢ 753817
el FlexConfig 7-4 & Al A 8l oF St} Z13 A] & & FlexConfig
T ol el AlY S Hels Ut
o|F 3t | A} A2l |73 Al QA 2F flel HolE Qe H o] 25 AR o) 7] QlE] s o] 27} TR
o E] Q¥ | o] 45 v Vs s S B oy H ol AE AT F ASs U
tnrpol 2= SLA RUE P& AbEste] A4 F =2 B F o] A8 B x5
= ECMP 3 9o A8 754 S F26tn 2 B Egdo] F Qe H o]~
B AR g syt
At e s

« Devices(t] v}¢] 22) > Device M anagement(t] v}-©] 2= #+2]) > Device > (t] H}©]
2~) Management(¥+2])

« Devices(t] v}-©] 22) > Device M anagement (t] Hl-©] 2= ¥2]) > Devices(H] H}-0]
22) > Interfaces($] E] 7] ©] 22) > Manager Access(ZHz] &} o A =)

=8 E 93 ISA 3000 A |7.0.5/7.3 ISA 30005 & 531 A28 LED7} A- U AYL-& AASH7] Aol 10% o]/
2" LED A ¢ 715k of gty T},

82 93 ISA 3000 %] |7.0.2/7.2 O] A] ISA 30002 T 58 4= JHF Ut o] doll = tnlo] A5 g H-E T & 5= 9
A FUY T}

cutel = ze) [l
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715 WA A -7 B
kg S e A = |72 configure policy rollback ™ &2 317184 918 2| 9g U}
ELRA R
ok 22k A . 72 o= A He AHE =Y dls U S22 Al E ¥ AlE = CDO(Cisco
Defense Orchestrator) 2 % S AR5 o] 2 Cisco H.QF &4 A Hko A 3]
£ EFFUT Ciscooll A #E 2 FHlO | EE A2yt
W 7.2 017 Aelste stedlo] = 7P #E] AH e SE9-E viyA =
tulo] 2~ &5 g5 TS 7 YA R o E =7 9 FA =k }%9‘44
st=gllo] = 71 T Y ol A = o] & tubo] o A S 5T ¢ glE
Yt
A151/4=% ¥ threat defense ™ = : configure manager add, configure manager delete,
configure manager edit 3 show managers
At E s
« FH-E vy A = guto] A5 = go] e 71wl AlE ol e
A} CDO Managed Dewce(CDO U A = vlupo] ) 2l gk AFE-aho] A
8o 2 (A
» Devices(t] v} o] 22) > Device M anagement(t] Hl-o] 2~ 2ol A #4] A& ¢
npo] =5 Flgt
ALA1gF W82 CDO A A & sk Al 2.
AA 15 AL A2 |72 NA Lw A AL W 72,058 iy A = tnpo] 2o disf 7] A o & g
Aoy ol taf 7] = A st Yt} o] 3412 Device Management(t] BFo] 2 3a]) | o] 2] o] A t] u}o]
o2 gAdstE o] AdFY 24785 WA vl Advanced Settings(aLw A7) Al ol A5 U
t}.
e A &S e |72 ojA] =0 = Q18 T AlE oF 9 ol 7o #he] Aol THE = A T
n o] 2T 2 A o) Aps =S g4 318 4= gl 5 U th. o] A ol = configure policy rollback 8 &
S AMESt R ERF S NS S ST
At sk
* Devices(t] v}-©] 2~) > Device M anagement (T v}-o] 2~ ¥2]) > Device("d*]) >
Deployment Settings(1- % A 4)
« Deploy(-+35) > Advanced Deploy(aL3 T5) > Preview("] 2] 12.7])
* Deploy(7-5;) > Deployment History(7-= 715) > Preview(V] 2] X.7])
Secure Firewall 31002] 7.1 SSD+= SED(AHA &3} =gfo] Hyolm 27]2] SSD7} 1 &= A-F- AXE 9o
SSDol| tj gk RAID =] 4. RAIDE T4 Th
Alt/4=7 ¥ " 9 configure raid, show raid, show ssd
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Device(t] v}Fo] 22) > General (¥ 1)
management center= & | 7.1. device managerS AFE-3F0] 7] A A S =3 8wl ¥2] = 9] 3 management center
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2~) > Management(¥+2])

Devices(t] 1} o] 2) > Device Management(t] 1}-o] 2~ ¥+2]) > Inter faces($] E]
#H o] ) > FMC Access(FMC ! Al] 2~)

» Devices(t] v}-o] =) > Device M anagement(t] v}-©] 2~ ¥+2]) > DHCP > DDNS>
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Firepower4100/9300 A] 2] 2 t]H}-o] 2~ 2] 7 9- Device Management(T] v} o] 2~ #2])
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2 I i -
vpo] 2 AE Y (A G u
7]

6.2.3

o] A Device Management(Tt] H}-o] 2~ 32]) 5| o] %] o] A = mj L A = t] H}o V“ﬂ H
A sk de B 75 JUE V)E R el 28 AHY e 1T e AT
Sh=3

A qH/473 ¥ 3 Devices(t] vlo] 22) > Device M anagement(t] vlo] 2~ #-2])

W ool

el



|W__

3
El

ar
Tl

— =
E
=

Mo



