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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/
products-installation-and-configuration-guides-list.html
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/
products-command-reference-list.html

thg FAlol A = A3 eo] A el oia] <Al 3] A g,

-
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#if (StcpMssMinimum == "true")

sysopt connection tcpmss minimum $tcpMssBytes

#else

sysopt connection tcpmss $tcpMssBytes
#end
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$SYS FW _INTERFACE NAME LIST+ 2 =

AT TP A Fholl e AE VA E AT = AFH ‘ﬂ]% —3‘01 AR Hold g AE
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policy-map global policy
class inspection default
#foreach ( $protocol in $enableInspectProtocolList)
inspect $protocol

#end
o] ool A 2T HE = 2} 3hS Z#E| Ul & $protocol ol 3t t) o] M4~ ASA inspect ™8 & ]|
A el ZREFC ek HAF A S 24 3keks vl AR YT o] - W4 o] 5 0.2 Sprotocol &
A k7wt st FU ok A e AT g Wl 2EEhA o B Insert(H ) M E AHE
sFo] F7151A] wpAd Al 2. 3FA] 7F $enablelnspectProtocolListE 5718 W Insert(4H9)) Wl & A3l
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o] & & ] Netflow Add Destination 7l #| = T2 &S AF-8-3}9] netflow Destination2] 37}4] kS ASA
flow-export ™8 & o] 7}t T}

flow-export destination $netflow Destination.get(0) $netflow Destination.get(1)
$netflow Destination.get(2)

o] ool A = FlexConfig 7l A 7] 9] Insert(AF$)) Wl & AF-8-319 $netflow Destination2] 3 ¥ %)
AHES F7HE ohS get(0)= F7FE U . 814 W $netflow_Destination.get(1) 2
$netflow_Destination.get(2) AF%Fol] g H<E A4 o Hafof gt}

UF A ~" W= ghe] "ol & gttt o] gl gk Mol = o] 5ol MAPO| g Y th(d:
$SYS FTD ROUTED INTF MAP LIST " H JAEH o] A~ W v 22 dlo]HE vy
S(EEAA S 98l Enbre] F71E).

[{intf hardwarare id=GigabitEthernet0/0, intf ipv6 eui6d4 addresses=[],
intf ipvé prefix addresses=[], intf_ subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipv6 link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf_ subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipv6 link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipvé6 eui64 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=, intf ip addr vi4=,
intf ipvé link local address=, intf logical name=},

{intf hardwarare id=Management0/0, intf ipv6 eui64 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=, intf ip addr vi4=,
intf ipvé link local address=, intf logical name=diagnostic}]

9] oo A =471 9] Qg | o] 2o th gk A Bt vk Tt 7} QY o] ~ = W E ko Hol B
EEFY T o & E0] intf_hardwarare_idT Q1B H o] 2~ StE9 o] o] 5 &4 9] o] FolaL
GigabitEthernet0/02} 72 A4 & WEghgh o,

o] o] M4t LA o w Pol 7} YHFA Fome F4 & AL gate] ghe Aok Frivh. o)
A5k 7148 g E7) S18) W5 ol Bl &4 ol B Fbelof gt

o 2 Fo] ISIS T o A= QTE o] 22 T4 B 4] =] A o] o] Qli= Qe o] o] ASA isis
& FhaoF Gt sk w Qo] 29 HEglo} o] F LGl BT HES AT uf
2hA =24 o] ol gli= B o] 2% Sl b AP s elo] o 5 ALgshe] 8T SIE o]

20k A oF ol AR A 2] ISIS Interface Configuration FlexConfigi= 532 9] %‘7{3 % if/then

Z5 A28 o] 2 S ) U2 Aol A= #foreach 22T WY W& o] 7} QlE o]
WS $intf M2 2 =8 U5 #if - ©] W (Sintf.intf logical name)9] intf logical name #t-S 3l Al $+}
S AS L 0o, ghol isisintfList AR A o] 8]~ E W S=of] A o] ¥ E-Fof 9l 9 intf hardwarare id
g}(mntf intf hardwarare id)< A}ﬁé}ﬂ ClEj o] A~ W HS AHTY T} ISISS T4 8 ¢l E] H| o] 2~ 9]
o] &S F718 M isisIntfList §4-5 H 3 3 oF &t}

#foreach ($intf in $SYS FTD ROUTED INTF MAP LIST)

FlexConfig 7 2] .



B ool ovtol =l o)

FlexConfig 7 2] I

f
o
\:{@_‘,
re
of
ol
rir
)
z
it

W-3hal = ALE

= =7 U

#if (SisIsIntfList.contains ($intf.intf logical name))
interface $intf.intf hardwarare_id
isis
#if ($SisIsAddressFamily.contains ("ipv6"))
ipvé router isis
#end
#end
#end

=
W7 9heh e s 337}%‘ T A= G S FA o] e W 555 A shes 49
= F Yt} 19 b FlexConfig 4 # ol &3} aL, T o] 24
gdatar, e AFe b dll g vivte] 0] S v e E S lFyTh rlE R o] &
° 2EZ A

ES AHEIL CuliCE T e 2T 7 =S HAE Y

@
>
Q
o)
=]
=g}
aQ
=
24
i
o
oX
0o}
ol
rir
Sl
1A

o

S AIRE a7 Wi o] 3 o] IX] 0B ' o] FlexConfigs T Hlo] 220l 75314 npAd A] &
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Following is a network object group variable for the
IPv4-Private-Al1-RFC1918 object:

$IPv4_Private_addresses

Following is the system variable SYS FW _MANAGEMENT IP:

$SYS FW MANAGEMENT IP

Following is the system variable SYS FW _ ENABLED INSPECT PROTOCOL_ LIST:
$SYS FW ENABLED INSPECT PROTOCOL LIST

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

$SYS FTD ROUTED INTF MAP LIST

Following is the system variable SYS FW INTERFACE NAME LIST:

$SYS FW_INTERFACE NAME LIST
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###Flex—config Prepended CLI ###
###CLI generated from managed features ###
###Flex—config Appended CLI #i##

Following is an network object group variable for the
IPv4-Private-Al1-RFC1918 object:
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[10.0.0.0, 172.16.0.0, 192.168.0.0]

Following is the system variable SYS FW_MANAGEMENT IP:

192.168.0.171

Following is the system variable SYS FW_ENABLED INSPECT PROTOCOL_LIST:

[dns, ftp, h323 h225, h323 ras, rsh, rtsp, sglnet, skinny, sunrpc,
xdmcp, sip, netbios, tftp, icmp, icmp error, ip-options]

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

[{intf hardwarare id=GigabitEthernet0/0, intf ipvé6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipv6é link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipvé6é link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=},

{intf hardwarare id=Management0/0, intf ipv6 eui64 addresses=[],

intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=diagnostic}]

Following is the system variable SYS FW_INTERFACE NAME LIST:

[outside, inside, diagnostic]
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ptp domain 10
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Insert v Deployment: Everytime Type: Append

ptp mode eZetransparent
ptp domain 10
interface gigabitethernetl/1

ptp enable
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Assignments(d ¥ st @ 35 F8slo] st}

f) Preview Config(7-4 72| X.7])E &3 3}aL, Preview(V] 2] 2.7]) t) 3} A #Jol| Al & d& tjujo]

% stuE Ay

Al 22812 tuto] o) dEE -4 CLIS B 2] K.7] & /3 1 T} PTP FlexConfig 7] Al el A A8 4]

K Ol QH}E Al FAE =AU v 5] E5-3ed FAE U # B 7] Sl
W7 Abekell A A E E = A FAIE YT PTP 8% & 49 tha 3 AR W

H o oF gt}

~—E
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ptp domain 10

interface gigabitethernetl/1
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FlexConfig 78 25 tjulo] 2ol s d-gl7] wjito] I 5 % 317} 3 A1 Y th. FlexConfig= 2] 3
Al AFE-3lf oF {FU}E SEY YT Proceed(1 5531 7]) & 29 8H] 755 AlS DA P
o]
Al Q.

Fo) LW 75 93} 75 /1%L BT 5 Agirh o] 715 TR AA YL W) 53] F
ST 758 44 1,35 o)A 9] U] §-& Faeh

SA 5 7} tjufo] 2~ 9] PTP 745 El gy
Z} tjnfo] 2~ 9] SSH 3= &4 Al Ao A PTP A A S sHelgty ).

> show ptp clock
PTP CLOCK INFO
PTP Device Type: End to End Transparent Clock
Operation mode: One Step
Clock Identity: 34:62:88:FF:FE:1:73:81
Clock Domain: 10
Number of PTP ports: 4
> show ptp port
PTP PORT DATASET: GigabitEthernetl/1
Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1
PTP version: 2
Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Disabled
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PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4

PTP version: 2

Port state: Disabled

2 7 (ISA 3000)0]] T 3F A} = 3} = ¢ o] ©-3] = Al &)= v

8 e el A= IE F o] 2 2 el Eg T ER 97 ASE RS st=gof vlo]l g A~ & &g shet
T AFYUT AL E = AE o o] 2 S 2] Q1E #H] o] 2 GigabitEthernet 1/13} 1/2 2 GigabitEthernet
133} 1749 Utk ghol v ol Byl RS AL-&alE 7 9-o &= -] o] ] Ul % (GigabitEthernet 1/1 2 1/2)
Tk st=glof vpol 3] 25 A A gt

st=9l o wtol s =7t &/ A ejol W E o] A % 1014 o] &gk QIE # o] 2 & 75 F 3t v
FTD CLI:= QlH #| o] 27} S he] = Z1 0 2 Iy th W3k 7] 58 glon e Egd o tjuto] 2~
S5 8ot 499 AHE gotalor FuTth

CLI 4 %= SSH Al A ol A show hardware-bypass ™ & & AF8-5lo] &4 JE|E ZUEHH o}

A #5)7] ol
& 2749 FFHaof st s)o] o] 927} AHE G T
P2 ) Eol QTE o] 2 AL A dof gt}
on ) 2= o] QIE| o] 28 AR s ok FTh EG L T e = AlE Mo 22 A2 5

ol
w42

= a}o] Ea ] st A2~ Ao} A Mol o4 % Threat Defense Service 4 23 A}-&3}o] TCP A A2~
S A% H 0 n 24 5heis Alo] ELLIT 714 0 % ISA 30002 F 5= TCP &
A2 51 4919 A AFART, FEA0] ol 2 AN 0

73 A 2] ISN(Z 7]

3000 5 o] Flol e A2ol G0 AT MG S WS T £ el A o 4
Ge AP MR FAGTR AAL A G web TCP A S ThA A2 8 of g th TCP
N%i%iﬁﬁgﬁ%ﬂ%@ﬂ&ﬁﬂ#d%vﬂ%ﬂ@ﬁiv%ﬂ%%ﬂ@%ﬂ“HT@
Q17 thA) A e o Gtk
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FlexConfig 7§ Al & A 3lo] 2bs §-3] & &4 shstd o).
a) Objects(7lI #l]) > Object Management(7I| A &2])E A& gt}
b) I-x}ol| A FlexConfig > FlexConfig Object(FlexConfig 7} &) S A &1 g T}
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¢) Add FlexConfig Object(FlexConfig 7§ 7l F7HZ &8 &} a1, th2 $54S 74 3 U2 Save(A4 &)
= 293}

« Name(©] &) - 7} 4] o] &4t} o = £, Enable HW-Bypass= ¢ & g th.

* Deployment(7-5) - Everytime(3-d) & A B U th BE 75 74 S AEs) 24 e &
AU o

* Type(+ &) - 71323k 21 Append(F7hH & 2t = AU FH -2 A5 A 7158 HE o]
AEE Foll Hnpo] 2ol HFg Ut

* Object body(7N A &1 - 7N A EZo A A4 st=9do] $-3] & A stet= 2o ¥ S
P ol & 50, 7Fe e F A o] 2 el a3

ol ﬂJ
OE
rlo
it
o
=)
i
)%
i
i)

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

A B The ) v el of T,

Insert » Ed Deployment: I Everytime - Type: Append -
hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

7] 2 FlexConfig A ¥ S A A &}aL t]ulo] 2o shdghu ),
a) Devices(t]H}o] 22) > FlexConfigE A & ghu o},
b) New Policy(*l 4 @) E &3 3l A}, 7] FlexConfig A 22 th4} t]ulo] o) shdafj of 3Frh (=
oln @' Ee] ) s g A A S A gy Tk
A A S AT = A o] 52 Aok st AR G H ol th tnfol 25 Syt
¢) Ex}¢] User Defined(AH-&#F A4 9]) Z1 o)l A 3} =9 o] $-3] FlexConfig 7] 4| & A &3} 11 >& &)
ako] A 2ol F7kgh e,
7N A & Selected Appended FlexConfigs &5l 5713l oF &1t}
B Selected Append FlexConfigs

# Name

1 Enable_HW-Bypass

d) Save(A7)
S A Aol SFslA] ekt Save(H ) oFel el 21+ Policy
Assignment g HAE 285t Y
f) Preview Config(773 "2l R 7))E &3}, Preview(V| 2] H.7]) th 8} Aol A &5 tfufo] ~
% shbs e,
Al =B Tufo] 2o A EE -4 CLIC] v | RV E At sh=91o] 93] FlexConfig 71 Al
oA BgE o] SutEA FAHEA Gt v 5] 52l FA Y e i

AL
S oo
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7 }%Oﬂﬁ A HR = g ZAH YUY shEo] 9-3] R o] A,

###Flex-config Appended CLI ###
hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

GA 3 W AFES w23 o)
FlexConfig 7 2] & t]n}o] 2o &3l 7] wjtol & -5 7 317} Al Yt} FlexConfige 2] 3l
A A&l oF ghoh= Sy o Proceed(ﬁ]é?é}ﬂ)% 88t 5 AlS gy
FEol B T3 U3 75 /)5S AT+ AT o 75 S Tl AANE 9 5l
ST T A B2, 35 Mol 9] ) 8 FEAA 2

>

{0

[¢]

TOR FtEde] $-3]8 5E3 44 81 415He] W FlexConfig /141 & 7 7} 423 3ok gt
s ShbE FE R $38 AAEhs AU, T el ds] 318 SE R met ohg Y
Stuf = o T

hardware-bypass manual GigabitEthernet 1/1-1/2
hardware-bypass manual GigabitEthernet 1/3-1/4

e stubE o M T ek e B RFE XA 98] 7le s FEoR dAshE BE Y

S

no hardware-bypass manual GigabitEthernet 1/1-1/2
no hardware-bypass manual GigabitEthernet 1/3-1/4
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Sralob e 20 5 F FlexConfig 4209141 1A% 54 A s} e g o2 5308 3
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P
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of FAHAFUT o] A #e] AlY Ul A o] gk A& A4 74 o AFUTE o] d B doll A
] AY & ¢ Lo o] =8k 4§ FlexConfig 773 ©| TI’X] Huth v urel A B3 E #elste
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= qu RIS “}Oll'v’ﬂ ol 3stE S AT Yl 2121} FlexConfigdll A mlo] 1 o] A ¥ A 22 A
AE A HF UL vlo] 8ol & Al whA| 7,47 Hl o] X o] Y&S FE2AHA L

A1 2e7] 7ol
* 75 % FlexConfig 7 A} o] 2|21 el 14| &1t} vho] Zre o] A2 3 2 17]9] Hwte]
220l A g A o] A1 Al Ql Aol v ARE S = JlF U T S A A o] Sl vnte] o i3]
A= wpol g o] o] Sl E A dF Ut
+ 4 2 o] FlexConfig ¥ ¥#2] AlH ol A 257 7449 7%

« A A o] Device (Edit)(t]vlo] 2~(FH 1)) > Routing(2--8)oll A o]u] #4357 5 mfo] 1 o]
o] A zt= 2] gF YT

24

= ol #e] Aol &5 wl A A 7} 324 Yt} EIGRP UPOHEﬂ o] A &5
—EIGRP:= FlexConfig 7H A1 S S8 74 ¥ t]nlo] A~ B-= > tjnfo] 9] 298 E
ol ol = A Ut} 2}9-8 EIGRP T+ FlexConfigell H EIGRP 7435 A #&] 3}
=3
« Ao ALEE W ES A RA7F Bl Alg ol = A, vhel L o] Foll AR Yt mlo]
ageold Tl IP A I YA st VIE A WA E AHEE 4 e A9, M WEYS A /hA= B
Al gl g7 =715 bbE AYA 5 Y k(e bb_<timestamp>_<integer>). o] & 3+ Y E S =
MAZF 5 7)) o]24¢] Ag- o2 Af HEb= 1R =71 o)

ZEAA

A 1 Dewces(ﬂ Hlo] ) > FlexConfigS 41 ©1 3} a1 mpo] 19| o] A & FlexConfig A Aol tf &l Edit(5=4) (#)

o gy,
w7l 2 Migrate Config(-/3 vlol 18 o] A)E &= g th
21 njo] Z1go] A o] A]=E W Migrate Config(7+4d vlo] 2@ o] A) 2 FlexConfig Edit(¥ )

s BT AR S g gl

U7} 22 7 9-oll == Migrate Config(7-7d mFo] 1do] ) 5 S AHES = Sl Yt
o vlo] 19 o] A & A -8 7}5 3t FlexConfig CLI7} $15 1 T}
* FlexConfig % @ ©] FlexConfig 7] A &} A A =] o] A #] ek T)
* FlexConfig g 4 3} A ¥ tjuto] 27} Q15U T

4 3 Migrate Flex Configuration(Flex -4 ko] 22 o] A) th 3} AbA}ol| Al G4 & who] 1g] o] A & ] u}o]
25 A8 o ok(E)E S YT
upo] e o] 318 AFgto] 24 A o= AP Yt o] 1e| o] o] ¢ ¥ View Detail (A -
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A W7 AaS B System(A] 228l > Monitoring( U E1 #) > Audit( 7HAF) .2 o] 53}o] Flex
Config Migration(Flex Config #}o] 28| o] ) WA A & &8 3t}

FlexConfig "}o] 1d o] A M 1A & X2 System(A] 2~8l) > Monitoring(= U E]1 &) > Audit( ZAH 2
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* Default_ DNS_Configure(default DNSNameServerList %!
defaultDNSParameters B] ~E 7] 2] L8}, o] 4] ZJ & A A
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« TCP_Embryonic_Conn_Limit % tcp conn_misc and
tep_conn_limit 8] 2~ E 7l A, T]npo] 2o) Sty oA~ Ao
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37l sS FAFYTL

« TCP_Embryonic_Conn_Timeout % the tcp_conn_misc and
tep_conn_timeout B) 2~ E 7 A FTD 4| ] 2= A A o] A o] 2] gk

ISA 3000 T Hpo] 2~ef] o gt
PTP(Precision Time Protocol) 7-/3
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FlexConfigE A}-8-3} ] ISA 3000 t] H}-©] 2~ 0ol 4] PTP(Precision Time
Protocol) & 74 & 4= JHF Y Th PTPE 9l Z] 7] U E 9] A0 A
thekgk tuto] ~ o] 55 571387 918l e AR 5713t
TREIUUTL o] TREFLS AL, UEN A S4 % Ao
A 2~Eg- 0 7 535 A HAEFHT

o] A ptp(NE Tl o]~ =) & 3 = 2 ™ ptp mode
e2etransparent 2 ptp domain<-(E) FlexConfig 7| 2| o] 3£}t 4=

AFHTH
215H/4=74 % v = : show ptp

A ¥ = ZHF FID

FlexConfig 7 2] .



. FlexConfigE 9]¢+ 7] & FlexConfig %3 3| |

. FlexConfig 7 2]



|W__

3
El

ar
Tl

— =
E
=

Mo



