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Control Node
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172.16.0.50 10.10.10.0 /| 24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 10.10.10.1 1 0
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Cluster

172.16.0.50(Centrol}  Snort 3
172.16.0.50

Firewall 3120 Threat Defense  7.1.0 Manage Base, Threat (2 more...) Default AC Policy

A 17216051 Snort 3
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Firewall 3120 Threat Defense  7.1.0 N/A Base, Threat (2 more...) Default AC Policy
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B =000y

Deploy Q Ge #* @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures | Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 35s

A6 el 2~E ol tisl Edit(5A) (£)S F8 3519 tnte] 2~ HA S A3
2] A el Y vt ol S 2 A A8 5 dFHH dE 50
Alolg& WA T o AN A S 2=Elof A vt I Ho| ~2E dAH T 4 S

7] 7 Devices(t] v}o] 22) > Device M anagement(t] vl o] 2~ 3+2]) > Cluster (£ 2] 2~ ) 3} ol A General(¥
W R Fel 2yl digk 71 e A4S A TR

oy 5EY 2y 4A

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets
General ’ License s’
Name: ftdcluster Base: Yes
Transfer Packets: No Export-Controlled Features: No
Status: Malware: Yes
Control: 172.16.0.50 Threat: Yes
Cluster Live Status: View URL Filtering: Yes
AnyConnect Apex: N/A
AnyConnect Plus: N/A
AnyConnect VPN Only: N/A
Security Engine Health

Intru tion Engine: Snort 3.0

Policy:
Applied Policies Ve Advanced Settings rd
Access Control Policy: Default AC Policy Application Bypass: No
Prefiter Policy: Default "';‘:""" Bypass Threshold: 3000 ms
Disabled
SSL Policy:
Disabled
DN Policy: Default DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

General (&1l G HolM v S 2HE 55 Fxsh A L.

* General (¥4¥H)> Name (°] &) - Edit(74) (#£)= ZY3lo] Fe]2H FA] o] &8 H 4
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General

MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

View

Cluster Live Status:
29 o5 Name(©] &) 2 =& AA Y
General (-]

Name: | ftdcluster
Transfer Packets:
Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

* General(€%h) > View(E.7])—View(X.7]) ¥ 75 &2 3} Cluster Status(Z 2] 2=H A=) th 3}
FAHE du T

General e
Name: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50
Cluster Live Status:

Cluster Status(Z &1 2~E 4H8l) th 3} A2kl A Reconcile All(RLF 24)S 2864 dlo]E §4

558 o AR 55 e
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status
> In Sync.
> InSync.

Dated: 11:52:26 | 20 Dec 2021

Device Name

172.16.0.50 Control

172.16.0.51

Refresh

Unit Name

172.16.0.50

172.16.0.51

Secure Firewall 3100-8- 52|~ |

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

w7 8 Devices(t] HF©] ~) > Device Management(t] B o] 2~ ¥+e]) > t]ulo] A (t]ujo] ~)¢] © B2 At =&
o d el A S22 9 ZF AW & ddsta v A S 74

29 ool 2 4%

ftdcluster
Cisco Secure Firewall 3120 Threat Defense

Cluster  Device  Routing Interfaces Inline Sets

General

Name:

Mode:
Compliance Mode:

LS Crypto Acceleration:

Device Configuration:

Management

Host:

Status:

717
172.16.0.50
Transparent

None

Enabled

4 e
172.16.0.50

System

Model:

Seria

Time:

Time Zone:

Version:

Time Zone setting for Time based Rules:

Inventory:

Inventory Details
CPU Type:

CPU Cores:

Memory:

Storage:

Chassis URL:

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

172.16.0.50 v |
172.16.0.50 |

172.16.0.51

* General (25 > Name (©] &) - Edit(23) (#£)S S8 to] F2|~E 98] FA] o] 52

.

oc

Cisco Secure Firowall 3120 Threat Defense
FIZ2512130M

2021-12-22 1939:13

UTC (UTC+0:00)

710

UTC (UTC+0:00)

View

=

CPU Ryzen Zen 2 2800 MHz
1CPU (32 cores)

34335 MB RAM

NIA

NIA

NiA

N/A

NIA

% Qe

Health
Status:
Policy;

Excluded:

D050 v
o
Iniia_Health_Policy 2021-10-30 01:21:29
None
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General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

181 thE Name(©] &) B =2 243 oh

General

Name: | 10.10.1.13
Transfer Packets:

Mode: routed

Compliance Mode:  None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« Management(#2]) > Host(& 2~ E)—t]ulo] 22 Ao A ] IP 45 W4 3= 49 Al
£ management centerol] X A] A of Y E Q] F 9] tjnfo] e} AAT = QlFUh WA A4
54 3} 31 a1 Management(342]) G ol Host(22E) 45 AR g A2 S

. g
Fuyoy.
Management 03
Host: 10.89.5.20
Status: v

QB 0] 22 A4
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=
AE o]l WAt A o] 25 S = U

rr
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‘T‘S)»I]\ 'ITOE]?\S_]_—
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CERS EERIEE [IENS
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b) Device(t]H}o] ) > Device Management(t] vl o] 2 #+2]) > Interfaces($) E] 7] o] 2~) ol A A&t 1 €]
o] 2o & Edit(+4) (£) & S FHTh

c) IPvASl A IPF4 B vt AT 5 S JUTHIP T4+ A Alo] fr5lel 34 &3f e 2] 2~F
o] 7 FAaYY

d) IPva T4 E EETHE 2208 AT T A ES A,
PV6 T4 E EETHE BRolq A4S T4 ES Augd

e) IPV6> 7] €19 | =
o]~ oz A3yt

h ohe slEsel s gL v
S5 Save(41 )% FE T,

o] A Deploy(T-35) > Deployment(-5) 2 ©| 535t st tjnfo]xo] S 53 4= 5 th
WA 58 w7k A] 84 8 E ] ekt

SRR E R LR
Cluster (2 & 2=H]) 7| o] %] 2] Cluster Health Monitor Settings(E 2] 2~H A Hl ZUHE A7) 442
ot £ AAHS FAFUTH

T & FY A AH 2UE Y 44

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

Secure Firewall 31008 22 =€ & .



Secure Firewall 3100-8- 52|~ |

IR EREEREEY

g= v

B AIZE LEAAH G E G215 Y8 282 A= vE =2 g
3k Fe| 2~ Ao] A A FFEHE HAI A S BdU T} LEﬂjM
L9 SLEHE HIAA & 7] AIZF ol 21814 &8 7§, a3

of mE i $HEA WAL FAR H 2 2T o,

el o] 2= b2 A7 | QTE 3] o] 2= T k-2 AJ7EE =7} QIE o o] o]l Aol 7F A7 A o
2 hFetal 27 S A A A E 7] A7kA] o] AR Y T

2UE Qeldol | AEldol 2 FH P AL B F o 3-8 RUH T A3
=] A QlE o] o] g WE BelH EETF 5 o] LRI
WA OHE s g FU = H Qe o) 2o A B4 ZET}
Q=75 o]\t 2ol ol A Al AR U T ol A el 2E o] 7
B & A A 8] 4744 el Azke Qe s o] 20 § ol uhel, el w
S5 sk A mE A Ei Fel AE o] A7bshA o] upel gt

Ay,

Au] 2 o ZE] Alo] A Snort 2 disk-full ZZ A 2~ RUEE oJHE T A}

EUH P E A = A8 | RUHH A &= A H o]~ FAF YT
o]~

A% A 47

S 2H o] & 2] 2H Alo] A ool et AbE Al JA7F 28-S FAIR Y
tlolE TE # o] 2~ tlolg Qe o] 2 Aol gt Abs vhA] F7F A S FAIF U
3} oH

A28l o %wma%ﬁa41%ﬂ@@%ﬁﬂﬁuqﬂW%g%

4

i

AL A 2B A ERlS v g shel i Al R G E] gelo] B A St E LS ) A8 H A e eV
A=A FH U T

o] Ao A o]t AAS T 4 dFUT

EEXE LY ID, ©Y %ﬂ@ QlE|H| o] 2~ ID= £33 Snort W Ul 2 AA T2 A A% RUE RS

T dFYT ALEH JJ% E] 82 VNI = BVI 22 VLAN 819 ¢1E]#| o] 2~ m= 714) S1E] | o] 2o

A FaE A Uk Sl Ao HA9 EUHYE S FAE S glsUTh o] dae Y EY

gy

SR AA

Devices(t] B} o] 2) > Device Management(t] v o] = #2])S(E) A el gy},

. Secure Firewall 31008 2] ~E] &



I Secure Firewall 3100-&

A 7

EEECk
228 e 2ueg 44 74 [l
FAT Fe2E A9 Edit(FA) ()2 2HFU
U EHl)l TSl @A f137F 2 mr]le] oy | Q1S gk vl AR 7F A Y
=
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Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m
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2% 10: 45 AAE A A

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

Cluster |nterface(%€13:Eﬂ ?_]H Tlﬂ 0] ./:), Datalnterface(tﬂ O] E1 ?_]H “Tﬂ O] -/:) = System(’\]i%‘)"ﬂ EH
3l th ahS A FY T Folol = el Aol A 578 AIE 23, ] A] -2 o E8] A o]
A 3E 5ol 23E)

« Attempts(X] &= 317) — thA] Z7F A &2 B2 11465535 W 9ol A A A G U 08 AFE vhA] F
74 vl ZA U U Cluster Interface(E 2 2 F] Q1E 7 0] 2) 9] 7] 2 gk2 -1(FAIH P H T,
Data I nterface(tl o] €] 21| o] =) & System(A] =81 2] 7] 2 gh-2 3904 o}

« Interval Between Attempts(A] = 7] 1HA)—t}A] 371 Al = 7F2] 7HE 7] 7H(E) S 2~604 AFo]
=gt 712 4kE sE AU T ==t S 2E ol vl ZRletE AL Al sk Ao & Al
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v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring
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SR A

©7 1 Devices(t] o] 22) > Device Management(t] vko] 2~ #2])& M elal i S ~Ho e F7H(HE &
2] 3132 Add Nodes('= = 72 A &gt}

a8 12 == 71

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

Manage Cluster Wizard(Z & 228 32| vpHANZF YEbd Y o}
T 2 Node(l= &) W7ol A tulo] 28 A8t Yol A 1P 4, 459 2 Site ID(AC] E ID)E &
A3

T 13: 2 2] 26 b} )

Manage Cluster Wizard
o Configuration 2 | Summary

Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*
172.16.0.50 v 10.10.10.0 {24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 v 10.10.10.1 1 0

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.51 W 10.10.10.2 2 0
Node* Cluster Contral Link IPv4 Address* Priority* Site ID
| Type device name Il [10.10.103 | |3 | |o Remove

Add a data node

9A 3 === 78k W Add data node(tll o Bl == F7HE F 3}
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25 Save(4 ) S 2 g

OH 14 -5 55
ftdcluster (2)
Cluster
172.16.0.50(Control}] Snort 3
172.16.0.50
3?2.16.0.51 Snort 3
172.16.0.51 - T
o O =g F o 5 = =20 5 2= 0] 2=
A4 ofo]FE S5t Y-S AdYste] FY 2 2 5 EUHY S 5 s
Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures Filter
Cluster

Cluster configuration is being enabled on data node 172.16.0.51 7s

FY 2 mES 1117%'5}04 SHE Hupol a2t H == & = syt AA S 2HE £Y6)
Xl @ Ao mES 2T F Iy vlolH =20 7 o] A ASF U

L 2AIA

Devices(t] H}-o] 22) > Device M anagement(t] B} o] =
3} t}S Break Node('== #-2])Z A&l gt}

15: =g

Disable Node Clustering
Break Node

Delete

b
I
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N
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Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

Break Nodes(:- = %
A=Y T

)8 A e sko] 2o 28 More(F7h Mirol A St ol 4] e g

FAEY Yes(el)E S YT
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a9 16: %2 g9l
Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

No Yes
e ofo] £ Fe5ha A AEste] Fe2E wmE BB HUHY Y S Jedc

S AH 2

oA 3

e 2 glgruinh Alo] i <lE o]
% Hok A AL FA sk v, dolE wus Y L A g

L EAA

LEE 2Ast] BE &9 2~H = =7} management centeroll A 2] ¥ 1L Q) =] Gtk S~
H == 24,32 Fo]x]9] &5 R34 A L.

Devices(t] H}o] 22) > Device Management(T] vlo] 2~ #a]) & A elst i S| ~F | e F7} (HE =
2] 513l Break Cluster (F 21 4H £2)& A&y}

% 17: 28 2F 2

s
Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

FeAHE LeslEhe 2L EF 2AE Y. Yes(ol) & FH Y-
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Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.
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H] & 3}ka} ] = 4 ol 3l Devices(t vlo] 2+) > Device Management(t] Hko] 2~ ¥42]) & A & 8} a1

Break Node
Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files
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=7} Devices(t] v} ©] 22) > Device M anagement(T] B} o] 2~ #+2]) H-F-o| 4] 21 o] & <o (Disabled(H]
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A1 vA & skt = ol il Devices(t] Hho] 2+) > Device Management(t] Hho] 2~ #H2]) & 4 &5}
3 37} (HE 288 Enable Clustering(E 2] 281 ¥ thA] &4 51)S A edhy ),
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Fol Aol =EE WA Y E L P Ao] 19 Fe] ¥
w7k )kt S e
oF 3 39, o] Hle) Ax

LEE AR AetH BE ddo] HA

sy x];qoﬁ

Hgarel )

_,d
e <,
ml

BN

o

o
R
to

oy

2,

N,

ofy

> I
N

s

O

%]
Aol =e& WA v dAE S

EZEAA

7 1 Devices(t] H}o] 22) > Device M anagement(T] Hlo] 2~ #2]) > 37} ($)> Cluster Live Status(Z 2] ~E] 2}
o] B ZFH])E A ¥ ste] Cluster Status(2 ¢ 2~ F] ) ths} A4S St
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rm

SEECEEEEN |

j_a 20: = 31 /‘\E1 /\LEH
Cluster Status

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

@A 2 Ao} fo] & Yol tha] 37} (i) Change Roleto Control(Q &5 Allo] & W 7)S A elgct
GA 3 A A S skt wAIA 7 EAIE Y El S A EEka OK(ERD)E 3T

2ol 28 74 B

Fe28 T4S BAT 5 AU o287, 2o 2 Ao] YL e o) 2w Fej oy
Ao} Y MENAE WANE Fe 287t 4502 FUH T A TP T 2EE AT
B A 29 Fetol AT AU S, LA S )= Do) ol el
Aol Y 1P T WA G Wi L FEnn Fel A o] FohE T

L EAA

7 1 Devices(t]H}o] %) > Device Management(t] ulo] 2~ #2]) & A elsta S ~Fd thal] 71 (HE &
2] 3} a1 Edit Configuration(7-4 HH)S A8 gt}
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a9 214+ 1A

e

Add Nodes
Break Nodes

uster Live Status
Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

Manage Cluster Wizard(Z & 228 2] vpHANZF YeEbd Y o},
WA 2 Sej2E TS dulolEd T

1§ 22: 22 2~ F] v AL #E

Manage Cluster Wizard X
o Configuration 2 | Summary

4 Editing the cluster bootstrap configuration results in disabling clustering temporarily. This operation may result in traffic disruption, and you should perform bootstrap changes during the
maintenance window.

Cluster Name*

ftd_cluster

Cluster Key

Cluster-level changes

Control Node
You can form the cluster with just the control node to reduce formation time.
Node* Cluster Control Link Network*

172.16.0.51 v 110.10.10.0 | /| 24 (254 addresses) - |

Cluster Gontrol Link*

Ethernet1/7 Ml 1010102

I0E |

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address* Priority* Site ID

172.16.0.50 v

Node-level changes

222~ E Ao} 3 37} EtherChannel?) 7 $- 18] #| o] A~ =5 v}-8- w47 Holl o= Edit(73) (£H)S F
galo] Qe H o]~ WA 2 LACP AL HA 3 = &Yt
e~

o7 3 Continug(A14)E 283t} Summary(£.°H)E 7

S 2H k= 550 A ushH tulo] 2o A management centerol] 3 8 ~H WHA S YAl 2
A3t} ol & 5], management center®] 54 X2 M X Fol AU HES Ao A 7F = 745,
OlE] . S 2of Aud 4 Q&)
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SR A

A1 2]~ ol i3l Devices(t] HFo] 2+) > Device Management(t] H}o] 2= #a]) F7} (HE A &3k oh&
Cluster Live Status(Z 2] 2~ F to] H A E))E A 8 1o] Cluster Status(Z 21 2~ 8] t 8} A& ¢
Y},

¥ 23: 222 gho] B A E

E
Add Nodes
Break Nodes
Edit Configuration
Break Cluster
Revert Upgrade
Delete
Health Monitor

Troubleshoot Files

WA 2 Reconcile All(F %4)S S8 34

Y 2455 2
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ S | Q, Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E
> In Sync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021

S 2E Aol thE AARE 8-S S 2E BUHH, 35 o] A& Farst Al L.
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28 2H B == E 255 3l A3k oL A Management Centerol] -5

management center®l| 4] 22| 2H & 5 AT = lF U LYk S Y 2= I E A U
2 2 E] = A management centerol] 7}t = A FHAHE 5= AT 5 Id5UTH
SHAE A =5 8514 231 management center| A =25 55 AT R QS UL =5
+ management centerol] 3EA] 5] A] X qF o] A 3] S AE Q] Aol E TS Al Aty Ao
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Y2 55 Al
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2E

* T1Fo] 27} NTPE AL-8-5F o] management centerl] A A Zhe =181 2= S22 H o ZAE A4
A o] 7 A5 vutol =g 2 AF B E HEHY T

s AL YR FA R S 2 EYT S AS A2y
NAT % VPN, ACL ¥ QIEHo] 2~ 74437 22 A2 a2 Fx]gch

FHAEHE 5 U3A Y Y2 management centerol] ThA] 5-531H A A o] Al A BE2 S AFHE 9

Aol EFE A& TAPZUY. S8 2H A2 IR fAHER S dAE F7He

T AFUL 5F A] A2 Ao A S AEe = QA0 55 o thE A A& ohA| A8k
e Palob Eom & hA A2l 8 4 sl

A 2Fst7] el

o] Ax}tol| = =& F slitol] tdk CLI A A7} e 3}

B

Devices(T] H}-0] 22) > Device Management(t] Hl-o] 2~ #e])E A &l5}al Fe] ~F B =27 F7} ()
£ 22513 Delete(2HA) S A9 gyt

18 25: 2 2AE B T 2k

Disable Node Clustering
Break Node

Packet Tracer

Packet Capture

Health Monitor
Troubleshoot Files

W2 FelaY Bt wsg Adset 2E2e} AP el ) E 28,
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a) @Y 8 2H =9 CLIo| 923}l configure manager add 8
centerS 2] g T}, CLIO A] Threat Defense #H2] <1 E 3| 9]
b) Devices(t] H}o] ) > Device Management(t] vo] =~ #2)) &

e 2egu

F 38 A o] 22 Fbske] Fel 2B B ACE

& Y 3}) management center®l]

o o
>~

2
A
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COP=RNERN |

o 51
e

Add D

}-&-3}o] A management
e
[e]
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25 .

evice(t] vlo] 2= %

Ze]2F =& & s gufo] A2 F71eH U x| S8 2E w=7 Ay

A4 Al mEE TA] Fte T S E A k

S LE EYHEH Y

d,32 Ho] A o W&

management center?} threat defense CLIO A 2] 2HE Y EH

« Cluster Status(Z 2] 2=¥] AHell)t 3} 2} Devices(t] vlo] 22) > Device Management > 57} (§)

o}o] 2 1 i= Devices(t] 0] 22) > Device Management(c] ko] 2

EELRP

& A5Hh

¥e]) > Cluster (S 21 = H) #©]

7] > General(¥5h) %4 9 > Cluster Live Status(E 2] 2~ F gho] B 2 el) & Aol A Al 3-5 Hth

¥ 26: 23 2= FH)

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> In Sync. 172.16.0.50 Control
> In Sync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

[¢]

Alo] mEoll= g ehs A
A

FHAH U el

R
dlo

« 5713} ¥ - ==7} management center®l| 55

Refresh

Unit Name

172.16.0.50

172.16.0.51

s el = FA77F Ay

et 29

Chassis URL

N/A

N/A

Q. Enter node name

Close
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CEREE_gygo Fya 14 ] -] A 7k ©}-2] management center®l] & =% A] 29k
U} == 5o A et -9 Reconcile(Z AN F)S S8 8to] 525 A A &=

5t g
& T

- S 2EH o] v & 8}E - =7} management centerol] 55 ¥ X T, 2] 2~ E] 9] v A
Ay SU2HE 2 Usel oAl @A stete = A ol = 2t E A Y

Ei o2 s g AR T 5 YU

« S 2EH T T - ETFAIAI 9] S8 2H o 7 ol Ak of 7] Tbot ks E A g gk
HFYrt} #717F £1 management center 2 55 34 U

7 o] djs) 2.0 B )5S 2 5 dayh

09 27: 5 Q.9F

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

9 28 == 7=

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

Al 2~ El (ﬂ‘)>Tasks(1“{j) Ho] A & o] &3t}
Tasks(#Hd) Hlol A= 2t m= S5 tigk S22 55 Ao Qo] EE oy
« Devices(t] H}-©] 22) > Device M anagement(t] H}o] 2= 32]) > cluster_name.

tutol 22 25 w0 ol A e 26 FgsHE F 9 1P Tk ol g A8 o) EAlH
Ao} B waate] LE WM =ES B 5 gL o} 4 55 Fo) 2EE 24 ofo]

EREIEE!

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resource usage | service-policy | traffic | xlate count}
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* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cp}]

2] 2~E AKX E 1] show cluster info 1§ 8-S A&t}
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FU2HY
ESEERTEN |
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HH
management
10.1.1.1/24 (Pool: .2-.9),
: 2001:DB8::1002/64
© = @ - .| (Pool: 8 IPs)
= o = = = o)
© E| © of © E
Cluster Control Link
192.168.1.1, .2, and .3
<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 5001:DB8:2:5/64
| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
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