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Add Cluster St
I want to: Create New Cluster i
Device Name: clusterl
Template: Cisco Secure Firewall Threat Defense iy
Image Version: 7.3.0.1676 b
Instance Type: Container i
Resource Profile: Default-Small i
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SM 1 - 72 Cores Available
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SM 3 - Unknown. Module offline
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formatting. You only need to perform this action once.
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/1X

Cluster Information  Interface Information  Settings  Agreement =

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID: 1

Site ID: 1

Cluster Key: .

Confirm Cluster Key: aee

Cluster Group Mame: clusterl

Management Interface: |Ethernet1|"4 v:
CCL Subnet IP: Egoa.x.0.0

0K [ Cancel |
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7/

Cluster Information  Interface Information  Settings  Agreement

Resource Profile Selection

Security Module 1: Default-Small 7
(72 Cores fAvailable)

Security Module 2: Default-Small b d
(46 Cores Available)

Securty Module 3: Default-Small 7

Interface Information

Chassis ID: 1

Sike ID: 1

Cluster Key: seas

Confirm Cluster Key: s

Cluster Group Mame: mi-cluster-1

Management Interface: Ethernet1/4 B2
CCL Subnet IP: Egox.0.0

-
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2

Cluster Information  Interface Information  Settings  Agreement

_—
Management type of application instance: | FMC W
Search domains: CISCO.COoMm
Firewall Mode: Routed R
DMNE Servers: 10.89.5.67

Fully Qualified Hostname:
Password:

Confirm Password:
Registration Key:
Confirm Registration Key:
CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP:

Firepower Management Center MAT ID:

Eventing Interface:

a) Regigtration Key(5= 7)) 2 =0 5=

& 7= dHdH

rir

td2.cisco.com

10.89.5.35

test

Ok [ Cancel
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2 gdeh 49 208 B9o] o EA A S selshs 4 W47 EAH U

@78  Interface Information($1E] ¥ o] 2~ A 1) Hlo] x| of| A Ze]2E 9] 7} ®ot BEo] ¥ [P F42E A
YT} Address Type(F4 Torsoﬂ) D}% ERoN T4 FES Ag e thg 7 1ot BE gl§)
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information  Interface Information  Settings  Agreement

Address Type: IPv4 only i

Secunty Module 1

IPv4
Management IP: 10.80.5.20
Metwaork Mask: 255.255.255.192
Gateway: 10.89.5.1
Secunty Module 2

IPv4
Management IP: 10.89.5.21
Metwork Mask: 255.255.255.192
Gateway: 10.80.5.1
Secunty Module 3

IPv4
Management IP: 10.80.5.22
Metwork Mask: 255.255.255.192
Gateway: 10.89.5.1

Ok | Cancel
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. Threat Defense = 2] ~E] A A

A 12

a) Management IP(Z2] IP) 2= A IP 45 FAA YT
7k BEo el EY et IEANA gt IP =45 X3t
= 98y

b) Network Mask(UlE 9 =1 vk~ =) B Prefix Length( A 4 o))
¢) Network Gateway(M|E =L Alo] E9lo]) F42 =gt
Agreement (7] ) 519l ] EULA(End User License Agreement)S ¢} 31 U]-&-of] & 2] ) oF gt}
OK(ZShE &9 st 74 st 4atE &5t

Save(A 3 E =93y

A A A A Ego] HAS theREstal FEAER 24 9 e QI Ho] 2~ A4S of
Z a7 o] Ql ~El 2ol FA| o] =] % t]nfo] 25 37 T Logical Devices(¥=2] 2] t]ulo] ~)
o] Ao A A =] 4] tjuto] 2] e & It =] 4] tuto] 2~ 9] Status(’d El) 7} online(=-
gl o= FAEH U X] S22 AMAE F7HE % 9laL, T Firepower 9300 A A] W] &] H.QF
REo Aule Felag o A9 ol Zg Aol Yol A F8 2 AL AFE & JdHyth 22
Alz=eo] dF-= "Het RFo] SHshA] 5" A E 7 FAIE  AFUTE o] AHle el dA A

vk,

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

& |y || O
Status
@ online & l** (ASE]

O3 MM 2 2E P A, v AAE F 8 A O o T

a) ANl ko] A A A o A @22 AFekel] 91i= Show Configuration(7-4 A1) okol2& &
gsto] 41| SHAH S SAM Y

b) U AfATOl Sli= AAL el Apell A e aL o] M Apel] whet =2 A tiuto] A5 F7He Ut

¢) | wantto: (53 & 2H31:) > Join an Exigting Cluster (7]1& 28] 2~ E o] 2¢)E A&y h

d) OK(HNE =9

¢) Copy Cluster Details(Z 2] < E] 4 7:AL8} B A akoll 4 3L A A2l €] Ze] 28 4ol o] @
31 OK(Fe)E 2,
D 5% Fel tluo] 2 ofo] 2L F vk, Fel 28] Fui iR ] A A A 9 ohE

ARG R A

* ChassisID(A] A] ID) - a-53F A A] IDE 1 & & T},

. Firepower 4100/9300 = 2] ~E] &



| Firepower 4100/9300 =21 ~E %

iy
_r‘li
[>
)
b
It

1 I

* Site ID(AFO] E ID) - AFo] E ZF S el =E & 9] -5 o] AjAlof] th3fl 1~8 Alo] o] AFo] E IDE
Qe lE AR E, Ao E o] 53, FelaE] TR oA 2o ol 58 U g4
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< Ab&ete A el Rt 743 7Hs g Tk
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* Management IP(#&] IP) - 7} 259 #g] FAEHUE F
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a
o)
Iz
©
offt
me

g ES] =L

OK(FehHE 93t

g) Save(AhHE == P
AR A AR AT ES o] HAdS ther=stal FEAES 24 9 dhe] QlE o]~ A8 S
o ZE| Al o)A QI2=E 2of FFAB}o] =] 4] QHM* 753t} Logical Devices(z=2] 4| T vt
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System Tools Help

¢ Refresh | | (L) Add Device

87% (40 of 46) Cores Availahble

GA13 A IP FAE AFE-SF] Alo] Y-S management centerol] F7F3H T}

management centerol] 5713} 7] Mol BE 2] 2 F-Y 0] FX0Sl A A &4 o2 d A e A~EJ
o hin}.

712 management centerol] Al Hjo]H -3 S A5 2§

.

I

71E S 2HAA 98 Wo] 28142 wEE FUIAY WA Y TEFXOSO A Al 2814 ==
£ F71e v management centerol| A = ==& A5 o2 F7Fg T
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REEMEL
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712 7F AR ol DA H A G RhFH T A == SubE o] v A WS AFE-Sto] SE 2FH 73::04
G5 RS o]l FHE T SF 02 Aot G
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a) System(*A]2~®l) > Updates(] ] 0] E) #| 0] 2| & AL-&-5}o] AfA] ol 23] <)
A =) g}

b) Logical Devices(:=2] 4] t]nfo] 2)= Z8l5laL ujd A A olo] Z(F) = FF
21 Firepower 93002] 74-%- 7+ 52| B] A& A4 g}

Startup Version(A 2+ 8] d)ol| = 5ol Ab-&3 e 9 7] %] 7} A5 Ytk Current Version(& 7
HAd)ell= dgol =3 wdo] EAR YT

¢) New Version(A] H4) E550he wliroll A G2 =3 S AE ) o] Blde A1 A A
At A3 of shul, A w3} DA SHE S A w1 P

d) A ARATel A o] x] g 7] 2| 7F A X = o QQ=A] SRl T

§ ol oju x| &
U

o} o e RE0]

@A 2 7] F22~E A A AJA] Zhe] Akl A Logical Devices(i=2] 4 t]ulo] )& 8 g}

GA 3 225 At e AR EA] ofolES EY 5] AlE FYAE A S AU

A 4 A A Al A ABA] B &Fol]l A 3 T8 Add(F 71 > Cluster (2] 2B S &8 34t}

7 5 Device Name(H Hlo] 2= o] F)oll =] 4 Hulo]29] o] & A9 FHTh

@A 6 OK(ERNE =3yt

A 7 Copy Cluster Details(E 2 2~ H Al A JA}) A2foll A A HA) AfA o] S8 28 400 o] YL

OK(Zeh= &8 gt
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information  Settings  Agreement

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:

Cluster Group Name: ftd-clusterl
Management Interface: Ethernet1/4 B
CCL Subnet IP: 0.0.0.0

oK Cancel
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7 /%

Cluster Information  Interface Information  Settings  Agreement

Address Type: IPv4 only BS
ecurity Module
IPv4
Management IP:
Network Mask: 255.255.255.192
Gateway: 10.89.5.1
Security Module 2

Management IP:

Network Mask: 255,255.255.192
Gateway: 10.89.5.1

Security Module 3

Pva
Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

| 0K || Cancel

a9 743

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information  Settings  Agreement

Management type of application instance: |FMC v
Search domains: cisco.com

Firewall Mode: Routed R
DNS Servers: 72.163.47.11

Fully Qualified Hostname:
Password:
Confirm Password:

Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35
Firepower Management Center NAT ID: 93002
Eventing Interface: v

oK || Cancel

. Firepower 4100/9300 = 2] ~E{ &



| Firepower 4100/9300 =21 ~E %
Management Center: = 2] ~E] 57} .

« ChassisID(*1 4] ID) - 3153 X} A] IDS

hins
L)
%

U

* SiteID(AFC] E ID) - ARl E 3F 28 2H B 9] -5 o] AfA] ol thal] 1~8 Alo] o] Al E IDE 9]
Yt} management center FlexConfig 7] 52 &3l A% o] 7] 5& A4S 4 A HFY T

* Cluster Key(2 1 =F] 7]) - 545 S212H 715 4894

£

. Management IP(e] IP) - 2t 5o 3
EIf 1P 42 WAL

Au)
N
[
il
o
i
i)

>,
o
=
i3
49
é

[
0
&
2

30,

« Fully Qualified Hostname( 1+ 3t¥l &4 E 0] &) - 593t S~ E o] &5 &3t}
+ Password(M 2 M ) - EAF v WA ¢ &g},
* Registration Key(55 71) - 543 55 715 4= o
OK(Ze)E ddHHh
19 Save(4 ) E 2L G

AN AE REEG ] WA e RES T RE2EY T4 F el Qe ol S of
o] 7o) 4 €1 0] A she] =2 4 tlvlo] 5 75 g e Logical Devices(i=e] 4 €] oo 22)
ol Ao A 7k el el Wl o) A) =2l ko] 2] el E SRl gtk 7 2ol 28 wn e e
% T ko] 2] Status(3 )7} online( £2-91) 0 2 A 5 of el o] A Vo] A Fel2E FYL
AR S gtk TR A2 AR Hek WE o] SehahA) ek Ak EAH 4 gk, o

FHE el A YT

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

& |Fe || O
Status
@ online &0 ## Ol

Management Center: = ] 2~E| 7}

Secure Firewall Management Centerol] & 2~F #4532 A 3 & 57184t} management
centers U2 8] 2~ W E 2502 723t}
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. Management Center: = 2] 2~ 57}

N #3}7] 7ol
« management center®l] 57}3}7] Aol RE Ze] ~E G510 FXOSo A AT 2 o2 A5 Fa|~
Eloll glojok gtk Alo] 43S 82181414 2., Al A] #2) 4} Logical Devices(=2] 4 Tjnto] 2)
3h-& Z23FA 1 threat defense show cluster info W8 % & A& ol

L 2AIA

Al 1 management centerol] 4] Devices(t] H}©] 2~) > Device Management(t] Blo] 2~ #H2])) & A&l sla S8~
Bl 75 Al R o) ] P A E ARS8l Al o] & =718t 9l @l Add(57F) > Add Device(t]

ufo] 2 F7hE A8 g,
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19 g fupo] 2~ F7}
Add Device

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Management Center: = 2] ~E] 57} .

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v
Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel
a) H(ELE) Do Alo] FHO IP FAaY T 2E
HA o S A= Ao & F7FskE A o)
7+ = dF YT
t]ulo] 2~ A Fo NAT IDE AFE3F F$- o] ==
NAT 374 & FZ3HA A 2.

b)  management centerol] A A|o] 19| o

o1 S]] £ 22125 ] oyl ek £71 kol 2

WS BA oleS WA T

2 22E Wi 9 o] &

H
FHUT A BE ool AU e F

AU A B 8-S
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. Management Center: = 2] ~E{ 57}

d)

e)

2)
h)

)

i)

sl e
F wvel 7 d

AA =<l 2121 o= @A mvdle FrE Yt A =
?lo] 23z wwQlo] ofd A -1} o] & A5 F-5 g A g-2hd P Eu] 02 K gksto] tiulol
~g YU
(A8 AL} T uto] 2 1ol Tk 28 F b T
5% A tnbol 28 TEE] 913 7] a2 Alo] AL AusA A A AL AU
A A QS A9 712 ZAN AT Gl Dol vt P 2e AR Pl g
& U
‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:
tuto] ol 2 gek ghol s Ay
tulo] 2~ A 2 NAT IDE AFE3HE= 29 13 AMAS 84363 314 NAT ID Do 53t
NAT IDE &3
A A 2 A vk~ E A 8lslo] tlule] 27} management centerol]l T Z & WA Ee =5 )

o] 1Yt} o] 3 A o] B4l 3lE o IPS B3 Snort 22 o|HIE

o] ML 7B o2 3HA 55
ArLE 9138l ol E wEl o] H K 2 37 Ho] Bl & management

7} 227 H 9 tlujo] At

center®l] A& o] EE 0| & 3}shH oWl E A B = management center®]] &% %] 7k
7 dHolB &= dEH A FsHTh
Register (o 5)E 2934t

management center<- Al O] 1S A3 55313 EE do]H {FHS T5FYLE Alo]
o] T Ao FHEA e AF FHLHIF FIHEA U Y 2H 7 A G flAY
e dd FARE F5ol Ajed 5 AdFUrh o] A9 Y2 FY F7HE THA] Al =8kA] 7]
& A4

tuto] 2~ > tjuto] 2~ ] Hol Ao 8 A o]Fo] FAFUTE 284 fUS Hed 2
EES=E= o tie

. Firepower 4100/9300 = 2] ~E] &



| Firepower 4100/9300 =21 ~E %

] | Name Model Versi... Chassis

]~ Ungrouped (2)

M 10.10.1.12 Snort 3

FTDV for VMware 7.3.0 N/A
10.10.1.12 - Routed
M TD_Cluster (1)
L Cluster
10.10.1.13(Control) Snort 3 OV for Vhwars . i

10.10.1.13 - Routed

A sHH = FHl= =

TD_Cluster (1)
Cluster

10.10.1.13(Control) Snort 3
10.10.1.13 - Routed

oy ofol e B sa 2 A

ale] 27 ~E 4

Management Center: 2 2] ~E| 37} .

Access Control

Licenses policy Auto RollBack
Essentials wfx_automation1
Essentials wix_automation1 N/A

o ofo] o] TAIFLILH.

T ¢

i

management center< 2} 0] 552 writ; S| 2H 5 2AYGS AUl EdUY 4 &
o AHfsh= A5 S ~E W 274, 52 H o] A9 &5 FEIAAI L
Deploy Q€ # @ adminv
Deployments Upgrades @ Health Tasks (D Show Notifications
3 total 0 running 3 success 0 warnings 0 failures ‘ Filter |
© 10.10.1.12 Deployment to device successful
© 10.10.1.13 Deployment to device successful
© TD_Cluster Deployment to device successful
w72 Fel 2 o3l Edit(579) (£)S Fe ko] tinbol 2w A4S T g,
o] A2 S Y 2E Y WY frulo] obd S| 2H A Aol A& 5 dFUH & 5o 7Y
EA OB S WA S QAW AA) Fe)2Ed) e A Ao 28 AP 5 AT
713 tuto] & > Hufo] & yhe] > S22 spo A Ank ghold s A~ REL e S FA Y T
TD Native Cluster
Cisco Firepower Threat Defense for VMware
Cluster Device Routing Interfaces Inline Sets DHCP VTEP
[1010113 - |
L e
‘ General R ‘ Systern oG ‘
g FelaEE FEL F2IA AL
* General (24¥h> Name (] ) - Edit(5=3) (#)=E Z83lo] F82H FA] o] &S W4T
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster

Transfer s

Packets:

Status:

Control: 10.10.1.13

gu;ster Live T
atus:

78 th Name(©] &) B =& A4 g ot

General (2]

Name: TD Native Cluster |

Transfer Packets:

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

(oo ) (I

* General(¥4h) > View cluster status(Z 21 2~ A E] 2. 7])—View cluster status(S 21 2~F A H| H
71) F A& £ 3k] Cluster Status(E & 2~ A H) tf 3} G =& o)
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Management Center: = 2] ~E] 57} .
Cluster Device Routing Interfaces Inline Sets DHCP VTEP
|
General *
MName: TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13
Cluster Live
Status:
Cluster Status(Ze]2<E] o) o 3} 4 2}oll A Reconcile(4)& 2810 vlo]E] 4 §52
Al A S gl o,
Cluster Status (2 Nodes) ? X
Status Device Name Unit Name Chassis URL
In Sync. 10.89.5.20 unit-1-1 https://firepower-9300.c...
In Sync. 10.89.5.21 unit-1-2 https://firepower-9300.c...
Dated: 14 Jan 2020 | 01:51:51 OK Reconcile

+ License(eho] 422) - Edit(54) (£)& ¥ she] ghol A= 558 AR Y 5 9)

7 4 Devices(t] H}o] ) > Device Management(t] Hlo] 2~ #H2]) > t]Hlo] ~(t]Hlo] ~) 9] © BEZ Att =&

ohe wlirel A FelsE el 2 W E dEsn the A4S TR S A%

U
* General(¥ WH > Name (©] ) - Edit(573) (#£)S 283t 2128 9An] %4 o] 2 AT

o},
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General @_

Name: 10.89.5

Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

191 T Name(e] ) BE & 4R P v,

General (7]

Name: 10.10.1.13

Transfer Packets:
Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

. Management(i‘rﬂ) > Host(Z~E)—rt]nfo] =~ Ao A #e] [P F405 WA 5}
£ management center®l] & X A] 7 oF U] E 9] 71 9] tjujo] 2o} A ]
) G- Host(B2E) F42 AQ S

Management @:E

Statt.;s: | ”\/
Management Center: = 2] ~E], t| o] ¥, 21 ¢t Q1 | o] 2 4]

o] Axfo| A= FXOSA A S 2~HE 75 W ﬂai/\Eioﬂ gk 7} dlo] g Qe o] 2~ 9] 7] 1}
g HE FAATY L v A Al S8 ~E® ] 5, o] B Q1B H| o] 2= & Spanned EtherChannel
Q1E 7 o] 2= Y T}, Firepower 9300 A A ol A Bt o] Ae)d S 2EE 8 2H Alo] =
AE H o] 29 A9 MTUE 7| gkoll A S oF Futh /i I8 Hlo] 28 A o+ e e <l
Hlo] 20 Xt QI o] ~5 74 % FYT
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v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).
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duration), or 3 (3 x the previous duration).
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