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Cluster Name*

‘ cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*

‘node1

VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*

‘ 10.10.1.0 /| 27 (30 addresses) 209.165.200.224 i/

Cluster Control Link* VTEP IPv4 Address* Priority*
| GigabitEthernet0/7 209.165.200.225 1

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Add a data node
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_ fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

FTDv for VMware 720  Manage Base, Threat (2 more...) Default AC Policy

A 172.16.051 Snort 3
172.16.0.51

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Pelicy
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ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

G‘\?Z.'IG.O.S'I Snort 3
172.16.0.51
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Deploy Q Ge #* @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures | Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 35s

w76 el 2ol sl Edit() (4)& Festel tirbel 2w 44& 74 Fuict
o -Re] P Fe 2B sk obd FelsE WA 488 5 Ug]

A Ol ES WA F QAT AA Fel e A B0 2T HHF 5
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7] 7 Devices(t] v}o] 22) > Device M anagement(t] vl o] 2~ 3+2]) > Cluster (£ 2] 2~ ) 3} ol A General(¥
W R Fel 2yl digk 71 e A4S A TR

oy 5EY 2y 4A

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster ~ Device  Routing Interfaces Inline Sets
General 4 License 7 gk
Name: fdcluster Base: Yes
Transfer Packets: No Export-Controlled Features No
Status: Malware: Yes
Contro 17216050 Threat: Yes
Cluster Live Status: View URL Filtering: Yes
AnyConnect Apex: N/A
AnyConnect Plus: N/A
AnyConnect VPN Only: NIA
Security Engine Health
Intrusion Prevention Engine: Snort 3.0
Policy:
Applied Policies Ve Advanced Settings rd
Access Control Policy: Default AC Policy Application Bypass: No
Prefilter Policy: P — Bypass Threshold: 3000 ms
Object Group Search: Disabled
SSL Policy:
Interface Object Optimization: Disabled
DN Policy: Default DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

General (&1l G HolM v S 2HE 55 Fxsh A L.

* General (¥4¥H)> Name (°] &) - Edit(74) (#£)= ZY3lo] Fe]2H FA] o] &8 H 4
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General
Name:
Transfer Packets:
Status:
Control:

Cluster Live Status:
719 th5 Name(o] &) &
General

Name: | ftdcluster

Transfer Packets:
Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

=g A3

= 1/\9] A .

ftdcluster
No

A
172.16.0.50

View

* General(2 %) > View(X.7])—View(H.7]) ¥

4215 Ao,

General
Name:
Transfer Packets:
Status:
Control:

Cluster Live Status:

Cluster Status(Z ] 2~¥ “}el]) th 3} A=}l A Reconcile All (2

o~

5=

552 oA A

pEaRles

J 92 2 31o] Cluster Status(Z 2] 2~ AHH)) o 3}

¥
ftdcluster
No

A

172.16.0.50
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> In Sync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

sz @}o]y] Z2}5-E o] A] Threat Defense Virtual 2] =13 |

Refresh Q. Enter node name
Unit Name Chassis URL
172.16.0.50 N/A :
172.16.0.51 N/A :

Close

7] 8 Devices(t] HFo] 22) > Device Management(T] Hlo] 2~ #2]) > T nulo] = (tjulo]| 2)e] Q E&F AT =&
o drel A S 28 2 AN E ddsia ths A S 7S T sy h

29 ool 2 4%

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets.

General /3T System
Name: 172.16.0.50 Model:
Mode: Transparent Serial.
Compliance Mode: None Time:
TLS Crypto Acceleration Enabled Time Zone:

Version:

Device Configuration; moort ) (Esmort)

Inventory:

Management e Inventory Details
Host: 172.16.0.50 CPUType:
Status: CPU Cores:

Memory:

Storage:

Chassis URL:

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

* General (25 > Name (©] &) - Edit(23) (#£)S S8 to] F2|~E 98] FA] o] 52

Time Zone setting for Time based Rules

17216.050 -
oG Health
Gisco Secure Firewall 3120 Threat Defense Status: )
FJZ2512139M Policy: Inital_Health._Policy 2021-10-30 01:21:29
2021-12-22 19:39:13 Excluded: None

UTC (UTC+0:00)
710
UTC (UTC+0:00)

View

=
CPU Ryzen Zen 2 2800 MHz
1CPU (32 cores)

34335 MB RAM

NIA

NIA

NiA

N/A

NIA
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General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

29 thg Name(e] §) W= S A4 F o,

General (2]

Name: | 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -
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£ management center®l] Y X|A| Ao U E Q19| tinfo] 29t AAT = QlF T WA A4S
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Pyt
Management o:ﬁ?
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Status: v
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Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System
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Edit Cluster Health Monitor Settings X

Health Check @ )

v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults
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v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

Cluster |nterface(%€13:Eﬂ ?_]H Tlﬂ 0] ./:), Datalnterface(tﬂ O] E1 ?_]H “Tﬂ O] -/:) = System(’\]i%‘)"ﬂ EH
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v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring
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©H7 1 Devices(t] vko] 22) > Device Management (Tl l-o] 2~ #+2]) & A g3l o SFe] ~H o tla] 71 (HE F
2] 3132 Add Nodes('= = 72 A &gt}

a8 12 == 71

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

Manage Cluster Wizard(Z & 28 #g] vpiAh) 7} vebgdy o,

¥/ 2 Node(= =) vi7oll A1 Hubo] 28 Helahn sk 44 1P F4 B $HE=9E 2

1% 13: 22 2 AL By

Manage Cluster Wizard
o Configuration 2 | Summary

Cluster Name*

cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*
node1 v
VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
10.10.1.0 /27 (30 addresses) v 209.165.200.224 /27 (30 addresses) v
Cluster Control Link* VTEP IPv4 Address* Priority*
GigabitEthernet0/7 v 209.165.200.225 1

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node* VTEP IPv4 Address* Priority*

Type device name 209.165.200.226 2 Remove

Add a data node

WA 3 ==2 F7}18e W Add datanode(Hl o B == 7P € gt
oA 4 Contmue(ﬁl )5 9 Yh Summary(2.9H)E A B35l Save(A S 8 Ut
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.. fdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50

B‘\?Z‘IS.D.S'I Snort 3
172.16.0.51 - T parent
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Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures | Filter
Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s
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Disable Node Clustering
Delete

Packet Tracer

Packet Capture

Health Monitor
Troubleshoot Files
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Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

MNo Yes
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e 2 glgruinh Alo] i <lE o]
% Hok A AL FA sk v, dolE wus Y L A g

EEPNRY

LEE 2Ast] BE &9 2~H = =7} management centeroll A 2] ¥ 1L Q) =] Gtk S~
B = 27, 28 oA o] g2 FEHA Q.
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Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Revert Upgrade
Delete

Health Monitor
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Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.
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Cluster Status (7]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021
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Break Cluster

Revert Upgrade

Delete
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Manage Cluster Wizard
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o Configuration 2 | Summary
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‘ A Editing the cluster bootstrap configuration requires restarting all cluster nodes. This operation may result in traffic disruption, and you should perform bootstrap changes during the maintenance

window.

Cluster Name*

cluster1

Cluster Key

Control Node

You can form the cluster with just the control node to reduce formation time.

Node*

node1 v
VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
[10.10.10 | /'[27 (30 addresses) | | 209.165.200.224

l 27 (30 addresses) v

Cluster Control Link*

[ GigabitEthernet0/7 ]

A1 3 Continue(7l

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Node*

node2 v

VTEP IPv4 Address*

209.165.200.225
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Priority*

| 209.165.200.226
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Add Nodes
Break Nodes
Edit Configuration
Break Cluster
Revert Upgrade
Delete
Health Monitor

Troubleshoot Files

WA 2 Reconcile All(F %4)S S8 34

Y 2455 2
Cluster Status

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ S | Q, Enter node name

Status Device Name Unit Name
> In Sync. 172.16.0.50 Control 172.16.0.50
> In Sync. 172.16.0.51 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021
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Chassis URL

N/A

N/A H
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> In Sync. 172.16.0.50 Contro
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

[¢]

Alo] mEoll= g ehs A
A

FHAH U el

R
dlo

et 29

« 5713} ¥ - ==7} management center®l| 55

Refresh

Unit Name

172.16.0.50

172.16.0.51

s el = FA77F Ay

Chassis URL

N/A

N/A

Q. Enter node name

Close
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Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

9 28 == 7=

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
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* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resource usage | service-policy | traffic | xlate count}
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* Virtual Tunnel Interface(VTI)
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