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SSL Policy Example

Enter Description

Rules Trusted CA Certificates

# Name

Administrator Rules

Standard Rules

1 DND internal source network

2 Decrypt test site
3 Do not decrypt low risk
4 Do not decrypt applications

5 Decrypt all but trusted categ

6 Block bad cert status
7 Block SSLv3. TLS 1.0, 1.1
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SSL Policy Example

Enter Description

Rules

Trusted CA Certificates Undecryptable Actions Advanced Settings

Source
Networks

Source
# Name Zones

Dest
Zones

Dest
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Users
Tags

Applicati

Administrator Rules

Standard Rules

1 DND internal source network Intranet

2 Decrypt test site

{ Add Category
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Enter Description

u[o

Rules Trusted CA Certificates Undeeryptable Actions Advanced Settings

Decryption Errors | Block v |
Handshake Errors | Inherit Default Action v |
Session not cached | Inherit Default Action v |
Unsupported Cipher Suite | Inherit Default Action v |
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SSL Policy Example

Enter Description

Rules  Trusted CACertificates  Undecryptable Actions  Advanced Setting
Sour Dest Source
" Zon Zones Netwarks

Administrator Rules

Standard Rules

DND internal source network
2 Decrypttest site

3 Do not decrypt low risk
4 Donot decrypt applications

5  Decryptall but trusted categ

3 Block bad cert status.

7 Block SSLV3. TLS 1.0, 1.1
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SSL Policy Example

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings
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SSL Policy Example

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings

+ Add Category + Add Rule Q,Search Rules X‘
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Standard Rules
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Q, Search by name | | Q, Search by name Filters
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Very Low 538 181 Internet [ ]
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\ {7 Decrypt - Resign - \wi:h\ IntCA - \ el

Zones Networks VLAN Tags

Users Applications Ports

Category Certificate DN

) J=-2] A eholl A Any (Except Uncategorized)(X 7 (V]2 5 Al €]) & &2 U th
oA Any(BF)E S EH

Replace Key Only

Cert Status Cipher Suite Version Logging

Categories

Reputations

Q. Search by name or value

Any (Except Uncategorized)

Uncategorized
Adult
Advertisements
Alecohol

Animals and Pets
Arts

Astrology

- Trusted
- Favorable
= Neutral

- Questionable

5
4
3
2
1

- Untrusted

Selected Categories (1)

Any (Except Uncategorized) (Reputations 1... §

Apply to unknown reputation

1< < Viewing 1-100 of 125 > |

Cancel | Save
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TLS/SSL 712 2 74 3] of

SSL Policy Example

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings
. Source Dest Source
" it Zones Zones Networks

Administrator Rules

This ca

ry is empty

Standard Rules

1 DNDinternal source network
2 Decrypt test site
3 ® Do not decrypt low risk

4 Donot decrypt applications

5 Decrypt al but trusted categ

7 @ Block SSLv3. TLS 1.0, 1.1

e ¢ 0 boc bad certsaus

Root Rules

This

ry is empty

Default Action

T2 AR

Editing Rule - Block bad cert status

Name

‘ Block bad cert status | Enabled

Action

| @Block - |

Zones Networks VLAN Tags Users

Intranet

Move

Applications Ports

Dest
Networks

PEA 2 TLS/SSL 71 #: Q15 A B LR EF H A A B BUE

vLAN

o Users

Category Certificate

ncel

+ Add Category  + Add Rule ©,Search Rules ><‘
Applcan., | Source DestPorts | Categories | SSL Aetion
@00 notdecryot # W
Astrlogy (Any et W
Risks: Very Lov @Donotdecrypt # W
Facebook

Facebook Mes
Facebook Phot

DN Cert Status

©Do not decrypt # W

s Decrypt -
ny Except s f2Des

1 Gert Status s

3 Protocol Versi @

Do not decrypt

Cipher Suite Version Logging

s [
Invalid Issuer: |@
Not Yet Valid: |Km

Invalid CRL: |?m

Self Signed:
Invalid Signature:
Expired:

Invalid Certificate:

Server Mismatch:

ganan

Revert to Defaults

TLS/SSL 7+ 2 2 A 2 o
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Editing Rule - Block SSLv3. TLS 1.0 Q
Name Move
Block SSLv3. TLS 1.0 Enabled into Category v Standard Rules
Action
@ Block v
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
SSLv3.0
TLS v1.0
TLS w11
TLS w1.2
Revert to Defaults
| I
o &=
ol: Q1A A El BUE R =& 2 TLS/SSL 713, 16 #| 0] X
oﬂEiigmﬁgqa%E%ﬂﬁTmmaﬁdJsﬂﬂﬂ
AEA o ISAM ALt o5& EUHE B 2 TLS/SSL 113, 19 3| o] 4]

A AR\ B AP E Baw o] el 2R AFA U
A8 BUEFE Aaks A iU o] M4 o] el A AEA 4
S AFEshE g Bl Fuin,

H
—
CQ
92
28]
-
:LI
&
O
N
<

Z3L Block (XFeH) = Block with reset(2Het 5 214 ) 7F 2 2k o] Q&= TF ol vt o5 15 2 B
AqtrH 20 AHEFUTE UHE 9F 3 Z#%jJJr A G o A o] e 21 S AFEEE Al ~E 9]

>0 L—_

R [e)

o] WA % 9l

ClientHello *] 2] & "33} o 7] X] 22

R AA

GA1 o}A] 31| kT Firepower Management Centerol] = 1913 T},

%712 Policies(d #) > Access Control (24 Al = #l]o]) > SSL B &8 23t}

913 SSL A Aol 9 Edit(FA) () FH

SA 4 TLS/SSL 7+ Aol 9= Edit(5-4) (£)S 8 FU

A5 Add Rule(v 2 F7h& 29 3Yth

A6 Add Rule(F3 37} th3} AHAbol A Name(o] &) A= o tho]d 3 o] 84 9 F g}
A7 Cert Status(S1Z A e S 283}

GA8 7t ASA el & o 22 5 A o] dFY T
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A9

71 10
AN

EEESSEER TR |

2
0,
ol
X
oy
=
t
i
s

RF)E S oA D) Any(R )& A EEke

Action(%}4]) %= o] A Monitor (LU B 2) 2 22l 3to] 5f
73471k Block (3H) H= Block with Reset(<Hgk 5 A 4
ow A4S AEHF

el gk WA AL A gete T sllo) A shekel A Save(A ) E 2 @it
Xé;:(]]]oﬂ EH?l' %73 /‘]'sc]'% X1 75}6]—3:]?4_ Izﬂ O]Z] /g—groﬂ}ﬂ Save(ﬂ ;g_)% %@J' fﬁ‘%ﬂ—

of

Z 2] 0| A = Verified Authority 915 7] #& 21 & g v}, Z 4] ol 4| = Spammer Authority 915
712-& Al E A g5 Utk A28 2] X7} Verified Authority 9154 2 Verified Authority

oA 33 S CA AT E A ~Elo] o 2 =3t Verified Authority 7} ©] 2ol ¥HF3F
NFME FH g o2 A A28 2] A= Verified Authority 7} Al &3 CRLS ¢ 2 =g o}

the gl G a S Q1A 2 ol ek ol ZA Abe] 7FH x71o] b} 9L T) o] 2] &
0154 = Verified Authorityol] A] 238491 2 CRLO| X349 %] &1, F& A 2d3 F&E
ul 2 o] Alo] 9] 7] 7ko] o} A Wol gli= AlE| gl Th o] 2] &k Q1= A 2 ot s alE Edu o 714
agleld e Qe AM 2 Aol E B sl L HALE A FHh

Revoked: Yes No Any Self Signed: Yes Mo Any
Valid: Mgl No | Any Invalid Signature: Yes | No [
Invalid Issuer: Yes No Any Expired: Yes No o
Not Yet Valid: | Yes | No gl Invalid Certificate: | Yes | No L
Invalid CRL: Yes No Any Server Mismatch: Yes No Any
the 1ol = A7} Q] Eolatis 012 A AFE 1 27lo] uhek 9l t) o] Ao A
s aejel Mo R s, R A e AFAR dastE N i) FYste Y =
S RUE " g
Revoked: Yes No Any Self Signed: Yes No Any
Valid: | Yes | No invalid Signatare: | Yes | No [
Invalid Issuer: Yes No Expired: Yes “ i
Not Yet Valid: | Yes | No |gcil Invalid Certificate: | Yes | No L
Invalid CRL: Yes No Server Mismatch: Yes No Any
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B o se=2o0 5099 2= 40 Tis/ssL i

Ohg ool A A S o] §makA) Sk WAL A, A AR E T, BEE D, fE
37 & QASA & AFE3h= A5 o] 13 23 AP
Revoked: | Yes Any Self Signed:

Valid: | Yes m Any | Invalid Signature:
Invalid Issuer: | Expired:
Not Yet valid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: |

o el = 2 % o) SNIZF AW o] 3} A8 A CRLO] A SHA] 22 4 5o A3}
=5 AE 2 21 HolFy

Revoked: | Self Signed
Valid: | Invalid Signature: |

Invalid Issuer: | Expired: |
Not Yet Valid: | Invalid Certificate: |
Invalid CRL: | Server Mismatch: |

o N

d: T2 EF M RYEE = 2k TLS/SSL 11 2]

o] ofjof A= TLS 1.0, TLS 1.1 ¥ SSLv3 &2, 1] o]/ 8hA] @82 Ao = 7H5 &= TLS ¥ SSL =
ZEFZS UESNTANA Adels PHS HO%—gHE‘r. o 7)o = T2 EF WA gF2 o] 2HF 9k o
&k 2F A 3 A B} L8] of 0’*144

W HQ X EERE ohg /b5 aty] ol U9 Zel A AlSlalok Gtk o] elef A g2
S e,

 SSL 71 5 9] Version(#] ) 5 o] | & Abg-she] A TEEZL AUE Yk
o

* Firepower A| =812 SSLv2 2 3|5 B7}2 7F o
Actions(3 5 27} 240)S AFg-8o] 2pehat = gl 5y
o

e mpF7FA &, 9% TLS/SSLS A 5 A ko m g 2}

%

3L Block (A= Block with reset(2Het - Al A A) 712 2F o] Q&= A A RE S 1F B
At 208 AR YT UE 1 F 2 3 S R F ol A o] 2l 7 23 & AFRSHE A2 F 9
ClientHello %] 2] 2 "3 8} o] of 7] X] &2 A =0] vkl &l 4= 9l &},

ZZAA

GA1 o}A SHA] AT Firepower Management Centerol] = 1913 T},

Il TusissLtE 2 g o



| TLS/sSL+E 2 A= o
AEA o: Q1F A 3L 0] S FUE 8 = 2}k TLS/SSL 712 .

@72 Policies(* &) > Access Control () A 2 #lo]) > SSL B E& S8 gt}
A3 SSL A A Aol 9= Edit(A) (4)S 2

oAl 4 TLS/SSL 1% 9ol 9l Edit(54) (£)<S 2231t}

@A 5 Add Rule(7F2 F7HS S84t

S16  Add Rule(iH F7h) ot 3kl A Name(©] &) Dol vhol o it 4 o) 52 & gk,

A7 Action(F%]) 5=l A Block(2F¥H) 4= Block with reset(xHet 3 214 4)S &8 gy o).

@A18  Version( ) Hlo] A& Z 3t

@719 SSLv30,TLS1.0,TLS11 72 O o] & obdahA] 2 TR EFo] gQlehs ety kg A

S8 FHE ZREZ| Seleke Ay H APy
O 282 o & BolFUyT)

‘ Editing Rule - Block SSLv3. TLS 1.0 Q
Name
I Block SSLv3. TLS 1.0] ‘ Enabled Move
Action
@ Block -
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
SS5Lv3.0
TLS v1.0
TLS w11
TLS v1.2
| Revert ta Defaults
=l -

A0 deo met gE gt =
SA 11 Save(AHE Z3 .

Qs o) 9124 14 ol B WU E Y E A TIS/SSL

o] A& A Q15 A 2] i1f o] F(Distinguished Name) S 7| 0.2 ET¥-& R UH P AU At
sk ol ti gk ofolt o] & AT FUTH & o AAg A EE AlEsHY] 98 LEEASFH T
B olBe Hh e, Aol F, 24 2 24 BelR THH F AW ANA R FE ooz
”&?*é%ﬂ‘:‘r. o:]]% %01 https: //www cisco. comoﬂ ﬂ]?} ?_]_%}‘19] %Eé‘ O]%E cisco.com qu' (j-
elu} 4 R AL obHILIL a5 o (DN 3 £ g o] 3 H 27 A Mo 2k of
§4 e PEE BT UG

ZetolAE QoA URLE &2 E o] F F-1-2 SNI(Server Name Indication) Y} U o}, S| A E =
TLS ;A=A O]ioﬂ /‘1 SNI Q’%}'g A]’ S —3}0:] AAET T ~E O] %(cﬂ] auth.amp.CLSco.com) ]7‘3 %Lb]

ns/ssLir 2 94 o i}
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TLS/SSL 72 2 43 o |

A1 o}F K] ¥ UTHH Firepower Management Centerol] 2 19134t}

A2 Policies("d ) > Access Control (4 Al 2~ A o)) > SSL HE-2- =8 gt}

A3 SSL AR ol A= Edit(FA) (£)S YT

A4 TLS/SSL 7t 2 Foll 1= Edit(5773) (£)S S F Ut

GAI5  Add Rule(v2 F7hH& 2934

@A 6 Add Rule(7F2 71 tl 8} “g=Foll A Name(©o] &) Z =0l thold 113 o] &S 487
AT Action(2H]) 559 A Block(XFeH) B2+ Block with reset(het & A4 4) S S35
@78 DN Z U

A9 Available DNs(AHE 715 8 DN)ol Al 718 a4 o] &8 v o] 2t Y th

» Il O] 5 (DN) HA S SA] F713F tf2 7o 713512 ¥ Available DNs(AH8 7153 DN) =

= 9)o] Add(F7H (S 2 gk

« F7}8F 21F o] B(DN) /i A 2 158 A, Av auIabIeDNs(/\}dc-L 7} 3+ DN)
Search by nameor value(®] & _E% Hoz M ZELES FYS S A ] o
Ak, A 8 B U 98-S FashE B0 g ]E51°1 AR ah=

Yt
G710 HAE AEske ol & 2
Select All(EF A )& Ao
A 11 Add to Subject(F Aol =71 H+= Add to Issuer (&5 Abell F7HE S8 3 th

B Q9899 Told ¥ SR g

R
i
-
o

CEENAE g v A LB HES 2 U

oA 12 ‘l‘o For AAET JEHY T8 o] B(CN) & IL-f ] Z(DN)S F7FH v} Subject DNs(F A DN) &=
= Issuer DNs(' 53 #F DN) =5 o}- 2 ¢] Enter DN or CN(DN 4= CN 9 8) Z &2 2 F2]3 15,

&8 o] E(CN) £ I o] EDN)S 43t Add(F7HE 8t

T 55 5 3ol ON = DN F718 5= 1A 1, Subject DNs(5= 4] DN) &5l F713)= A o] ¢

AR FHE FAAAY AL ST
S SR T Ho) N W AL A Aol A shetel A Save(9)E BT
9715 A Aol g W7 ALeRe A sl W Hol A Abvtel A Save(4 ) F g
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| Tis/ssLtE 2 A o
nsissLird 44 [l

o

t}2- 13 o] = goodbakery.example.com®l ¥ % 1 A 1} goodca.example.com®l] A 23k Q1
SAE A AL ©] F(DN) T E o] Yot U o] & )T A 2 St stE EdT e
&85 MA| 2~ Ao gFE 9] tjdo] T

Subject DNs (1) Issuer DNs (1)
GoodBakery ™ CN=goodca.example.com ™
Enter DN or CN \ Add \ Enter DN or CN

TLS/SSL 112 A4
TLS/SSL 72 o] tfst A 29 Al A4S 48k H A YT

TLS/SSL 71 : Do Not Decrypt(+=. 8 = ¢F 3 713 2
278 24U (ol = AR 2 d YT 4%
G e e 2= A5

B

A1 o} &}#] 2kt Firepower Management Centerol] = 71913t
o7 2 Policies(”d ) > Access Control (9] 4 2= A 0]) > SSL W E-& 22| 3t}
A 3 SSL A 2 Aol 9= Edit(54) (4)S 28}

o7 4 TLS/SSL 713 2ol 9l Edit(54) (£)S 23t

7 5 Logging(=74) ®S 293t}

7] 6 Logat End of Connection($172 £ Al 27)& &3 Yth

A 7 Save(A ) E 22}

A 8 #H o] #] Wl 9o A SaveS =8 LT}
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