Cisco ISA 300001 tj] 3+ <=

YA = s HAstH 48 e 4 Cisco ISA 3000 T]H}o] 2~ 9] &t A| B8 G &
T dFYT

« &R, 1 Ho]A]

« & 725k 3 Hlo] A

o o} 9 ALEE 9 ALA 374 4 ¥ o] A

* ISA 300001 th &+ & A, 4 H o] A

« e XU, 13 7 o] A

« kel o3k 7] 5, 14 # o] X

AABHES ISA 30008 T8 F ATk 23le] 748 2A 3 2
217 ﬂ‘/}‘:]r o] 2] gk &5 LED, syslog M| Al A, SNMP E | % k¢t =
T)

Hpol 25 Foll Harg Yyl 7|24 e = dheho] Egf 7 ¥ syslog Ml

R
ol
o

ofe] 2710] ) eere
ARew Asge e s
2 QlEao] 2o A 9]

A A g ukgE U,

b

Ue& BUHPS =S S5 A0S 74 = syt

c A FH A

<71 R HE R AN

e N R ES
ISA 300007 3= W3- Al A ok et 9= Q1B sl o] = 270, sk &2 JIH o] 2~ 1707k F YT =of Al
Aop 2 ol A S Rk Aol AR = Uk WAL AT 22 95 e tuto]~
= g 29 dEsol s AA T 5 AF YT

ohgF &3 Qo) 2 Pello] WAUZ U Th et 2ol wreh el o] 7} 24 she] A} v 2y
sh U ) Pelo) 7k 84 5] Qe o) 0] Q2% tiube] 27k 24 51 L ek, o] 7} vl 24 5}
vl AR ko] 27k ul 24 e 7L H Uk o] B 5= F ool = Aol 7k 4 5 4
B2 48 U o,

Cisco ISA 3000 th 3 <5 [}



|y

o}

°

Cisco ISA 300001 ot o+ |

Cisco ISA 3000 Industrial Security Appliance

1

R

Zéﬁ‘

1

k9
y oA

ZFA| B

1

0]
oA

o] A& i

o

9] % 414 9}

]
2 91E] 3 o] 2=

o)

— i X
A Mrw o A = R Lo o8 = ra
i <° P g o o o =
g mu ¥ 7o T =1 B 2 2 =1
B oV ﬂw Y iy ) 2 2 W
il o " iy % N o & . @ o
Pomay B (£ = T om | B
+ Ao ol S Z DT ol e | 2
TOBEAY oo T I
Y o = w T T A= T
<] AT o T TR {z on B
A . B ) ~ AT gr o
°  pEE =g Ry % A S
=y o T W R =0 =0 - o oW
T Bz T > &0 &0 o aX T N | o
— ~ I WX 5 S S WoR = g g
0 7o) R FE %0 B . IWJ IWJ w = T .Ho ﬂ Ho ®
w2 Z Z 5 U e e
5 W g A o o T mf o oF
oxwe Bg i 5 § %% 5w
on = @ _glmﬂ ~o —~ 4 e =
T P 5 — e X o Ry |
R G S z° ) = rwd PE T
T mUX dm | F o = T ol T |T
= ~ N < T o= w = = o = flo o o | W
- A <8 EoE = (i = = T o MM R | A
cy B g o o % Y W Qo o |
ol IR M g ) = W o o i pe
Hlo o ﬂEJ £l mﬂ 5 2 o _ on *E \mnll 2l olo
x o 5w o o 0 PG T
2 w o oy roaA Rt TR RE R mﬁ ! T T T oo T
NN Ew mE ol o¥ AR I
T wTW T B W R T E
X AT oy 8 o a [ =T T o of o | R T e o NF |a |®
w9 P E S = |7 Ar TR N B | AT @ dm® Y7 CIECS
W EWo w2 < SR .
TODOg wy X = T EET P < i
< N 2 < o {] v B =M =) =
oY ar ﬂ_l B X X x° w T e —_— < o7 <) ﬂ_l = U X0 =
e T A LA B B i 0 ¥ T~5F T |E|T T
. T = Ao | — ol o Mo o 3 9 Ao | — o
T OTmT T My 1o 5 _ T o e M2 |5 g
T Pwwd g |F|EE TR gl I ol T I Il Z
WA &rew et o |oF |oFRR [ordE o o W 7 e ® moaK |oF [Pk 3
o g

T
N
iR

ol



http://www.cisco.com/c/en/us/td/docs/security/Firewalls/ISA3000/hardware/ISA3000hwinst.html
http://www.cisco.com/c/en/us/td/docs/security/Firewalls/ISA3000/hardware/ISA3000hwinst.html

| CiscoISA 3000 o3t ot

Syslog

SNMP

Syslog &5 .

Syslog

SNMP E 31

Syslog A4 & SNMP

[
)
2
of
it

ekl
dihol E|AH A
oro

L=

st 245k
aH TR

Hejol Hj gt sk

Syslog A3 &

e
L

e

SNMP E -5 SNMP A H & 53 wj o] &t

2H53HA) s SNMP A A4 &= LA s of g Tk
Device(t] v} o] 2~) > Platform Settings(Z 2% A 4) S A )
QA G F7F = 4 5FaL SNMP ] o] 2] o A} SNMP

TAEUL A= 5

=

& 2

obgh A| 2Bl o)W 9] %] 2 I syslog ¥ A1 A

0w TRY 5

ShaL vupo] 2o e FT

& Bystetun 49 e

| E2718 o syslog WA A& AEFUTh WA A 7L AF A %=
H g4 shek o= Sl U

oW A 27 = 24 3haf oF 3+ ). Device(t) Hlo] 22) > Platform
tjuto] 2ol S| FTD S 3F A4 A3 e 7 == 4t
JAIZE 20 M8, 24 27 e Ry

AeA)

5

&k
H
oS yol = gt 5, ollm] A 5 A2 2 29 7| glo] A A H o] QG
[BR=4

== 2 I A a = SNMP E 3 =2 93 |Syslog ™ A|

o] A

oy HER 1 (ZA3t 231 AL | A T | gAsty (w243 | 243
g (=R | FA I} 231 A | 7 T H| g4 3} & gAst | A3t
oAH] A T3 | A3 — H| gHA] 3} 5 sk st | 243t
=) (24 3HE
735

Cisco ISA 3000 th 3 <5 [}



Cisco ISA 300001 ot o+ |

_ o oy o w
= b i Feh @
ﬂ o f
o |[HT o T T
©» o T o ,mm o 1o - o
G |~ ok ﬁ pol o
) wire F
G B AGHC) i Mo ss w0
o) = TO m; G Y
o) n P oy e~
~ o s S
X of o oy ™
Gy s o R ) —_~
LE lae) — _— QH o
G oF X < A 70
1| o Nk = T HE M
= > E o g ol
2 ‘H.k w o ,Dl s ﬁ._ﬁl To T
o N7 oy oF T el T
ay o P&ﬁ io ‘_l‘_w‘_ _ﬂruﬂ
o J) xR o
To N o X
o %) :i © oo
N W= T K
—_ 1! N X — iy :.L :.L
s Trag 5x
- gl 2T wm O
ﬂpu_ | e MT wy e X Lﬂ
Ju T = R @ oo
n R X T T gy ol T
Gy W N2 N ! o 2 jp 5 o| - M
oW RO R T o T W Onﬂ X7 2 T ® gy OF
T oR R~ K A <] %o N r i
I BP0 of rx B W Ko < o bz ﬂuﬂr
WFEHTH L ~ o vl ﬁT ZJ oy N o E T
o -~ 80 - X ol Ao S w — ks
T NN N ad M= T m T oak ok T R
= == — —_— —— ~ — o
NT HHINT BB 7A A % el o(L\ M T o o] & .
= ~n Pop g TR EF P
m_x S 7 O X m XY M ) oo o )
g i ) o e o Puwwe oW o
~o F < B _6.._ = ) W No = Mo T
_ X 4 7 GG S T FRowm BE 3
H —~ @A T W d T % T e =
W X H®HE ©d < # e M S G w s
e 8

9
ISA 30001 t]
Eﬂj



| CiscoISA 3000 o3t ot

u2
o
2
)
hirat
Iy
-z
-1
oX

L 2AIA

FlexConfig 7H A1 & Aokl && 919 A S+

a)
b)

¢)

d)

Objects(7] A]) > Object Management(7] A #2])= A &g o},
=-2}of| A FlexConfig > FlexConfig Object(FlexConfig 71 #) & A1 &)
Add FlexConfig Object(FlexConfig 7} #| =7hH & &8l az, t}2 &
= 293
» Name(¢] &) - 71 A o] &4 Yt} o & ] Configure Alarm ContactsE ¢} = gt}
1

* Deployment(7-=) - Everytime(3) & A8yt & 750l 745 dAF
A et

. Type(ﬁ—fﬂ) 712421 Append(F=7hE 1 ® FA YR B E S A5 A 758 H ol
A5 S0 tnpo] 2o AFH T

* Object body(7§ A| &) - 7| A 2ol ©
Ch U5 ©Alol| A = ol sl g gt

e,

&l
€

=] [e)
I HERo 4P

—H

A F T

alarm contact {1| 2} description string(F#+<)

ol & So] A5 19] 4% & "Door Open(eo] Ay o= A As#H A T2 AL F
alarm contact 1 description Door Open

TF RER AAEE TAFI

alarm contact {1]|2|any} severity {major | minor | none}

Shibel WE T2 79 elol Hak Al anyS A Fdte] RE GER) AAEE WAR 5 9
FUTh A2 EE 550 A48 LEDS) S48 Aol g,

» major- LED7} #7149 0 &2 7kl o}
e minor- LED7} -7k o 2 AR G5 YT o] = 7| E kYt
* none- LED7} 74| 4] 9l T

oA E 5o &1 19 A% E Major(T )2 A At oh

tio
o
B
i)
i
o

alarm contact 1 severity major
et &R EYAE AT
alarm contact {1|2|any} trigger {open | closed}

shupe] EE A ool ek Al anyE A\t RE IR BT WAT 5 9
GUth EAL 99 A58 w4714 8 49

. Open_ = J_:[L‘A
S
L

ek B FEE, AR SRS Boeha 9tk E R
e, 9

7
157 580 F41) o] Eal AR

Cisco ISA 3000 th 3 <5 [}



Cisco ISA 300001 ot o+ |

hul
b
d

b 713 g7k DA AR S-S Bkl etk A S
Do (F, AF7F S5 F3belr] Al <ol EdAEH Y o= sk d Tk
H

Y
o
by IR

=

ey
o
lot én? iR
r9 ok
o

ol
i
o
o,
o,
o
2
rlr
Y
=i
lofr

o, ob o 2
o
-z
il

1‘
e
(m e £ 2

ool e
o Jpe 2 o
oo

[o offt 4z X

Qb Ny

w2 g T
o i p
AN
 d

ot
T
-

1A fov b
oo 1

)
ot

alarm contact 1 trigger closed
9 LT AT ENAD o) Y 4P e FHFI
alarm facility input-alarm {1| 2} {relay | syslog | notifies}

o2l 49e FAT 5 A UIh A Fo] 9 F3e DA AL, syslog WA A E B,
SNMP E AL A% =2 t)ufo] AE A3 4= gl )

srelay(2dlo)) - 2 F2 AelolE B FLITh el WA, Feh4] 5 AFT R
s obgo] S ST £ %3 LEDZH B3k o 2 ul L),

* sydog - syslog WA A S BHYT o] 502 7|24 o= 2 stE o] syt

* notifies(2 ) - SNMP E 312 Bt}

& Eol & 949 AFH 10 visf 2= A S 2Adske e vs

tio

21l

ol

.

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies

h) 7HA] EEol Ak Weo] g o] QA Helgc.
o & Eo o] G glo] o] Watel hoh gl WE W 6| A 7F L F o 9= A4S A LE

=
g3l g R e waepl Hu

rlo
v}

=
=
KeR
=

alarm contact 1 description Door Open
alarm contact 1 severity major

alarm contact 1 trigger closed

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies

MA BT T8 7} v S of g

Insert v HH Deployment: Everytime v Type: Append v
alarm contact 1 description Door Open
alarm contact 1 severity major

alarm contact 1 trigger
acility input-ala
alarm facility input-alarm
alarm facility input-alarm 1

i) Save(AH)E FHIU

l CiscolISA30009] th& okt



| CiscoISA 3000 o3t ot

o
o,
of
il
o3l
B
ue
o
-
ox

@7 2 FlexConfig A A< A A8} aL tjnfo] ~of dtgdgh] ),
a) Devices(t]H}o] 2) > FlexConfigE A & gt}
b) New Policy(M 4 )& 28 3} A}, 7| FlexConfig A A S )4 t]ufo] 2~ o] k& of b (i
= oln g Eo] Jdud) ad A S AU

A AR LD w= A o5& A ek ek ko] A Aol i Hute] 25 23t

¢) HAFe] User Defined(AF8-#F 4 ©]) Erf ol A &5t <124 FlexConfig 714 & A 85kl >& S8t
o] 4 Aol 75k,
7l A = Selected Appended FlexConfigs 5=l F=7}3] ofF 3t t}.
8 Selected Append FlexConfigs
# Name
1 Configure_Alarm_Contacts
d) Save(HhE =Y
¢) ob WE )4 tlule] 2~ 2o Fatx] ekakrhu Save(A ) okl 31 Policy
Assignments(d 3 2t H A& S8t Sk
f) Preview Config(7/d 7] 2] X2.7])& & 3}aL, Preview(V] 2] K.7]) t) 3} A A}oll A & tjnlo]
F s AE g,
A 228)-& Tlubo] 2ol A48 743 CLIS| W2 2.7] & 323§ Th. FlexConfig 7§ 401 4 44 € ¥
ol SnfE A A=A 8Ql %Ht‘r v 1] E5Eel EAEH YT He] v 7] 5ol 485
ohe 87 ALl A A E B S BAR YT o b Wale] A thg Ak o

gol EAHY

###Flex-config Appended CLI ###

alarm contact 1 description Door Open
alarm contact 1 severity major

alarm contact 1 trigger closed

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies

A3 WA ALE W Z S

FlexConfig A & t]u}o] 2~of 3] 7] wjitol] & 55 74 317} 32 Al g U T}, FlexConfigs 2] 3]
Al Ag-al oF gt S Ut Proceed(Al &3 7)) E 298k 5S Al Yy
;%L

Fol ZUA T WY} 75 7152 $A8 5 AFUh o] /%52 THo] AR W 53
FHU THE 27 09 WES RN 0

ISA 30000 = 4-%1 T A F A7 AT 7
o aYuy FY RER AEeleE A AE

Cisco ISA 3000 th 3 <5 [}



management-center-device-config-71_chapter68.pdf#nameddest=unique_674

2
e
ol
ol
o3
u
o
-
o,

=2 A A

71 FlexConfig /A & A8t A9 &5 42 s +A4 9
a) Objects(7ll d]) > Object Management(7} Al #2])S A &gy},

b) =X}l A FlexConfig> FlexConfig Obj ect(FIexConflg NANE A5t

H
c) Add FlexConfig Object(FlexConfig 7| Al F7h& &l staL, th& &4
E 94

Cisco ISA 300001 ot o+ |

« Name(°] &) - 7H A o] &4 U th. ol & 59 Power Supply Alarms.

* Deployment(7-%) - Everytime(3h) S A &gt th 28 -5
FAF

. Type( g ) 7182kl Append(F7H S 2 2 AUt} ¥ =

Z] 4=

A5 H ol tupo] el dFg )
* Object body(7HA| #2)-7H Al Aol A A &5 4=
Syt vk GA A= ol tis) AH
d) 7L AL oF A LEE S5
power-supply dual
& ¥ v Z5UHh
power-supply dual
o) A o5 A &l B v 8 AHS A FYH
alarm facility power-supply rps {relay | syslog | notifies | disable}

o] A4S AT F dFHY dE 50 o dES dAseta,

SNMP EA T A3 T2 tujo]| A2 EAT 4= &)
relay(R el ol) - ek e Aol S B sk ach, e B A,

TE S A BEHE

syslog WAl A & KU1

o4 5 A E ol A

9] oteto)] shd gl Ut} el &9 LED7} Wk o & upy ),

* sydog - syslog WA A& BHYT o] 502 7|24 o= 2 8tE o] lsut

* notifies(2 ) - SNMP E 31-& Bt}

« disable(M] 24) - A< HH
g 78 BE AP ZEskA FEyh

& 5ol A T A el id 2 AdS 2seE v

l CiscolISA30009] th& okt



| CiscolSA 300001 th & oter

o
o,
of
il
o3l
ue
o
-
ox

alarm facility power-supply rps relay
alarm facility power-supply rps syslog
alarm facility power-supply rps notifies

f AR BE) sk BYol o) gEA FAFh

o] o] Bl Z&lo] o] Ax}o] Lo} 9l BE W d A7} E3HE o] Q& 9 hA 5
KeX S 3z

abA Fu,

flo
i)

power-supply dual

alarm facility power-supply rps relay
alarm facility power-supply rps syslog
alarm facility power-supply rps notifies

WA RS v 3 v S2al oF T
Insert » i Deployment: | Everytime v | Type: | Append

power-supply dual

alarm facility power-supply rps relay
alarm facility power-supply rps syslog
alarm facility power-supply rps notifies

g) Save(A ﬂ)g Easie
W] 2 FlexConfig 4 A3 A A 3L t]nlo] 2o Sgytl,
a) Devices(t] HM 22) > FlexConfigs €] g},
b) New Policy(§ 4 )= 43871, 7] FlexConfig g 25 th/ tfulo] 2ol el of ghrbd (B
= oln] &xo] Qrid) s A WS A}

A AHE LD w= A A o] 5& A A sk 3 dAbke] A Aol g Hutol~E gt

c) EX‘M User Defined(AH8-#F 4 2]) oA WY
= 2l Aol F7kyt

7} 2 = Selected Appended FlexConfigs &-=-of] 3=7}3f oF gt}

ol
]

x| &=k FlexConfig 71 2| & A B3} a1 >

B Selected Append FlexConfigs
# Name
1 Power_Supply_Alarms

d) Save(AHE S I}
tulol 25 A Ao s3] ekt Save(A ) oF ol 91i= Policy
=N

Assignments(®d & st F A5 F2 5] @ h
f) Preview Conﬁg(—? 24 W)@ 1.7])E 2238}, Preview(V] 2] K.7]) th 8} Al =}ol| A st tiulo]

% de A,

A2 '1 tufo] o) g A CLI9) ¥ e 17] S A4 F T FlexConfig 7] Al ol A 434 14
o] ZutEAl FA H =4 Sl th v g 1] 5ol AU v i 7] 5ol A8
e W Al AR BEE ) AR YT A9 B 4R e wae] 49 et £
Abgh ul-g-o] A YT}

Cisco ISA 3000 th 3 <5 [}



Cisco ISA 300001 ot o+ |

###Flex-config Appended CLI #i##
power-supply dual
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* show facility-alarm relay
=9 deo]E B dtol Ui A RE FAFG Y

show facility-alarm status[info | major | minor]

EYAY RE g g AR E 4/\]%“43} major == minor A EHIE 7|02 HE Y5t
HI71E Agrd 4= 54Utk info 7] 91 =& AFRSHH 719 =5 AR SA| 5 wol 8o] 5
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Syslog " A| X ol A &2 B E]

“
T g ol mek o syslog WA A1 7F AR 5 A5 Y

oy

%FTD-1-735005: Power Supply Unit Redundancy OK(H ¢ &3 =] 4 o] 53} 47

* %FTD-1-735006: Power Supply Unit Redundancy Lost(Z1 ¥ 2" 2| 4 o] 53} £4)

o] & & Aol A Celsiusiz tuke] 2o A FA (M) = diAH Y T
* %FTD-6-806001: Primary alarm CPU temperature is High(7]4 <% CPU &

}FI
M
dlo
X
x

* %FTD-6-806002: Primary alarm for CPU high temperature is cleared(CPU <=9l tj st 7] & <F
Hol s A1)

* %FTD-6-806003: Primary alarm CPU temperature is Low(”7] ¥ ¢# CPU 2% %5) A A

* %FTD-6-806004: Primary alarm for CPU Low temperature is cleared(CPU Aol tjj g+ 7]} <
ol sl Alg)

* %FTD-6-806005: Secondary alarm CPU temperature is High(®. % &3 CPU 2% %) A4
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* %FTD-6-806006: Secondary alarm for CPU high temperature is cleared(CPU iL-of T] 3+ B =3
dtol a4l

* %FTD-6-806007: Secondary alarm CPU temperature is Low(}2.Z €3 CPU 2% W5) A4

* %FTD-6-806008: Secondary alarm for CPU Low temperature is cleared(CPU #] <9l tf g+ H
ol s A=)

H
o] 2]k Lol A descriptionS -4 3 H S H-of o3k A ok

* %FTD-6-806009: Alarm asserted for ALARM_IN 1 alarm 1 description(ALARM _IN 1
alarm_1_description®] 3l &5 o] 44 4)

« %FTD-6-806010: Alarm cleared for ALARM IN_1 alarm 1_description(ALARM IN 1
alarm_1_description®l] tf st <&t 3j| 4l )

* %FTD-6-806011: Alarm asserted for ALARM _IN 2 alarm 2_description(ALARM _IN 2
alarm_2_description®l] T} 3l &5 o] 44 H)

* %FTD-6-806012: Alarm cleared for ALARM IN 2 alarm 2_description(ALARM _IN 2
alarm_2_description®] th3ll &5 Al H)

U o AZH F AP S ALE TA A5, EEo] EE) A clear facility-alarm output T8 &
S A&k tube] 2 CLIOA] €4 s & 7 AdFUth o] ¥# 2 &9 PINS H| &4 shetm] &
2 LEDXE {4t}
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o] A HAFUTE 7w A o5 FA &S At
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