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A 5
A 6
A7

219l 7+ A2 S 9] % Firepower Management Center 7% 1 Y-7): &3 &) 2 v ¥l ef 2] 74 .

Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain
| AD | | eastforest.example.com |
Directory Username* Directory Password*

|I'|m'lted.eastuser@eastforest.example.com | | ------- |

Base DN Group DN

|ou:Eng'lneer‘lngUsers.dc:eaerarest.dc:ex | |ou:EastEngineering,dc:eaﬁtfcrest,dc:exa |

Directory Server Configuration

»~ eastforest.example.com:389

Hostname/IP Address* Port*

| eastforest.example.com | | 389

Encryption CA Certificate

| Mone | Select certificate “

Interface used to connect to Directory server )

(@) Resolve via route lookup

(0) Choose an interface

Default: Management/Diagnostic Interface

e @ Test connection succeeded

Add another directory

Configure Groups and Users e

o] @ e 2] AF&A} o] 52 Active Directory =191 €] L= AREA7F E 4= QlFU T SE S
Hgho] J g ahA] FHFu

e 2] Ao AZAs= o] AHE-E = Q1E] 7 0] 223= Active Directory A1 B ol 2 3 4=9)
T EE A 2 A 5 syt

e
Kl

A%317] Aol Test(H] ~E)E 283l H|~E 7L 42 =4 el
Configure Groups and Users(L5 % AF8-2F A7) & &2 3}
Tl A& T B¢ The 3t AR Uhs #l o] A 7F SEAIE Y T
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forest.example.com
Group and User Sync Directory Realm Configuration

AD Primary Domain

forest.example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN
ou=UsersiWest,de=forest dc=exa ou=EngineeringWest dc=forest,d
Load Groups

Available Groups

Limit the groups to use in policy by meving them to either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows
that group only to be used in policy. Learn more [

Available Groups {All groups are included by default) Included Groups and Users Excluded Groups and Users

All except excluded None

CrossForestTest

AnotherCrosForestTest

roups; andusers; EngineersWest

are,downloaded =)

®

;

RegularGroup

CrossForestGroup

5 R AREAF R = E A %2 4 -5- Base DN(7]+% DN) % Groups DN(—Z5& DN) Z =
o] 2k #olalar Load Groups(ZLw 25)=2 FY gyt

of Flo] A | A AR 7t &k thE A E A A o] AFUTE AAIE &2 S =, 11 7
oA g HHH Y B F75 B 15 F o] A o] &S FEA L.

e
=

o] 014 = W o] A E WA A5 Save( ) E T FITh
A 2~® (4F) > Integration(E3}) > Realms(% &) B =& Z & gt}
Add Realm(% & F7hH< &gt

U2 A B E Q]2 3}o] eastforest.example.com2(£) T4 $U th
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219l 7+ A2 S 9] % Firepower Management Center 7% 1 Y-7): &3 &) 2 v ¥l ef 2] 74 .

Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain

| AD | | eastforest.example.com |
.'..'..'. doman.com

Directory Username™ Directory Password®

|I'|m]ted.eastuser@eastforest.example.com | | ------- |

E.g. user@domain.com

Base DN Group DN
| jUsers,dc=eastforest,dc=example,dc=com | | eering,dec=eastforest de=example.dc=com |

Directory Server Configuration

~ eastforest.example.com:636

Hostname/IP Address* Port*

| eastforest.example.com | | 636 |
Encryption CA Certificate*

| LDAPS | EastForest |+

Interface used to connect to Directory server
(@ Resolve via route lookup

(0} Choose an interface

Default: Management/Diagnostic Interface w

5 Test @ Test connection succeeded

Add another directory

SA12 AE3H7] Holl Test(Hl ~E)E S8 3t Bl~E7F A=A A3
A1 13 Configure Groups and Users(L3& & AF&2 A A2 Zel gt}
G184 el A E A o fAEE O s o] X7 EAI R Y T
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B =vanazs game 74 204: 4084 2 2% 5718

eastforest.example.com Cancel

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

eastforest. example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and group data

Base DN Group DN
ou=EastUsers,dc=eastforest,dc= ou=EastEngineering,du=eastfore
Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to
the Included Groups list, for example, allows that group only to be used in policy. Learn more [4

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

Search All except excluded None

No groups were found

L=l ZF A E 1% FMC 7+ 291 AREAE B 14 5718, 28 F o] A

TRl ZF A EE A FMC 7 29 Al A A R 15 5 7] 3]

LwQl ZF A= #AZE A= = o149 Active Directory A/ H & 743 3 ol = AFEA 2 155 the
Z2rgof Yt} o] LZ A AE 4283} Active Directory 7-/g ol A e =9 = TA(ol: 1F £
AF&2}7) BF Active Directory = r @1of] o 3f t}2 2 = 5] Q) ] Wk TF 2 Active Directory &= €10f] tff 3l
M 2254 g5)7F FAE U

Al 287 Aol
T Ql 7+ Al 2] &5 $] 3} Firepower Management Center 74 1 ©HA]: 4 <] 9 t] &g 2] 14, 24 7] o] A]
N A e AdE FAHYU=A FAF U

A -

L EAA

A1 FMColl 21218 o).
A 2 A2~ 8 (£F) > Integration(E &) > Realms(%d &) HES &€ 3t}

A3 w9l gk a1 o] o ) Tol A L(XF ThewE)E 2 & vhe Yes(el)E ZE T
©7) 4 Check Mark(EHQ1 A () (&%) > Tasks(2H9) & =23t}
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TF R ASAE R AA FoH oA AN 5 A AT S 9 B
Aol g el 2 Brleh B, 15 Hel Aol AHH vz 9 L e 44 ARG

g},

7 5 A28 (£F) > Integration(E &) > Realms(¢ &) > Sync Results(’5 7] 31 A 3}) B E-S 293

ay

H &=
Q] 7FAIF S 93 FMC 74 39HAl: &4 a4, 29 o] X

r

Q) 7k 412 2 915 FMC T4 357 A 32

FMCol A el 7k 412 & ek mh e doll AL B 1E-2 @ Frglo] TheREals A9
Utk ALE A 8 o] Al The R E X b ANAel o) i 8l AF8 A7} 3 oo FMC
of the =) ekgky] wl# v,

o] FHolM = =l AEE AT T2 25=
REAM FxH = A e F fles Adshs

AECHEL)

L ZAA

A1 oA &4 ZokthH FMColl 21213 ok

A 2 A28 (£%) > Integration(E &) > Realms(% ¢}) > Sync Results(5 7] 3} 23} W &9 228t}
Realm(% &) Dol A &9 o] 2 o] Yellow Triangle(t= g4} 22+a]) (Ah)7} A 5] 0] g0 &) 2 8
of shi= FA 7= AP U 18] & A5 ATt SutEA A HA FEE T ASUTH

A3 EAZE EAE = G A AR R TLES T TR =g T
a) Realm’s(oﬂ o) HE U
b) (Download Now (A& &2 E))E 283 th5 Yes(el)E S8 Fth

7 4 Sync Results(Z ¥} 5713} § #lo| A& F& dHth
Yellow Triangle(*= %4 217}8]) (#h)o] Realms( ]
Triangle(i= 241 217ked) (A& Zelghy o)

A5 7He-dl Dol A Groups(ZLE) H Users(AH-82H) S 8 alo] 2HA13F A WS 2H5 U o)
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Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms Groups Users Users contained in the selected group
P — PR | A forest.exemple.com
3 E.g., Error message: this realm contains references to user or groups in another
eastforest.example.com CrossForestValidGroup domain that have not been synchronized (downloaded with the system.)

Learn more [4
EngineersWest o
A CrossForestinvalidGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4

A\ EastFy mple.com\Easth ingUsers
Check config for Realm and ensure you can Sync user or group
'EastForest.example.com\EastMarketingUsers® from that Realm.

Viewing 1-2 of 2 Viewing 1-3 of 3 Viewing 1-1 of 1

219] of| of] A = forest.example.comol] FMCol| A] t}-2 = 8}4] 22 t}& “145 CrossForestinvalidGroup
< X3l A2 2 =l 215 EastMarketingUsers= 3 334 U} eastforest.example.com <3 & &
TA] 57138} $of| = @ 7/ 7} 8l 4 5] 2] 9 &1 Active Directory =9 €1 71 E & 2] 7} EastMarketingUsers
= E3eHA FdES H ok

o] wAE s AstHH, S AU H

. CrossForestInvaIidGroupOﬂ ] EastMarketingUsersE #] 7 3} a1 forest.example.com <3 &2 t}A]

57158 5 g B,

« eastforest.example.com & & 2] 15 DNol| 4] ou=EastEngineering #k< A A gy t}. 2121 FMC
7} Active Directory Al 5 7-32] 9] gl A T15-S 743}l eastforest.example.comS: &

71848 % ohA) g o

o,
18,
us)
A

o] 4410 4= Realms(% &) S o] A o] A AE S ALG3 G ol Ta 7 7] 2ol S F A=

i

CAEZo] oA EAHE P 9ol A3 1l o] Mol 9] wrlele] S5HA A3 ol A
ST Aol =AY

« View(57]) (©)°] B2l FAE)E= 7ol = o] 49l mrllgle] e 49 4% B
o] gl AU,
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L 2AIA

A1 ok B4 ekgkrbd FMCel 21913 v

Al 2 A]2=¥l (41 > Integration(E 3) > Realms(% &) Bl &S 2] gt}

0] 3 39S 2hAl5kel Wl Delete(21A) (W )& 28 o),
w4 3o AR W Jo Aol Edit(F7) (4)S FE et 3o L F el 44,8 0] Ao
Ay Y2 g9 Mg

w75 oS 24316 State(FH)E 2.2% 02 Yt JoL v @A get v Hyh
G 6 AFEAF D AFE A 1ES e 2 =5k W Download(the 2 =) (£)S F8 3}
WA 7 9oL BAkstel v Copy(2Ah) FBYS e
A8 FoL vlaslel Jo vl 31 Ao X g sl

H] nl

o] 25 Tt WAL, A2 A AL, V| ES] A e A} B Bk g QlAto] ook Tt

L RAIA

A1 FMCell =113 o}

Al 2 A2 Hl) (45 > Integration(E &) > Realms(% 9) Bl &5 2]t}

7] 3 Compare Realms( & B ) S &8 gt}

7] 4 Compare Against(P] 1L thA}) &-=-ojl 5] Compare Realm(%3 & ¥] 11)& A &g}

715 Realm A(% <] A) 2 Realm B(% ¢ B) & 5ol A Blardt of of-& A e g},

@A 6 OK(EN)E F Pt

A7 A ALES AE A o 7 g AEkEE Al S E A= 9] 9] Previous(o] A) = Next(th2)E &8 gt}

WA 8 (& AFH). Comparison Report(H] i H.124)E £8l3lo] QY vl B S AA g o)

A1 9 (A8 Al New Comparison(M Bl 10)& S8 ale] A o vl 7] A g}

L AREA e 2 = A B A
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b) System(A]2=®l) > Health(*J ) > Policy( )& &2 &1 th
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e) Y& oA Realm(¥ 9)S )
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FMCol| A AF-8-2}F 9 7155 Active Directory 2] =~ E 9} 5 7] 8} 8l= © -4 7} A= 4 -9-, Sync
Results( 7] 8} 2 3} 5 =) o] %] 7} vh5- 2 frAFsh Al Al g Y T}

Cloud Services Realms Identity Sources High Availability eStreamer
Realms Realm Sequences Sync Results
Realms C' Groups Users
Search Search

forest.example.com CrossForestGroup

Engineers\West

ohg Bl Bol s g u g a4 ek

Host Input Client Smart Software Manager On-Prem

Users contained in the selected group

Search

EASTFORESTO\EastMarketing A forest.example.com

E.g., Ermor message: this realm contains references to user or groups in another
domain that have not been synchronized (downloaded with the system.)
Learn more [§

A CrossForestGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [

A EASTFORESTO\EastMarketing
Check config for Realm and ensure you can sync user or group
'EASTFORESTO\EastMarketing' from that Realm.
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forest.example.com eastforest.example.com

Two-way transitive forest trust

= =

Active Directory server Active Directory server

AMERICAS EUROPE

El domain El domain

Active Directory

Active Directory
domain controller

domain controller

ASIA
domain

o}

Active Directory
domain controller

FMC configuration

Realm: forest.example.com
Directory: AMERICAS.forest.example.com
Directory: ASIA.forest.example.com

Realm: eastforest.example.com
Directory: EUROPE.eastforest.example.com
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