tlufo] 29 Abg4}

YA = t]ufe] 2= CLI HA 220f) tigh 7] 2|2} A S 233t} o] Fo A= 2hE3 Al
2 AARE AR 8= S Ay

o ARS8} A H 1 H o] A

o njo] 2o ALg2F Al o et &7 AFe 2 AL 27,2 o] #]

e gupo] 2 AL A} AL 918 A1 3 2L AEE AL, 3 H] o] A

* CLIGIA] U] - AF8-2F =7}, 3 9| o] X

« FTDO) thak 9] 5 Q15 4], 5 ¥ o] #]

* LDAP 15 A4 &4 14, 18 #o] A

« AF&2} 715, 20 H o] A

« AFE2} 7], 21 H o] A

« AR} 7] 21 H o] A

AR A B,
U A = Tl ufo] ~of| A BEE Y AFS AL A S U AR AR F7EeE 4 9l o1 LDAP H+= RADIUS
Aol R ARG AR S 4= LU T wi U X = Tubo] 2~ Zh7h e HE AR AF A S -] e
Ptk ol S 5ol AHEAHE FMCell F7keh= 45, 3l AR AR FMCell A~ 4= 9l o &
G AFE A} O] B8 AFE-E) iy A = oy npo] 2o A 2 91E 4 glF Y Th vy X = gjujo] 2o A
AFEALE M E R F 7t oF Tk

2 95 ALg A
A S Behe] 2 F b §3 9] AL AE A AT e
C IR ARG AT Hho] 2 AbE A 15§19 24 wlo]Ejulo] 2 FA g o,

o« 95 A} A—ALE2p7L 24 dlo] Elwo] 2o gl A9, Al 2~Elo] 9] 5 LDAP ¥ RADIUS ¢!

< Ml FHe gy

| outel =9 287 ]



tuol 2] 187 |

| ITERES

CLI o Af| 2~
Firepower U] H}0] 223= Linux©l| Al 4 @ ¥] = Firepower CLIE X 33 H Tt} CLIE AF-8-3lof t]nfo] 2o
8 4= Q131 Th FMCE ) FTD t]vho] 20l A 93 A&A4E 248 5 9

}‘1 IH‘\?‘A]’%X}% xg}d =2 T X8|

F4t..
VAN
Asto) A& expert 8 S AFE-8Fo] Linux Aol oA 281
| 22 gzt A2

T CLI27 g A &A=
Linux Al Oﬂ /H sudoer O}IQ-U]] UZ}E]—/\ﬂ E?l’ “H 61:41 o] %/‘g
Hbs 98 vhas A= A3EY
* TAC =73}l A Firepower AF-8-2F A X ol 4 T A4 © 2 X A] g+ H
& ALEEHAIA .

2ol 2} Linux A

AsHA

+ CLI 24 2= 71 gho] gl b A g ok ek,
Rolghe A4, T4 A A2 AA 222 A RF U,
AFgA o] Aol 4 AR sk AR ALg Sl oF B

L CLI A 2= A5
7FaHA) Ph A .

il
w

%= 3k CLI

s Linux Aol A v} =

o
* Cisco TAC7} A A 8} 7 1 Firepower AF-8-2} A W A of| A T A] 4] 0. & A] A 3}4|
A7 R EE o] &3} Firepower T HFo] 2o M| A& A = ok HY )

CLI AF87) o] &
WA Y = T uto] 229] 79, CLISI A ©] T el v ak AL} oA Ses o dof whe} by
o}
None
A= W Z o] A] T ufo] 2o 21918 4 gl o)
Config(z1 3] 12 o] A)
AHgARE T B E L u o] BE Yol 2T 5 ATk AHEARl Al o A 2 F
S et v = 7 s o4 A .
7]
AHgARE g R el vk o4 228 &= QUrI Tk U AbSA B FTD 913 RADIUS AR§ #hih
7l s A dPgY Tk
z QA

el %9l
* FTDUI- 5L 9] A8}

| RS ECREE



| civbolze) Aan
Tjubo] 2 A2} A1 S 918k x| F 2 A8k A} e} .

A A ¥ = =l
RE

AgA AT
AL A T A FMC AL 8 A
B AREA A - CLLTA A A

Clulo] 2 Abe At ARG o) ek A A 2 Al AL

718k

RE gulo) s 24 AFEAF o7 E R | A} AL RS £ T B A} AFE A= A A E 5
AEUth 7|2 27) v9dH $ = Admin123 Yt A] Al 2738 T2 A A Fo v U T E W
SHAl Ut Al 2® 2 7] 3l 3k 2AFA 3 82 EElof g A2} Vo] =5 S AL

CLIol A W - AF-8-2} F=7F
CLIE AL-8-3ko] FTDOIA] )3 AH--2 44 g ek,

L EAA

A Config(71-74d) B Etel 3= A& AFE-8he] tinbo] 2 CLIO| =2l gt

WA AREAF o) TR EZF B A S 2l QLA W, Config(74) T gl 9l BE o 7h Eo e 2}
FHHTh SSH A = %2 TES A AsYTh

EAQFID R A9 ¢, 4 EE = AR XS FXOSCLIC) ¢ A th FTD CLIE ©] %32 ™ connect
ftd & S A& A

}or

@A 2 AHEAF AR S AT T
configure user add username {basic | config}

+ username(AHE- 7 o] F) - A8} o] B2 A Tk ALE A o & e 2L Linux 7|22 F

Galok o,
2t} 3279] G5 FAG Sl E() R BEQ)

s SOl E() 02 AFE S glom, Lapvo ' A e S gla, vhA E(), B} 7 B(@) E
EWUNNE 2T 5 ol
- basic- AF&ALOI A 7] E A 2 AR A TFY T 0] o e AR} T4 HE S e

Ag 58t BEHh

ERSPCREE |



B cueis vz g 20

« config- AF-8-ZFell Al 2131 1 o] A A A 2~ H 3HE A
gk A4 g Ags AT

o

o) A

E]’\C:’r Oﬂ Oﬂ }\1 = Conﬁg(-—TL/\q) ol /\—ﬂ/\ A 6‘]—0] ﬂ%johncrichtonol E}-‘E o]
Kl—q]jr o1aﬂo]._,_ orrg_ultﬂuqiﬂ__L}\]E];q oL/\qq_

> configure user add johncrichton config

Enter new password for user johncrichton: newpassword
Confirm new password for user johncrichton: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn

admin 1000 Local Config Enabled No Never N/A Dis

johncrichton 1001 Local Config Enabled No Never N/A Dis
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External Authentication Object
Authentication Method LR v
CAC 0 Use ror CAC aunentcation and authorization

MName * Basic Configuration Example
Description

MS Active Directory -

Set Defaults i

Server Type

Primary Server
Host Nome/IP Address = g% P oF hostnaeng

Port® | 389

Backup Server (Optional)
Haost Name/IP Address @ 1P of hoatname

Port | 389

LDAP-Specific Parameters
ou=secyrity, DC=it, DE=example, [ |

Base DN * '
| Fetch DNs |

Baze Filter ] l “"' 'I‘I. A en -I.'-M- i), {&{cn=fmith](]
User Name = | CM=admin, DC=examgple, DC=com ] o, Crizjsmith de - sourcele de-com
Password = | seeeee J
Confirm Password * | semeee |

* Show Advanced Options
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