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PPPoEE AM&-310] IP 2425 A 831 4§, PPPoE7F B 8.8 = lHFYTH vpHALE kst
< PPPoEE 74T = IF YT

PG 74 - 913 QLEl 501 2] IPv6 745 4§11 DHCPE AH-87]14 S0
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35 el QB o] 2 o] WA H A T,

dlo] ] QUEf o] 2ol A #E| 2} HA| =5 Bod shstr] et e #He] Qe o] 2~ g2 Al ALE-
AUt ol & o] "oy AHF o] 25 Fa WEa Qo ehe-"HH = e Eg 2 dlo]
E] ¢1E]# o] 2 DNS A1 ¥ 7} o} 32| 21E| 5] o] 2~ DNS A ¥ & A}-8-3lo] FQDN-S €213

}.

DNS A H - Al 28l #ha] 2428 DNS AW & A G Yt} o] & &2l ¢ H DNS A H o]

Z s o] 4=k 7] 2 452 OpenDNS 3 7 DNS A ¥ U th B =5 =4 5o 7]1%}
© 7 9= #H OpenDNS(OpenDNS AR E Felslo] 443 P F4AS Do A 2=
ot

WP 3 AE o] F - A|AE] B FAE TAE oGS A I

b) AIZFAH(NTP)E T4 8L Next(HH) & S U
1L 33 AR - Al o) 23 Al E A E g o,
2. NTPAIZEATH - 7] NTP A H & AR ZA] of R NTP A M o F428 5 o2 9H LA S

dergch MY e A1) A8 e AnE 34 S Aok

¢) Start 90day evaluation period without registration(s-= ¢1°] 90 3 7} 7|17 A1 2h & A & gt}
FTD-S Smart Software Manager®l 55 &}4] np A Q. & gFo] A4 & FMColl A =3 g Ut}

W vl v
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e) Cloud Management(Z &= #2]) =& Standalone(5 H &)S- A8l sl WA A 7 A H Y
th FMC ¥#2] 2] 7 -9- Standalone(= H &)S A& g th3 Got 1t(Z<])= A& g

(AL 5 92wl Qe o) 2T T

H
2% o 4] 220 Flo]B] QB 0] 28 AFE-Bhel = ol we] QB o] 2 A S WS ok &
% %L TH FDM 922 3] phel Q1E| o] 28 ALg-ah 2% FDMO) thA] 1 3ok ek,

o T A} AA| 28 o] E] Qe o] 2 - FE] lE H o] 2of Ho]E SEFH o] A2 A Aol E
go] 7} lojof Pt 7 - o &2 el Q1 E #| o] 2= DHCPA A IP =42 & Alo] Egflo] & 5741
gtk DHCPOl A Aol E o] S 421814 53+ 7 $-(ol: o] Qe o] A5 HEY Ao AZAs

A & ) Aol ESol= 72 H o2 HlolH QIE o] 22 HAE, ol F AR AT g
7} 15U Th DHCPO A Alo] ESl o] & =218 - thal A [P T4 2 o] QIE o] A5 4

stal Ale] Eglo] & dlolE] QlE Ho] =2 A A3l oF 3t}

] AF A =g 2] AEH o2 G P FAS A S 7] Aol Ego] = dlo]E AH

4

al o]_‘
o]z thal A3k Alo] Eg o] &= A A 3 oF U TE. DHCPE AH&-3h= 7% DHCPol A Ao E
dolE AT Aoz 7t e |l A e A4S vt syt

HE A} A 20 AFE-3E Q5 = U5 o] 9] 9] QIE Fo] 2~ & X sl F7} IE o]~ 5 A5t
1 Device(t]Hlo] ) S A B}l Interfaces(Ql B o] ) @9k 3= gt}

tHulo] A5 FMCOl| &5 w] T FDM A4 2 74 5 A &5yt

Device(t] v} o] 2~) > System Settings(*] 2~ ¥l A 4) > Management Center (¥2] A E)S A ¥l3}aL
Proceed(A4:)S =2 FMC #d] 2 A A gt
FMC Details(FMC Al g ®)E 44 gt

Jutel = w2 [l



epel s we |
B ovagommz 2y ar

% 7:FMC M - 4 B

FMC Details
Do you know the FMC hostname or IP address?
@ Yes O No
FTD FMC
L I ez 3}
10.89.5.43 10.89.5.35

fe80::2ef8:9bff:fe1e:8fd2/64

FMC Hostname/IP Address

10.89.5.35

FMC Registration Key

sone ®

NAT ID

fp21303

Connectivity Configuration

FTD Hostname

fp2130-3

DNS Server Group

CustomDNSServerGroup v

FMC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.42 / 255.255.255.192 Edit

@ Before you connect to the FMC, perform additional configuration:

review your current static routes (2 .

* Optional. Add a Dynamic DNS (DDNS). method. Or review your current DDNS methods (3 .
DDNS ensures the FMC can reach the FTD at its Fully-Qualified Domain Name (FQDN) if the
FTD's IP address changes.

CANCEL CONNECT

a) Doyou know the FMC hostnameor IP addressFMC &~ E o|& &= |IP 745 43 547
of &l IP T4 B 1 E o] 58 AL-8-31o FMCOl =2 4= 91 2.1 Yes(ol)E, FMCell ¥ &2

IP 4 B TAE o] Eo] §IAUNAT Hell & 4% No(eH £)E S8

W ool el
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b)

d)

shut o] 9] Huto] ~(FMC B=+= FTD)Oll &= -7 tufo] 2~ 31 o3k SSL ¢h5.3) 541 A d & A A
al7] gk A4 7hs gk 1P FA47F lofof F o

Yes(oll) & A &3k 74 9- FMC Hostname/IP Address(FMC &~ E o] &/IP +4)
FMC Registration Key(FMC 55 7))& A A gt}

FTD tiute] 2 55 Alo] FMColl A A A& A 3] 8 55 7]
ot FYth 9 2AHA~Z, a~z, 0~9)9} 3lo] E(-) S A&
ol 2] Hufo] 2o AR 4= AF U T

NAT IDE A A3},

o] ID= FMColl A A/ A S 173 43 AL S Agddyrt o] d=& QH}Oli%— shite] 1P
TRt A A sk 49 sl oF EL‘/]E} - E]H}O]/\A IPF2S 25 ohal 9l 7ol I NAT
IDE A A 3H= A o] FF YT NAT ID= 3748 2948 5= gl U th 942 2HA~Z, a~z, 0~9)9} 3}
O] Z(-)& AHE-3F &= 9l5 Ut o] IDE FMColl 55 3= o2 tulo] Ao Abg-a 5= gl5u
NAT ID+= A4 o] &1 tufo] oA o =X] &R135}7] 918l IP T4 A AFSHUTh 1P 5
Z/NAT ID 1% S5k 52 7] 7} gl gt}

il
2
I
bt
L
0

QU o] 5% 7] 37418 2384
2141t} o] IDE= FMCel 5

GA7 AEAd Ade AT

a)

b)

FTD 32 E 0|25 A A g}

FMC Access | nterface N A =2 €] 3] o] QlE] o] 2 E AL-&3}= 79 o] FQDN©] o] ¢1E 3
o] 2] Ab-g- T},

DNS A H 155 A dHtt.

71E IS AYstAY A2 A F Yt 7]E DNS 152 CiscoUmbrellaDNSSer ver Group©]
1, & 7] o] = OpenDNS A ¥ 7} 3 g U o},

FMC o)Al 2= Q1E} sl o] 2ol vl & Hlo] 8] QIE s o] 2% A el = 49 o] A4 & elo]8 Qe
o] 2= DNS M & A4 th 474 vhy AL AHg-ste] M4 3Hs %) DNS A bl el =29
o A-§-8 1] th. ¥o]E] DNS Al DDNS(H 4 H 74-9) Ei= o] S1efsfo] o] 283 12k 44
o ALg-E Uk ¥e] % ol 8 Eejso] W 9% Qe o] 8 Ea) DNS Aulo] A A B
2o AL A5} AT DNS A 1ES A8 A5

FMColl 4] o] FTD t]u}o] 29 fﬂﬂo} = AE A G Aol A dlol B Q1E] 3| o] 2 DNS A ¥ 7} A
AUt FMColl FTD tlulo] 25 718k 27 A A o] 52 ¥ 3L DNS A7} S 4 E 44 4
Aol F7hE A FHUTE 1 u UrTz‘Oﬂ DNS 71 9] 145 2 331= FTD tlHpo] 2ol ZE
AR QA gdatd alg Ay agolde] 24 A4S dojF Ytk FMCSFTD tnfe] ~ &
718bate ¥ o] A A5 =S DNS THF AA S 540 & A= 2lo] 54T
W3k 27 DNS A= 27] 55 A DNS AW 7} 1 A5l 7 -g-ol vk FMCell o 3ff =]t}
FMC A2 QIE] s o] 2~ 8- IEj o] o] 2~ & HElste] = 49 o] 442 &2 DNS AW E 74
.

FMC Al 2 o1E] Hl o] 2~ 9] 7 $- A F Qe o] 25 Aelghyt},

< 2k AE F o] 5 Fhe QIE] #| o] 2~ = ThE H|o] E QIE]

ol

o

FTD tjuje] 2~ & FMCOﬂ =5
Ho]~z WMAe 4 JdHF Yt
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uel s v |

A AV ol E] QL] o] 2B A WE ] &) lEl A o] 27k okl B4 /1B AR E Fohhw,

~

Qo) 25 Faahis 7|8 AR} QA SQlstebs WA A7 AE YT 955 Aad 45
AR upabe] AR o] AR Z oln] A E AUt o2 ClE Ho] A= NelEl A4S FMCol] A
a7) Aol /1B A2 s 5o TS ok d

2] QE o) 25 B G A o] SR A A% A He}7] Hol| Ao] =905 3 Ao =9 o]
2 Aok gk

(8 A}a}) H] o] ] Q1E] 5] o] 22 A ¥l &k 7 $- Add a Dynamic DNS(DDNS) method(5 %] DNS(DDNS)
A= F7hE S8

DDNSE FMC 9] IP =471 W7 2 7 $- FTD t]H}°] 227} FQDN(Fully-Qualified Domain Name)©l| 4]
of A1 A3 4= Q== gt} Device(t] H}o] 22) > System Settings(*] 2~ & A1 ) > DDNS Service(DDNS
A H| 2)E x5kl DDNSE 4 & th.

FMCol FTD t]H}o] 22 37}3}7] Ao DDNSE 41 ¢ 7% FTD t]Hlo] 27} HTTPS ¢1 23 ¢ &)
DDNS A H 154 & A5 5 9 =5 Cisco Trusted Root CA W& A FTD t]H}o] A7} BE FQ
CAYl & Q15 A S 25 0 7 3713 Uk FTDE DynDNS 9 2 API AFSF
(https://help.dyn.com/remote-access-api/)= A&} B DDNS A H & A 43t

HE 2 QA28 e QIE F o] 25 AFE-S W= DDNS7F A 5 A4 54T

Connect(1 4)E 283U th FMC 55 “JE(FMC Registration Status) ™ 3} A 2}= FMC 3o o
3l & A A= Eoﬂ*qﬁ} Saving FM C Registration Settings(FMC 5= A4 #74) e A ol 4] FMC
2 o] Fslo] st & e

1% 8:FMC 5= 7 el

FMC Registration Status

.1...1.. Registering with the FMC. Please wait...
See_configuration_summary v

Backing up Configuration

CANCEL REGISTRATION

FMCe] 3l A 3+S 3 432 Cancel Registration(5-= 3 2)< ¢ gt} o}y Saving FMC
Registration Settings(FMC 5= A% A7) @A 7h4] FDM H.2}9-A4 5 22| npid A Q. o] & A a1
Z R A 27 DA FA H W, FDMel thA] 42 S ol gk 2| 7] g Y ok

W ool el
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FMC Registration Settings(FMC 55 A7 A7) @A & a4 gt & FDMell A2 H JE| = {2 ==

7%, vhA 2k o 2 Successful Connection with FMC(FMC 2t 912 A 3) i3} Ax17F A9 5 FDM
o wHH AAo] AP YT

O 9 FMCAA A F

FMC Registration Status

o

Successful Connection with FMC

You can now manage the FTD using FMC. You can no longer use
FDM to manage the FTD. See the FTD getting started guide (7 or
the FMC configuration guide (4 to configure your device.

CLIZ FTD %7| 4 ¢+ =

FTD CLI®| AAA3}o] A7 npHALE ARS8l #2] IP T4, Aol Edlo] & 7] 7] U ES T A4
S 2oek 27 A4S AU A8 e AE H o] 2= A LﬂE‘”Ji“XQOI AT 5 QEHT
o]~} %ﬂx} NA 2ol Te] AEH o] A5 AFE-EHA] o g = A, Al CLIE AHE-3lo] H
OlEi AEF o] 25 P4 4= A HF YT FMC 54 A4 %= A FUTH FDME AH8-38ke] 7] 44
S35t o JJrﬂ el FMC® #1361 FDMo A 2h3 ¥ Zhe] Qe o] 2~ @ ol A 2~ B o] 2~
*“Ur BE QIE Aol 2~ A o] HAFH YT A2 Ao A A3 e 7|El 7| A G FAF]

A EUH.

Before you begin

o] A 2} Firepower 4100/93005-(2) Al 2] 3+ & R dof 285Ut} =] % t]ufo] 25 33511
Firepower 4100/93000 A %71 74 & ¢+5 8121 W Firepower 4100/93002] t=2] 4] t]ulo] 9] ]85
TN L
Procedure

O~

A1 & L EO| A Ei= ] o1 E F o] 2ol U3t SSHE AF&5}] FTDCLIOﬂ AE o] Qe 3 o]
= 7] 52 0 2 DHCP M u| oA IP 545 7/ SUth EY T A4S MAstes 4S5 ddo) &
Oiz] ] %E% 'f‘da: YXEE }\]'%O]’t ;—10] _%_:_g_]/]q_

(Firepower 1000/2100, Secure Firewall 3100) << 3 E = FXOS CLI®| ¥4 34t} SSH Al FTD

CLIo| 24 A}

Jutel = w2 [l
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dutol s g |
aw

AFE2} o] & admin 2 H|HEH S Adminl232. 2 = 1034}

(Firepower 1000/2100, Secure Firewall 3100) <= ¥ Eof| A A}-8-2}= FXOS CLIo| 172 gt} FX0S
of A& =a9lskH gk & WA stehs WA A ZF A YT o] M= SSHE| FTD 27191
L AR YL

Note ] A 5 7}

ol ¥
£ A ol v A gtaf of
A A

$REE A9 ANEE V) Eglo® A s el v tlule] &
2 %

o oy,
NI

) x| A A 2] A 2}= FXOS A4 sl 2 A& JFZe A L
AR ol bol = 254l A 2
Example:
firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **xkkxkix

Your password was updated successfully.

[...]

firepower#

@A 3 (Firepower 1000/2100, Secure Firewall 3100) &< X E ol 4] FX0S®l| 9174 ¢ 7-9- FTD CLI°l| <143y

o}
connect ftd

Example:

firepower# connect ftd
>

A 4 FTDO| A& 20 d 45, = 74 2ho]l A2 Al SHEULA)ON 5] etal SSH A2 & A8 T3 -5
o

-

el A vl 55 M stebs WA A 7F EAE Y T 2okl CLL A A Y ET) A

Note oln| 2] A=A & &3 74«4131] o] G A 9-%] ko CLI A A npEALES whEEl 2= gl
A= A= R S 2 e A4S configurenetwork (W E ¢ = 14)) M & & AF-&-31o] CLIC
A ol AT = A5 YT threat defense H ¥ #3225 FE23AA L

oy r{n
° mh

71k i o] el Y kol T qhol EAH T ol Ao Y kS S 3kel W Enter & 7

U

Note o] &} 1B o] 2ol A helxh o) Al =% 4 3o ehie 2] QB so] 2 A& A% Al
AU o2 Sol Holg dE o] A% Bal W o b v 2dne
dlo] €} ST}l o] 2= DNS 4 # 7} obd ¥he] 91} ] o] 2= DNS 4 1 & A}-§-3ko] FQDNS &4l
o,

O ARNE BRI L

tuto) - #1e)


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| clvbel whe)

cuz o =7 4 g2 ]

« Configure |Pv4 via DHCP or manually?(DHCPE 3l & 5 22 IPv4E FASHA A%
7h?) - Tl QI H o] 2~ th Al #e] 2 HA =8 fﬂolﬂ AE H o] =& A —9“0}34‘34 manual (+%) <
Aeguch e QI H ol A& /‘}*o“‘ﬂ AL AR IP T2 (o] 7H Q] )= Ao gy
o} #+e] Sl #lo] 27} DHCPE 28 ¥ 45 el & 913) vlolH C’JEHIOV\E AR 5 gl
e, dlole] 1] 5 o] (vl o] E] §1E] 3] o] )0 of Bhiz 7|2 A= (FS Zv] 2] 75 #2)7}
DHCP AWl A 218 7| & H 25 "ol & = 7] - Yy

Enter the | Pv4 default gateway for the management interface(¥2] 21 €] | o] 20| )3} |Pv4 7] 32
Aol Egflo] ) - g e g o] 2 djAl Fe] =} dA 2o HolH QIE]F| o] =& AH-&-3l# A Al
o] E¢jlo] £ data-interfaces(t o] €] Qe H o] )= G g} o] A ﬂﬂ EEH"J = 9=
A& &3l stz Belx; AA 2 dojy Qe o] ~E Fa g9 E 5 A5y & At
MA| 2o e QIEjH| o] 25 AFg-atel ™ e 1/1 V[ Ef Aol A Al Edo] 1 —zrii A5 of
ok

If your networking information has changed, you will need to reconnect(W1 E9 % A X7} ¥4
35 thA A oF FU T —SSHE &l AZAE o] AAT HE HAAA P F4E WA
T AAo] FHUTG A IP F4 R HYHS S ARESto] vhA] AAJ U Z& A2 = 93
H 2 A 5T

Managethe devicelocally?(t] B}o]| A~ 5 24 2 2] 314 215U 7F?2)—FMCS(£) AH8-3H W no
E 98934t} o & ¢ 934 Firepower Device ManagerE U421 AF-8-8FA] 5 U T},
Configurefirewall mode?( 3} R =5 A AG3IA| A5 U7 —27] Ao A Wl n =&
Aot Blo] FHUT 27] AR ol s EE tﬂﬁo}“ﬂ A Fl o] A9
tlo]E] 1 H o] = #ejat A 2= dh9-1' o

f
o ox r&ﬂ

A

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***kkkk*

Confirm new password: ***x*x*x

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:

Jutel = w2 [l
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Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

o] FTDE #8| 3 FMCS(E) Ayt
configure manager add {hostname| IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—FMC<2] FQDN =& [P 45 A4
SHU T FMC2] 42 A H A4 sk 4= ¢lE 749 DONTRESOLVEE AF&3}FaL nat_id= #] A &
Utk sht o] ] Huko] (FMC 5= FTD)Ol = 7 Hlubol & b 3k SSL ka8t 541 A E
S AASH7] Y3 A4 73 IP A7) lojok EU ). o] W o 4] DONTRESOLVEE A H
o]—‘“ TFTDoﬂ AZAT FAEPFLAEEITAE o]Eo] 010—10}’6]-1/]1:]—

reg_key— FTD 55 4] FMCol A4 9318 55 712 A4tk o] 5% 713748 23}
A1 SF U F5AHAZ az, 0-9)} ol E()L AT & AT

Ast 4= 9\11‘15‘ PFArEEITAE O]%’_—Q- X]ﬂ;].x] ore A o‘F FIDE &

m} FMCell #1748 313 o 3-8 A4 & A4 9tk FMCE DONTRESOLVE = A7 3}
9 uhE ] 98 3 Th NAT IDE 3748 2398 4= gl th G RAHAZ, a~z, 0~9)9} 3}o)3
S A 5 gl5 Ut o] IDE FMCOll 558k thE v nfo] 2ol ARg-3 4= gl e

Note  3hejel] djol¥] QB s o] 25 AHE-SF= 4§ 555 918 FTD % FMC Bl 4 NAT
IDE A8l oF gt

-
2
=
ol
B
©
2
N

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

Example:

FMC©](7}) NAT t]H}o] 2 H o] gl =
DONTRESOLVEZ A| A gt} o &

35 5% 719 AF3 NATIDE 2 8la S1E o] & s
=

il e e A

A%

ol
p

W ool el



| clvbel whe)

cuzrm =7 74 o= [

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Example:
FTD7} NAT t]v}o] A~ FH ol 9= A F-FMCIP T4 5 S 2AE 0|23 &7 173 NATIDE ¢ ¥
gy o & 9 a3 25y

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

(Optional) ¥&] A} A A ~8 H o] E AE o] ~9] o] 55 A3
configure networ k management-data-interface

T2 ol el QIEH o] 20l vk 7] Y EH A A S A ebehs WA AIZF A YT

o

Moo o] AL AL iz 4 EE S AHEao LIt 2] SIeff o] 0] St ALghs
729 Aol 75 2% Lo thA] sl ok & 5 LItk SSH ARGl o 8 A4l 3

y&eold s ZAx o]_/d AL

s
ol
ot
>
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=
o
24
X
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=
o
o
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dlo
o
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234 A 2. FTD "l o] E] SlE] o] 2 & A}-&35}o] #e]

735 el ¥ Qe 7 o] 2~ A DHCPE AHE-E 4= ¢l

2 AAsHA] 42 45 A= configure network {ipv4 |
=
K

i Nlﬂi
ol
@

ipv6} manual Ué %‘ < AHE 0}

ok 7 Qs o] 2 o] E9l o) & o}
data-interfaces® 4 A4 3} 4] &2 4%, ©] ) ‘

FMCell FTDE 57813 FMC= )IEfH| o] & o] 5 BLIP 5224, 7l o] E gl o] o] thek a4 4 =, DNS
18] 3 DDNS M B & 33 Qe #| o] = ] e o] d & A Mehal 74| ¥2] g1t DNS A
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Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://jcrichton:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.
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Mode:
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Device Configuration Export

Device configuration export task
initiated. View the progress of task
from Tasks view.

Tasks( 1) o1 o] o A V1R 7] 719 gape 2

Notifications(&¥) > Tasks(2+<d) =] o] A o] 4] =] g<2l3 ). Download
Export Package(¥ 71 ] W H W 7)) & S8 Ut} == General (Y 4H 4 & ol A Download(th+ =
S)YHES 9+ dFYH

a8 13 B 7] 2

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ success

Q Device Configuration Export

rdalalamll= 2 aren -
Download Export Package

71 A & 258 e T FEZEVF XA Yt Click hereto download package(=l 71 2] & Tt}
+R2EsEW o7& E8)E S8t Y-S 2 A o OK(FR)E &8 8k tis)
AAE T2

O 1497 A g rE

Device Configuration Download

Backup taken on 03-Nov-2021 01:15 PM is available.

Click here to download the package
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General s ary
Name: 192.168.0.197 FTDv
Transfer Packets: Yes
Mode: Routed
Compliance Mode: MNone
TLS Crypto Acceleration: Disabled
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Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

Yes

aR 177N = o)

Name

=

DeviceExport-0434ef00-15bb-11ec-bb94-93bdde3ad19d.sfo

1A 978 S9lekekis TETESL Ak OK (31 28T ok,

Device Configuration Import

Device configuration import task
initiated. View the progress of task
from Tasks view.
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Cisco Firepower Management Center

Device Configuration Import Reports

Device Shared Policies Device Configurations
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a) Devices(t]H}o] 22) > Device M anagement(t] Bl o] 2~ 32]) ] o] x| of| A] T u}o] 2o th3f] Edit(574)
(s S FU

b) Device(t]Hlo] 22) > Management(2]) A 2.2 o] &3}l FMC Access I nterface(FMC 9 4] 2=
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Manager Access Interface (]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Data Interface v

o) Save(AhHE ==Y
o] A| "ol E] 1E | o] 2ol A #H A} A A~E S stateH o] Axfo] Y] A E k5 s)of
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H o] 2 d] o] E] ¢1E] 5| o] ) & FM C Access Details: Configuration(FMC 2 Al 2~ Al 5- 4 1. -47)
o] FAIH U

T1% 22: FMC 9 A 2~

Management rd @
Host: 10.89.5.43
Status:

FMC Access Interface: Data Interface
FMC Access Details: Configuration

Configuration(743)< 23 3 FMC Access - Configuration Details(FMC 9 Al 2~ - -/ A 5 A
1) th3} AA7 D YU ok FMC Access Mode(FM C @) Al 2~ R =)ol| Deploy pending(7-% B %)

el 7k EAH U
Configuration
Version 7.1.0 7.1.0 (Build 1760)
Configuration Cleared Mo
FMC Access Mode Data Interface (Deploy pending) Management Interface
Connectivity Status Connected Connected
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. FMC Access - Configuration Details ? X

FMC Access configuration on device is different from FMC. Review the differences and deploy the changes.

Configuration CLI Output

sftunnel-status-brief command output from FTD [ Refresh ]

169.254.1.2"
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Devices(t] vl-0] 22) > Device M anagement(T] vl-o] 2~ #h2]) w o] x| of] A} t]ul-o] 2~ o] O 3lf Edit(54)
(& S
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Manager Access Interface

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface v
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FMC Access Details: Configuration
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\ersion 7.1.0 7.1.0 (Build 1760)
Configuration Cleared No

FMC Access Mode Management Interface (Deploy pending) Data Interface
Connectivity Status Connected Connected
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configure network {ipv4 |ipv6} manual ip_address netmask gateway ip

DHCP;

configure network {ipv4 | ipv6} dhcp
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FMC Access - Configuration Details 7%

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIOutput ~ Connection Status
Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh |

Method Name

DDNS - Update Methods
Method Type
Web URL

Web Update Type
w 4. GigabitEthernet1/1

Interface Configuration

FMC Access Enabled Disabled Enabled

FMC Access - Allowed Networks any

Interface Name outside

IPv4/IPv6 Address 10.89.5.29 255.255.255.192
Static Route Configuration

IPv4 Gateway 10.89.5.1

IPv6 Gateway

| Legend: Above configurations will be  added,  modified or  disassociated from FMC Access interface on next deploy to FTD. |

| Acknowledge H Close |
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FMC Access - Configuration Details 7%

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIOutput ~ Connection Status
Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh |

Method Name

DDNS - Update Methods
Method Type
Web URL

Web Update Type
w 4. GigabitEthernet1/1

Interface Configuration

FMC Access Enabled Enabled Enabled

FMC Access - Allowed Networks any any

Interface Name outside outside

IPv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration

IPv4 Gateway 10.89.5.1

IPv6 Gateway

Legend: Above configurations will be  added,  modified or  disassociated from FMC Access interface on next deploy to FTD. |

Acknowledge H Close |
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FMC Access - Configuration Details ? X

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

Configuration li":m Cennection Status

Show command output of FMC Access associated configuration from FTD

oW runnin
outsid

Acknowledge Close
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#e) A7 e Uk ok ol vl Aol o s el bl Qe o) 28 A 98-

FMC Access - Configuration Details ? X

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

Configuration CLI Output

sftunnel-status-brief command output from FTD [ Refresh ]

from PM

Acknowledge Close
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FMC Access - Configuration Details 7 x

FMC Access configuration on device is different from FMC. Review the differences and deploy the changes.

sftunnel-status-brief command output from FTD [ Refresh |

2020 UTC

1 connections with peer went down

A% A8 AR AN E T BE S FRAAA LTS3 2L To] Ao} SEmE
EERRLEIERET i

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

sof AY L SENE ARt EAHE AE 29 Ao Uld b AE FH S AR L

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
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25 WA sk= 49 configure manager add ™8 % (417 FMC 2, 72 7| ©]
AFE-3to] 7] Hubo] 2 A Foll FMCE A 3 ol whel FMC A2 W@ o

=Y
&
)
judl
-
o,
[>
iy
AL
S

o AA 7Hs P F4E AFE-Eke] FMCE AR 74

Utk 415 5713 e 2 -4 312l FMC

o TAE &= Hufo] AP FAE WA= Aol FFUYTHFMCO A & 42E o] F = 1P 7
E .ol FAdLe AAS o wEA QLA

FMC IP =4 & A A 3t 7 9- o} o] NAT

« NAT IDVF- E 0 7 A4S A ATl NAT IDYF AF-8-5}0] FMCE A H 3 7S a2
S AE o AAAT 5 ¢l o] A FMCOlA] SAE o] & =P 54 ¢JH o E,

38 o] o] #| o] wha} FMCol| A tiulo] 2~ #he] [P F 42 W4 gh )

4

e
Kl

784 Aol A 5= % Firepower Ul H}o] 9] 2] [P 45 t]H}o] X CLI B= FMCol| A
T8 B2 FMCE HA & 71317 v i ALghs Wb obA] 5 U th B2 FMCE 9 H)
o] E A st F FMC 93-S vy BHE FMCE AE| B FRl oz Agd o gt dA)
NE]H FMCE] t]ulo] 2~ 2] # o] 2| o] 523 Firepower T Hfo] 2~ 9] 2] IP 425 4 3
o}

A 2a}7] Aol

CLISTA T g2 F7he] U] 82 2 8k414] 2. SSHol vl & 915 91% 4170 mheh AAA ]
$48 P 5= QB

ZRAA
GA1 & X E B SSHE ARE-8o] tivto] 2~ CLIo| At

FTDT]H}o] 2= o|FTD W # 2 ¢lE] o] 2ol &2, 9 #o]x] &) &S F %3t A S,
9A2 #AYA ARG olF L HEH SR 2T
A3 (Firepower 4100/9300%F 3l &) o/ Ml E -8 QIE # o] 2~ A}-§

configure networ k management-inter face enable management1
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configure networ k management-inter face disable-management-channel management1

o) A

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

Firepower Management Center |1 E A& Qg o] ~= #E] Y EYY S 58T Fglonz
no] 2 oMl E QIE] o] o) A ] Ad S v &/ stafl of T

configure networ k management-inter face disable-events-channel ™ & S A}-8-3}o] 32| <1 €] ] o] 2 9]
O|HEE Me Ao g njgydsted ¢ G Ut F 45 EFol A tuto] 2= oM E -8 Q1H 3 o]
22 o|MEE AEste] L Al ot s 1B #lo] 27} vk oMl E A d S v &g sheh= 4%
o = ] QI H o] 2o A o] E S AEF

AEfo] o A ol E Bl #he] A& w5t o glsyth

‘_

7] Qe Fo] 22 W/ = oM E QIE H|o] 2~ IEY A A S FAAF U

management_interface Q155 *| A 8} %] gr o 7] 3hg] SlE wo] 2ol 3 U E Y T A4S s}

A Uk oMl E QQE #| o] =5 74 & w] management_interface 155 A g 3l oF Ut oWl E

Haol 2= v A Flo] 28 Mo Y EQ A AW L HIES A S 5 3

4 59 A Fo] 2o AZAE ] Qo A o] FAYPU T A IP Fael thAl A4S = 9L

a) IPv4 4 14

< FE A
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]
o] i & 9] gateway ipi= TlHlo] 0] 71 H A2 2 gt = d ALEEH U o] W E A& 91E ¥
ol22g AR 39 o] YN gateway ipE P ok Fich L} o] I ALg
A7F A B g gholl th gk 7] A = rt g sk ol Wl E QlE o] 2ol s ko] uA FrE
AAeA syt e QI H o] 29} T v ES Ao A oM E A& AE | o] ~F AL
= -9 ] Qe H o] 9} g AL-&-3 gateway ipE A A 3+ T} configure network
static-routes ™ & = AH-&-ste] o] HIE H-§ Sy H|o] 2o sl o] 1A A2E A st
Aol FH5UH

o :

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

* DHCP(7] < ¥ Q1B # o] 2ol A 7k %] 21 ):
configure network ipv4 dhcp

W ool el
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b) IPv6 T4 T743:
el WA A A
configure network ipv6 router [management_interface]
o:
> configure network ipv6é router managementO
Setting IPv6 network configuration.

Network settings changed.

>

& T4

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

o] ¥ 2] ipve_gateway_ipi= tluko] 0] 7] F 2 & vhEi= v AR U th o[l E 8 <l
Huo]|~E A= 4-¢- g o] A2 ipve_gateway ipS A HafloF ) 22} o] &
52 AFE2F7F A A 3k ghol] vt 7] A =k A A 51 o] Wl E Qe | o] o] Tl M I=e] a1
A ARE A A FHU T #E QlE H o] 29k ThE Y E L] Ao A oMl E -8 1 7 o]
25 AFE S - T Qe o] 29} 34| AL-8-Stipv6_gateway ipE A A $F T configure
network static-routes ™ @2 A}-8-31o] o]l E W& ClE|H o] 2of tha] o] 1Y HAEE

gk Aol 25U

o :

ot

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

* DHCPv6(7] <% #e] 1E| o o] 2ol A jk 2] el ).

configure network ipv6 dhcp

IPv6<] 7 9- ICMPv6 Echo Reply ¥ Destination Unreachable ™ A| X & &7 g}5t A v] &4 8}k o
ol 2] gk w| A x| = 7] A o &7 & sk

configure network ipv6 destination-unreachable {enable | disable}
configure network ipv6 echo-reply {enable | disable}

A AH 2 AR FHozRE wES] a) o @ AL S M B 5 &
9202 1 B BSIE Bl E B 0w tlrho] 2 he] Q18 o] 2o IPv6 ping S AHE-E Gl

=3
o A

> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

cutel = ze) [l
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718 72 e H o] 9] DHCP AW 7} 12 H S2Ed IP 45 AlFd 4= A &4 3yt
configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

ol A|:

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

o

o] e o] AP F4E FER AT vk DHCP A H & 742 5 slF Ut o] | H
Firepower Threat Defense Virtualoll A <] ¥ %] ¢854 th DHCP AW A El & A 312 ™ show
networ k-dhcp-server: = ¢ 83t}

rlo

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

Firepower Management Center”} 12 W E 9] Fol Qli= A 9- oMl E A& Qe FH o] 2o A H=2E
FARYIT 1R 2o Rl RE Eouo] vl Aol A8 Fel 18 A2 o} A kA Huink

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

{0

e}

7] 2] A9 o] WS ARE-sFA] w4 Al Q.. configure network ipv4 B ipv6 T B S AFE-3 )
71 B R ACIEC] IP FAS WA Y F AFsHHEHA ).

o A

AN

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211

Configuration updated successfully

>
A2 A 25 F A8k show network-static-routesZ ] & ghuth(7] 2 2= A 94 2.

> show network-static-routes
——————————————— [ IPv4 Static Routes ]---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[-+]

TAEY A

configure network hostname name

o) A
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> configure network hostname farscapel.cisco.com

Al 20w A A = 2 R E 7R A EAEV S v A E Ut
AA =vQl A7
configure network dns searchdomains domain_list

o A

> configure network dns searchdomains example.com,cisco.com

tjuto]2zof thgk A e QS HE = HEeke] Ayt o] w1 g #(el: ping system)ol]
] FQDN(Fully Qualified Domain Name)2 A g3} 4| &5 74 & 2~E o] 5o F7hg Ut T
e g o] 2o A AR H AW ¥ A F| o] 25 F et W ol B A AR Ut
A2 723 20 37]2) DNS A & 24 F ).

configure network dns serversdns ip_list

o All:

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

FMCshe] 5418 913 917 #e) R ES 443,
configure networ k management-interface tcpport number

ol A|:

> configure network management-interface tcpport 8555

FMC % WU A = tlufe] 25 7|4 0 2 ¥ E 830500 0= Fa) SSL-ok 58t 51 ALg3te] &

REAEICE

configure networ k mtu [bytes] [interface id]

* bytes- MTUE Hlo] E 9] &2 A A st} #hg] Ao o] 29 - IPvdE A 8kt 45 4t
o] W 9] 64 ~ 1500°] 3L IPv6 S &7d 8Fok= 74 9 2k 1280 ~ 15001 Y T}, o] I E Q1 E{ 5| o] 2 ©]
A5 1Pv4E EA 3lele= A9 7he] MY 64 ~90000] AL [PveS 4 31+ 79 3ES 1280 ~
90004 Ut} IPv4 R IPv6E 27 L7d 8= 749 H A3k 12804 Y th ol EE 1 ehA] &
oW Zs gt T2 EL FAE Y

cutel = ze) [l
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« interface_id —MTUS A A & Q1B #l o] = IDE A FY T & Fol whet A 7Fs 3 QT E 9
o] 2~ ID(*|: management0, managementl, brl, eth0)E X 2™ show network ™8 & S A&t}

AE H ol 23 A sHA o e e A o] =7 ARG H YT

o) A

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’

NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

GA13 HTTP Z5A| S A Y o} t]uo] 2= TCP/443(HTTPS) 2 TCP/8O(HTTP)

SEEAM A A Al
[e]

AR LS YU HTTP ol A 2ES 5o 158 F Y T5A A0S S F %
oh. e A WS HITP LS4 490 X E, 254 Q150] B34 oj o] g XEIE} ¥
A5, S Q150 DA A Z2A MG o F, THA AW E, THA 0] DN 5| 5ol

g3t ZHZEZF FA P Y

a1 FTDS] ZEA] H| U 5 9] A9 A~Z, a~z, 0~9 LA+ AFL-E 5= )51 T}

configure network http-proxy

o) A

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: ¥
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

7] 14

P address(IP 521 - 2491 o] 91 ULk A7 7H5 3l IP 58 A5}

i F e 9 o] 50 o A4, AR 515 e A el A
= )rho] 2 1P FAE MAFHE Ro] EHUE FMCH S2E o] § Ei 1P 74 Qo]

= 5 W3 49 configure manager add ™ (Al 5F FMC 2], 72 5| o] #]
Z)e AR&ske] 7] tuto]l = A7 Foll FMCE 21 g o] whel FMC 4ol gk v A9 &
=

=

it}

FMCE 2 4
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E
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CLIo) A 2ol AFe-5 = FID ol AEjslol = 51 ]

A o] =5 thAl 2 A HlolE B HA o] 25

A7 8te] = 749 FTID CLIE AH&-sto] Af /1B dlo] 25 AU o] Aol M= LA U EL A
oA 71E IF #H o] =& A QlE Flo] 2= wA|ste ghrbar 7 vl e A o] &4 AEjold
FMCE AH&-3sto] 7] dlolE] JIE Flo] ~& WA sl of it vlol 8 ¥e] AE o] ~9] 7] A7
of thall A= CLIZ FTD %7] 74 €5, 17 | o] #| ol A configurenetwork management-data-inter face
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FTD CLI®| th 3+ 2} A 3+ 1) 8- Secure Firewall Threat Defense ™ 8 3290 U|8-& FZ3 A4 L.

Al ZFsE7] Aol
« configureuser add ™8 ¥ & AF-8-5HH CLIC =1

CLIONA] Y5 AF8-AF 7] Yl 85 =% MMQ. SSHell gk o] - Q15 A7 of ufg} AA *}
A5 AT = AdSFY Y
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configure networ k management-data-inter face
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> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcpl: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>
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configure networ k management-data-interface client ip_address netmask
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sftunnel-status-brief
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> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
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> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:
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> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down
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> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
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show network

> show network
===============[ System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6 Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:06F:7F:D3:CB:8D
—————————————————————— [ IPv4 J—m————mmmmm e
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Configuration : Manual

Address : 10.99.10.4

Netmask : 255.255.255.0

Gateway : 10.99.10.1
—————————————————————— [ IPVG6 |]—————————————————————
Configuration : Disabled

========—=—======[ Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-———m—mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6G J-—————————————————————
Configuration : Disabled
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> show managers

Type : Manager
Host : 10.83.57.41
Registration : Completed

FMC pinga}”]
FTD CLI®I A FTD th& W8S 218319 t]o] & 218 #| o] 2o A] FMCE ping3H T
ping fmc_ip
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ping system fmc_ip
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capture nameinterface nlp_int_tap trace detail match ip any any
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show capture name trace detail
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show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up

Hardware is en vtun rev00, BW Unknown Speed-Capability,

(Full-duplex), (1000 Mbps)

DLY 1000 usec

Input flow control is unsupported, output flow control is unsupported

MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored,
pause input, 0 resume input
L2 decode drops
packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions, 0 interface resets
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped
1 minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active
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0 abort

FTD CLI®IA] 7] 7 2(S *)7} 745 QAL 2] Q1E # o] ~(nlp int tap)ol] ) & U] NAT 7 %)

o] $h=A At

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1,

L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route,
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

+ - replicated route
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C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6 intf3 interface
ipvée service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits 0, untranslate hits = 0
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thE EE Aol A=A elsteH vha WS FAst Al 2. FMC2| Devices(t vho] 2+) >
Device Management(T] v}o] 2= #-2]) > Device(t] v} o] 22) > M anagement(32]) > FM C Access
Configuration Details(FMC 2} A 2~ 7 3] 18| o] A A 5- A}&l) > CLI Output(CLI =) | o] #] o]
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show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO
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debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

] dlo] E7} A9 & debug http 2 debug ssl ™ &S A& S T} ¢l S
tha& &l FE QISA 7F tluto] 2ol AX| = o] 9l=A] gl

show crypto ca certificates trustpoint_name
DDNS 251 3918}l thg W& & AR&aH4l Al 9

show ddns update interface fmc_access ifc_ name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225
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Device(t] Hho] 2=) 51101 4] o] Inventory Details(#] 31 -5 A %- 4 1) 4 Hefl = CPU % ] w2 s} 72
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a7 25: A5 EE AN AR

Inventory Details [
CPU Type: CPU Xeon E5 series 2300 MHz
CPU Cores: 1 CPU (4 cores)
Memory: 8192 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A
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Applied Policies
Access Control Policy:
Prefilter Policy:

SSL Policy:

DNS Policy:

Identity Policy:

MNAT Policy:

Platform Settings Policy:
QoS Policy:

FlexConfig Policy:
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Access Control Policy( Al 2= Alo] A 22| 4 9-, =2 % 0) 0}
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2~ 712 & ACE(Access Control Entry) = 7
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Initial AC Policy @

Default Prefilter Policy

Default DNS Policy
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Policy Assignments 7]
Access Control Policy: Initial AC Policy e
NAT Policy: None 2
Platform Settings Policy: None o
QoS Policy: None hd
FlexConfig Policy: MNone g
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flol mpeh RA AL ADEZ 1S o] AL AES 55 F5o0= sy /i 25 A4S
g stste] A= AEE A S AMete d dad R s 2d F AFUTh A 25 24
A A 2E o] I EL] A s QlE o] 2 A 2 S E A by Th tial sl 1E g elE 7
Rhe 2 AR sk A2 2 A I 71 A T A S Al g A o] A o) ®l WA B FMC
e Ao s T4 dFUth ol AN A HEE A ] A4S AAAT] = F Y

—_—

A9 Azahe wol e G e v Ry,
AR 1% NS B SEE WD E= Qe o) 2 QA E TFFHE A2 AES G
#w e @ Al Zagth 2y A 2F AAe e 3 23] 452 AshAlA CPU
A B o] F7HITHE Hol frolslok BTk 57 oA AES G B3 AR vz 87 A
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ol 3t CPU G ] 8L FA1 ok Tk thip ] A5 AA 15 B AL B =S
&

WA L AL 71 RH o 2 u| @48 o] AU Th @ ol shibe] iuke] 2ol 4 B 8hE 4 3l
o HAHA o7 gAs)e 5 Oi/w,]]:]_ YES9 T == o] MAE AL = A2~ FHS
TEHBhE B yulol 2ol A o] 7] e g &4 3hehs Aol FH YT

B NA 2F DA BT b A Bk Tube] 28 TR AEY 49 UEel 7152 )
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Al ZF8E7] Al
« 22l 2] 9I—FTD

2 Elhol oA E A 1 A 4 sk A
[e)

3 o] %
transactional-commit access-group 8 % < ¢ & gt}
- o] A& WA Hnto] 27F ACLE thA Aot shs Bot Al 2H) 2Hso] Tk 4 glay

th A B 713 ol o] AA S WA s 3ol EHUTH

ZRAA

7 1 Devices(t] H}o] 22) > Device M anagement(T] vlo] 2~ #e])E A el gk},

GA 2 FHS A A= FID trle]l 2 9 9 Edit(-4) (4H)S F93y

o7 3 Device(t]vlo] ) ¥ 28] %) v} Advanced Settings(aL 5 A )4 A ol A Edit(54) (£)S S8
Yt

G 4 A 2F AANE e

A 5 UES A WA &lell e o] = A A = 7h Al 15 A XS 35k ¥ Interface Object
Optimization($1 €] o] 2 7} 2| H 2] 3})S M etg .
lmMmﬂMﬂOWwa@WﬁH*ﬂﬂ1ﬂ%%ﬁa4ﬂwg@lé;%4i¢maﬂ
o]z gl thal Mo 7+ A& FH T H ol AFE = B A B I A o] 2 1FS AR
ek ol B}l ol 2 1S AN A 1 A A2l A8 5 152 o) g,

@A 6 Save(AZhE S FHTH
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o3

Ve A o] 2= RA & A 3h= 7] o 5]
stk o= glom, dedor 2493t 5 glsynt
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A2 +3E AAske = FID tntel 2 29 Edit(F4) (£)S 29
A
H

Al 3 Device(t]H}o] 22) 8-S 28 3t v} Advanced Settings(al

SEE R EEEEENEREERRIEE QP B PR BT E P Pt I
Aol FEHHBL PE Aztel ¥ 2.8 4 5 AHUTE £9 A 1F A4S B setn
Q1] o] 2= Ao o] o] A 85 FOow], Tluto] o] Aa S0l A M Al Ao]
o] 45 o] EAE 5 AU el tlrhol 2ol A AHE S F Q= Ann e vwel s
o 7S tube] 2 Awk Aol A e AR Folgl & glom el G w9l
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A #k3k7] Aol

59 A 94—FTD

L 2AIA

YA A Edit(78) (£) S S

=

[e]

7l 4 Interface Object Optimization() ] | o] 2~ 7} A & 4 3})& gl gt}
A5 Save(A7d)E SH T
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s Tufo] 2O FMCIP 54 = S 2 B[S U, 71 Ho]A] -FMCIP 4 & S 2EU Y-S W
7 )

« 291 FMC 219, 72 7| 0] #]- o] A FMCol| 4] t]u}o] 27} It o] 5 2hA| 3k 3 A FMColl th 3
tlufo] 25 A3 Ut FMCOl| F71e &= o5yt
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tjufo] 2O FMCIP 4 i S AEY|9) °

rﬁ

« FDMol| 4] FMC #1373 ¥ 0] #]- 2 3} t]ufo] 2o tal] FDMI} FMCS & A o] AF&8F S=1= ¢
H Ut FDMol| A FMCZ ¥ 7 7 9- FTD A A o] A1 A A 455 thA] A 2}sfof gy},

>

-FMCOM FDMZ A%} 77 #H| o] A]- 5 %WHM*Oﬂ 3] FDM¥} FMCE 5 Aol A28 =
#FUTH FMCOl A FDMCO. 2 ¥ 7 8 74 - FTD A A o] A 2| ™ X & 45-E] thA] Al 28l of §4
E‘r.
CJHlo] 29 FMCIP 4 25 2B HH
FMC IP 52 PE‘: STAEMYS WA sk 49, A o] dAlst e tuto] 2~ CLIY| g Hok

FUTh i tulo] 2o A FMCIP T4 Ei= 2B Y-S WA s ¢ e Oﬂﬁol
)] ul, Z#O%EFMCOH tulo] A5 F7}84al NAT IDTH A1 A 3 749 o
AS FyPsfof Tyt UE HA A E HEYTY BHHS o8 FM
= A BE = FA sk Aol FHUd

SR AA
FMC CLI®I A FTD W & of] A A& 4= Jd == FMC9 1273 UUIDE &<l gy t}. FMC CLI®l th 3+ =}

Mgk g8 Firepower Management Center T 7ol =9 Firepower Management Center Hy AxE
A 2.

show version

FMC UUID<= FMCE W &t A| A8 dUth o & £°] FMC aL7F8-A4 ¢] 4 9- FTDl A &7 FMCE

A\ Aok ek,

o A

> show version

——————————————————— [ firepower ]--------—--—-——————-—

Model : Cisco Firepower Management Center for VMWare (66) Version 6.7.0
(Build 1222)

UUID : f7ffad78-bflé-1lec-a737-baa2f76e£602

Rules update version : 2020-05-26-001-vrt

VDB version : 334

FTD CLIS| A FMCIP 24 & 32 EY Y-S A}
configure manager edit identifier {ip_address| hostname}

FMC7} 92 DONTRESOLVE 2 NATIDE 2| ¥ 749 o] §H & Al&slo] S T 2BV =
IP A2 HAT FAFYLIP T4 EE TAE Lﬂ ¢].2 DONTRESOLVES. 2 ¥ A3 4= ¢l&5U

£

o] T ¥l th5 thAl A Yt sftunnel-status B8 &= AFE-5te] AA AEIE RUEE S

i
o) r2

g a4
UEY
A

o

Jutel = w2 [l
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J

> configure manager edit f7ffad78-bflé6-1lec-a737-baa2f76ef602 10.10.5.1

2151 FMC 2]
o] AAtel M= vy

o P 28 AHE3}

A = tjufo] 2 9] Al FMCE 213l WS oYt Al FMCol A o] 1 FMC
= Aol = o] 83 GA S S sf o Tt}

L ZAA

B 1 71 FMCol A iU A Tkl 228 A G ek FMCl 4] Ewbe] 2= 214, 26 5 0] 4] o] ] §-& %
441 2.

FMCS}e] 84 d7o] 9l 49 FMCIP F45 W4 % 4 g5yt
@72 o & E°] SSHE AF&-5ho] tjufo] 2 CLIO| AZA U
@A 3 A FMCE +A gt

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE } regkey [nat_id]

+ {hostname | IPv4_address | IPv6_address}—FMC &~ E o] & [Pv4 F4 E IPv6 T4 A4

U

* DONTRESOLVE—FMCo A 4= 23 XA T+ P+ T 2E o2 E=1P F4 il
DONTRESOLVEZ A& th. DONTRESOLVEES A8} 72 nat_id7} 2 2.8t} o] ¢
Hlo] 22 FMCol| 7}1e wj = t]Hlo] A [P 49} nat_idE 25 A4 Ao gk

s} gic. <
o A 1P F 4% A4 lo 5}, 9ol A 5 16 NAT IDE A A 8 of gk,

regkey—5-= A FMCS} t o] 2= 7kl 868 55 718 92 gtk o] 7]¢) e 1-3749] ]
2E FADL AT 5 5L FIDE F7keh 39 FMCol 52U 8 712 9y,

nat_id - FMC9} t]ufo] =0 A IP F A2 A Q814 & 7;5‘%, = Abol o] TF ZE A2 Fet vt

AR 1~372H0] G A ARG R TAE YT °I N e 52 AUk Al E 938
v W 5 Yt NAT ID7} 6313 52 7] & m}e D]H}o]/\oﬂ A AFEE] %] eri=x] Bel

A Al 9. FTDE 3718 uf FMCel %< 3k NAT IDS A A g o},
o A

> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

Al 4 FMColl v rle] 225 F7F Tk FMCell Yl 25 F7keku th, 23 o] A o] W85 FEsH AL
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| clvbel whe)

romel < mc 93 ]

FDM<l| 4] FMC = g

(HUBNRU)

2

FDMol| 4 FMC= kst ] QEfs| o] &= gl whe] &} Al A o) of] &L= I H| o] & -4 o]
AU A2 Alo] AR E= Wk g 22 Ve A A FA E A sy

FMCE €3k -0l = 1 ©]%} FDME AH-8-8¢] FTD tulol A~ wef e <= glsH

REEMEL

v}l o] _L_7]'*Q‘/"] © 2 A ¥ 7 §-oll = WA FDM(AHE 7} 3k 7 $-) T2 3= configure high-availability
disable 8 ¥ & AF&-3to] 17k S Al oF Futh AE B Fylo A a7 & sl Al ek
Zo| 7Hg E5 Y

L 2AIA

FDMe|| 4] Cisco Smart Software Managerol] 4| T]v}o] =~ 9] 555
(A28 5 98) Fel AB o) 22 T,

27} A 220 dlolE] QIE] o o] 25 AFgel = Aol = B QlEo] 2 T WA ok T
% 1% Th FDM 122 919] whel Q| sol 2% A1§-5= 25 FDMe] thA] 1 alof g o,

- T A A g o] B Qe o] -%adam1 o dlole SlEjsf o]z MAH Ao =
Aot Sotet et 712 A0 2 Bl A o] 2 = DHCPA A [P 74 5 A ol =4l @
Gyt DHCPO A A 0| E90] & §221814] 23k 3 -$-(el): o] IEf o] =& W =) 0] 225}
A 8 Sﬁ%MMEﬂ1~ﬂ%ﬁﬂiﬂlﬁdiﬂ1*3Hﬂﬂﬁﬂﬁﬂc¥ﬂz%&
7k @ H o DHCPol A Aol E gl o] $418 - thal 34 1P F4 2 o] e s o] 28 74
3hat Alo] =9 o) & vlol €] el so] 2 g s ok gt

AN

Ao,

s B A} AA G ] JIE Aol A - A 1P FAE TS 7] Aol Ed ol HlolH JIH
Fo] 2 thAl a3 Aol E gl o] = A 8l oF §ryth. DHCPE AH8-3F+= 7 §- DHCPO A 7l o] E
Aels deAor 7 e ojdd A 748 A a7t lsyth

7] 3 Device(t] HFo] 22) > System Settings(*] = &) 4 4) > Management Center (2] A E]) S M el s} 11

Proceed(Al <)<= =2 FMC ¥ & A A Y o

@A 4 FMC DetailsS(FMC Al A 1) E G4 T}

cutel = ze) [l
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B romei s me a2

1% 29: FMC A 5- A 1.

FMC Details
Do you know the FMC hostname or IP address?
@ Yes O No
FTD FMC
L I ez 3}
10.89.5.43 10.89.5.35

fe80::2ef8:9bff:fe1e:8fd2/64

FMC Hostname/IP Address

10.89.5.35

FMC Registration Key

sone ®

NAT ID

fp21303

Connectivity Configuration

FTD Hostname

fp2130-3

DNS Server Group

CustomDNSServerGroup v

FMC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.42 / 255.255.255.192 Edit

@ Before you connect to the FMC, perform additional configuration:

review your current static routes (2 .

* Optional. Add a Dynamic DNS (DDNS). method. Or review your current DDNS methods (3 .
DDNS ensures the FMC can reach the FTD at its Fully-Qualified Domain Name (FQDN) if the
FTD's IP address changes.

CANCEL CONNECT

a) Doyou know the FMC hostnameor IP addressFMC &~ E o|& &= |IP 745 43 547
of &l IP T4 B 1 E o] 58 AL-8-31o FMCOl =2 4= 91 2.1 Yes(ol)E, FMCell ¥ &2

IP 4 B TAE o] Eo] §IAUNAT Hell & 4% No(eH £)E S8

W ool el
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b)

d)

a)

b)

romel < mc 93 ]

shut o] 9] Huto] ~(FMC B=+= FTD)Oll &= -7 tufo] 2~ 31 o3k SSL ¢h5.3) 541 A d & A A
al7] gk A4 7hs gk 1P FA47F lofof F o

Yes(oll) & A &3k 74 9- FMC Hostname/IP Address(FMC &~ E o] &/IP +4)
FMC Registration Key(FMC 55 7))& A A gt}

FTD tiute] 2 55 Alo] FMColl A A A& A 3] 8 55 7]
ot FYth 9 2AHA~Z, a~z, 0~9)9} 3lo] E(-) S A&
ol 2] Hufo] 2o AR 4= AF U T

NAT IDE A A3},

o] ID= FMColl A A/ A S 173 43 AL S Agddyrt o] d=& QH}Oli%— shite] 1P
TRt A A sk 49 sl oF EL‘/]E} - E]H}O]/\A IPF2S 25 ohal 9l 7ol I NAT
IDE A A 3H= A o] FF YT NAT ID= 3748 2948 5= gl U th 942 2HA~Z, a~z, 0~9)9} 3}
O] Z(-)& AHE-3F &= 9l5 Ut o] IDE FMColl 55 3= o2 tulo] Ao Abg-a 5= gl5u
NAT ID+= A4 o] &1 tufo] oA o =X] &R135}7] 918l IP T4 A AFSHUTh 1P 5
Z/NAT ID 1% S5k 52 7] 7} gl gt}

il
2
I
bt
L
0

QU o] 5% 7] 37418 2384
2141t} o] IDE= FMCel 5

A A2 A AT

FTD 32 E 0|25 A A g}

FMC Access | nterface N A =2 €] 3] o] QlE] o] 2 E AL-&3}= 79 o] FQDN©] o] ¢1E 3
o] 2] Ab-g- T},

DNS A H 155 A dHtt.

71E IS AYstAY A2 A F Yt 7]E DNS 152 CiscoUmbrellaDNSSer ver Group©]
1, & 7] o] = OpenDNS A ¥ 7} 3 g U o},

FMC o)Al 2= Q1E} sl o] 2ol vl & Hlo] 8] QIE s o] 2% A el = 49 o] A4 & elo]8 Qe
o] 2= DNS M & A4 th 474 vhy AL AHg-ste] M4 3Hs %) DNS A bl el =29
o A-§-8 1] th. ¥o]E] DNS Al DDNS(H 4 H 74-9) Ei= o] S1efsfo] o] 283 12k 44
o ALg-E Uk ¥e] % ol 8 Eejso] W 9% Qe o] 8 Ea) DNS Aulo] A A B
2o AL A5} AT DNS A 1ES A8 A5

FMColl 4] o] FTD t]u}o] 29 fﬂﬂo} = AE A G Aol A dlol B Q1E] 3| o] 2 DNS A ¥ 7} A
AUt FMColl FTD tlulo] 25 718k 27 A A o] 52 ¥ 3L DNS A7} S 4 E 44 4
Aol F7hE A FHUTE 1 u UrTz‘Oﬂ DNS 71 9] 145 2 331= FTD tlHpo] 2ol ZE
AR QA gdatd alg Ay agolde] 24 A4S dojF Ytk FMCSFTD tnfe] ~ &
718bate ¥ o] A A5 =S DNS THF AA S 540 & A= 2lo] 54T
W3k 27 DNS A= 27] 55 A DNS AW 7} 1 A5l 7 -g-ol vk FMCell o 3ff =]t}
FMC A2 QIE] s o] 2~ 8- IEj o] o] 2~ & HElste] = 49 o] 442 &2 DNS AW E 74
.

FMC Al 2 o1E] Hl o] 2~ 9] 7 $- A F Qe o] 25 Aelghyt},

< 2k AE F o] 5 Fhe QIE] #| o] 2~ = ThE H|o] E QIE]

ol

o

FTD tjuje] 2~ & FMCOﬂ =5
Ho]~z WMAe 4 JdHF Yt

Jutel = w2 [l
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uel s v |

(A AL dlelE e Flo] =5 A e ged 9 e dlo] 27t obd A§- 7| B AR E Frhych
AE o] 2 g Faehs 7| B A 27 QeA Slstets fAX 7L BAE YL 8- A8 d 45
AR upabe] AR o] AR Z oln] A E AUt o2 ClE Ho] A= NelEl A4S FMCol] A
3t7] Hell 71 A28 S5 oz Ao g

e g o] 25 A Y3 45 o] st oA AL W aetr] Aol Alo]ESo]E 73 Alo] E o]
= Aok F v

(8 AL Hl ol E 1H #| o] & A & gk 7 -9- Add a Dynamic DNS (DDNS) method (5 %] DNS(DDNS)
HA= F7hE S Th

DDNSE FMC 9] IP =471 W7 2 7 $- FTD t]H}°] 227} FQDN(Fully-Qualified Domain Name)©l| 4]
of A1 A3 4= Q== gt} Device(t] H}o] 22) > System Settings(*] 2~ & A1 ) > DDNS Service(DDNS
A H| 2)E x5kl DDNSE 4 & th.

FMCol FTD t]H}o] 22 37}3}7] Ao DDNSE 41 ¢ 7% FTD t]Hlo] 27} HTTPS ¢1 23 ¢ &)
DDNS A H 154 & A5 5 9 =5 Cisco Trusted Root CA W& A FTD t]H}o] A7} BE FQ
CAYl & Q15 A S 25 0 7 3713 Uk FTDE DynDNS 9 2 API AFSF
(https://help.dyn.com/remote-access-api/)= A&} B DDNS A H & A 43t

HE 2 QA28 e QIE F o] 25 AFE-S W= DDNS7F A 5 A4 54T

Connect(1 4)E 283U th FMC 55 “JE(FMC Registration Status) ™ 3} A 2}= FMC 3o o
3l & A A= Eoﬂ*qﬁ} Saving FM C Registration Settings(FMC 5= A4 #74) e A ol 4] FMC
2 o] Fslo] st & e

1% 30: FMC 5= el

FMC Registration Status

.1...1.. Registering with the FMC. Please wait...
See_configuration_summary v

Backing up Configuration

CANCEL REGISTRATION

FMCe] 3l A 3+S 3 432 Cancel Registration(5-= 3 2)< ¢ gt} o}y Saving FMC
Registration Settings(FMC 5= A% A7) @A 7h4] FDM H.2}9-A4 5 22| npid A Q. o] & A a1
Z R A 27 DA FA H W, FDMel thA] 42 S ol gk 2| 7] g Y ok

W ool el
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| cietolz 2]
rmcel 4 romz 42 I

FMC Registration Settings(FMC 55 A7 A7) @A & a4 gt & FDMell A2 H JE| = {2 ==
d-5-, mkA] 2k o 2 Successful Connection with FMC(FMC$} 12 A-8) 3} A4#7F A% ¥ FDM
S 2RY AAo] AT

e

Y 31:FMC A2 A
FMC Registration Status

o

Successful Connection with FMC

You can now manage the FTD using FMC. You can no longer use
FDM to manage the FTD. See the FTD getting started guide (7 or
the FMC configuration guide (4 to configure your device.

FMCol| <] FDM=Z = 3}
Al FDME AH&-3l %=

DI ES| o] E ThA] A XA &
el 2 A3ksl7] Aol FDMo A e T4 718 55
3l ™ FDMO| A FMC 718, 73 o o] A 9] Y-85 3234 Al 2

= FMCOll A A4 #e] F2 FID tufo] 22 A 8 5= gl 51Ut}
51 FMcoﬂH =7 FDM ¥ = Xd%ﬂ 4 55Utk FMColl A FDM
A A1 2. FDMol A FMC2 8

A% FHeEA Fels

© 2 Folghth. shA| ¥t #e) 1p

A HAH A= o] 7] T o

FDM A 3}
TAY T2E )F2 FAHEYY
32 A A
©A 1 FMC2] Devices(t] Hlo] 2+) > Device Management(t] H}o] 2~ 34-2]) | o] #] o] A W3} & A1) gk o},
o) 2 SSH F= #24& LEE ALE-3e] FID CLIO] A% th SSHE 4% o] IPF4d et d4S o
i, A=t *}Qx} ol F (= #E A W gto] ol of & AFE A& AFE-3te] FTD CLIO| =113 o}
S AF&3Fe] FTD CLIO| A3y

2 X EE 7|22 0 F FXOS CLIE AF&-31t}. connect ftd 8 3 <
t}. SSH A48 FTD CLIo A4 A%}
At gle A fode o A4S Fddyh

-L]'!“l] 1P ‘Zl‘./f_oﬂ =
P} Ag et W E 9 A6 §41 AAE o] YA Felg,

Ch BelH e
gutol s w2 [l
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. Secure Firewall 310001 4] SSD 3+ =%+

+ ghe] W =9) 20l o8 el 1P 4 R Aol =9le] 7k A H o] gli=A] el Fich configure
network ipv4/ipvé manual ™ & S AF-&3FH Al Q..

W73 @A) 44 ) me el Selg

show manager s

of A

> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed

M PEEE SRS EEE SR T A E

Rs

i
&

configure manager delete
A7 #Aglol A =4 A2 A o] = G h
of A:

> configure manager delete
Deleting task list

Manager successfully deleted.
>

> show managers
No managers configured.

95 =24 #eAE AU
configure manager local
ol Al 1 BE}9-# & A}-4-31 https://management-IP-addressoll A 27 ¥ 2kE & 4= AHH T
of Al:

> configure manager local
Deleting task list

> show managers
Managed locally.

Secure Firewall 3100¢1] 4] SSD 3}~
SSD7}27H NE AT HE Al RAIDE FA3 Y sk o] d o] AR g1+ &< FTID CLIO A o
+Adsrdd %L%E}.

* SSD % 3= g 2% -SSDoll Zgo] 9= A9 wA s 4= ¢l
sl o] AA 9= Foto = SSDE A AT = gl

2

Yt SSD7F sl -1

W vl v
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A

Secure Firewall 31001 ~] SSD &+~ ¢+ .

* SSD & stk Al A - SSD7F 2701 A - shE AlAE = A FY T

« = A SSD F7} - SSD7} sty = A5 F HA SSDE F71351e] RAIDS A = d 5 T

ol o] AxE ALg5}o] RAIDAI A SSDE WA Felahx) @& el A sSDE RelahA) vkl A 2.
glolEl7k 48 5 dgyt.
EERE

A1 SSD % st = %‘.—ﬂ%wﬁ}

a)

b)

RAID® A SSDE &2 F Ut
configureraid remove-securelocal-disk {12}

remove-secure 7] ¢ == RAIDO| A SSDE A| AstaL, AHA] 3.8} t] 23 7] 58 v 84 g1,
SSD®] Bk A $-7]1& = U th. RAID A SSDYF Al A 8laL vl o] H & 2t = A3k e = 4 -
remove 7] 9] =& A28 4= 9l 5 )

o A

> configure raid remove-secure local-disk 2

SSD7} QI E 2] o T o] 4 A 5] %] ¢4 wj 714 RAID el S XU B &,
show raid

SSD7FRAIDCI A A A = 2h5 A B = efo] B/ B 7} A 3l &
=y ol iy faar e EA syt

o A

Fd

AFU ) =eteln

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1
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Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none

Bad Blocks:
Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none

Bad Blocks:
Unacknowledged Bad Blocks:
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configureraid add local-disk {1| 2} psid
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