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$netflow Destination.get(2)

o] ool A = FlexConfig 7R | A 7] 9] Insert(AY]) Wl & AF8-319 $netflow Destination2] 31 ¥ #|
AFE-S F7138F U2 get(0)S F7FHU tf. 84 T $netflow_Destination.get(1) %
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[{intf hardwarare id=GigabitEthernet0/0, intf ipvé6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipvé6é link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipvé6é link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=},

{intf hardwarare id=Management0/0, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=diagnostic}]

18] ol A= 47 o] QIEjF| o] 2ol ti gk A B 7F vkskg ), 7 QIE o] 2= W ko] Hol &S
XYt} o & £ intf hardwarare idi= Q1B H| o] 2= St o] o] & &4 9] o] 5ol
GigabitEthernet0/0 7} 22 A2 & WEEHgU o)
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o] &S F718 M isisIntfList § -5 H F s oF &},
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#foreach ($intf in $SYS FTD ROUTED INTF MAP LIST)
#if ($isIsIntfList.contains ($intf.intf logical_ name))
interface $intf.intf_hardwarare_id
isis
#1if ($isIsAddressFamily.contains ("ipvée"))
ipvé router isis
#end
#end
#end
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Following is a network object group variable for the
IPv4-Private-Al1-RFC1918 object:

$IPv4 Private addresses

Following is the system variable SYS FW MANAGEMENT IP:

$SYS FW MANAGEMENT IP

Following is the system variable SYS FW ENABLED INSPECT PROTOCOL LIST:
$SYS FW ENABLED INSPECT PROTOCOL LIST

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

$SYS FTD ROUTED INTF MAP LIST

Following is the system variable SYS FW INTERFACE NAME LIST:

$SYS FW_INTERFACE NAME LIST
o] WA} v Bl = vt A o AF U (E S S Sl dl Snko] F71).

###Flex-config Prepended CLI ###

###CLI generated from managed features ###
###Flex-config Appended CLI ###

Following is an network object group variable for the
IPv4-Private-Al11-RFC1918 object:

[10.0.0.0, 172.16.0.0, 192.168.0.0]

Following is the system variable SYS FW MANAGEMENT IP:
192.168.0.171

Following is the system variable SYS FW ENABLED INSPECT PROTOCOL LIST:

[dns, ftp, h323 h225, h323 ras, rsh, rtsp, sglnet, skinny, sunrpc,
xdmcp, sip, netbios, tftp, icmp, icmp error, ip-options]

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

[{intf hardwarare id=GigabitEthernet0/0, intf ipv6 eui6d4 addresses=[],
intf ipvé prefix addresses=[], intf_ subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipv6 link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipvé6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf_ subnet mask v4=255.255.255.0,
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intf ip addr v4=10.100.11.1, intf ipvé6é link local address=,
intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
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A 4 etz AR A sl s 1A Dell A= View(H 7)) (O)E E83te] JiA o AFE-H WaE A

.

SYSE A|ZF3h= Al A8 W5 A 9] ahar Wg=oF A3k /A 7F vl o] QLA == gl oF T vt
olu} 5 Abolo] oA gl A9 [ Wl A Ve YT 4 3 %%%ﬁ]alﬂadml
g A aor gy

i

A A S AR S ghol o] m7]e] EA A ekgLieh whekA 7] R k) wlof 9)
o= Aa ghol Q= ANAZ Aelel E] Gt oo At 44 12l
A48 T ko] 2o Thgk W7k Suhe A BHels =4 o] %7}k A H U T FlexConfig 4 3
v 3.7],33 5 0] A 8 FEEAA 2.

9715 Save(A ) E YT

=
+ 32 9] t g Tl kol 22 44§ th. FlexConfig 4 ol v ¢ v 4 tluko] 2= 44, 32 o] 4] 4]
=

)

eploy configuration changes(7-d W17 A} 7-5), Firepower Management Center ¥+2] 7}o] = 3k
=,
FlexConfig 7 2 o] t] g+ tf 4 o] v}o] =~ A A

FlexConfig 4 2 & A4 3 ©] 4 2 ALgali= tiubo] 25 A ulat 5 Q) o] Fo o) Ayl
= Aol vha vjufo] s B WA Adny

\)

i ubd o & tupo] oA A S 2 ashd A| AHO The & A B TS JEo R
A AT} A 7F FlexConfig 7] 2 = AF&-AF G o] H S 153617] 93t 23 Y E o] 7] uf o
tjuto] 2o A FlexConfig 8 & & %-% S A 31 A] kol %= FlexConfig 71 A 7} -4 & W & & A A
S A SEU T Huko] & H4d ol A FlexConfig A7 ™ %& A 7 821 += 7 - FlexConfigE AF-8-
skl A4 715 A7, 36 F o)A 4 /«3% Az Al S

EE IR

@71 1 Devices> FlexConfigg 41 ¥ 3} 3 FlexConfig A 22 H H 3h o}
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FlexConf

FlexConfig 4 3 v 127] [}

A 2 Policy Assignments(d 3 )& &€
7] 3 Targeted Devices(th 4} t]vpo] 2ol tf THE Utk
* Add(F+7}) - 3k o] /3 2] Available Devices(A}-§- 715 t] vlo] 22) & 4 € gt t}5- Add to Policy (4
Aol 715 29 6171 Selected Devices(d 8 & T ufo] ) B-50 2 = 2k =5t 3
AS Hupol 2~ n7HEA A B S ~H E Hulo] o e 4 JlF U

» Delete(2}All) - © T]ufo] 2 o 913 Delete(2HA]) (W) 22l 3 A L) o 2] tlujo] ~E M e}
3l Q8% F¥ 3 U5 Delete Selection(X B AFE 2FA) S A Bl gy T}

g,
%_

=
=

ox o
ru1o
)

B4 A A2 A gshel v OK () F P
915 Save(]9)E 2 3kl FlexConfig 4 22 A EvIeh,

ool s 2k
* Deploy configuration changes(7-’d W7 A}& -5, Firepower Management Center ¥+2] 7}o] = 3+

=z,

ig g 2 v 2 17|

FlexConfig % 28 7] 2] X 31 FlexConfig 7| Al & CLI 8 ¥ o2 W 33}= WS gt} w1
7]:= FlexConfig 7| #| o] AF-8-5 = 2T HE 2 W o) A d@]f‘g tjufo] A~ 2
Ptk M= Hupol 2 A o] wheh ol H B 58 tf Aol thal] B &s] o = sy T

u| 2] B.7] 2 A}-8-3}9] FlexConfig 7] A 2] A 4 FA4 S 2k Ut) vz B0 A oA 237 g4)49
w7k A E A,

WG tubo] 2 Aol uhel th A Sl S Qlo.m e 7 tupe] ol TiE TS Mg v)e) )

oF gttt

LR AA
Al 1 Devices> FlexConfigZ A ¥ 3} 1L FlexConfig 7 AR
155 ok

v B r]ell = 7 F el A AR B ol 2E FlexConfig 7H A o gk 2 2wk 3E A1 Y v Al

a A&

A2 B 59l M4 W&ol A& 45 Save(AHE ¢
=} 5]

= F7h AAE v 2ed QRS A of g

7] 3 Preview Config(/-/ 78] ®2.7))& 283t}
Al 4 Select Device(tlHlo] 2= A B)) =5 T 550 4] tjufo] 2~ it
}\]/\E-ﬂ O rlujo]l A & FAE HAMo| A HAHE H M3 v} = A t]nlo] 2o tfdl A2 CLI

S AT 2L G CaliCE AFE S0l 28] mo] BAE  Qlow, $7 R4S
4] Cnts Sl hed 8 2 L Te)

m 2] 7)ol = thg A o] E3HEU T,
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* Flex-config Prepended CLI - -Ad ol T3l ¢Foll 5=7}% &= FlexConfigs A4 ™8 & Y T}

« A2l ¥ = 7] 5ol A A4 CLI - Firepower Management Centerol| A 723 5 74 F ol o H 2y
HEJUTH mpA O ' tupo] 2o A o w F5Y o] Fo] A F A = WA E A
ol AR YTh o] HE 2 ddE A S FEs = d Zack R % HE s Ve A = &
FUH . o] A 9] ¥ -2 FlexConfig 7l A o A] A4 = A] &5 U T

* Flex-config Appended CLI - 7-/d o] T3]l % ol 5=7}%| = FlexConfigs A/ 8 & J Yt}

W75 Closs(®71)& 28] meliy] vg} 348 Ta g

e 4

ko]

FlexConfig 4 22 t]uho] 2o 58 5 3o0] gy 8 olglom A3t F4o] el g rjzelx) 2
QG EG T ute] 27} ol g2 AEFHEA G,

= 2 A4
TFEo] EREA FAGHA Gee FaF

a) war Eooll A System Status(A] 2= A E)E 25 FH T o] w5 Deploy(7-5) 2 System(4]
iEél)A}Oloﬂ o] Fo] A A &2 vl Ayt
73

obo] T2 b F shufel gom S F7F A& S AV T3 5 5 Th
* IndicatesNo Warnings("d i §l& A1) — Al=Rloll A @ 57 3 A a7k fla= e Y

o},

« Indicates One or More Warnings(7d 2.7} 3}u o] 41 & 3 A]) — Al 2 ®lo] @7/ §lo] 3l o]
o] 77k BN SE e T,

« IndicatesOneor More Errors( 2.7} 3} o] & 3 A]) — Al ~Hlo) &l o] ko] @ 7 4

An7b AR &S veb e

b) Deployments(-%)oll Al 5ol A& =A ghel g},
o) 58 A 5l o) @ AP Y uF wei show History(7] 5 EA)E 2 gt

4 9% Aol A BHol A T 4l Ae g,
A A o Gauv] /14 H2e) A¢o] B2 o] TAH T

o 225 Ao tivto] 2o v & Transoript(7] =) Lol A b =2 2e g}
TE 7| Sol tnto] 22 A EH B lubo] o) A W So] L3H o] AH UL o]
S gHe AU A4 EE 0 F WA F AFUTE ol 7h BT T5] 39 FlexConfig
B9 A48 97 7S vehi WA S o] R E Selste] WS TS

FlexConfig 7§ A &] 2 HEE =43 4= I HF U}
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s
K
rlr 1)

2] 7155 ol thall %<& ™8 % ¥} FlexConfig 74 Aol 4 A4 " & o] 7] Fol A 725 A
[e)

.

o & E0] v Al @ 20l A = Firepower Management Center/} &] F-o| A =2] 4 o] F o2

GigabitEthernet0/0-& -4 3}7] ‘?43]1 BEs AFYes SAT F AFHT tnpo] 2o A Bt

FES 0w AF A4Pva gHEAFUL FTDoﬂ/ﬂL ojw gk A -g-ol| = Bt FES AHE-St
A] eF5 YT FlexConfige}l #Hed ¥ uﬂ*] A= 71 5-2] CLI Apply(CLI 4 &) A Al 15U,

FMC >> interface GigabitEthernet0/0
FMC >> nameif outside

FTDv 192.168.0.152 >> [info] : INFO: Security level for "outside" set to 0 by default.
T off o 3= = o] g of Qle=A At
tuto] 28] ghe] IP F4ofl SSH A2 & A A st o] 245 3 & 4= 951 . show running-config

B S ARt A S YT

=+ Firepower Management Center W] 2] CLI &2 AF-&3 4t}

a) System(*]Z2=¥l) > Health(’3 El) > Monitor (1 ] )8 A el &} 31 t]nfo] ~ 9] o] 89 Fel gt}
2+ gl o] & 2] Count(75F) el A G712 shakn =1
o}

b) Advanced Troubleshooting(iL 5 4 31 2)< 293t}

¢) Threat Defense CLI(#1 3 o] CL)E 9§t

d) shows W& S & s}l running-configs oHebrH = f = ghu o

e) Execute(dd)E = FYTh
A T o] A E Aatel] g Ytk 485 A 98kl Cul+CE 78 tha ol w4 &
T UES YAE g 2o ¥ 5 A5y

Ll
ull
K
_0|L
Q
o
il
O
)
o
(>
i
il
¥
%0,

tupo] 271 o o) &2 2hgeh=A] g
°] 71’5 ¥} ¥l show B B & AFE-sto] AR ARt SAE A FUH ol & 50 TV ZREE
HAFE 27383t 75 show service-policy %2 o] AEE Al e FHTE AHE S A&} WA 75
of wheh k=1, ASA A 7hol = Bl 7] A ol ti sl ot i vl ARE S i el vt 3l
F4

SAE BA S BRI AV RA A e HER
SHAIRE v 7} QLU Tk E Aol AT E] o] oF B Hlufo] &
A= A TAdA FEE TS FAFUT dE 501 7
ol Edja g AAsAY A IS = syt

SSH A &=+ Firepower Management Center CLI &< &3l show &S AF-8-& = 9l 5T,

[-40
bt
T
o

Wl 4% A5, A8 5 5) TS
£ ol Sdftol 50 982
50] 2H5817] Aol NAT B o4 2= 77

SFA| 7k AL-8-3 oF F+= show "8 & & FTD CLICN A 213 AR8- <= gli= 74 -5- tiubo] 2ol SSH A2 &
A A T E S AFgElof ﬂ‘/hﬂr CLIYA v W& Al 2E ¢ o] 21k CLI W] 9] Privileged
EXEC Uciiola‘l—qq— A7) A qE A A== show HH S JHE 5 Qlofof
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B Frexconfig= AHstel 949 /1% A1A

FlexConfig=

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> enable

Password: <press enter, do not enter a password>

firepower#

AHgste] A 7S AlA

FlexConfig® AH-3to] 4% w9 T4 W3S AA ok dhoban A4 45 3 T4 550
= AA Ao & 5 915 v FlexConfig 4 21 ¥lvho] 2014 3 s skl 2. 740) 47514
FE % A

T3E 75 o= A7 s A FlexConfig 7§21 & A/ 8ho] 4 @& A-5-Au F-a sttt

A28 7] el

A o3l A g o] dH- &
Yth
1. FlexConfig ] 7_<—],J U] \ﬂi7],33 “jﬂ O] X] oﬂ A e o =2 44 U] 1:42.7] =7 A]'_Eh/]]ﬂr ###CLI generated
from managed features ### 441 FlexConfig 7| A ¢] 2= 78 ¥ S A A 3= clear 5=+ negate ™
& o] 3£3Fe] o] 91 o™ FlexConfig A &, A7 B 2 -5 FA | A 7| A & 1H8] 21]74 g UG

.

2. FlexConfig g Aol A 7| A& A AstaL ©17 AFahS A48 th& 445 oAl P18l | YT ##4cur
generated from managed features ### i| ioﬂ 3 Q 3} clear =& negate ”é%ol Oi%jO] i?‘j}ﬂcﬂ

AA| G ord o] Aajel mpet o2 A& A A s oF gt

rr

AN £5 02 AANF A Fsteld vheS FAY

L EAA

Objects(7| A1) > Object Management(7] A #2])E €13} 3L FlexConfig 71 A& A8t 4 B &
= A AU FasgEu o

7o BE T AARES AAT 5 A+ clear BHE 0] = A 3l
ARA Ao ISIS_Unconﬁgure_All MA o= EEISIS #d 74 |
= o] &Y

clear configure router isis

3 7150l thgk clear B o] 1o AAD 72 P 8] no P A& A& EoF F . ol & S0 A
7 2] ¥ Sysopt_basic_negate 7| A = A A 2] & Sysopt_basic WA & &3l T4 H HHS A AT

no sysopt traffic detailed-statistics
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(RUBNAU

_|_,

FlexConfigol| A #2] 5] &= 7] 5 o2 W3l

no sysopt connection timewait

Aukx o 2 1A -S prepended, deploy once 7] Al 2 Al A &}+= FlexConfig 7] A & -4 g o}
Devices(t] i} 0] 22) > FlexConfigZ A1 ¥ &} 3L A FlexConfig 4 S A AU 71& A S ALY
o},

= FlexConfig B A& f-A| st WS Fa3tatr] 93k A A S A ehaL v
< A FlexConfig 7| A & 4 Ao 7134}

NA & 2E tno] 2ol A b 3] A 7 8l W 7] FlexConfig 7 Aol 4] a3 v =
& 2HAlEkaL TS Fastebs A & ek Al e S Qs yt

=
9
b
Q
Q
=
—=h
aQ
o,
N

Save(4] A= E ¢ 351 FlexConfig A M-S A 43t}
Preview Config(7-/d 7| 2] 12.7])E &2 3} 3L clear 2 negation § ¥ o] &1} 2 A A = =4 &<13Y

I %-g-o A Deploy(T-%) > Deployment(7-%) & 28 3} t]ulo] ~E A &}l Deploy(T-%) S
2

g ol AAHA=A AT ek

Hubol 2ol A A 3¢ 4L 1w Belo] AAHNEA SFAFLh AR NG THH AA
391,34 o] 4] AR FEFAA L,

FlexConfig % A2 # ¥ &}+= 5 ¢} Policy Assignments( ¥ st S &8 &} a1 t]ufo] 22 A A gt}
A eNA o 2 Ao A FlexConfig 71 2| & #| A3 T}

FlexConfig 4 #1°] 917] k= 74 92l < 7198 AA Gtk /4 eta A4 958 F 4392 o
ko] o) g} gkobiz Ut
317 % FlexConfig 4 #o] tuo] o] T3 e = §4 S f15He 45 A A4 2 ask AAE A

AUk sl A= o o) BashA Gy

FlexConfigol| A4 2] 5= 7] 5o = WS

ZF AL ESo] e A #HelHE s FlexConﬁg Q- A Aloj ¥ = A A& S8l A A
T 7152 F7HE T} o] 2 Q13 A g ) FlexConfig ¥ % o] A €lo] T&hd 4= 3l 4
th 7S s o2 WSE A FU T g adol = $oll= A2 AEo] T HE S AFES Oq
FlexConfig 7l %] & %% AV AL E = glEUth AXZ Ego] dad o] = $o = FlexConfig 4 2
U A E HESAIA L.

FlexConﬁg% /\}%‘3}04 T3 750l ﬂrﬂ ﬂ = 75 0.2 XY= 7] Al 4S5 FlexConfig A&l A 2+

o 715 AHE 0.2 MBaoF Gtk thi-#] B 71 FlexConfig T4 & 9 1el0] = Fol =2 A %
el A% 750 - 5Lt e} 49 el A8 R WS AL e P A7)

2 4= lF YT GUISH FlexConfig R0l X 7] 5 & 748k A2 A ¥4 54
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FlexConfig %4 = |
B rexcontige) ¢

L 2AIA

A1 FlexConfigE AF&3te] A A H 7]%5 #| A, 36 #l o] % o] A ¥ o 2 FlexConfigs #| 4§t}
A2 N2 ALE = Y E = 7oA RS AT Y

Yol wmEo = Pul 2o A2 E /)5 B2o] gt

o
o

FlexConfig2] <l A]

52 FlexConfig AH-8-2] 2 7FA] o Yt}

Precision Time Protocol2- +-/d 5} = "+ (ISA 3000)

PTP(Precision Time Protocol)= 3 % 7]1F U] E $] o] A 3}?}?} tulo]l 29 255 F7]3Fs5H7] ¢ 8l
ke A7 573 L2 EEZJ YT o] g tnfo] 2 52 dukH o2 Ao} obg g o] theF
AUt o] TR EZ2 MY MEY T d4ddE 54 2 Zﬂo% A28l 9138l 5] AAEN e
HAas Q93 2 42 A QW =& QR 517 widof 4t Al =gl A ARE-SH7] o] 71 A
i ash=

PTP A =¥ PTP & H] PTP UjH}o] A o] %%t o 7 A5
PTP tjulo] 2ol = AWk 35 FA 25 5 £ 5] 9

93], 258 5 7]} Qlzet vlupo] 27k Q.

FTD tlulo] 2% %1 S2o] Jus 24T 4 AU Th FID tujo] ol 4= 52
%7]84844] @k<r LI T FTD U] uko] 220 A 1= PTP 22 o] o]l o) 2 PTP 7] 2 22 ¥
PTP Tluto] 25 T4 8 v ) 2H5 ¢ Tlufol 2o] EolQ) WS 4ol guinh webd ofe] p
Wele e v h+450510ﬂmﬂvm%%;4%4 500 pTP Joho) -5 oot 7

N

=
E
=

A, U ES] Aol AAE Al ~E YT,
ZUth ¥] PTP tdlo] 2ol = Y| EY A ~

PTP
}

rulo f”

REEMELR

t]uto] 20l 4 AL g3} S}z PTP 5o T4 8 9l W55 A Gt o] dol A= PTP w9l
MES 1002 7PVt B A 25004 Erjele] pTP FSo] A A3 915 Bahehi= e
o8 AT

S PTP 1A of] th 3k X1 Yo}
o] 7] Cisco ISA 3000 o] Z2}o] A 2o A vk AF-&-3F 4= Q15U T,

« Cisco PTPE= HE] 7| ~E PTP WA A vk x| A o},

=

« PTPE IPV4 U EY T80 20 AFL3F 5= 9) o1 [Py U EY T L0 2= AL23F 5 ¢l5Uth
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Precision Time ProtocolS- -4 3= " (ISA 3000) .

* PTP 742 HHE T By A 25 W o #AIgle] &84 oyl dlo] ¥ Q1§ 3 o] 2ol A
A4t o] = ] AE F o] 2, 319] Q1E] 7 o] 2, EtherChannel, BVI(Bridge Virtual Interfaces)
2 716 7H Qe o] 2o 4] A 91517 k4L

« VLAN &9 ¢1E] 5 o] 2ol A o] 5351 = PTP7} A Q5 v o) u) A &3k pTP Al o] A A 4] o1E
o] el glvtar 7 g v

« PTP s 7l o] ulo] ~ & &3l o] 5a 5 A=A gRlslof Ut PTP Egj3 -2 UDP ) X E
319 2 3202} T4} IP 52 224.0.1.129%2 A H H o2 o] Eg) & 5831 NA 2 Ao} 72 o
253 oF P}

o ZF9-H Wl BT o A= PTP HEAAE 59 U] HENAE 98-S &4 3hs)oF gy
o} 3 PTPE &4 8ol QIE Hlo] 2~7F e #] 159 §lE 499 IGMP HE| AN =E 1&F
1 224.0.1.1299 2t == AE H o] A5 FA S oF Ut} &84 QQE H o] 27} U] A 1&
R Q1 el = IGMP HE| N 2 E Z1ol] 29185 7/ 8] whad Al

= 2 A4

SA1 (BF$EE RE A8 FEANAE #-98 S Z43)etar, Qo) 20 v §IGMP 15 A EY
o}

2B &= e A= HE AN~ $-9S dAgghdor it e 59 24 AE ol F
B A T W7} ol OJEHI o] 9] 7 g-of &= ¢l E] o] 27} 224.0.1.129 IGMP L&l 7}) 3%

= POk Yt B A 15 WM ZFIGMP 1wl 7HY et S A E e AN BElA 1F
W o] PTP 742 IGMPol| 71)8HA] ot 34 o= 2 8-t}

PTPE /& tufo] 2~ = o] a5 G- gt}

F3 zhrjupe] 2=9] PTP %] 3 S1E] 7 0] 2= 9] 3L = 9] o] o] E(d: GigabitEthernet1/1)S 7] =& o},

a) Devices(t]v}o] 22) > Device Management(t]vlo] 2~ #e]) S A €l el al tjulo] A5 =4 g},

b) Routing(z}-9-%)& =8 Fth

¢) Multicast Routing(d E] 7| = E 2}$-8) > IGMPE A &g},

d) EnableMulticast Routing(‘'d Bl 7/} =~ E 2}-9-& &4 3}) &l dh-& A e

e) Join Group(Z&<% 1)< YU

f) Add(F7hHE £ 3s}aL, Add IGMP Join Group Parameters(IGMP 7}¥] “L5 vl 7| 4= F=7}) tl 3}
A A th FAE TS ok OK(ZRD)E =9t

* Interface(Q1E] 3 0] ) - PTP #| & 5 {3 Qe o] A5 A &g

£

« Join Group(z¢! 7157) - | M ES A /A& F7Fsle H +& S8 U 742 224.0.1.1295
Abgate] S AE AAE AT F7F JIE ol 25 A3 o= o] JIAIE A" et vk

sk gy
t]ufo] 2~ o] PTP %] 8k =28 o1 E 5| o] ~njt} o] B2 ket o).

g) Routing(2}-F-%) #| o] 7o A Save(#"hE S FH T
7] 2 FlexConlfig 7Hi]§— A3 PTPS A 2 ol 5 o] 2o A 24 3}3]

—

o

e,
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. Precision Time Protocol-3- <-4 3}+= % (ISA 3000)

g Aapoll M= FA FQ E tuto] 2o A PTP A & S1E] ¥ o] 27} T A slthar 7Hg gy} o}
£ tupo] 2o A th 2 IE H| o] 25 ARE-SFohH, 7t 31-f 23] dlF) o] AAE A s oF Y
t}. ¢ & S0 tnfo] 2 A9l Bol| A GigabitEthernetl/1-3 AF-8-8} 3L t]ulo] 2 €2} Dol A=
GigabitEthernetl/2E A}-8-31, tjulo] 2 E€} Foll A = GigabitEthernetl/1 2 125 5.5 AR-&-gHcpd,
H 1= 9] FlexConfig 7l A 371 <} (th2 Al A A 3F=) *H %= 9] FlexConfig 4 & 3717} € 8 o},
a) Objects(7l Al]) > Object Management(7} A #2])E A &gy},
b) =X}l A FlexConfig> FlexConfig Obj ect(FIexConﬁg NANE A gy}
¢) Add FlexConfig Object(FlexConfig 7} Al =7H& Zglsla, t}S £4 S

e

» Name(®] &) - 7§ A] o] &4 Ut} of| 2 5], Enable PTP Yt}

* Deployment(1-5) - Everytime(3) & A8yt X & 54 +4 S A8 A4 Je &
A FY T

Type(+3) - 717k Append(F7hHE LUl 2 A Yt B2 25 A9 758
s ol tjuto] 2o AFH Ut o] F A SHH Qg #| o] 2~ A 4 %]
olefst HE S Aastr] del Ayt

Object body(7H A F-5) - 7| 4] EF-ol = PTPE A& o7 FA3laL Z} PTP A & 1 ¥ o]
2o A A sk vl Zod HE S AP YT oS 50 PTP =191 109 A 44 2
GigabitEthernetl/1° 4 &] 1B #|o] =~ F+ Aol B a3k & & -3 25Ut

ptp mode eZetransparent

ptp domain 10

interface gigabitethernetl/1
ptp enable

AA BEe oh s vl sl of gk,
Insert v 3 Deployment: Everytime Type: Append

varent

ptp mode eletrans
ptp domain 10
interface gigabitethernetl/1

ptp enable

7] 3 FlexConfig A 35 A/ 8k a1 tjvto] 2o g}

theFs PTP A F Q1 E] 5] o] 2~ Z 37l ] gk o] 2] FlexConfig 7} 2 S 443 1ThH, 7§ A8 & FlexConfig

A& eI T8 of s QLB o] el B guhe Tlubo] ol A AE dafof gk Tlw}

o2 1 FHE U AAE vk

a) Devices(t]v}o] 2) > FlexConfigZ A &gt o}

b) New Policy(} 8 2)& =23t} 7]E FlexConfig 8 & o/ t]nlo] 2=of Shidafof ghrp (5
= olw] & E o] vt s A= A

A AR LD w= A o5& A sk e ko] Aol i Hute] 25 3t
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c) H}9] User Defined(AH-&#F A 2]) &1 ol 4] PTP FlexConfig 7] A & X1 &4

Precision Time ProtocolS- -4 3= " (ISA 3000) .

F7H o
7} 2 = Selected Appended FlexConfigs &=l 3=7}3f oF &t}

-2 Selected Append FlexConfigs

# Name Description

1 Enable_PTP

d) Save(AhHE ST
e) oFA BE Ui tino] ~ & g ol shdalA] e krhA Save(A ) ool 91+ Policy
3) A5 st dFFUTh

, Preview(V| 2] 2.7]) t) &} A Aol A &

Assignments( 3] s+
f) Preview Config(+/d gl X7])& &8 3taL

% ofvE AE gy ok

A 288 tinto] ~of AgE A CLIC] v g B 7S A A gy T} PTP FlexConfig 7 A ol A A A]

H i ge] St A FAH=A FAFY T v g 1] S5 EAE YT et 7] 5ol

Age ot WA Aol A A E W e 3 EAE YT PTP B 9 79 tha- 3 AR W

&o] A E o] ok Pt

5l tulo]

###Flex-config Appended CLI ###
ptp mode eletransparent

ptp domain 10

interface gigabitethernetl/1

ptp enable
W7 AbalS vl g T
FlexConfig g 21 & tjupo] 2ol &3 g7 whtell @7 75 4317k A Yt FlexConfig= 521 3}
A Apg-alof shrh= SEqiy Tl Proceed(ﬁ]%ﬁ}ﬂ)i 2835t +55 A% 283y
FEol EUH 15 U9y 1F V1 5S FAT 5y ] 75 TEol A S W 53]

LT FEHE A4 B, 34 0] A 9] )&
7}t ko] o] PTP 742 Bel g ok,

7h tjupe] 9] SSH B <& Al A PTP A4 & Sl g .

> show ptp clock
PTP CLOCK INFO
PTP Device Type:
Operation mode:
Clock Identity:
Clock Domain: 10
Number of PTP ports: 4
> show ptp port
PTP PORT DATASET: GigabitEthernetl/1
Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1
PTP version: 2
Port state: Enabled

End to End Transparent Clock
One Step
34:62:88:FF:FE:1:73:81
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B s a0sa30000) e 45 st slo) 9818 T sk gy

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4

PTP version: 2

Port state: Disabled

2 7 (ISA 3000)0]] T 3F A} = 3} = 9| o] ©-3] = Al &)= v

Xé &l LEH"”’H AE F o] 2= 4 1ol ETE] ER97F ASH =5 st=glo] vpol a5 &4 53
T AFYUL AL E = AE o] 2 -2 2] Q1E #] o] 2 GigabitEthernet 1/13} 1/2 2 GigabitEthernet
1/34 1424t} gholH o]yl Bl S AL-&-3}= 4 9-ofl = 78] o] Yl %(GigabitEthernet 1/1 2 1/2)
Tk at=glof vpol s 25 A A gt

St=sllof nlo] sl 27} &4 Aefold Eg T o] AT 1001 4] o] 2]k QIE o] 2 4
FTD CLI:= Q1 #lo] 27} S e = A1 o2 hdyth Wl 7|52 glonw
EHE et B9 fdS getafor

CLI 4 %=+ SSH A4 9l A show hardware-bypass ™ & & AM-8-3}o] 2% e

re kg,
2% 9] o] 2

lm r“

4~

B

L0

g},

i

REEHEE
g 20 S50k s slo] vho] s 27k A5 T
P72 BE)H) ol QIE o] & 4wl A sl ok g th

L 2292 9] A2 L] QB 0] 28 Aok Gtk EY A EEE A o] 25 A
A

2] A A~ A o] A Aol ¢4 3 Threat Defense Service 4 S A}-83}o] TCP A~
Al A o 7 H|ZA3}el= o] 24Ut 7] EA 0 7 [SA 30008 E3}s= TCP o
A= WMT)= Ao A= AUt st=9of vlo Pﬁi% d gl H ISA
3000# = VJ o]y = glom AlAx HEE MEelA] Ut Al SgfolAE = oA
RZ2AAEHEE PRS2 A4S 2AHAF Y wehb A TCP Al S BhA] A A 3) oF &y o). TCP
Ao AA S A slsiE e A3 o A H o2 FTE = YA wto] Y- TCP
0.

t'di%“’ éxé
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3 7(18A 3000001 o) & 5 sheslo] 9312 pAaste ]

ZE2AA

7 1 FlexConfig 7} A S A A ato] 245 $-3] 5 &4 3}k
a) Objects(7l ) > Object Management(7} | #+&])& A &g},

b) E-x}ell A FlexConfig > FlexConfig Object(FlexConfig 7] ) S 4 &l g o},
¢) Add FlexConfig Object(FlexConfig 7§ 4l F+7hE &8 3t 1, th2 £48 74 3 13 Save(A )

s 2934
* Name(©] &) - 714 o] &4 Yl o & £, Enable HW-Bypass& ¢ & 3t}

* Deployment(7-5) - Everytime(&d) < A8 UL ZE 50 73S AFs) 24748 JHE
FrA e

. Type(w‘-’rfﬂ) 712259 Append(3=7HE 1) & A BT HE e 44 A9 758 Mo
A5 Fof tufo] 2ol AEH YT,

» Object body (7 #] %) - 7R A] ol A AFs st = g0} -3 & & 3o dl 2R W H &
T} o2 o], 7} 3k 5 Qg F o] 2 ol T a3 §y e v st

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

MA e T3 W] ok g,

Insert = Ed Deployment: I Everytime - Type: Append -

igabitEthernet _f_—__z

hardware-bypa ig
igabitEthernet 1/3

P
hardware-bypa

ol
=

33
23

@7 2 FlexConfig A 35 A A 8haL t]nfo] 2o &gt}
a) Devices(t]¥Hlo] %) > FlexConfigs 1 & gt}

b) New Policy(*] A &)= 2371}, 7] = FlexConfig A S t) A} t]ulo] 2o &idg) o} v} (5
= olm] g Eo] i) i G A S A oh

A AR LD w= AH o5& A ek e ko] Aol thd Hute] 25 3t

¢) ko] User Defined(AH4} 4 ©]) ET] ol A 512 3]0] 55 FlexConfig /|41 & 48831 > 2]
she] A Aol F7H5 o)

7} A = Selected Appended FlexConfigs &=l 5=7}af oF gt}
-2 Selected Append FlexConfigs
# Name

1 Enable_HW-Bypass

d) Save(AhHE ST
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e) oFA B thd tnto] 25 Aol EdatA] vk Save(A ) oF#ell 31+ Policy
Assignments(ﬁ b)) ﬂr)r) HdIE =9 —5}04 Q%‘Lqﬂr
f) Preview Config(7-4 V2] X2.71)& &8 3}aL, Preview(V| 2] B.7]) U8} Aol A & tjulo] 2~
< shuE Ageyth
Al =8 T uo] 2of dEE 54 CLIC] U]E]l‘iﬂ £ A3 h sk=9o] -3 FlexConfig 71| Al
oA B3 o] SutEA FAH=A It v B Y] el FAI Y T e o
715l 285 v WA Alakel A A WE % 3 AR YT st= o] -3 W E o] A5
U3 frAbe W-8-o] EAE YT

###Flex-config Appended CLI ###
hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

w3 WA AbES W T
FlexConfig 74 25 tlulo] 2ol ehd-g7] wiitol 4 -5 744 L7} 324158 Y U, FlexConfig= -2 3
A AFE-af oF dhth= Sed YT Proceed(Al<58171)E S8 8te] 75 S AlS AUt
So] TLPA 75 3} 75 /)58 B 4 Asleh o] 75 TRl AANE o 53] &
4T e A 954 A9 68 B2 8

ToR SFEgo] 38 SE8 A A4 #1452 ¥ FlexConfig N A & 7 7| A4 sl oF At
s Sbs E o R 85 ARtehs R A, T el ta) 938 3E8A ¢ me v B F
sh Ex E ohE 3y

hardware-bypass manual GigabitEthernet 1/1-1/2
hardware-bypass manual GigabitEthernet 1/3-1/4

e ot e BY F shtEE Euy

Y}

s
il

grellA -3 71e&

-
:‘?:
2
ol
rlr
of
o
inss

no hardware-bypass manual GigabitEthernet 1/1-1/2
no hardware-bypass manual GigabitEthernet 1/3-1/4

83 YA $-31 5 AAY 118 ¥ FlexConfig A Aol & & g2 7/l & 7}
ZafjoF gyt B3k 1% 3 FlexConfig A #ol| A /WA S S A] Al A &l oF %HE} 5o
o= A5 ‘iixﬂ*i W 3o] 9-3] 5 thA] s Al El oF vt whekA] o] J‘ﬂé% AH-&-3}
FlexConfig & 4 A gl 7} &S A A FsA A& oF g

AA 7 298 - W

FlexConfigE AH-&3}o] PBR(E & 7|4t 219-6)) 7] 5& T+d S = A HFULE o & S0 b2 19 S &
2P FAE M2 Y ES A FHe] Ey 2] S HoFU ) o] 49-10.1.0.0/16 Y ES A
b A 9 B9 A st o] Eole e isp-Acl thE Ul 2t} Y8 Bk 5
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™ 10.2.0.0/16 1 W& -4 =9 & 7} oF 5} -ISP-Bol| th 3+ ¢ W& t) & & & 3.8 T of g+
ool 7R sy o

GigabitEthernet 0/0

10.1.0.0 10.2.0.0

A 2Fst7] el
o] Aafell M=t o] A H o] A E o] ] A Fvkar 7P g v
* GigabitEthernet0/0.
« 21E] H| o] 2~ o] E-: inside
«IP +42:10.1.1.1/24
cUES A vhE ghHE o] I H 0] 2 E 10.1.0.0/16 B 10.2.0.0/16 -4~ 5 7+e] 7 2o
o 8k Alo] E ¢l o] & A&t}
* GigabitEthernet0/1.
« AE F o] 2= o] F: outside-1

< [P F42:192.168.6.5/24

* GigabitEthernet0/2.

e QJE]H| o] & o] & outside-2

FlexConfig 7 2] .
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high-pricrity

Entries (1)
Sequence Action
1 e Allow

FlexConfig 7 2] I

Hol-tg
« [P F2: 172.16.7.6/24
LR ALA
10.1.0.0/16 2 10.2.0. 0/16 T4 Y] EI I A6 == g ACL /HAIE B FUTH 4 =2 19
Eg o) o2 9] S A g3lnz ¥ o] ACLS AA 3 oF ).
a) Objects(7l Al]) > Object Management(7} A #2])E A& gy},
b) E-x}oll A Access List() Al = =) > Extended(BHH) S A gyt EGE A2 F A5 X435}

Hdl g AA LS55 A oF STk
c) Add Extended AccessList(&dH dA 2~ 5 F71)
d) A= =59 o] F Mli° A =9)e 9
e) Add(F7h HE& F9sta ¢4 97 e T4 g3t i A AT 8 54
« Action(2}43) - Allow(3] &).
* Source Networks(=2> U E9] 1)- 55 o} 2 o] 527 ¢kl 10.1.0.0/162 %) 2 8L Add(F-7F)
289U Y B o MEA A Fad B U EA A AAE AT 5 d5Hh

f ohskdake] shetel S Add(F7hE 2Tk el w 92 Bl itHe] FrhRu T

Source Source Port Destination Destination Port

10.1.0.0/16 Any Any Any P

g Save(X1)E e FU

h) o SLEALE W] b £ o] WA oA 222 gy g,
C ol Bk 94 429

* Action(Z+<d) - Allow(3]&).

* Source Networks(4: 2= U E 9] F)-5-5 o} 2 o] 4 “d2tel 10.2.0.0/165 Y =3t Add(F7hHE
SYHFYT E= ol VIEY A FA4o i Y EAA NAE BT & dsyth
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Marme
| low-priority
Entries (1)
Sequence Action Source Source Port Destination Destination Port
1 @ Allow 10.2.0.0/16 Any Any Any P
A2 o @ Fa T3] U@ Oh & FAE Pelehs 4R W Py
a) 7N HolA el gl= F 3t HAbell A Route Map(7d & )< 28]y th
b) Add RouteMap(%4 = 9 F+7H HES S
¢) 7RA¢] o] E(el: load-balance)S ¢ &l & th
d) Add(F7hE esta e 549 4 947 =& Edg el g 2 A4 FUd

« Al 2~ H3E—10.

- A5 &

 Match Clauses(¥ %] A) > IPv4 > Address(5=42)-Access List(9 Al 2~ 5-5) gr] 2 HE
gl 3k tf3-Available Access Lists(AH8 715 g A 2~ 5-5) > Extended(2) & A 8

A E97F ES ACLS AHE 550 % ol e gyt

Sequence No:

[ |

Redistribution:

| & Allow

v |

Match Clauses Set Clauses

Security Zones Address (2) Mext Hop (0)

Route Source (0)

Select addresses to match as access list or prefix list addresses of route.

IPvE ® Access List
BGP ) Prefix List
Others Awvailable Access Lists :

| Extended A |

Available Extended Access List{™

Selected Extended Access List

|Q Search

high-priority

high—priority

loww-priority

* Set Clauses(d 4 #]) > BGP Clauses Other S(BGP %) > Other (7] E})-1Pv4 Settings(l Pv4 A
) > Next Hop(th- &)l A1 Specific IP(574 IP)E 1 8 g o} 5 ISP-A§ Alo] E 4]l ¢],
192.168.6.6< Specific IP(54 1P) 77 Aol = et
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Sequence No:
10

Redistribution:

| & Allow v

Match Clauses Set Clauses
N

Metric Values AS Path Community List Others
N
BGP Clauses
Incomplete
IPvd settings:
Mext Hop:
| specific IP v |
Specific IP :
192.168.6.6

Use comma to separate multipls valuss
& F7bsE W Add(F7hE 283y
Yata b £ 7hA e 4 w9 =9

« AJ A HE—20.

5

off Tk v 25 A gt

C A E— &

« Match Clauses(¥ #] ) > |Pv4 > Address(=4x)-Access List( A 2= 5-5) 2t %l
83} U} -2-Available Access Lists(AF& 7Ha g+ 9 Al 2~ 5-5) > Extended (BH4) &

A 2917k e ACLS A8 8 B5 o2 o] F 3o,

B
e

=
.

st

Lt
o
-

R o

o
1
Kl

Set Clauses(d “d#4]) > BGP Clauses Other S(BGP %) > Other (7] E})-1 Pv4 Settings(l Pv4
7d)> Next Hop(th &)l 4] SpecificI (54 1P) S A1 8 ¢ T} ISP-B-&- Al o] E 9| €], 172.16.7.7
< Specific IP(EA IP) =4 AFxbol] &g o)
g) A= W 72& F713tE W Add(F7HE 29§t

MName

| load-balance

» Entries (2)

Sequence No a Redistribution
10 o Allow V|
20 & Allow /W

h) Save(A )& ST
GA 3 A2 WS AFESFe] U Q1 E] | o] 220 A PBRS 24 83} = FlexConfig 7} A1 & A4 gh ).,
a) 7BA FHo] X 9= FoF &-2}oll A FlexConfig > FlexConfig 7} Al S 28 gt}
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| FlexConfig 4 =)

b)

d)

e)

2)

Policy_Based_Routing 7} ] & 2t T3 Copy(34}) (FE)%— =94 h

o] A= A28 A o) AA A g BRI ek7] AR = ALgE 5 P
s GO =S 5 9 BAE AAE sl 71AE g of A
G AL A A NG AR Aok Tk,

AL oto]l F5 E9 et 73 0]%‘01 Pohcy Based_Routing_Copy<! A 70 27} &<l o 8} 3=}
3

* Description(’d 8)-A W & A3 A U 8-S ol] BEA|] o w] & Fof T
* Deployment(7-5) -k H-& =] g o}

* Type(- %) = Append (¥l ol F7hE

do
N
w2t
i
O

WA 8] 2ol = v £l dF U

interface GigabitEthernet0/0
policy-route route-map $r-map-object

"interface GigabitEthernet0/0" -2 o] dof A &1} JAH F o] 25 FASI =S o|n] A = o] 9]
FUTE o2 IH # o] 2o PBRS A -&-3l2l™ QIE o] 2 st =9 o] o] 55 A3l oF Pt

Sr-map-object F4+2 & AH A W57k oh] v ok At 7l 7] 4] LTk o] EAL L Al
shok gk

$r-map-object - A+ A S 2F A 3}l “policy-route route-map” = (74 = W H TW)ol| A E FUh
Insert(4+d) > Insert Policy Object(*d 2 7} 4] 41'%)) > Route Map(7d = )< A& o).
Route Map Variable(d = W ¥ <7) t 3} A=}l A th2& 4 4t

« Variable Name( <= o] &)-pbr-routemap @} 22 o] 244t}

* Selected Object(X B3t 7] A))-Z= WA Y] A2 W 7| A & AR 713k S0 A A8l st &
07 o]z

FlexConfig 7 2] .



Insert Route Map Variable

Variable Name:

| pbr-route-map |

Description:

Available Objects Selected Object

FlexConfig 7 2] I

|Q Search | load-balance

load-balance

h) Variable(* ) t 8} 2}l A Save(A =

e,

29
o] FlexConfig 7} A1 7} th&-31 o] EAIHUTE o174 4= gk gh9] shetol Q= W5 =

S gz,
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Add FlexConfig Object

Mame:
PER_TD1

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please v

Insert = Deployment: Once v |

interface GigabitEthernetg/e
policy-route route-map fr-map-object

) Save(x|)E 2T
@A 4 tjnto] 2~of e FlexConfig 4 2 ol FlexConfig 7l A & 7 o
a) Devices(t]H}o] ) > FlexConfigZ A €l g},
b) o] tluko] 2ol o} FlexConfig 4 30| &%) ekgkehan /b4 831 New Policy() 4 )& 22
a3l A Mol o] BS A A F ThS A Mo et FTD1 tlubo] A28 M &3} 1 Save(A ) S 23
g,
©) AH& 7Fs @ A 55 2] User Defined(AH84 4 o]) Z] ol A A S & 08, >¢ 2¥8
o AE G A Bl FHg o
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*# Selected Prepend FlexConfigs
Available FlexConhg - FlexConfig Object

[ Name
x
w Usar Dafined
« System Definad
"B Dafault_DNS_Configure
o Defauli_inspection_Protocol_Disabile
*& Detault_Inspection_Protocol_Enable =7 Selected Append FlexConfigs
" DHCPwG_Prefix_Delegaton_Configure # Hame
oF DHCPwG_Prefx_Delegaton_UnConfigure
1 PBR-TD

“# DMNS_Configura

=¥ DNS_UnConfigura

d) SaveZ Zato] A RS A gL ch

e) Preview Config(7-%8 V€] ®.7])E S 3} 3L, Preview("] 2] 2.7]) th 3} A=}ell A FTD1 tlulo] =&

Ayt

1] 2] B 7] o]l = FlexConfig 7} iﬂ% T4 HH S AREsle] EE FMC #e] A Bl A E
CLIZ} 23tE o] dFUTh o] 52 A o &2 Ft g Ut} o] ool A =8 2441 & 7|k o = -4
g E e o2 ZFFUnh ol MY E TS ARESte] o AaE daL deA AR s

e},

###Flex-config Prepended CLI ###

###CLI generated from managed features ###
configure session OBJECT
object-group service ProxySG ExtendedACL 4294969626
service-object ip
object-group service ProxySG ExtendedACL 4294969648
service-object ip
commit noconfirm revert-save
configure session FMC_SESSION_1
access-list high-priority extended permit object-group
ProxySG_ExtendedACL 4294969626 10.1.0.0 255.255.0.0 any
access-list low-priority extended permit object-group
ProxySG_ExtendedACL 4294969648 10.2.0.0 255.255.0.0 any
commit noconfirm revert-save
route-map load-balance permit 10
match ip address high-priority
set ip next-hop 192.168.6.6
route-map load-balance permit 20
match ip address low-priority
set ip next-hop 172.16.7.7

###Flex-config Appended CLI ###
interface GigabitEthernet0/0
policy-route route-map load-balance
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f) Close(&7)E &9

thoof 4
o] 4] T upo] =

e 2

o FAE 5

FlexConfigZ 913 715 [

sto vlE| 7] o8} dAkE TR

H

& AdsHh

FlexConfig= ¢| 3+ 7| =

71 H A

FlexConfigoll A1 ECMP 9 & A4 #] | 7.1 Firepower Management Center AF-8-2} Q1 ] 3] o] 2~ ]| A 2] %] ECMP

A AA A5 TS Aol =YEAEFH T webs] ECMP 9 9 &
T-/33}7] 9]¢+ FlexConfig A o] Al A = A5 T

FlexConfig. 6.2 FlexConfig 7] 5& ©]-&3}H Firepower Management Center<-(£)

AH8-3le] ASA CLI §1&3 7|4}t 7] ‘55 Firepower Threat Defense
o] 2o 538 5= A5 U o] 7]“ = o]-&stH dA
Firepower Threat Defense T H} o] 20l A X =] %] &= 713 5 Q.
HASA 75 Y55 EA4stE  dFHH o] Ve A “”01]/‘1
A AEshe BEH R AA R A H U 72 ' &3 2 Cisco
TACO A &4 4 o2 A gt

A 3} Devices(t] Hlo] 2~) > FlexConfig. %=+ Objects(7] A]) >
Object Management(7ll 2| #2])4ll 4| = FlexConfig > FlexConfig
Objects(FlexConfig 7l %) 2 FlexConfig > Text Object(8] =~ E 7}]
AA e

A = = =2 3F: Firepower Threat Defense
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FlexConfig 7 2] I

7I's H A
FlexConfig ¢ o] E 6.2 (1) -1 87 AEkel whek Al 28l Al E s AREAL G 9
6.2(2) FlexConfig 7§ Aol &= e T2 ARMEHE, T/ 7] 5)E

HE 7] W45 ARg-sho] mph27) &l oF U T}, Firepower
Management Center<(£) ©| 23 He] 22 Y do] ES}H,
FlexConfig 7] #| 2] & T8 AR 7} v 7] W4 F 2l o2 W
Hu
ok 53 & Al FlexConfig Bl =3l o] 7l Ut}
« Default_DNS Configure 81 %31 S ]85} 7] DNS 1&
S AR F UAFHT o] ZF2 HlolH QI o] 25 &
d ol 55 et B T V)Tl Ud EAE )5S
glak= o A&yt

TCP 27] A4 AIg A A3k 23} Ay o)A

AF&-38FH SYN Flood DoSAttackS x}ehsl 7] 98k 27] A2
A A ZF 23} CLIE T4 4= Ad5Uth

A & A L A A3} Bl 288 AFE-5E TCP 91 E]
NEZFHLE =349 A8 BX BAE TAHAS F=UE
=3

IPV6 219 &t A Bl 23S A& theksh 3 9
EAFEE Aelz o2 5 8/adsl == [PV AA I HE
T & = A5 Ykl RH Type 2,mobile 3]-&).

BE

filo

DHCPV6 35741 9191 913531 S AL8-317 1Pv6 4174 919)
DELEEREE BENVEESEEN R B
(AL H AT FAE b T F S A,

A 5] = = 3F: Firepower Threat Defense
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FlexConfigZ 913 715 [

N
olr

Hd

a4

A

o

%+ FlexConfig 7 A 4 U T}

6.3

FlexConfigE ©]-&3l 74 g o] d "] 29 ofe] 7]5& o] A
Firepower Management Centerol] 4] B} 2 A}-8-8 4= 9l H Ut} o] ¢
St FlexConfig 7l Al & AF-8-3}a1 It} al o 7] A & A Ao, Al
MAE AFEE T A EF F4S A8l oF gyt tha& A9
54 FlexConfig 7] 2] 2 B~ E 7f3 o},

* Default_ DNS_Configure(default DNSNameServerList %!
defaultDNSParameters B] ~E 7] 2] L8}, o] 4] ZJ & A A
A A S AHE3te] HlolH AH # o] 2o tl g DNSE -4 3t
AAL.

« TCP_Embryonic_Conn_Limit 2 tcp_conn_misc and
tep_conn_limit 8] 2~ E 7l A, T]npo] 2o) Sty oA~ Ao
A A o] Advanced(al3) $oll )+ Firepower Threat Defense
A2 A Aol A o]l gt 7] 5 T T

« TCP_Embryonic_Conn_Timeout % the tcp_conn_misc and
tep_conn_timeout & 2~ E 7| 4|, Firepower Threat Defense 4] H]
o Al olelE 5S T FU,

A 5] = & I 3F: Firepower Threat Defense

ISA 3000 T Hpo] 2~ef] o gt
PTP(Precision Time Protocol) 7-/3

6.5

FlexConfigE A}-8-3} ] ISA 3000 t] H}-©] 2~ 0ol 4] PTP(Precision Time
Protocol) & 74 & 4= JHF Y Th PTPE 9l Z] 7] U E 9] A0 A
thekgk tuto] ~ o] 55 571387 918l e AR 5713t
TREIZPUT o] ZEEZL A S, UEST S4 9 Al
A 2~Eg- 0 7 535 A HAEFHT

oAl ptp(Q1E| Fl o] 2~ B=) = 7 2= & ptp mode
e2etransparent 2 ptp domain<-(E) FlexConfig 7| 2| o] 3£}t 4=

215H/4=74 % v = : show ptp

A 5] = & I 3F: Firepower Threat Defense
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