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Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)

Bound Interface is Ethernetl/10
Port description is server 1/1, VNIC ext-mgmt-nic5
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Add Standalone i)
Device Name: FTD_Instance2
Template: Cisco Firepower Threat Defense V
Image Version: 6.5.0.1159 v
Instance Type: Container L2

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.
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Standal | Cisco Firep Threat Defi | 6.4.0.42 3 -
Data Ports =
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Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8
Etheret1/2
Ethernet1/3.2 arnet/. FTD - 6.4.0.42

Click to configure

Ethernet2/3
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Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

SM1-0k | SM 2 - Ok SM 3 - Empty
5M 1 - 40 Cores Available

Resource Profile: Default-Small w

Interface Information

b)

<)

d)

f)
2)

Management Interface: Ethernetl/4 b
Management

Address Type: IPv4 only &7
IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1
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Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

a)

b)

d)

Management type of FMC ¥
application instance:

Firepower Management 10.89.5.35

Center IP:

Search domains: cisco.com

Firewall Mode: Routed b
DNS Servers: 10.89.5.67

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | ftd2.cisco.com

Registration Key:
Confirm Registration Key: |esss
Password: sesssssnen

Confirm Password: sssssssnee

Eventing Interface: v
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o
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@Al 1 Firepower Chassis Manager©l| 4 Logical Devices(:=2] 4 t]H}o] )& Y
@Al 2 2 2% el Edit(5A) ofol 28 F9 35t =84 tule] 25 A4
@7 3 Data Ports(tl| o] H 32E) d J o A QIE]Fo] ~ & A el slo] A Ho|E AH o] ~& ST

ob#) QB o] 2% AL A8k wpAI Al 2.

Data Ports ey

Ethernetl/2

ernetl/B
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Port-channell
Port-channel2
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2,

a) #o]A T4 tuto] 2 olo] FS FHF T

b) General(QRF) 3= Cluster Information(Z 2 2~ F 4 1) ¥ o] =5 UhE 550 4] A} Management
Interface(#e] 1E H o] 2)E &gty

¢) Settings(2A) H ] =F T} E-=o 4 A Eventing Interface(o] 1 E 18 3 o] 2)E M el g},

d) OK(ENE =89

v QIg Ho] =9 [P F+AE WA sl -0l = FMColl A tlufo] 28] [p T4 W7 & oF gt}

o] 2 A 3}# ™ Device(t] BFo] 22) > Device Management(t] B}o] 2~ #+2]) > Device/Cluster (T] v} o] 2~/ &

2 2E) 2 o] 5 F 1 th Management(He]) G ol Al FEZER] 74 F49 X EH P F40E

AR

Save(A ) E FHFU

6 FMCell A QIEl o] ~ & 57| 33t o}

a) FMCel =113t}
b) Devices(t] v} o] 2~) > Device M anagement(T] vFo] 2~ 32])E A B} 3} 2L FTD t]Hlo] 2o o gk =74
(£)E FEFYh 7184 2 2 = Interfaces(Q1 ] 7 ©] 22) ] o] 2] 7} A Bl g Y o},

¢) Interfaces(S1E] ¥ o] =) # o] #] 912 AFeke] Sync Device(t] vlol 2 & 7] 3} W &8 F¢ 3},
d) W7 Aol ©HA] =W Interfaces($1E o 0] =) #i o] A o] QTE| 7] o] 2= 4] o] WA ] 55 vhER]

A w7 EA U T QIE o] A WA A S B SEstel ¥ W] JAaE YT
Yt
e) UH I AE AHAlste] = A7, 7= A H o] 2o M A AH o] AR BE YA o] A A&
TEoR AEPY
o} 7] QIE] o o] ~ & AbA|5lA] ko m & V)& AL A2 S glath o] d Qe H o] 2= A
Akl ASe vAl B3 5ol HAES s o) d A
Ho] =7k of A AR H AL 9l= B
f) Aol MG o] Foll = AR o] AL 2Hg e 4= s WA AN FaA le SH I

]
QR MATE A A A WS F A FAFE Tl Aasof gk,

g) Save(Ad)E S Fh

h) Deploy(7-) > Deployments(7-%3}7]) S &8 gt}

i) Tlulo] 2~ MEldl 1 Deploy(T%)E Z& 5ol S tnfo] 2o HAE 129
= TEY A 2 stE A Gy

Firepower Chassis Manager©]| ] Data Ports(t] o] 6] S E) & ool A S1E] o] 25 M &l 3] 2 3}o] v o]

B olE H o] A= st} &) A &},

i
=
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EREBEEFSEEN

Data Ports =

Ethernet1/2
Ethernet1/5
Ethernet1/8
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Port-channell
Port-channel2

A 8 Save(A )= FH UL
o7 9 FMCO| A 91 E] Bl o] A5 t}hA] = 7] 8}k ),

A g ey AAS AE3le] 2% CLIo] A A g o).

S BES A UshA] @ vuto] 29 Bk Xl AA sk 3 15 slot_number &= AR89

Yl AA ALE Aol = Aol e S B A4S 4 9o A4 £57 g w2tk o] 4
o] 54Tt
o) A

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

=g Aol ZLel AA T

connect ftd name
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TE A4

ol
ftlo

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI

a) ~= 48yt
gl o ZE| Aol S TR P TH
b) Y o Zg Aol A S T HH S JdE Ty

telnet>quit

Ay AHe F

bl
ot
o

a) Ctrl], & ¢
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SEEELCECEEN |

A% AL

o] x| M| A1 7} FTD 2Hs o 2 e & o] ] A E] o] 2~9] &4
Y3 e 9 57188 = Ayl A A2 A=, FXOS Tl )
7F 25 Folil Bl A H A eV A FolH AEHol e
2hs e 7 AU T FTD o E2] Al o] A Qe # o] 2~ e] el &=
1H A ZHEUY o2 S0 FTDO A 57] 3181+ & o™ FTID
o Fg] Aol o] e d] 22l el 7F = 7] el wlo]E Q1E 7
o) 7t EEl A o2 2s e 7 HAYFID 58 A &Hs 5 o
A 717 5 2 FEHE F AT = dFuTh Al "kl 4
$-FTDo A EF TS A g sl7] Aol <] 5 2}9-E 7} FIDE E¢
I AFS AN FJonz olygh e EUX = 3] A
o] 2kAE = 55Ut o] 715 L VB A o 72 n| &5l E o] 9l
o FXOSoll A +=2] 4 tulo] 2~ & &4 3518 4= JF YT

i o] 7|e2 S8 ~H Y, AdH ol ¢l ~H¥ A I = Radware

vDP H] 5 e o] B 7} 3£ 5HE FTDoOl = A 9 ¥ A4 &5
Th ASAC A &= A 1 = 4] S5yt

B

A15+/4=73 H Firepower Chassis Manager 3} : L ogical Devices(=
2] 4 tjnlo] ) > Enable Link State(¥ =1 4} el 24 3}

At/ ¥l FXOS " 5 set link-state-sync enabled, show interface
expand detail

A o] 2 ~®’ 20| FMCE A}8-3} (6.7

T

ol FTD 74 W4 % 5

o] 2] FTD 4 80| 1 Q1281 =0 4] FMC #9129 172 462
F A5

A 7F/4273 ® FMC 3b3d: System(A] 2~ El) > Tool (=) >
Backup/Restore(] ¢1/3¢) > Managed Device Backup (™ 1 %] =
tupo] 2w Q)

A H/4=7 ¥ FTD CLI ¥ % restore
A Q% = =2 3E: Firepower 4100/9300
a1 FX0S 2.97} I 8.3t}
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7]

olr

Hd

A% AL

2o 2~H 73 2lEH o]~ VLAN|6.6
39 Q1Ej o] 25 X A(THF Q12 E
2 A8

U 122 Fej 2 AFE-387] Y8 S 2H F3 Q1T
o] 2ol 4] VLAN 3}9] QlE]#lo] =5 AT 4= AHFH ) 7+ 29
2Bl = AL ek 29 2E Alo] A7 QSR VLAN 819
AEF o]~ o] & AES FFH3= had Y S AT Y
t}. of Y Zef 2~ E it} & EtherChannel & %‘%HSHE Ayt
olA| o 2] Ze]~H IE o] 27} 58 g T}

A19+/4-73 # Firepower Chassis Manager 3} :

Interfaces(?] E] 9| o] 22) > All Interfaces(=.= 1 E] 3 o] =) > Add
New(A & 7} =5 th$ v 5 > Subinterface(dh$] 21 E] 7| o] )
>Type(f+%) 2=

A TH/4273 ¥ FXOS ™ % set port-type 2] 2~ E

23 FXO0S 2.8.10] € a3t}

FTD Firepower 4112 6.6

Firepower 41127} =1 & A5 Y o
#Fa FX0S28.1°] o}

o] ZH oy 1 2~' 2o g TLS | 6.5
A58} 7S

TLS +% 3} 7F4-2 o] A Firepower4100/9300 Al 2] of & e o]
Y AR 2(FH 16 7H)oll A Al g Ytk o] Holl = Ea/1 et <l
G shtel dH ol =t 2o e A vk TLS ¢33} 7HE&
A3t & 5 AdFUH

A IR 2o = 7] 24 o7 o] 7] 5ol &4t o] lssUt 1
Hu gadlel=s 7= */\Oﬂ/\ﬂ 7t E ddshebA] &
LUt} Al enter hw-crypto & set admin-state enabled FXOS
BE S AU

2191/577d ¥ Firepower Chassis Manager 3}

Logical Devices(v=2] t]H}o]22) > Add Device(t] vkl 2~ =7 >
Settings(d A) > Hardware Crypto(3t=91o] 453} =&
|57

il FXOS 2.7.10] a3},

FTD Firepower 4115, 4125, 4145 6.4

Firepower 4115, 4125, 2 41455 = 5 T}
F3 FX0S2.6.1.157¢] a3t}

Firepower 9300 SM-40, SM-48 % 6.4
SM-564] ¢

05 Al 7HA Bot BRES = A5 Y T SM-40, SM-48, SM-56
23 FXO0S 2.6.1.157°] & a3t}
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=24 utel 2o 7= [

715 H A5 AR
& &k Firepower 9300 "3 5=2] & 6.4 o] Al % 3 Firepower 930091 4] ASA 2 FTD =] % t]u}o]
Fo| A ASA % FTDol| o3l x| 238} 2= 9) =T}
Za FX0S 2.6.1.157°] Z a3t}
EE/Rot R oA vte] FTD A |64 o] Al ®LE/H Ot AR o| A 3hrte] A o] 1 ~E 2o ti3) S

gl o] 91 2~¥] Ao ) 8k SSL 5= 9
ol 7k A4

st=so] 7HEE 2 ﬁﬂ%?%QHWS$dﬁ%ﬂﬂ*%
& Adely aE 2o e = v &g st o] QAN 7] <l
2B 2o tiafA = A 3hE o] dEFU T

Al 5+/4=73 1 FXOS ™ ¥ config hwCrypto enable

T8 % o] glsUth

Zi FXO0S2.6.1.157°] D23t}

_{

Firepower 4100/9300°] =2] %} tjnlo] 2~ ]



w24 tlupo] 20 7%

Firepower 4100/93002] =] %] tjn}o] 2=
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olr

Hd

A% AL

Firepower 4100/93002] FTD®] tfj g |6.3

=y

S ESEad b

O A @ Bt A Z/EE A o8 =24 tuto] 2~ & 717 FTD

A" oy Q=B 20} A 5T = JdFU T o] el = &Y

715 off ZE] Aol A Sl Auk &3 = QI F YT

=24 2l EM]O]&%%&?SM] A8 4= 9) = & FXO0Sol| 4] VLAN

9] A FH o] 28 AT TAol o Q2EH A 7H 21 |

olAE FHE ? A4t ix AHEEHH ZF 1|

2o g3t A5 Ve

271¢] 7 AR Aol A AE ol JI2EH A5 &-8-3F 3178 S

AFEE S ULE SYAHHE 2 X YA g5yt

al T2 Al A V| TS ASATIE AU AE ol d]4
SHAI T2 A 2 tE YT FTDA A =t A8 =
EE AT S glEY Tk

wy

A7 FMC 3Hd:
« Devices(t] B} 0] 22) > Device M anagement(t] Bl-o] 2~ #+&]) >
Edit(5=7%) o}o] = > Interfaces(Q] E] #| o] 22) &Y
2171/%=7 ¥ Firepower Chassis Manager 3}H:
* Overview(7l] 2.) > Devices(t] v 0] =)

« Interfaces(S1 €] ¥ o] ) > All Interfaces(X. & <1 E] 7| o] =) >
Add New(H] 2 F7}F) =5t w57 > Subinterface(3}H] <l
B 7 o] =)

* Interfaces(S1 E] 9 o] 2~) > All Interfaces(=- & Q1 E] H] o] ) >
Type(+ %)

* Logical Devices(¥=2] %] t]u}-o] ) > Add Device(t] H}o] 2= 3=
7H

* Platform Settings(=Z 3 & 4 74) > MAC Pool(MAC &)

A

« Platform Settings(=
AR )

3 41 74) > Resource Profiles(2] =~ 2~

At/ 5l FXOS W & connect ftd name, connect moduletelnet,
createbootstr ap-key PERM IT_EXPERT_MODE, create
resour ce-profile, create subinterface, scope auto-macpool, set
cpu-core-count, set deploy-type, set port-type data-sharing, set
prefix, set resour ce-profile-name, setvlan, scope app-instance ftd
name, show cgroups container, show interface, show mac-address,
show subinterface, show tech-support module app-instance, show
version

A A =] = Z W& Firepower 4100/9300
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=24 utel 2o 7= [

7% HA A - AL
Firepower 4100/9300°] t g+ S22~ |63 7o g FeE Alo] Y= 127.2.00/16 IEH AE ALE
g Ao} A9 953} Vb s Ip 5 FU T} oAl FXOSollA 28 2H & FFate 45 U EAN IS
a AAE  dFYT Ao A= A ID 2 £% 1D
127.2.chassis id.slot_idZ 7|50 & 3o} 2 f-3 o th 3] 2] ¢
Ao} P2 Qe Aol 2 P F4F A% AT e AR
HEAA FHol M £ 127.2.0.0/16 EY T 5315 5] 83814 &5
Yt} whgha] o] Al FXOSol| A 53 9(127.0.0.0/8) 2 HE|AHAE
(224.0.0.0/4) T4 E A9 tal S ~F Ao YA LEF /16
MBS AZT T dFHH
2171/5=74 ¥ Firepower Chassis Manager $}H:
» Logical Devices(=2] %] t]n}o]2) > Add Device(t] v} o] 2~
7} > Cluster Information(E 2] 2~F| A 1) > CCL Subnet
IP(CCL A B IP) Z=
ATt/ ¥ FXOS ™8 9 : set cluster-control-link network
A 4= = & 3L Firepower 4100/9300
On(#]7]) EE=ol| A dl o] E] 6.3 o] A| djo]E] & ] o] § - EtherChannelS Active LACP(} E] H.
EtherChannel <1 LACP) = = On(A 7)) REE AA S F dH5U b2 #
3 9] Etherchannel2 Active(2} E] H) =9k X Q3 o},
Al " Firepower Chassis Manager 34
» Interfaces(1 E] 9| ©] 22) > All Interfaces( 2. & S1E] H o] =) >
Edit Port Channel((£E zd +74) > Mode(:.=)
A9/ ¥l FXOS ™ & : set port-channel-mode
A Q%] = Z 3% Firepower 4100/9300
FTD 12} 5] §ell 4] EtherChannel | 6.2 o] Al FTD {12}<] 3 §oll A EtherChannel s AH8-& = Q15 H T
Z] 2] = - 5z
14 A A = = &2 E: Firepower 4100/9300
FID &5 670 & 9 gH AfA] 71 S 2] 2 (6.2 e syt

Sk

ol Al FTDE 13t Al 2k 81~ S &4 8 5 9)
Ho 678 ] Aol Hd 6710 REs 23 4 AFH
A15+/473 H Firepower Chassis Manager 3}H:

+ =9 4 inpe] 2 > 14

A A =] = Z 2 E: Firepower 4100/9300
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715 HA A - AL
A QA5 =Y E Y A 258 Firepower | 6.1 Hardware Bypass= 4 2 ol E@|¥ o] Q121 QA o] 2= 4 A}
4100/9300¢] tf 5t 3t =9 o] 9-3] 7| ool A A& EEES Gt o] 7|5 AL EY ] E= slE
d ol o579 B HES T A4S F# #elste b 282
T AFYTL
Aatia7g gk
» Devices(t] v} o] 22) > Device M anagement(t]u}o] 2~ #H2]) >
Interfaces(ol E] ¥ o] 22) > Edit Physical Interface(& 2| 4 <l
B 7| o] 2~ = 7)
A A = = Z 2 E: Firepower 4100/9300
ekl e D A oA |6l FTD o Zef Aol del A ekl Hehs 7-dskaL |2 el A3t
FTD £ &/ steld FTDol A FXOS AHA &= Qlekel e i AaS A
AUk B3 A dake Ak I AE o]~ F gkt
7h e W Qlekel Qe Flo] 2= el A = A QIY F o] 2 &
s o2 Belgyrt.
A1/5=73 ¥ FXOS ™ = : show fault |grep link-down, show inter face
detail
A A %] = Z 2 E: Firepower 4100/9300
Firepower 93002] FTDo| A4 91 E 2} A} | 6.0.1 Firepower 9300 FTD ol Z 2] Alo] A o] i= QAN EE} AjA] S8~

A| & 2] 2~E] ¥ (intra-chassis clustering)

4l

E] & (intra-chassis clustering)< A1 -1 o},
2171/4=74 ¥ Firepower Chassis Manager 3} :

+ 122 %) tlnpo] 2 > 4

A19H/4=7 ¥ FXOS ™ % : enter mgmt-bootstrap ftd, enter
bootstrap-key FIREPOWER_MANAGER _IP, enter bootstrap-key
FIREWALL_MODE, enter bootstrap-key-secret
REGISTRATION_KEY, enter bootstrap-key-secret PASSWORD,
enter bootstrap-key FQDN, enter bootstrap-key DNS_SERVERS,
enter bootstrap-key SEARCH_DOMAINS, enter ipv4 firepower,
enter ipv6 firepower, set value, set gateway, set ip,
accept-license-agreement

A A= = &2 E: Firepower 4100/9300
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