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4 Create a cluster for supported models. Note: For the Firepower 4100/9300, use the Add Device option.

Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*
172.16.0.50 10.10.10.0 /| 24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 10.10.10.1 1 0

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.
Node* Cluster Control Link IPv4 Address® Priority* Site ID
172.16.0.51 ~ 10.10.10.2 2 0 Remove

Add a data node
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Y 2Ho =5 FIH Y TH

o HhE S GG e Ao mE AL etel Fel2H S FYHAY BE g A7 F7}
@ % gtk 2 dlofE o Yha) the-S Pt
 Node(t==) — F7hgt Tl ko] 28 vl gh o}
L s o8 el Error(2.5) (@) oko] o] EAF W ofol2 g FYste] T4 FAE
FAGU. Fe2H AL A 25D BAS A HS T aE G 0= Solr}
oF gt
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SEECREN

« Cluster Control Link I1Pv4 Address(Z & 2~F Ao =3 IPv4 Ta)-o]
AUEYJIY th3 FAE AHs AYJUh date= B9 E2E FAE A8 5 dFUh

* Priority($-49) — Alo] == A8 S 9lal o] w20 4 E AR TS SAE = 19
A1 1007FA] o] ™ 10] 7+ =2 - A gy

« SiteID(A}°] E I1D) — (FlexConfig 7] 5) ©] :==9] A}o] E IDZ 1~8 Ato] & 1= gt} ghe] 00]
H APl E 3F Fej2H o] vl & A st Ytk t HE] AR5} ALol E o] 58}, el AH ZE5- 9]
4 AE olT 3 H HA S NS Y] f18 F7HA Q1 Abol E 3 F 2] 2 H B4 3)+= FlexConfig
7165 A8k A g-ol vt ?“ 7bs g e

A 5 Continue(A145)E 28 3ty ok Summary(£.9H)E A E3HaL Save(A ) S 8 gy}

tuto] 22 > tlnto] 2= ghe] S o] Ao Fe 28 ol Fol EAPUL Fe 2 = ne Fe sy
g gy

a9 32 2H 3y

., frdcluster (2)
Cluster

~

172.16.0.50(Control})  Snert 3
172.16.0.50

Firewall 3120 Threat Defense  7.1.0 Manage Base, Threat (2 more...) Default AC Policy

172.16.0.51 Snort 3
A Firewall 3120 Threat Defense  7.1.0 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51

= wso 24 ofolZo] AR

=
=

A

A=l

ofrt

=
=

)

r (

ot

ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50

B‘\?Z'I 6.0.51 Snort 3
172.16.0.51

Bsto] Fei 28 = 552 RUHYE 5 A5 thFMCS 7}

A
5% 498 Qo =gk

Deploy Q Ge I+ @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications

0 running 3 success 0 warnings 0 failures | Filter

© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. Im3s

© TD_Cluster Deployment to device successful. 35s

@76 22l 2=E ol g3l Edit(57A) (£)S S5t tute] =l 4AS AU
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- EEEECEE

J& e 2Ho wuvtold S 2H AAo] A4S 5 dFUTh & ol =

Ol%% WA 7 QAR A S 2~Ho gk A o] 25 A 5 3l t}.

A 7 Devices(t] HFo] 22) > Device M anagement(T] B} o] 2~ #+2]) > Cluster (2 2= H) 3}H o A General(¥
vh B S Ayl ik 7 e A S FAEY

a9 52 aE AA

il

y

=

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets

General s License /
Name: fdcluster Base: Yes
Transfer Packets: No Export-Controlled Features No
Status: Malware: Yes
Control 17216050 Threat Yes
Cluster Live Status View URL Filtering Yes
AnyConnect Apex: N/A
AnyConnect Plus N/A
AnyConnect VPN Only N/A
Security Engine Health
Intrusion Prevention Engine: Snort 3.0 Initial_Health_Policy
Policy: 2021-10-30
01:21:29
Applied Policies  d Advanced Settings e
Access Control Policy: Application Bypass No
PR Bypass Threshold 3000 ms
Object Group Search: Disabled
SsL Policy:
Interface Object Optimization: Disabled
DNS Policy: Default DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

General(21 1) 910l 4] The el 2B B FRAA L.

» General (¥ 4H)> Name (°] 8) - Edit(574) (#)E F83to] Fel2E 4 o] & A4

General
Name: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50
Cluster Live Status: View

L’ thE Name(] ) L8 AT

. Secure Firewall 31008 2] ~E] &
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General (-]

Name: | ftdcluster

Transfer Packets:
Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

 General (¥ 5h > View(R.7])—View(}:.7]) & A& &8 3} Cluster Status(Z 21 2=H =) o 3}
FAHE du T

General Fe
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status:

Cluster Status(= =1 2~F “JHl) o 3} A 2}Foll 4] Reconcile All(EF+ Z73)S =8 3H dlo]H 4
TES A AESE T AdSFU T
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status
> In Sync.
> InSync.

Dated: 11:52:26 | 20 Dec 2021

Device Name

172.16.0.50 Control

172.16.0.51

Refresh

Unit Name

172.16.0.50

172.16.0.51

Secure Firewall 3100-8- 52|~ |

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

w7 8 Devices(t] HF©] ~) > Device Management(t] B o] 2~ ¥+e]) > t]ulo] A (t]ujo] ~)¢] © B2 At =&
o d el A S22 9 ZF AW & ddsta v A S 74

29 ool 2 4%

ftdcluster
Cisco Secure Firewall 3120 Threat Defense

Cluster  Device  Routing Interfaces Inline Sets

General

Name:

Mode:
Compliance Mode:

LS Crypto Acceleration:

Device Configuration:

Management

Host:

Status:

717
172.16.0.50
Transparent

None

Enabled

4 e
172.16.0.50

System

Model:

Seria

Time:

Time Zone:

Version:

Time Zone setting for Time based Rules:

Inventory:

Inventory Details
CPU Type:

CPU Cores:

Memory:

Storage:

Chassis URL:

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

172.16.0.50 v |
172.16.0.50 |

172.16.0.51

* General (25 > Name (©] &) - Edit(23) (#£)S S8 to] F2|~E 98] FA] o] 52

.

oc

Cisco Secure Firowall 3120 Threat Defense
FIZ2512130M

2021-12-22 1939:13

UTC (UTC+0:00)

710

UTC (UTC+0:00)

View

=

CPU Ryzen Zen 2 2800 MHz
1CPU (32 cores)

34335 MB RAM

NIA

NIA

NiA

N/A

NIA

% Qe

Health
Status:
Policy;

Excluded:

D050 v
o
Iniia_Health_Policy 2021-10-30 01:21:29
None

[l secure Firewall 31008 =21 ~H ¥
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agsez 4 i

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

181 thE Name(©] &) B =2 243 oh

General (7]

Name: | 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode:  None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« Management(#2]) > Host(E 2~ E)—t]uto] 2~ Aol A #E] IP F428 WAt A5 A 74
B Mol 1 Aok =929 culol s} A2 5 sl WA e v slata
Management(#2]) 4 J ol A Host(E A E) F45 #Q3 v d28 tA SA3gU
Management o_:;.
Host: 10.89.5.20
Status: v

AE H o] 2~ A
tl o] QlE] 5 o] 25 9l EtherChannel 2 4 FU Tt} 2] 2H A % o1 €] 7 o] 2~ 2] 7S MTU

g
2 71 B gl A el ok Tk A SlE ol 22 A E 5 9l FAe AR o] 29l 2T <A
o) 2E THT FE gL
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L 2AIA

A1 tulo] 2 > tulel 2~ e & A Y sta Fe 2~ F9 Edit(5A) (4HE FH T
7 2 Interfaces(21 E] ¥ o] )& Fel gt}
A3 Felxg Ao AP UEN S AT Y

a)
b)

el 8] Ao 92 AE o) 2ol Ul Edi(FR) (/)8 &
General(&¥h o] 2 ¢] MTU Z =9 14001} E o] AFe] 7k
= o] 25U

IH &EMTUAA

Fuieh,
Ve gk A o) MTUS 4183

2l
=
KN
=

Edit Physical Interface 7]

General Hardware Configuration

Name:
Enabled

Management Only

Description:

Mode:
Security Zone:
Interface ID:

MTU:
| 9084

Priority:

Propagate Security Group Tag:

(oo ]

222 Ao YA MTUE Flo] ¥ Q1E| ¥ 0] 29 3 3 MTURH 3 4 1000 E o] 4 57 47
Gy Sl a8 Aol Fa el wloly 2l ddo] £ R S aE Alo] P
Hlole g zle] A 7)o I ~H Edy enjslmE B 5288 oF g th MTUE gl
o2 AAshs Aol FHUth S 14008k ] EA YT ol Eof 3] MTUZF 908410 =
o] B 7H 352 d]o]E] 1B o] 22 MTUE 8984718 = 9li= whdl, Ze <8 Alo] & A3 9084
2AAE 5 AFUT
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<)

WA 4 29 EtherChannel 9] ©]

a)

b)

<)
d)

e)

)

DEERESTRN |

Y
=

]2y Alo] Yo AZE 295 SukE (B9) MTUR g s of huth. 22 4]
oW ZFeloel Yol Mufgvh

OK (B 2 g
g

EtherChannel & 3} o] & 7741 ¢4 t}. EtherChannel 743 &] W& & =314 A 2.

EtherChannel©l] }1} 0] 24F¢] WlH] Qg H o] A~ S Z &3 4
o A glom 2 e kel wl Qe ol 2 e
solell o o] W5 ALEEHE o] T4,

(A8 A} EtherChannelel] VLAN 351 Q1] 0] 25 4 i ok, o] 2ake] vpe} )= 891 Q1]
A

t}. o] EtherChannel 2 & ==

2]
W g el A e o F3 s

o] 2o Ag&H Ut} 519 JAH I o] 2= F7HE FFFA A L.
EtherChannel ¢1 €] 5| o] 2ol T 8l] Edit(=4) (#)S g}
298 B Qo] A A s By REo] A9 HEX]| 1 QlE o]~ FA o ) o] &,

IP 54 2 7|E iS5 A Y o

3 Ze] 2E Alo] F A Qe H o]~ MTUZ| o] E 21 E1 # o] 2~ MTUED‘r 2~ 1008}0] E
o] A o™ oy QlE F o] 2] MTUE oF gt L F7F EAIH YL

EtherChannel®] 45 19 MAC =45 A4 Yt} Advanced(2L1)E S84 HEIH MAC

2 FEo HHH. 2422 MAC 45 983t} o714 HE 16H] E 16315 YT

d & E0], MAC 54 00-0C-F1-42-4C-DE+ 000C.F142.4CDE=E ¢} H ¥ Ut} MAC T4 &= HE
MEEHES A= fUTh S, dFA F= 1A 1687 S5Y T slsy
2®vlo] MAC T4+ FA| 5 B2 A s1A] np4 Al 2

FAARJNUESY A AZ A& WA 37| 913l Spanned EtherChannel ]| tf ¢ MAC FAaE A
of gt} 75 A E MAC T48 A8 4, sl MAC F47F @A) A el fA4EY
. MAC ?ié T A 2 el A Ao Frl S WA= 5 A Al ‘IQF ol &= 1 7
o] 22 A MAC 45 AL831H, o] 2 ¢ls] M EY a7} & =d=E 4= 5yt

OK(3H3l)E 2¥guith. 1 ol B SlE o) ol ts] ] WS vk g o,

S5 (A8 AR A e Qe o] 2 A

a)

b)

A Qe o] 2 A QlE] o] 2= B o) i A YT 4
A28 271 A1) = SNMPe] o] S1E} o] 28 A&

1 yo
4 e
%0
o>
i
oo

Device(t] v} o] 2~) > Device Management(t] B}-o] 2~ 3+2]) > Interfaces(21 E] 3] o] 22)of] A ek Q1 H
#H o] 2ol 3t Edit(+4) ()= gt
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management-center-device-config-71_chapter10.pdf#nameddest=unique_259
management-center-device-config-71_chapter10.pdf#nameddest=unique_262
management-center-device-config-71_chapter10.pdf#nameddest=unique_41
management-center-device-config-71_chapter10.pdf#nameddest=unique_263
management-center-device-config-71_chapter26.pdf#nameddest=unique_264

Secure Firewall 3100-8- 52|~ |

iy
i)
[>
o
L
I
=)
)

¢ IPVAGIA 1P 2 2 A8 QR T IP F 4 @A) Alo) fulo] @Ak &) gl 2o
o 34 FaAY ek

d) I1Pv4 52 & BT S50 AT T4 28 A8y
e) IPv6> 7] §lo] IPV6 T4 & EE T S5 A T4 & Ay
) T el AR e VEer TR Y

G716 Save(AH)E S FYTH

o) 4l Deploy(-%) > Deployment(7-%) 2 ol ate] &gl tlufol o] A& 758 5 A5
WA 75 U7 25 e

¢ AH == A
Fel2E 2 WAT ol TS WPS T FYAE wES BT 5 A5

A E8 Y == F7)
71 el 2ol sht ol el Al FelaE mEg 2 et

EZEZAA

7 1 Devices(t] H}0] 22) > Device Management(t] vl-o] 2~ #2]) & A el st 2] ~Hd 3] F7} (HE =
2} 3} a1 Add Nodes(:== F7HE A &gk},

a9 8w 37

ra

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

Manage Cluster Wizard(Z 2]~ &2 vl A 7F ey}

7 2 Node(t==) 7ol A tlnfo] 25 M Estal sk 49 1P 4, 9459 & Site ID(AFO] E ID)E £
Eiaging
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AN FH2E mE F7) .
1% 10: 2 2] 2= E vy AL e
Manage Cluster Wizard
o Configuration 2 | Summary
Cluster Name*
ftdcluster
Cluster Key
Control Node
You can form the cluster with just the control node to reduce formation time.
Node* Cluster Control Link Network*
172.16.0.50 v 10.10.10.0 {24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 v 10.10.10.1 1 0
Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.51 W 10.10.10.2 2 0
Node* Cluster Control Link IPv4 Address* Priority* Site ID
Type device name ‘ | 10.10.10.3 ‘ ‘ 3 | | 0 Remove
Add a data node
@7 3 === F7}8ke] W Add data node(tll o E] == F7HE F8 3}
H = 5 = =) = 5
WA 4 Continue(A14)E Z8 U th Summary(£.9H)E 2 E &L Save(A ) S S8
A 5HEH = o= 29 ofo] o] AHYTH
Y9112 5=
] ftdcluster (2)
== Cluster
172.16.0.50(Control) Snort 3
172.16.0.50 - Tra ent
B:?IZ.‘IS.D,E'I Snort 3
72.16.0.51 - Tran:s
O =I5 o =] = = e} 5. 2= 2=
o4 ofo] Z& Tt APS AHete] S22 H 2 55 S EUEHIZ T s U
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Deployments Upgrades O Health Tasks (:) Show Notifications

I
0 waiting 1 running 0 retrying 20+ success 0 failures | Filter
Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s
e —_

Hho] 27} H 2%

e = g
Uk dlolg we ¢

g&Ut AA FHAHE B85
[e)

o] AN AL k.

P
T
3

N
=
P‘L
ki
M
L0
]
tr
[
fo
e
N
o
iy
i

Devices(t] v}-2] 22) > Device Management(t] v}o] 2= #2]) & A
3t 12 Break Node('== #-2])& A& g}

Disable Node Clustering
Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

2]

Mo
e
-

Break Nodes(:=E £2])& A 813}o] 28] 2~ More(F7} W7ol A &l o] A ==

FAHY Yes(el)E S YT

ok
I
rlr
2
>
f

Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

No Yes
4 ofol 2 sk w A Hustel Fel2E w= RelE BUHYT 5 et
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A3

FU2HY

S4B Relohn BE wE g 59 o] 22 WAT 5 gLk Alo] i glE o] 2
9wk YA TS FASHE W, AolE et Y T A

LEE XA e ZE A LEﬂFMCOﬂH #A o =R I S A e 24,
29 # o] A o] Y §-& Fx3|

Devices(t] v}-o] 22) > DewceManagement(ﬂ Hho] 2 #e])E Mesla Fel ~E o e 7} (HE
g5} 31 Break Cluster (28] 2~E #8])& d & h

9 14: e ~EH 1

s

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
[Break Cluster
Revert Upgrade
Delete

Health Monitor

Troubleshoot Files

EXESCE

beb

ol
rlr

2]

M

= ExEs}F FARU Yes(el) & 22 gtk

% 15: 52 &

s

Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

g ofol e Fe el A& A

R

’
i)
_0|L
0
ll
v
[»
a
M
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i
td
i
a
ol
1
-
%0,
]
i
)
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Secure Firewall 3100-8- 52|~ |

B A S FHIEAL 4 1S 9l UAH 0 R wES W B BT F ATk o] DA
S8 Q0 MTYAL] Aol IMC ol % % 50] oG Aok U, o
g4 gel7h EREREE NESTE T SES

1|
FE

H| g4 3}l ] = -5 o] i 8l Devices(t] vlo] 22) > Device Management(t] vlo] 2= #2]) S A€l 3}aL
3 Disable Clustering(Z 2] 2~ ¥ v &4 31)S A &gt}
g

Break Node
Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

A=A SR LHYE N RYKA Ao/ 2 B A7 A 27t Bk B 9E
47159 A9 Aol mEE A2 WS BE Qo] HaHm A Alo] mEdH AAE ThA
Ao eIl 1518 S A o] sl eI & WA 51
Y,

mEA S AH Y S v shetaiat e gl gy

=7} Devices(t] v} o] 22) > Device Management(t] v}o] 2~ ¥2]) 5o A =1 o] & 2l 9] (Disabled(H]
243 g)= FAE U

S 2HYE A A stete S 2E AR 26 d oA 9] E-& FEHAAIL.

S H AL

o= So] el Hlo] A 0 Zo g vyl Ze A AAYAY FEo R S AEHYS v e
st A5 SH2HE T80 2 A F7HAA F AdFUT S8 2F A 2905 Al st el
F7E A H A=A SRl A L. m=7t S8 2E ol A A A= o] ol thgk A g W82 S
2~E] TRA] 3171, 46 F o] X o] W8-S 3HREHA Al Q..

ZEAA

. Secure Firewall 31008 2] ~E] &



I Secure Firewall 31008 52 ~E ¥

2
B
N
Jo
>
2
X
iy
AL
[>
i)
o
o
m |
o,
Lot
ot
N
_1 i

o
s
T
kS

Fol Ao] wEE WMASE /P L W A0] 0] Fe 2E S 0 BT F A Ao} A
g 07kx 7)okl Sl 28 S Al B4 skek AU Aol mEskE G ful
ARSIk 8 A o) Anle) A4S AN 0. FY AT Sel A PEE
Apgato] Alo] g A E WG BE AZo] #1280 Al Alo] kel A AAS A 4

Aallof gk,

Aol =5 W8

I
g
)
dlo
an)
X
il
4
O?L—"
i)
i
O

L 2AIA

@A 1 Devices(t] Hl-0] 2+) > Device M anagement(T] H}o] 2~ #&]) > 37} (#)> Cluster Live Status(Z 2] ~E] 2+
o] B AE)) S A 3to] Cluster Status(F 2] <€ el th3} FA5 Ao
O% 17: 28 28 A

Cluster Status (7]

Overall Status: [E Cluster has all nodes in sync

Nodes details (2) Refresh Q. Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

Al 2 Ao} f51e] & Hylo] el 371 () Change Roleto Control(¢] &3 Alo] & ¥ 7)S- M el g},
GA 3 G WA S geletets WAAZE EAPE YT E1gHE A Eeta OK(E)E ST
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Fel 28 74 By

FelaH S HRE Y
Aol A VNEYNAE Eﬂ%‘é}tﬂ =1
/Hz‘ﬂ—pq]y}.x]EEHv ] 3}
H Ao HAIPF4S tﬂ A 5}

o 28 2Y 7], 2 Alo] HA JdEHA o]~ = S8 A

Y 2AE7F Abs 02 Ty a1 thA] FAAE YT S 2~EHE AT
FU =&, =5 49 = Ao E DO gk S8~
Hh= e =rt T‘:}Q S| =gl F7Fg Y

L ZAA

1

Devices(T] B} o] 2~) > Device Management(t] vlo] 2~ #e])& A el 28] 2~ 3] F71 (HE =
2] 3} 32 Edit Configuration(1-4 ¥ 3)S A8 gy},

a9 18: 74 B

0

s

Add Nodes

Break Nodes
sluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

Manage Cluster Wizard(E & 28 #&] v A7} Ve g T

G2 S 2E TS Gl Ed YT
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19 19: 28 2=F vhEAF e

Manage Cluster Wizard X
o Configuration 2 | Summary

4 Editing the cluster bootstrap configuration results in disabling clustering temporarily. This operation may result in traffic disruption, and you should perform bootstrap changes during the
maintenance window.

Cluster Name*

ftd_cluster

Cluster Key

Cluster-level changes

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*
172.16.0.51 ~ [ 10.10.100 | I |24 (254 addresses) - |

Cluster Control Link*

Ethernet1/7 Ml 100,102

I0E |

Data Nodes (Optional)

Data node hardware needs to match the contrel node hardware.

Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.50 v

Node-level changes

=& 2~¥] Alo] ¥ A7} EtherChannel 91 73 -
g ste] S1E o] = Wi 4] 9 LACP 74

7] 3 Continue(A1%)E S8 Ut Summary(£2.2H)E 7

A vt %A
Y2 k= 5Fo Asfshd tuto] 2o 4 FMCel tial] 28 2~ WA S ThA] 24 YT 4
£ E°],FMCo] 54 Z2Z M2 Fo|AY UEL Aol A7 A= A5, HlolH =& 55 AijE

F g U,

L 2AIA

A1 2]~ ol i3l Devices(t] HFo] 22) > Device Management(t] H}o] 2~ #&]) F7} (HE A &3 o2
Cluster Live Status(Z 2] 2~ F to] H A E))E A 8 51o] Cluster Status(Z 21 2~ 7 H]) t 8} A& ¢
Y},
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. Management Centerol| 4] 22 28 T =& 2HA]

1% 20; 22 2~ 2lo] B At

s
Add Nodes
Break Nodes
Edit Configuration
Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

@] 2 Reconcile All(R5F %4)S 293t}
O 21 R 2
Cluster Status (7]

Overall Status: & Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G | @ Enter node name

Status Device Name Unit Name Chassis URL
> In Syne. 172.16.0.50 Control 172.16.0.50 MN/A E
»  InSync. 172.16.0.51 172.16.0.51 NJ/A :

Dated: 11:52:26 | 20 Dec 2021

S aE Aol ek AR g W82 S8 AE RUEE, 31 o] A& Farst Al L.
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(HUBNRU)

A

|

FU2HY

2

Devices(t] H}o] 2~) > Device Management(tl vko] 2~ )& A Elelal Fe 28 B k22 7} ()
£ 293513 Delete(21A)E A8

¥ 22259 2F B mE A

Disable Node Clustering
Break Node

c=)
Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

FeAE EE e 2 A etete 2T ET FAH Y Yes(el) S Yt}

A3 FH=HE A FMColl 3713814 W Devices(t] vl 0] 2~) > Device Management (T] Blo] 2~ 3H2]) & A &)

3k U} Add Device(t] vlo] =~ F7HE 293Ut}
Zel2E A F st tufol A2 FrehH U A e AH mErF H ALY

AAE w8 YA FAbee R Fel ) wE 2,20 Ho] 49 8 BEIAIA S

FHALE EYEHY

FMC¥ FTD CLI®I A 8 2HE BYUHHET 5= JHFH T

« Cluster Status(Z 2] 2~ el o) 3} 421+ Devices(t] HFo] 2~) > Device Management > 57} ( §)
ofFo] & H+= Devices(t] ¥}-©] 22) > Device M anagement(t] vl o] 2~ ¥+2]) > Cluster (2 2= H) | ©]
#] > General(¥ W) %4 9 > Cluster Live Status(E 2] 2~F] 2ho] B ALel]) & Z ol A Al - g Ut}
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a9 232 2=H A H
Cluster Status

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021
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Status Device Name Unit Name Chassis URL

Control

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER

Event: Cluster new slave enrollment hold for app 1 is relea...

05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER

Event: Cluster new slave enrollment is on hold for app 1 fo...

N 22 (33) > Tasks(2H4]) # 0] 4] & o] & o).
Tasks(ZH9)) oAl = 7F & 5ol tigh Sel2H 55 A9 gHolEE HolFyt
* Devices(t] v}©] =) > Device Management(t] Bl o] 2~ ¥#+2]) > cluster_name.

tjulo] 2~ B-Z g|o] x| oA S| AE E 45t
Aol =B X5l HE W =2 B 59l

FEAEY

.

Utk opx 52 9l 2l 21 ofo] o]

R

A5 1P 2 910 S o &k oA A
12~
=R

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

A 22 =Eel v fAE dolE E= U JEE BHH show cluster '8 &5 AHS-F Yt

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |
transport { asp | cp}]

Ze]2~E AHE 229 show cluster info & 8 & A}-8-3 )
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management
10.1.1.1/24 (Pool: .2-.9),
1 2001:DB8::1002/64

© o o o o = .| (Pool: 8 IPs)

i o o = oy - L o

© E| © E[ o £
Cluster Control Link
192.168.1.1, .2, and .3

< portch1 Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, : 2(][)1 DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

94— P
CPN | port-chb |
Switch o VLAN 10, VLAN 20 Trunk o
T~ ol

= P

3 S

> >

rF

0
0]

‘=” a
——— —
Client Server

A2 T2 e Bl e] HlolE] EfE & A& thE VLANY| & %Wﬂr o| 2 50}, VLAN 102 U
F U ES F-80]3 VLAN 202 | F Y EY A& P YT Zt ol &= A = 2-Eo A2 H
shue]l =84 2 EVF IFUTH EG ) o] &gty o] 9o Uiaﬂﬂ EER RS EARSRAR g1
% 802.1q¥ YT} & VLAN 103} VLAN 20 A}o] o] wh3}H ¢l t},

2~ EtherChannel S AF-8-3F 74 9- 2= do]E] 8 A7} 292 =9¢] ¢+ 3 EtherChannel 2 “1& 315
Ut & AR 5 §lA 2 A5, 29 Aol A U A f 7&4 ET S gl gy
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Cluster Control Link
port-ch1
192.168.1.1, .2, and .3 = Ep
WILC
Node 1
g_/\ /\ ethl/6
ol | [ ] ethirz
A =N/ n N enin IS eth2/1 .
—_ i ©
o mgm =
2o | Node 2 3
?.ﬂ 53 E:JB, eint/o =B
= S o2 13 etnw a3
S Y% S5 87T etnt) 8 eth21] SNEZ 8
3 241 T2 o
X =283 238D =
P mgmt P 3
D 3 a3
= 58 2 O o
YA O=_ g/ ethif M
ol | & \ 7| ethir7 o
o\ = \]T\_/ eth1/8 >
V V V V
mgmi
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)
W v EQ TS} R U ES T 7] E S BE] A o2 REstele 497 dFHTh
91 o] thojol Lol EAIE AT} o], &Kol = U 229 x| of] A ¥ = 229 EtherChannel ] 3ttt

QI QEZ = H A9 X 445 = A~ EtherChannel®] 955 1‘4— I 9 3t 7 9 ZF EtherChannel
off VLAN 319 Q1g# o] =& A = 5t

Z gt¥ 2~ 9 EtherChannel(7]<= 8 ¢ E] B X E/8 ~~Elnv}o])

7] EtherChannelol| 4] &4 ZE o] o] /5E 292 S 4 87/l = At U] 8- Ze] 2~
7} NS ARG 2709 EZEE EtherChanneloll 33310, o] 2 A 31 F 16712] A X E 5 87}

2 glnfo] =7} ¥l ojof gttt} FTDO| A= LACPE Ab-&-31o] oWl & 32 &4 31l 7 ~8ln}
Ol A = A Qe of A AA-S AT TE VSS = vPCE AFR-EFe] tFS A $] X EtherChannel
S @l A 29 tolEstE AET F UASFUNLFIDY EE B9 XEE ¢4 &5 W
SEV|EOR, Aol XENSE 7@ ° 2 FAZFAAFH UL T 1A ATV
E3= "40]" EE(el: Ethernet 1/1)0] 3 Th EE 1= "g] o] E]" £E(o]: Bthernet 1/2)Q 1 th. 3H= 9] 0]
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Router or
Access Switch

Router or
Access Switch

Router or
Access Switch

Switch 1 Switch 2  Switch 1

Virtual Switch Link

Virtual Switch Link

1. Up to 4 nodes

2. 5th node joined

Switch 2 Switch 1

Virtual Switch Link

2e=8y |

Switch 2
-
=

3. Maximum of 8 nodes

A% 24 Ao Qi e EE] 8 ArhsH5ha, 1rhgol = e 1 Ao EE | o} e
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FTID 7] 5 2 S ¢ 2HH

%%‘—FTD 71e %ﬂ’\ﬂa‘ﬂ Xl%ﬂxl gon, AR 7e 7
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ol Ak A1t} 7] e 7]
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I
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= %34 A L. FlexConfigs AH&-31H FMC GUIC §l+ o] 2] ASA 752 A%

2o 2% XU H A %= FlexConfig 7] 5 (¢ll: WCCP 74/\})3 HH ASA U0k & A
VARSIR=S=, ] 5k

—_—= T <]
A7 T} FlexConfig 4 A 2] W88 ZZ3}4 A 2

« 97 M A2 VPN(SSL VPN 2 IPsec VPN)

DHCP E o] A E, AW, Z5A] DHCP H# o] 7} A g Yt}

¢ Virtual Tunnel Interface(VTI)

e
f

FHAEA 7150 A4 Ao) wrol @R A e Q7] 2 25 A Alo] e A
A7 g ThAl Aol g,

4

i ZFY 2~ o 2% HF 5= FlexConfig 7] 5 (<l: RADIUS 74/\})E B ASA YNk 4F
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« DCERPC
« ESMTP

* NetBIOS
* PPTP

* RSH

* SQLNET
* SUNRPC
« TFTP

* XDMCP
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Only control node uses OSPF

with neighboring routers.
Date nodes are invisible.

EtherChannel
*._ Load Balancing
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Cluster nodes
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