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I want to: Create New Cluster bl
Device Name: clusterl
Template: Cisco Firepower Threat Defense =7
| Image Version: 6.5.0.1159 e
Instance Type: Mative &7
QK Cancel

ad 2us Adaus S

Add Cluster )l
I want to: Create New Cluster il
Device Name: clusterl
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.39 v
Instance Type: Container i
Resource Profile: Default-Small hd

b)

¢)
d)

e)

5M 1 - 46 Cores Available
5M 2 - 46 Cores Available
5M 3 - Module offline. No information available

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting.
You only need to perform this action once.
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Cisco Firepower Threat Defense - Bootstrap 2%
Configuration

Cluster Information Settings Interface Information Agreement

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis ID: 1

Site ID: 1

Cluster Key: e

Confirm Cluster Key: -

Cluster Group Name: clusterl

Management Interface: Ethernet1/4 v
CCL Subnet IP: Eg:x.x.0.0

QK Cancel
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Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

Cluster Information Settings Interface Information Agreement

Security Module(SM) and Resource Profile Selection

Security Module-1,Security Module-2,Security Module-3

Resource Profile Selection
Security Module 1: Default-Small -
5M 1 - 46 Cores Available
Security Module 2: Default-Small -
5M 2 - 46 Cores Available

Security Module 3: Default-Small bl

Interface Information

b)

c)

d)

Chassis ID: 1
Site ID: 1
Cluster Key: e
Confirm Cluster Key: sses
Cluster Group Mame: mi-cluster-1
Management Interface: Ethernetl/4 7
CCL Subnet IP: Eg:x.x.0.0
QK Cancel
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Cisco Firepower Threat Defense - Bootstrap T
Configuration

Cluster Information Settings Interface Information Agreement

b)

Registration Key:
Confirm Registration Key:
Password:

Confirm Password:

Firepower Management 10.89.5.35

Center IP:

Permit Expert mode for yes v
FTD S5H sessions:

Search domains: cisco.com

Firewall Mode: Routed el
DNS Servers: 10.89.4.5

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | ftd1.cisco.com)

Eventing Interface: ~

0K Cancel
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Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

Cluster Information Settings Interface Information Agreement

Address Type: IPv4 only w7

Security Module 1
IPv4

Management IP: 10.89.5.20
Metwork Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2
IPv4

Management IP: 10.89.5.21
Metwork Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 3
IPv4

Management IP: 10.89.5.22
Metwork Mask: 255.255,255.192
Gateway: 10.89.5.1|
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Add Device [~]

CDO Managed Device

Host:+
10.89.5.20

Display Name
D1

Registration Key:*

Group

None v

Access Control Policy:*

wix_automation v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license

Make sure your Smart Licensing account contains the available licenses you need

It's important to choose the tier that matches the license you have in your account

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above).
Select a recommended Tier v

Carrier

Malware Defense

IPS

URL
Advanced

Unique NAT ID:+

Transfer Packets

‘ Cancel ‘

a) Host(ZZ=E)d=of Alo] FH9 P FAaUY S2E ol55 Y
A o] 5L Y Ao] UG 718k Ao 245U 8
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New Policy
Name:
basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

t]d}o] 2o A &3 glo| A8 e,
tutol 2 A T NAT IDE AHE-8h= 4% i A4S S438kaL A1 NAT ID BEo] 53
NAT IDE 483t

HZL AE A A kA E dEste] ufo] ~7F FMCel sj2l& dEetes gt

o] & 7| R A o= &g stE| o] QlFUTE o] s34 o] & 3] o] IPS B+ Snort - oW E
7t E]A =W tuto] 2= HANE 9138l oMl E wErd o] B A1 2 s HHEFMCOﬂ s
St} o] EE H| & A 31l oWl E G KW= FMCOl AL E X ut 7] dolH &= AE% A &
F4th

Register (5 5)5 294t

FMC2 Alo] §3 & A8 553tal e dolH Y& 55Ut Alo] f-ylo] gH oz
T2y e Ao Zy A7) F271E R Ut 28 A A Ao 9 ALY o od 27
2 5Fo) AT ¢

A] =
AFYEE o] - FHAH fH F7HE v Al=skAl7 & A%

T uho] 2 > tulo] = ) Ho] A o] 22| ~E o] Fo] EARUL. Fe]2H f5E ue
B s $4gu.

U
Lilk=s

Access Control

Policy Auto RallBack

Name Model Versi... Chassis Licenses

~ Ungrouped (2)

10.10.1.12 Snort 3
10.10.1.12

FTDv for VMware 7.3.0 N/A Essentials wfx_automation

TD_Cluster (1)
Cluster

10.10.1.13(Control) Snort 3 .
) FTDV for VMware 7.3.0 N/A Essentials wfx_automation N/A

A7) 555 folel = 29 ofol 2o EAHUh
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A 2

A 3

TD_Cluster (1)
Cluster

10.10.1.13(Control) Snort 3
10.10.1.13 -R

Deploy Q € & @ adminv

Deployments Upgrades @ Health Tasks

@) Show Notifications

0 running 3 success 0 warnings 0 failures Filter

© 10.10.1.12 Deployment to device successful 1m 54s
© 10.10.1.13 Deployment to device successful 1m 3s
© TD_Cluster Deployment to device successful 35s

Zelzgdl tial Edit(4) () S 5te] tntol~d AA S 9
o] A2 S E o] fiH o] obd S AH dAlel A8d 4 9l
G FA] olFS WA T ¢ AT A S SEH At ARt QIE A o] A5 A

tjupol 2 > tiufol 2 vhe] > e F Sh oA Aul, efo]lid 2 AlARIE A E S AU

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP
—_—
1010113 %
General 2T | System 9G ‘
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster

Transfer s

Packets:

Status:

Control: 10.10.1.13

g:utster Live T
atus:

S8 TS Name(©] §) A= A g

General (7]

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel | m

* General(¥4h) > View cluster status(Z 21 2~ A E] 2. 7])—View cluster status(S 21 2~F A H| H
71) F A& £ 3t] Cluster Status(E & 2~ A H) tf 3} 4 =& o)
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Cluster Device

Routing

General

MName:

Transfer
Packets:

Status:
Control:

Cluster Live
Status:

Cluster Status(Z & 2~F “g8]) t 3} A2kl A Reconcile(Z

g A eSS Ay

Cluster Status (2 Nodes)

Status Device Name
In Sync. 10.89.5.20
In Sync. 10.89.5.21

Dated: 14 Jan 2020 | 01:51:51

* License(g}o] A ) - Edit(5+4) (#£)<

Unit Name
unit-1-1

unit-1-2

Firepower 4100/9300 2 2] =613 |

Interfaces Inline Sets DHCP VTEP

4

#

TD Mative Cluster

Yes

10.10.1.13

4y 2Ysd dold 3 552

Chassis URL
https://firepower-9300.c...

https://firepower-9300.c...

OK Reconcile

Zesto] ghol i BRE HYT 5 Ut

7] 4 Devices(t] v}o] 22) > Device Management(t] v}o] 2~ 32]) > t]nfo] A~ (t)ufo] 2) 9] @ B2 Aot =&

ohe dlirel A FelsE el 2w E AEsn the A4S TR S A%

* General (¥ "H > Name (¢] &) - Edit(+
}.
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General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

181 thE Name(©] &) B =2 243 oh

General 7}

Name: | 10.10.1.13

Transfer Packets:
Mode: routed
Compliance Mode: None

Performance Default
Profile:

TLS Crypto  Disabled
Acceleration:

Force Deploy: -

« Management(¥+2]) > Host(E 2~ E)—t]ufo] = A Ao A #he] [P F42 WA 45 A) 4
E FMColl XAl Ak U E S A 9] tufo] 29} A3 4= 9l &5t} Management(2]) & & ol
A Host(3 2 E) F42 A0 gk,

Management @:;.
Host: 10.89.5.20

Status: v
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g HE FAATYC AHA] I S 2H " 9] 45, dlolH Q1 7 o] 2~ = 3 Spanned EtherChannel
Ay H ol = dUnh AfA 7 FH AHFH S 9 F 8 2 Ao A JAE o] 29 A§- MTUE 7] &2
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1) 99 > Cluster Live Status(E 2 ¥ 2ko] B 4 el) & =L A Cluster Status(= 2] 2~F 7 H) th 3}
AR A 2T e QlEFH T
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S 2~ W 55ol A 93k AfA] ol A Firepower Management Center®l] T3l 22 ~E WA S
Al ZHJ U o & 50, FMCo] 578 T2 A2 Fol A HEY A A7t A= 4 -7, Hlel

F 52 A 4 it

EZEZAA

Ze]2~F o] 3l Devices(t]H}o] 2) > Device Management(T] Hlo] 2~ #a]) 7} (HE A&t oo
Cluster Live Status(E ¢ 2~ H zto] B A E)E A 8l slo] Cluster Status(2 2] 2~ 4 8) t 3} A=21& S
ISh=

Devices(t] v} 2] 22) > Device M anagement(t] vlo] 2~ 3+2]) > Cluster (F 2] 2~ ) #©] #] > General (¥
uh) o3 o > Cluster Live Status(Z 2] 2~¥] 2}o] B 4Fe]) 8 T ol A Cluster Status(Z 2] 2~E] AHej) o 3}
BAE E e AdSFH

Reconcile(ZA)All(RF)S &

g,
Sej 2 Abdlel o g A4 & o)

H
2 FMC: 2328 RYE Y, 43 #| o] A & Farst A L.

. Firepower 4100/9300 = 2] ~E] &



| Firepower 4100/9300 2] ¢ %
FMC: S 2] ~E ZYE Y .

FMC: 22 =B YB3
Firepower Management Center?} FTD CLIo| A S8 2HE XUHY T = )5t

« Cluster Status(Z 2] 2~ E] A ei) ] 3} A2} Devices(t] Hl©] 2~) > Device Management > 57} ( §)
o}o] & H+= Devices(t] B} ] 22) > Device M anagement(T] v} o] 2~ #+2]) > Cluster (£ 2 2~ F]) ] 9]
A > General(dWh) 4 9 > Cluster Live Status(E 2] 2~F glo] B 2 e)ol| A Al g Y T}

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (3) Refresh | | Recondile A y Enter node name
Status Device Name Unit Name Chassis URL

F 1n sync. 10.106.160.94 unit-2-1 https://10.106.160.90

Summary JHistory

ID: 0 CCL IP: 127.2.2.1

Site ID: 2 CCL MAC: 0015.¢500.025f

Serial No: FCH19057RVAP9] Module: FPRAK-5M-24

Last join: 10:24:15 EDT Sep 9 2020 Resource: 6 cores / 29613 MB RAM

Last leave: N/A

= In Sync. 10.106.160.96 unit-2-3 https://10.106.160.90

Summary History

Timestamp From State To State Event
10:27:32 EDT Sep 9 2020 SLAVE SLAVE Event: Cluster unit unit-2-1 state is SLAVE
10:27:08 EDT Sep 9 2020 SLAVE SLAVE Event: Cluster unit unit-2-1 state is SLAVE_BULK_SYNC
10:27:07 EDT Sep 9 2020 SLAVE SLAVE Event: Cluster unit unit-2-1 state is SLAVE_FILESYS
In Sync. 10.106.160.95 = Master unit-2-2 https://10.106.160.90
Dated: 20:46:14 | 14 Sep 2020 Close
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Tasks(2F4) Aol A= 2F 3 5ol sk S8 2H 55 2449 fulo|EE HolFUth
« T Hfo] 4 > t]uto] 2~ ] > cluster_name] Ut}

tlupo] 2~ B2 g o] x| o A Fe]~E S & et

R
Ao} FRS EFHe] BE G0 f31& 2 5 9

A,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resource usage | service-policy | traffic | xlate count}

AA =gl sk FAE glolH = tE JHE ¥ show cluster 3 S AR T}

+ show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |
transport { asp | cp}]

Ze] 28 A RS B show cluster info ™8 8 A&t}
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management
10.1.1.1/24 (Pool: .2-.9),
: 2001:DB8::1002/64

© = o o| = .| (Pool: 8 IPs)
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() El © of ® S
Cluster Control Link
192.168.1.1, .2, and .3

<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 5001:DB8:2:5/64
| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE
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Client Server
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