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gcloud deployment-manager deployments create cluster _name --config infrastructure.yaml

A TP F 28 ARS8l AT, ob el o] BAIE S A Q.

a) Threat Defense Virtual #2] VPC= Management Center VirtualS 2 8§ 3} 31 A4 4 3H T

b) VPC AYHE A4 3} Google Cloud 7]°52 Threat Defense Virtual 2] VPCol 9143t}
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A1 10

gcloud deployment-manager deployments create cluster_name --config cluster _function_infra.yami

2o 288 P50,
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gcloud deployment-manager deployments create cluster_name --config nor th-south/deploy_ngfw_cluster.yaml

2. O|RE.YAE BEZ R FFH9 9

gcloud deployment-manager deployments create cluster_name --config east-west/deploy_ngfw_cluster.yaml
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"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"

}
o

=5

491 o= et P

R

"AdminPassword": "DeanWlncheS$ter",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Cluster": {

"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input
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10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

GCPoll th gk AF-8-#F 217 7+ & AF-8-31o] Day0 4 A4

RS ARE ko] HAl S A FEAER S 4EE ¢ AdsU T

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

U ool A= ], - 595 I slo] 27 gl= 4 3 e 28 Alo] P00 i VXLAN I o] =5 A4 Y

o FA BAIE e =l 2 s of FU T

"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nameif inside",

"ip address dhcp",

12



https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl link",

"range 10.1.90.2 10.1.90.17",
"object-group network cluster group",
"network-object object ccl link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu outside 1400",

"mtu inside 1400"
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Scrlpt(/\]ﬂ /\g_aE) xﬂ/\q)g /\]——9—0}—01 Ol AE A~ E%%g]\_% /\gzglz;sjl c}.

Cisco Secure Firewall Threat Defense Virtual A] 2+ 7}o] =& 223} A A 9.

GA 2 A2 OIS AL I~ RS S A4

@A 3 GCP U ES A 2= WA 2 o) E At lad s 058 A4

A 4 GCP Y EY T 2= W A 2] %9 Management Center] H.oF A Ao A ALel] 8218 3] 8Tt GCPUIEY A =
=l aof sk AE] &2l 58, 14 Flo] A9 &S R AIL

@7 5 Management Center®l] A|o] =5 F7}3FU o} Management Center®l] 2 & ~E F7H(G5 7-5), 15 #|o] A & U] &
= xS L
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg.html

YEH T 2= Bl Ao of ok s} 512 8- A A 3121 A https://cloud.google.com/load-balancing/docs/health-checks 2] 1] &2
ZZ A 2 :ijﬂ U} management center®l| A ] 821 E S 3] 8- AA = S AAATUT 2 U EY A
H 9] = https://cloud.google.com/load-balancing/docs/health-check-concepts 2] W8-S 323 A 2.

Sk E €l ET S 169.254.169.254 9] Google W EFH O] AW & 2]t dl e} 54 5 NAT 112 = 74 3l oF
o

110('

1= 2~-AF-2-2~(North-South) NAT & A= -4

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB_ IP>
object network ELB-NORTH
host <ELB_IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

Enter Deseription

nat-ngfwy-cls =

Rules

ter by Device ¥ Fiter Rules X Add Rul

' NAT Rules Before

B ILB-SOUTH IL8-S0UTH T METADATA

-

LB Health Check NaT B
B ELB-NORTH 1 gy ELB-NORTH By METADATA

-

B Ubuntu-App-WM

LN
-

-

Ind/Outbound traffc NAT rul

T obj-any

o] ~E.-9¢J| 2~ E (East-West) NAT 7 2 W= -4

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0

14


https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts

network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ftdv-cluster
Enter Description

Rules

Y Fiter Rules.

- NAT Rules Before

2

By 1L8-East

B ILB-West

LB Health Gheck NAT rule

By 15-Eaxt

By 1L West

Dnsalse

Dnsifalse

Management Centerol] = 2] ~F F=7H5 5 15)

FHAHE FTEORE T
£ 2] 2~E] 7} management center®l] A}

management centerol| 22 ~F

A g,

REEMEL

W E

« management center®l] 5=7}3} 7] o]

L 2AIA

7 1 management center©l] 4] Devices(t] v} 2] 2~) > Device M anagement(t] vlo] 2~ #2]) & A €l sl a1 F-1) 9]

=1

j
rEZE

Ay,

S A A 2 3718 Y o management center TR S A WH E A5 o2

A o
3}ol 51 4] A] .. threat defense show cluster info & &S AL-83F 4 A 2.

o] Ax}& A}-8-3Fo] management centerell 2 ~H & MU o (1S5S AR&-gF A -

T
T TE

= 348 S =Eel ofof Futt Alo] Frile

il

2P F4

e

AL3] Alo] 58 F718H7] 98l Add(F7}) > Add Device(t] vlo] 2~ 72 H el gt
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29 1: v whe] 2 57}

b)

Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:*

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigue NAT ID:1

test

Transfer Packets

Host(£2:5) Aol Ao} f319] 1P Faun} B2 o] 52 4o,

H70) P5& AAAE Aol F& F/hsHE Aol FHUT AW RE T 28 FUS 24T 5 9

[Bh=3
T]ufo] 2~ A A Zo] NAT IDE A3 7

o
-0,
e
Iy
il
2
)
=
N,
&2
<
k1
it

2 Y
management center®l| L A] 2 A|lo] R0 o] & A o] F o ¢ H 3

o FA] o &£ Fel 28| §o] btk ksl &

o) ol g3} Fe)2E] HA oS WA F YwUTh

o



d)

e)

g)
h)

)

)

Registration Key(5-% 71) M=ol ko] = 83 Fol A48 23t $UF 5% 712 9L FUh 55 71

Q8§ 34 Fagvh

% =ulQl TH A AA) Erl )3} A gle] o A% 2= Erlglo® SRt

AA) wrlele] 22 Eul 19l 45 Tubo] st Ao % A

wlglo] ohd A9} o] F AEHS & 4 5o 2L mrjele

(A8 AF) Elebo) 2 el tlute] 22 F 7k o,

52 A tutol 28 FE] 913 271 A2 Alo] AAL AEAL A BN P
4

A AD S AT A5 718 AT AT FFo e nhek 49 A4 4ol d gt

o 1

(

s
T
e

1

New Policy
Name:
basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

g3kaL 3f NAT ID D=0 5 U3 NATIDE ¢

tio

A F NATIDE A3t F9 g AA

A AE A A 2 E A g ste] tule] 271 management centerol] 3715 A &5 = = gyt

o] FH L 7| EA o & G stE o] QlHF T o s34 o] &g sl o] IPS HE1= Snort 2 o|HIET EF] A =W
tulo]l 2= AALE 9138l oI E wEtd o] E 1 2 3% d o] H & management centerol] A &3 T o]l E
= v &g seldA oWl E A B = management centerol] 2 5% AWk 2| F] dl o] H &= A FH A 5
Register (5-5) & 28 JUth

management center-> A o] 515 Al 55t B HolH fHlS EFFUTE Al frlol =2
TEEA v A Se2H7 FE A FFUTE SE2H SAYU TE JdE EAR Tl A 4
UFH o] B U FY F71E UA A=A 71 & A4

tulo] 2 > uteo] 2 ] HolAlo] S8 2H o] Fo] FAFUTE 282 s B
Fuot

= .

L
=)
il
4
[>
a
s
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9 2258 2~ e

., fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
{Contro!) g FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50 - Routed

A 172.16.0.51 Snort 3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51 - Routed

ol

A B2 E il 29 ofol 2ol EAHU

HaIwes

r (

d
ol
e

m o ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

a?l‘lﬁ.ﬂﬁ‘l Snort 3
72.16.0.51 - Routed

[e) =] [e] =] [e) = [e] Sk 2= 2=
o ool ZE st A9 S dYste] FH2H 7Y 555 EUHE T 4 25 Y T management center
[e) [e] = = = [e) S o) = H == o =
&7 frilol 551wt 2o 28 52 A dulo| BT F9 52l Auahe A FelaE =
= o = =
= 24,27 Aol e W& FEs AL
Deploy Q ﬂe it @ adminv
Deployments Upgrades @ Health Tasks (D Show Notifications

m 0 running 3 success 0 warnings 0 failures | :. Filter

© 10.10.1.12 Deployment to device successful. 1m 54s

@ 10.10.1.13 Deployment to device successful Im3s

©@ TD_Cluster Deployment to device successiul. 35s

WA 2 ZelElo) o3l Edit( ) () o] Cubol = A4S P g,

it

2 =g
) -Eo] AL FeAE 9 vt obd Fe~E AAd 483
7

R AGUT oS B wEY HA o FS W
@ 2 QA AR Fel el A AE o] 28 MR T 5 AH Uk

R

A3 Tute] > Clnpol 2 ghe] > Fej B ShACA Ak, ehol A2, Al 2R e} YL EAF L,

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

[ 1010113 v
C—
| General S0 ‘ ‘ System P |

L L LS EURREY

« General (¥%h>Name (¢ %) - Edit(+738) (#)E 2 8te] Ze12E A o5 |AFYh

18



Cluster Device Routing Interfaces Inline Sets
I

DHCP VTEP

General

Name: @

Transfer
Packets:

Status:
Control:

Cluster Live
Status:

23 thS Name(o]l &) 2= A4}

General Q

Name: TD Native Cluster |

Transfer Packets: [ |

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

* General(¥ 5 > View cluster status(Z 2] 2~F AHEl] B.7])—View cluster status(Z 2] 2~ A8 B7]) H =3

g ato] Cluster Status(E & 28 A=) o 3} 425 Ayt

TD_Cluster

Yes

10.10.1.13

View

= =
= =

19



Cluster Device Routing Interfaces Inline Sets DHCP VTEP
I

General *
Mame: i}:‘r TD MNative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13
Cluster Live
Status:

Cluster Status(Z 2] 2~H & 8f) t 3} %37l 4 Reconcile(x=4)< 24

= dHFYT

Cluster Status

Overall Status: Cluster has all nodes in sync

MNodes details (1)

Status Device Name

> In Sync. 10.10.1.13 Control

Dated: 11:22:40 | 30 Aug 2022

« License(2}e] A 22) - Edit(5

7] 4 Devices(t] Bl©] =) > Device M anagement(t] Bl o] 2~

Ze2E 0] 2 M E Ae s

* General(¥%h > Name (] &) - Edit(5~

20

) (e =

(e} [e) o)
g A4ds AT

) ()

Refresh

Unit Name

10.10.1.13

she] efo] 4l

o =
=29

==
[< 3]

tlo

!

%

) > tlufo] (vl vho]
DEASLE

sho] el e Ww A o

shel dlo] )

Q. Enter node name

Chassis URL

N/A

z)el &

Close



General 0_'1'-'

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

19 vh Name(©] ) B =5 A4 @

General Q

Name: | 10.10.1.13 |

Transfer Packets:
Mode:  routed
Compliance Mode:  None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -+

« Management(#2]) > Host (& 2~ E)—t]ulo] 2~ A Ao A #E] P 45 W43l 49 Al 745 management
centerol] A XA A F U E Q] F 9] tnfo] 29} AT = )51 T} Management(##]) 4 Gl A Host(E2-E)

Fag AP G,

Management 0:}

Host: 10.89.5.20

Status: v

S JH RUHE A A

Cluster (Z 2 2~F]) 3 o] %] 2] Cluster Health Monitor Settings(Z & 2~F A H] ZUEH A A) AHd L2 ol o] A
sl
H .

ftlo
Fl
>

21



I 438 A BUEHY A4

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

9000 ms

Enabled

None

Attempts Interval BEetween Attempts Interval Variation
Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2
F32eaE de mUEY 44 A4 § 9
a= v
R
B AR B A 28] A E S SEQ1EhY] 918 SR E wmEe A thE s e 2 2E A

o] H A A SFEHE HAAE B YT =7} Jo] 9] StEH|E HAIA] & t]7]
AZE Wl A EHA] S -, Bl o] == SHEEHA Y TAE HE

.

QLB 3] o] = T w2 A7

QE} 0] 22 T uhg-2s A 7HE 1B 7k STE} o] 20 ol /b MAE A0 FHF AL e

E7} e 2ol A A A= 7] B7hA 2] A7k,

EUHH QB H o]~

0,

Q1E Ho] 2 L) AA A WA 0 ARE BUEHRT AgH e 4 JlE
ol 2ol )@ BE B2l A FEIF S wrol A O FIBAYA T T E ] Y=
A =24 QE o] 2ol 4] B4 TET} Q= A9 o] i FeAE oA AARY
o werol A 22 2] WM E A7 e A7kA Aele A7 E 0] 2] Fo
e}, 2 3 g et A E wElX B Fel w6 dret Aol nel geby

Y},

A B2 of F 2 7l o] A

Snort 2 disk-full = Z A 2~ ZUE Y o 52 F A g}

EREEER

oF

L
(=

QU o] 2=

B
EUHH A &= dE Aol 2 ZAFU Y

s A 2A

2ol AdE o]~

EAF T,

S & Alo] F A ool Hit Abe Al A7 AR S
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= A

dlo] ] Q1E] 7 o] ~ dio] el Q1E o] 2 A sfjol] g 245 thal H7F A A& A T

X 2~ o Foll ok AE vhA] 7 A S AP TE U o F X3k o EE] Aol 5
718k AIZE 23, DA A e ol ‘1171]0]’“ FH T

B A2 e S WA S A 2w B e Sle] MBS S ) 2§ H X s BETL A HA G5

19 B ol 2 D% B Snont R vl 231 A L2 A 2 wUHGY S Sl g 2
© VLAN &9] 1] #]0] 2= sz 7} U ol o] 2ol A a4 bk, Ze) 2 Alo] 93
ol w 1%%?—@@-’?%%. o] Y= P muE PP

@71 Devices(t] Hlo] ) > Device Management(t] Hlo] 2~ ))& (5) A & g o},
92 FAT S 2E 4o Edit(FA) (£H)S 2P Th

U =HlQl 7ol A SR 7F 2 22 mwQlo] oy w9l A btk wIA A 7F EAIE Y TR
@713 Cluger (28 2H)E S84t}
7 4 Cluster Health Monitor Settings(Z2] 2~ E] AHe) U E 3 A ) A Ao A Edit(=4) (#£)S F 3ok
A5 Health Check(ZdH €Ql) Eetoltl & 28 ato] Al 2|l A gels v &g sty

1] 5 Al 22H) e E2l v &g 3t

R

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts

Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m
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EERA WA AR vlolE e Ho] & F7F = Al A, i B 29X 9] QI Ho] & 23} i W2
s}, F7F 2912 & F718t VSS E=vPC %“4)01 WA 7 A= F A A AL 75 S v &g s)etaL v] 2 g 8t
5 Q1B 3 o] 20l U3 Q1E| o] 2 U B9 = | B4 shaof itk EERA MAo] w14 WA Ala
o] E o} 7|35t /\1*9‘ FH AL 71 B BEUEHFE S = Aol AE v A5k S s Ut
GA6  EF AIREE QIE H o] Ay AIRES A Y o
o B A B SLEH|E AFE]| H A A] AL o] AIZHS A sk B AZHS 03300 A] 45% Alo]l 2 A AR
Yt 7] ke 32 Y Yk
« Interface Debounce Time(2] E] 7| 0] 2= T] B} 2 A 7h)—t] Hb-g- 2 A 7HS- 300~9000 2] X 1 9] ol A A A ]
Uk 71852 500ms Ut gho] WS = A E Fo]l s o BAE T whEA P 5 Sy ﬂﬂ}%i
AHE H SEHA A S QR s A o] Sk T < E1 FH ol G o] EVF Al ek= 75, Q1E )
o] 2% Mgz EA L mEI S 2Eol A AAH ] Aol wmE A g H o] Qi Wel 2 ot vy
t} 7Hs S e ol A 715 A el 2 A 315 = EtherChannel @] 73 -$-(<ll: 2~9] %] thA] =% H+= EtherChannel
Al 229X A s, tube-2~ Alzke] o] dof e S84 =27 X E HER A] U] ®EkThE o] {1k
SR o] 27} S 2H oA A Aow FAHE A WAT F AFHTh

SAT G ARl AR ol AbE v A7F S E 2 AR S E sy

a9 6 A AAD A T4

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for uniimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).
Cluster Interface(Z 2] 2~ F <lE ¥ o] 2), Data | nterface(d] o] E] ¢1E 5] o] ) & System(A]| =&l thaf t}g 4t
ARG T ool = ol Z 2 Al ol A 718} A F 23}, AaE A -2 o E 8] Alo] A A 5o 3.

« Attempts(A] = 317) — thA] Z7F A B15RE 165535 H ol A A gt} 02 A thA] S v 24
313t} Cluster Interface(E 2] 2~ E 918 7 0] 2) 9] 7] B2k -1(F-# Y U t}. Data I nterface( vl ©] €] $1E]
o] 22) B System(A] 22 §) €] 7] gke 3911 e,
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oA 8

A9

« Interval Between Attempts(*] &= 7+ 7HA)—thA] Z7F A = 7Heo] 747 7] 1K) S 2~604 Abol = A ol gt
oh 7] 232 s U Th =7t 2o thA] 2QlehE Al Al sk H ol F Al v 1) ol Al7E
2 H5E] 14400%-(109) 0.2 A gk Y T},

U
o

* Interval Variation(7+4 W&)—314 7| to] Frtel=A] ol 55 Aot} 1~3 Ate] ] gk A4 1174 ¢l
), 22x oA 717H EE 33 x o)A 717HdU T o & 591,44 7]7S sE o R AAsa WS 22 A
S 3 A A E7h 55 Fo] dojubar T A A E= 10522 x 5), Al A A== 2052 x 10) Fol Dol
Ut} 7] 23k Cluster Interface(Z 2] 2~ E <€ = O]/\)/] 719~ 10] 3L Data Interface(t o] €] 21 & o] =) &
System(A] =€) 2] 7 §- 29 Lt}

O:

I

Monitored Interfaces(¢14 Bl & % ¢lE] o] ~) E= Unmonitored I nterfaces(X U Bl & = %] &b Q1 E o] »)
ol Al AEH| o] ~E o] 53t HYEHF = AdEHo] ~E FAF Yt T3 Enable Service Application
Monitoring(*] Hlé o ZE Aol RUH Y &dshS AEst AL A8 FA3ko] Snort B T 2~ B 3 R A~
ol XYY P& st A & 5E o JFHTH

I8 2EYHYE = AE A o] = T4

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AEjgo] 2= Fe] AAM A= F A &7 o558 RUHEIY T A =214 JdHH o] 26 g3t BE =84
YEVFEA R L F7F R AA T 2 o = U =2 4 Qo] x| B LETVF = A
T ol ==& FY2EHAA AAFYL oA S8 2He W E A A7 A7k Al A7 QE o]
29 fo wpel, 28 A T =7t A 229X s FE A ZrkeheA] ol whe debd Y e A
Abi= BE QlE] o] 29} Snort W T] 25 F 2 A 2ol tfal 7] E2 o 7 SHA sl Ut

L7k obd QIE Al o] 2~ (of: Xk QIE| o] 2~)of] i3t e U E & v e she 4= 9l 5]

EZ24] WA 46*(01] o] ¢lEH o]~ F7EE A A, =8 = A9 X9 ¢l #H o] A~ g4 &) = Hj gy
8}, 27} 29X & F7}8)e] VSS EE= vPC —?H)OT WHAL Sl 7 - Al 228 A E] AR 7] 5 S v & shslar v 2] )
H Qg o] 2ol gt QIE H o] 2~ RUHHY E vj&Ad ghelof Ut EE2X] W7do] kg ¥l 74 W7 AF

el
8 s s} 51550 A2 A A5 9 e G5 Q1 Aol 58 b A5 5 e e
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el ~H Y v &4 3}
SEAAE FHEAY FA BeE A8 A AR » =S H @48 S  dFUTh o] At wEE YA H o R v E
3 8k8t7] $1%Hel ™, management center Tl HFo] 2= B0 1l =& frA] ] of Futh =Tt v A AJEi7F HH BE dolH
A F o] 27 TP U Th

S

Fa ZY=HP S v EAgEE] dell == S 1174 v A L.
SR A A

A 1 B 24 sete = -5 ol o8l Devices(t] Hlo] 2+) > Device Management(t] vlo] 2~ #2]) 2 A el el 7} (HE 2
&} Disable Clustering(E 21 28 & v &4 sh)S A el gy}

G2 REoA S 2H Y S v &2 shet A} gH2 gl gy
==7} Devices(t] v} ©] ) > Device Management(t] Hlo] 2~ #Ha]) E-Fof| A 71 o] 5 <o (Disabled(H] &4 3} 9))=

AU T

GA3 S AH Y-S A S steted S aE AT 26 H oA 9] &S FEAA L.

Fe|2E A7)

OﬂE So] AE o] 2 0 B o st FY A AAFAY FEOR Sl AP L DA A S AE S
Sow oA BN & AUt 2 2E A 208 A Re7] Aol 077t A A EA AN 2. wET} S
Bl ol A AR ol frol Tlah A AR 8-S Fel 2 Bl B, 41 S0l 9] S FEEAN L.

L RAIA

SHAl 1 ThA] B4 818k = 55 ol )3l Devices(t] vlo] 2~) > Device Management(T] vlo] 2~ #a]) & A&l 7} (HE
=933l Enable Clustering(E & 2~ B % thA] &4 31 S H e 3t}
9A 2 m=o A FHAHHP S B4 s uA IS FAFy e
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FHAH == 24

YA = 55l Au3hH t]nlo] 2o Al management centerol] T
management center®] 574 X2 A~ Fo] ALY YE Y Fof A7) &

L 2AIA

9A 1 22 ~E ol )3l Devices(t] HFo] 2+) > Device Management(t] H}o] 2~ #&]) 7} ()& A &gk o} Cluster Live
Status(Z 2] 2~ g}o] B AHE)E A Bl &to] Cluster Status(F 2] 2~ E AHH) 3} A2 ¢y ok

7] 2 Reconcile All(R5 %=A)S &8 3t}

O &R Z2F
Cluster Status (7]

Overall Status: Cluster has all nodes in sync

Nodes details (2) Refresh | G | @ Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

S 2E Aol ek A g W82 S AEH U EE, 28 o] A& Atk A L.

[4

O

FHAH B =25 AA|(5F 3 4 )5l Al Management Centerol] &=
management center®l| | 2 H AHE 55 H 42T F AFHTE 18k S S IHE FAH YT S 2EHE A
o]

SYUYLHE 55 F4T F dFUHh

N

management center®l] F7}3l# = H 5 =
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17 9: S aE A

Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021
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Status Device Name Unit Name Chassis URL

Control

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
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