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Inbound flow uses public IP of
public load balancer.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to an internal
server.

Outbound flow leaves the
internal server.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to the
internet by the public load
balancer.



Azure 7|0l E¢lo] 2= WA 9 H o] ¥ ¥ Z = A

Azure A1 1] 2= A1 o] A Threat Defense Virtual-> Q1 ¥ Y2} 317} A H] 2~ 7E9] Jﬂf' < g4
1 8+S- $Fu v}, Threat Defense VirtualS ¥ 0] 3 ¥ L= Ao A VXLAN A| 1THEZ 883}
2= B QI o] 2 & A o]/t T}

e 1o A= 95 VXLAN A| THE 9] F& Alo|EgJo] 2= WM xo] A Azure Alo]Eglo] 2= WA & HEE =
EfgE& BofFUth Alo]EY o] 2= WMyl A = o] 2 Threat Defense Virtual 7Fell E =& W 3t o] & 2bA| st Ao
W VXLAN Al ZTH Eof| A Aol Ego] = WA = TA] AEet7] Aol Ed S AARU T 18 5 Azure 70| E
flo] mElAAN = HEY Alo]Edlo] mEHA 9 o ® ET s UA] AEFUTH

9 3 oW E =7} = Azure Al 0] E Y o] 2= T A

91 13 Aol =gl o]

NICO| A] €] 5= 1 E] 7| o]

ok
SN

o)

Internet

Source

vvvvvv "
r I Threat Defense
- L Virtual 1

i
I
1
i
vni1: ext. segment :
|
i
]

fmmmm———

Threat Defense
Virtual 2

I
1
1
I
I
I
1
I
I
1
I
1
I
I
x
I

Destination

e ———

0
I
]
Public GWLB Azure GWLB Network :
1
1
1
i

=i Threat Defense
| Virtual 3

Traffic flow between GWLBe to GWLB (Geneve Single-Arm Proxy) in Azure

GWLBE A}-8-5}4] Azureol| ] Threat Defense 71’3 2 & ~E & FF3}17] 93 A= F <
T X EAA
EERPE e

S =4 2ol= GWLBE AF-8-3} Azureoll A Threat Defense Virtual 8] ~EH & BlZ3] 7|Hlo g2 53 a2 $
7} uhe} sy T



1 2 Modity azure_fidv_gwib
Download _clusterjson and azure Upload
Local Host templates and ——_ftdv_gwlb_cluster_parameters Cluster_Function
files from GitHub Json with ZIP .ﬂ le
. required parameters to Function app
| I
v
3 Create . . 8
Azure Cloud Resoure Group, E;?En?‘ ?:;fal?‘zf Usig'i;;:gzrapp Create
Vlﬂualls;)twmk ’ Template ’ details cluster with Cr;:lu-a:ials
add Subnets management canter
6
Cluster Node Verify the
Cluster
Deployment
A7 4 oA
(1) 2ATAE GitHubell A §1Z8 2 9193 2 =3,
Nt
() 2 SAE A= w7 A =2 AL2-3}o] azure ftdv_gwib_clusterjson 2
R . -
- azure_ftdv_gwlb_cluster_parametersjson< =74 g o},
3 Azure Cloud gz 0% PP UEY T, AR US A3
s Azure Cloud NEAAY AES FHTI,
5 Azure Cloud OBl A A E AR E AT
& Selsd e Seag PE S GGy,
Ay
7 Azure Cloud Function $§-& A}-8-3l¢] & 2] 2~E & Management Centerol| 5 =31t}
s Azure Cloud FTPS A4 54 S Ayt
(9) 24 SAE Cluster_Function.zip 3% - Function 1o ¢} 2 =3t}
7/
+5 73
U oA ol = GWLBE A}-8-319] Azureol| 4| Threat Defense Virtual 22 ~H & 7522 F58= 952971 Yo}
o) ./L\.’[/] ]q_
M H .

10




. 1 2 3 4 5
Create a VMSS
from the 4 Aflach interfaces Add day 0 Update scaling Configure
Azure Cloud Market place — configurationin —— o000 count GwLE
customData field
image
6 l
Add
Management Control
Center Mode
d g4 A
1 24 ITAE Marketplace ©] 7| %] ol 5] VMSSE A4 ghu o},
Ay
() 24 ZXE AeFo] 2 A2 F Y
N
(=) 24 3IAE customData & =9l Day 0 74 = 7} o}
\\\_/
(2) A T2E Rzt 5 e Efynt
h S
(5) 2HS2E GLLBE 78 &4t
Ay
6 Management Center Aol =EZ =73}
Eﬂ
=5l

)

ofgffoll A& &% 2 GitHuboll A AFE- S = QlFU T v 7l = ke 550 A1 G H w7 o] & B gk &3 o
e+ dFHHh
s azure ftdv_gwlb cluster parameters.json — GWLBE A}-8-3}i= Threat Defense Virtual = 2 2~E] ol ¢t v 7| ¥ =5 3] &
st HEY

e azure_ftdv_gwlb_cluster.json ~ GWLBE- A}-8-3}+= Threat Defense Virtual 22 ~H & T-53}7] 913 &1 =3

A 8 Ab g

 Z2] 2~ E 7} Management Center®l] A} 55 5 =5 3] -3} 2] Y Management Centerol| A Y| E ¢ I A2 A} 2 F-4] B
AR A 7HR AR RS A T Y EP o= gk i‘_f{ o] 9= AH& A= REST APIE AHE-& = 9155 Lt Cisco Secure
Firewall Management Center 2] 7}o] =& Za13} 4] Al Q..

c BEY 5 SOl AR A A o] F 3 AR ek A2 A A S Management Centerol] F=7Fe ot
* Management Center Virtual®l] %] 4 gk 2}o] M 2~7} Hoof 5] Q1 =%] &gt v},
2

o BAE SR

J¥°l

« &2 2~E] 7} Management Center Virtualol] 7} 5 o

11


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

1. Management Centerol| A Z €] <1 X E M 2 ZPF A4S ATt o] FAd tfst AA g Y &2 %
A S Fast AL

2. dlole Edzo] te wg A= 4TI 14 F2 A dF AR NS 14 A2 F/HE Fashi
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1Y R 74 AE:

Network: any-ipv4

Interface: vxlan_tunnel

Leaked from Virtual Router: Global
Gateway: vxlan_tunnel gw

Tunneled: false

Metric: 2
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t}.
b) 83 Region(# 9)S Ae gyt

GA 4 479 B3], Wk 25 2 CCL(Cluster Control Link))©] 91 7HY MEY A2 A4 Tt}
a) 7P UEY]IE A I
1. Basics(7]¥ A1) §1o] = H TR H-5ol A Subscription(7-5) 2 Resource Group(2] 42 Z17)S A8 g
Sh=
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a) Create(”37d) > Template deployment (81 &3 F)(AHAF A4 RIE3 S AF8381e] -5)& 93U
b) Build your own templatein the editor (A5 7]l Al A &8 ++5)E S 3U

¢) Load File(3}¥ 2=)2 238 3}al azure ftdv_gwlb_clusterjson< = =3 o},
d) Save(A7)E I

A-' 2 AR FRE 43

a) P23 kS 23l Review + create(A E + AA)E FHF ok

b) AZo] T35 H Create( A E STt

ANABIAZ A3 F = F shrtol] 1918}l show cluster info W &S ¢l & slo] Fe| 28 13

o
ol
ro
o
L

219 4: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

Azure 32E ol 4] Function & 28 3}o] &2 22H & Management Center®ll 55 &4 T}.
S WS ARE A & o8l Add(F-7F) > Device(t Hlo] 2~)(Add (57} > Cluster (2 2] 2= H) 7} o} ')
£ A}-8-5}9] management centerol] 25 Ao] == E 55 T2 AdFYTE YA S AH === A

oz 5=

p
=

Deployment Center (-5 A1) > FTPS credentialS(FTPS A4 5-1) > User scope(AH-8-#} ¥ 9]) > Configure
Username and Passwor d(AF8-#F o] & 2 v 5 F4)E 93 5 Save(A )& =gt

24 gu) oA th3 curl 8= S A 33} Cluster Function.zip 3+ ¥ S Function $§oll 2=t}

curl -X POST -u username --data-binary @" Cluster_Function.zip" https:.//

Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

o

Lo ourl BE AYE dnehs O H 2ol A Ay

7t ek ol J 2 =G Utk 3 A 2 oL 2 E 2 4] Al A 9] outqueuedl] A B 1 B 4= 91551 TF. Management
Centerol] T 3F T]H}o] 2~ SZ o] A| 25U T}
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¥ e R

Function App
£ Saarch (Cmd+/)
< Owerview
E Activity log

Ay Access contiol (1AM)

+ Create )

A gwlban-function-app | Functions

Refresh [l Delate

Ak ¥our apo is currently In read oy mode bacause you are runring from a package file. To make ay changes update the content In your 22 fila and WEBSITE_RUN_FROM_FACKAGE apa setting.

|f’ Filter by name...

@ Tags
&* Diagnose and scive problems [T Name * Trigger T Status T4
et Dbt 7 Chod r‘ clugter-function Cunue Fnaciad
£ Events [previev
Functions
11 Functions
=
a9 6: 5
gwlbanb4x5mqdvkpccs | Queues
Storage account
£ Search (Cmd+/) « + queue () Refresh [ Delete
= Overview
[ P search queues by prefix
Activity |
@ S Queue url
@ Tags
[ outqueue
2 Diagnose and solve problems.
[] resourceactionsuccessqueue
. Access Control (1AM}
& Data migration
¥ Events
i Storage browser
Data storage
= Containers
& File shares
T Queues
219 7: Outqueue
m outqueue X
Queue
« () Refresh + Add message [i] Dequeue message < Clear queue
1 Overview Authentication method: Access key (Switch to Azure AD User Account)
£ chigrseand ik probiens P Search to filter items..
R Access Control (1AM) d Message text Insertion time Expiration time Dequeue count
Settings Event thread: f6b5983a-97ad-4414-9a3a-bbeeb7c09ab0
Action: Microsoft
T Access policy cd054bf2-a39b-daSe... Operation: 8/2/2022, 954:56 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:48:2128947772
@ Metadata Started function execution
Event thread: f6b5983a-97ad-44f4-9aaa-béeeb7c09ab0
Data: Instances Description
Instance ID in scale set: 0
Name: sumisnlb-vmss_0
Status: VM running
Public management IP: 5 144 1
Private management IP: 10.55.1.4
Instance ID in scale st 2
Name: sumisnlb-vmss_2
Status: VM running
ac5433%-1318-dac2..  Public management IP: 4 % % & 8/2/2022. 955:08 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance ID in scale set: 3
Name: sumisnlb-vmss_3
Status: VM running
Public management IP: -
Private management IP: 10.55.1.7
instance ID in scale set: 4
Name: sumisnlb-vmss_4
Status: VM running
Public management IP: %
Private management IP: 10.55.1.8
eZiaaTY Ny, | YOIt MIRAL BRI STAG-HEA- e LML 8/2/2022, 955:16 AM 8/9/2022, 9:55:16 AM 0

First reachable FTD index:

Event thread: f6b59832-97ad-44f4-9aaa-bbeeb7c09b0

Data: Cluster Info
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Link (CCL)
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T

Internet Load User

1

1

Elastic Load :
Virtual 3 = 1 Balancer (ILB) Applications

1

1

1

1

Balancer (ELB)

o] EZZ Ao = elnfE = H ol-gnte-= Egly 297} 25 1be} 25Ut Threat Defense Virtual 28] 2B &= 3 2
=g Ao} o] 2 = wlgl A Alo]o] 9] %] g U} Management Center Virtual 91 2~2H 2= S8 2HE |8t b AHEH
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ol Ylo] onl = EF Y 2 o 2= WA & o] 5% t}S Threat Defense Virtual 28] 2EH 2 AEH Yt} EF
2] 2~¥] 2] Threat Defense Virtual 91 2~® 2~ A HALE & o] Zg]Alo] A VMO 2 AEE Yt

o Zg A o] VMY ofxul e EFE e Y 2 My 2 AdE Yt 23 S E # 2 & Threat Defense Virtual =
HAHZ Agd S AHY o2 AFHAY T,

8
rlo
it

g 7 5
& =4 o = NLBE AF8-3F¢] Azureoll A Threat Defense Virtual 221 ~HE Q&3 7|Wto 2 #5381 A 297}
Lok syt
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1 2 Maodify azure_fidv
Dawnload _nlb_clusterjson and azure Upload )
Local Host templates and —— _ftdv_nib_cluster Cluster_Function
files from GitHub _parameters.json with -ZIP .f|Ic
. required parameters to Function app
| I
'
3)  Create 4 ) Gont Use Functi 8
AR GO A Fiocoure Grous, onfigurs se Fnctn app Groat
Vlﬂualls;)twmk ’ Template ’ details cluster with Cr;:lu-a:ials
add Subnets management center
6
Cluster Node Verify the
Cluster
Deployment
R R o A
& 24 TAE GitHuboll A} B 55 2 9}l & the = =gt
Nt
() 2 SAE 4= w7 =2 AL2-3}o] azure ftdv_nlb_clusterjson 2
s . -
- azure ftdv_nlb_cluster_parametersjsons <=4 g1t}
3 Azure Cloud 22 2%, 7 MES 2, A AR
) Azue Cloud A AR AEREG FEGUG
5 Azure Cloud OBl A A E AR E AT
e S ag e SelaE PES SAgU
N2
7 Azure Cloud Function $§-& A}-8-3l¢] & 2] 2~E & Management Centerol| 5 =31t}
s Azure Cloud FTPS A4 59 A FH
I@jl 24 SAE Cluster_Function.zip 3% - Function 1o ¢} 2 =3t}
FE T
o5 A Lol i= NLBE AH8-319] Azure®l| A] Threat Defense Virtual 2 ¢ ~H & 5 02 531 YA Z 257 ek 9
<
Gun
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= : 3 ; ;
Create a VMSS
from the —— Attach interfaces A{'jd . —_— Update scaling e Contaure
Bl | oo e
image
6 l
Add
Management Control
Center MNode
o 87 w7
SR 27 F1E Marketplace ©] 7] A | 4] VMSSE 484 §HH o}
L4
() R ZAE Aol s AA T
N
(=) 24 3 AE customData & =9l Day 0 7-4 S 57} o}
\\‘_/
(2) 2HSXE F AaE s 5 ol =gy
@j 2H TAE NLBE 4 g4t
b SR
6 Management Center Aol === 7k}
I

CE
ofefjoll Al-g-¥ §E32 GitHuboll A ARE-SF = A5 U Th v 7S gk | E3lol A E w7l s ol & 2 ks &3l ol

e o dFUTh

« azure ftdv nlb cluster parameters json — NLBE A}-8-3} Threat Defense Virtual 22 &~ F ol tjgl uj 7| & Y H 3=
B g
== AN

« azure_ftdv_nlb_cluster.json — NLBE A}-8-3}= Threat Defense Virtual 2] ~H & F-573517] ¢t 53

A4 8.7 AV
« 22 2~ H 7| Management Center®l| A}5 5
A A2 72 AR AE AT ol 2] 3 AR
Firewall Management Center 2] 7}o] =& ZFa13}4] A] Q..

I
i
ki
e
_‘o{_rl
o %
&OQL
2 %
g
>~
— <
ol:og
g
i 8
= 2
o2
- 0
> 2
o
T
>
>
oo T,
% (m
v do
zo, W
oy i
AWgAL)
3L
QNE
& o
(SD)A
s
5 4

)

« B ZE) 1 Fol (AT AR ] o] E3} A A s A A~ A S Management Centerol] =7} T}
* Management Center Virtual®ll 2] gk gfo]d 27} F-of 5 ] =] Zlgh .

+ &2 2~¥] 7} Management Center Virtual®l] 57}

o
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

1. Management Centerol| A A4 E] &2 Y E Mo 2 ZF A8 FAAUL o] A0 Ok A Ak &S S E
A S Fast AL

- A Hlo] ol A A sk Ed ol thdt g =S A ST a2 A= Aol o g AAIRE
P

Network: any-ipv4

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

4

Fa ftdv-cluster-outside™ 2] - A B.Ul 9] Alo] E o] IP =AY Y Th

A Ao o i A= A d = AL

Network: any-ipvé4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

%

F3L - ftdv-cluster-inside-gws= W5 A B Ul 9] Alo] Egjlo] P FA4 Y Tt

3. dlojg EFF ol U3 NAT 772 T4 U th NAT 712 7Aool thak AA e 82 Y EY T T4 Asks
S A S

Azure Resource Manager & =5 & 53l NLBE A}-8-31¢] Azureol| 4] 221 2H -5

S
A}F-8-2} 2] 74 1 ARM(Azure Resource Manager) 51 & % S A}-8-319] Azure NLB& S8 ~HE F+5 YT}

L RAIA

a1 BERS g
a|

a) =4 £ github 2] X E 2] & 5-#| 3 t}. https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
Z Al
] g

[e]
b) " w7 H =S AFE-3Fo] azure ftdv_nib_clusterjson 2 azure ftdv nlb_cluster_parametersjsons <=4 gt}

A2 Azure X H: https:/portal.azure.com®l] = 191§ T}
A3 il s AT
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
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oA 7

o7 8

a) Basics(7] ¥ A}ah) Bl o] =HU}-g &-=o A Subscription(7-3%) 2 Resource Group(2] &2 18)S A el gy
t}.

b) Z 23 Region(# )2 A g}

570 e] A By (e, 2, 9] F 2 CCL(Cluster Control Link))©] 9= 7H3 UM EQ A E AT

a) 7P UEYaE AT

1. Basics(7] & 413} gl o] = F b2 E-5o A Subscription(7-5) % Resource Group(2] A2 137)S A8

o

2. b) 223 Region(# %)< A &Lt} Next: |P addresses(THa: IP 2)E A 8§ o).

b) AR F7hg .

IPAddressee(lP—Zri) glol A Add subnet(X Bl F=7H S S8 sta B Y], A, Y5, o5 2 S
B Alo] F3)S 7 h

AR A A B &S TS E Y T
a) Create(*§4]) > Template deployment(81 =2 73)(AH8-A} A A Bl =2
b) Build your own templatein the editor (A 3 7]l A 4] €1 &3 +5)5 S99
¢) Load File(3t¥d 2E)8 &8 3}l azure ftdv_nlb_clusterjsons H 2 =3 T}
d) Save(AhE FH I

A=B 2 AR RS A F

a) 83 ats Y= slhal Review + create(F & + A1) E

v

1% 8: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A
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B
K

Function & AF-8-8}#4] 24 221" Add(5-71) > Device(t] vFo] 22)(Add(F-71) > Cluster (S 2] 2~ H) 7} o}

WHE /\}% 3}o] Management Centerol] 2] Alo] ==& 553 % JFUT YA S 2H ==

= Abso® SEE Y.

719 Deployment Center (-5 AlE]) > FTPS credentials(FTPS A4 <-74) > User scope(AH&-#F ¥ 9]) > Configure

Username and Password(A}H-8-#F o] & 2 H W & +4)E 223 U2 Save(A 3 E 94t
SAI10 24 gHu]do A th3 curl 3 S A 83} Cluster Function.zip 3} ¥ S Function $§ol] 2=t

curl -X POST -u username --data-binary @" Cluster_Function.zip" https:.//
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

al curl 8 A5 Sk o @ H~38)0] 28 = dHUTh

o

ST sk ol d 2= Yo g7 A1 2] a1 2~ E 2] 4] A1 9 outqueuedl Al = 1E E = 3155 Y TF Management

Centerdl] T 3F T]H}o] 2~ SZ o] A| 25U T}

Azureol| A F5 0.2 S8 15
FHAHE 502 153 W day0 A S Y] 8FAL ZF =5 -5 3 U123 management center®l] A ] =
=

A TAE2 FYUEEH FEAER S Ao w2 I

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"
}

}

o

Day 0 74 A1Zo] o}gjol] 1o 9z,
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"AdminPassword": "password",
"FirewallMode": "routed",
"ManageLocally": "No",
"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT_ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30", //mandatory user input
"ClusterGroupName": "ngfwv-cluster", //mandatory user input
"HealthProbePort": "7777", //mandatory user input
"GatewayLoadBalanceIP": "10.45.2.4", //mandatory user input
"EncapsulationType": "vxlan",

"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

4

Y
=

ol AAE FARske] Boj¥ = Aol = 187 AR A E S T ol A AlA S oF -

Azure A H| 291 A7 o] 79 o] 7)o A A4 3l HealthProbePortE #| 4 &fl oF 3h T}

CclSubnetRange® <=oll xxx4ol| A} A] sk 1P of =8| 2~ #HRIA| & A Q ot S8 2 "l 167 o] 2] AFE 7158 IP
F27} QA ST AR E B2 1P F20) B 74A o7} chalel] het Sl e,

2N R FRIPT A

CIDR A 2P F 4 THIPFA
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

Azure-§- AH8-AF X7 -3 & AF8-31] Day0 4 A4

HH S ALgsle] AA FYaE FEAES TS 9

]
4r
30
oy
T
v

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"FmcIp": "<FMC IP>",

"FmcRegKey": "<REGISTRATION KEY>",
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"FmcNatId": "<NAT_ID>",

"Cluster": {

"CclsubnetRange": "ip address_start ip_ address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",

"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

o
Day 0 74 A Zo] oghol thsk glryict.

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ID>",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",

"nameif ccl link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

22



"object network ccl link",

"range 10.45.3.4 10.45.3.30",
"object-group network cluster group",
"network-object object ccl link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu vxlan tunnel 1454",

"mtu ccl link 1554"

\}

//mandatory user input

//mandatory user input

F o 9o AA L BAlste] Rol Y e Aol = 8 AR A S A Al A oF e
FE O R FHAH = G5 - GWLB 7| HE 115

Fe28E FHHES

Sl 2E wE g TEGU,

=2 A A

A1

9A2 %
oA 3

oA 4

A5

az vmss create CLIE A}F8-3Fo
g,

az vmss create --resour ce-group < ResourceGroupName> --name <VMSSName> --vm-sku <InstanceSze> --image
<FTDvlimage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d <AdminPassword>

--plan-name < ftdv-azure-byol /ftdv-azure-payg> --plan-publisher cisco --plan-product cisco-ftdv --plan-promation-code
<ftdv-azure-byol/ftdv-azure-payg> --vnet-name < VirtualNetworkName> --subnet < MgmtSubnetName>

A, dlolH 2 S 2H Alo] FA9 37 AE o] ~E AA Yk
2§ 43 3+ VMSS(Virtual Machine Scale Set) = ©]-5 &} t}2 @A = =8 g}

a) Operating system(-<3 A A) A A o}zl 9] customData & =9l Day 0 7-4 S 57} o).
b) Save(ﬂ x})?_ =g 8144 q_

Ol 2B 2 =7} 02 vl Z g o] & o] u] X] o] 4] VMSS(Virtual Machine Scale Set)E A

o) Scaling(#4) A4 A BLF FeaE wER A2E2 £E Gulo| EFLith Aok 194 Aol 16744 212
W29 e 448 5 gy

Azure Alo] Efo] 2=
& At &
management center®l] Ao} =
FHEE A 2

AN E T

SELRRE

JeH o}, A4 S 8-S Azure Al o] E¢lo] &= Wle] A 5 o] &3 Auto Scale A}

=& F719 Yt Management Center®l] 22 28 F7HF5 7-5), 25 #H o] A1 & W&
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale

Fe 2 E TASRES FY oY mEE FHEYY
I 2 A A
@71 azvmsscreate CLIE AH§-5Fo] Q12T 271091 vl & 2l o] 2 o] v 4] o] A VMSS(Virtual Machine Scale Set)& 4

9A2 %
oA 3

oA 4

g
az vmss create --resour ce-group <ResourceGroupName> --name <VMSSName> --vm-sku <InstanceSze> --image
<FTDvimage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d <AdminPassword>

--plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product cisco-ftdv --plan-promotion-code
<ftdv-azure-byol/ftdv-azure-payg> --vnet-name <VirtualNetworkName> --subnet < MgmtSubnetName>

Ak, i, o) 7 3 Fej2H Alo] P9 470 B H o] 25 AFd YT

A2 8+ VMSS(Virtual Machine Scale Set) 2 ©] & }3L th-&-& T34 g th

a) Operating system(=<4 A #l) A4 o}l ¢ customData @ =¢f Day 0 744 = 7+ th.
b) Save(HH)E SHFYT

¢) Scaling(&d) Ao A Hast FHAH w22 JA2EA S5 doo]EY T} A 19014 H o) 167FA] 1~
Y2 e E AT = dFYTh
Management Centerol] A]©] =% 37}3+ T} Management Centerol] 22 2~2H F7HG5 7-5), 25 3 o] %] 9] Y&

& FEAAL

A 3 A

I

s GWLBE A}8-3}o] =4 Threat Defense Virtual Q1 A~E1 A2 AVg] 28 AFe] 7} A1 #] gelah ),

« Threat Defense Virtual Q1 2~¥1 2~ 2] A 2 B e 7} 0] A1 74 9-
* Management Center Virtualoll 127 7 27} A4 5 o] =4 gelgty}.
« 71 Aol Eg o] 7} Hlo]H A B U] Alo] E g o] IPIA] &1 gt}
* Threat Defense Virtual Q1 2~ ¥ 27} e 228 Egd & 41810 Q=4 Sl
* Management Center Virtual®ll 743 ¥ M A2 H-50] AJH] 28 EgdS 5] §3t=A] It

A FE2H 7 @A HA SRS
A A
*nve A8 SH2F B H |2 P FAE FAFH T UE == nve -8 S22 I H o] 25 ping®

24

A=A gy



enve A& FHAFH AEH o] 29 [P F=47) /A 152 dF-21A] S,
* NVE g FH o] 27} /A 1702 A= o] A Ay}

« S8 2H 239 8 2H dE o] 20 EulE VNI JIE H o] 27} l=A] &13tH T} o] VNI QIE #| o] ol &=
e WA 5] = NVEZF 54 th.

« =7} A & ping 7Fs A ERIFU T ZF el = kA S 2 A o] & 1P7)F Qo E 2 A= ping 5+ Q)
ofoF gt}

cBHEE G5 SO AdgE CCL A B A2 5 F47) EulEA] ERISHA A &, Al 2F T4 Al B Yo 4] AF
L7153 A WA P F4AE A2 of Ut o & So] A B 0] 192.168.1.0/2421 o% A2 F425192.168.1.4
of oF Y THAI 2L Al 370 9] 1P 5242 Azureol| A] o] eFH)

* Management Center Virtual®ll & & g}o]d 27} Ql=%] gl ).
CEAE: FU Blhs TN PasE T TERE $U 9T B9 0 R g
A S B Lol A thg WH S ALEe] ool A E o AA T,
©F TIAA;
"error": {
"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be
updated.”}

» az role assignment delete --resource-group <@ A2~ Z1F ©]&5> --role" Storage Queue Data Contributor”

- az role assignment delete --resource-group <] A~2x 715 ©]&> --role" Contributor"

Management Centerol| = 2~H F7HT5 T-5)

FHAEHE 502 753 4 - o] A5 A5} management centerol] 2 A~EE F71E YT QIS8 S AFE-S A9
2827} management centerol] A5 55 H Yt

management center®l] 2]~ {5 5 3hHE A FX] 2 F7}H T} management center= T 28] A~H WHE A5 0=

A g,

REEMEL

« management center®l] 5=7}3}7] Mol & S8 2H 4l 0]

AFH oz A S 2H dojor Ut Alo] A&
21213} 4] A .. threat defense show cluster info & &2 AF-8-3}4]

A

m>' OH
o

L RAIA

@7 1 management centerol] 4 Devices(t] vlo] 2~) > Device Management(t] vlo] =~ #e) 2 A&l &t fHl o] B8] IP FA4 2
ALE3] Alo] 518 F718H7] 98 Add(F7}) > Add Device(t] BFo] 2~ F7hE el g},
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Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:*

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigue NAT ID:1

test

Transfer Packets

Host(£2:5) Aol Ao} f319] 1P Faun} B2 o] 52 4o,

H70) P5& AAAE Aol F& F/hsHE Aol FHUT AW RE T 28 FUS 24T 5 9

[Bh=3
T]ufo] 2~ A A Zo] NAT IDE A3 7

o
-0,
e
Iy
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2
)
=
N,
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<
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it

2 Y
management center®l| L A] 2 A|lo] R0 o] & A o] F o ¢ H 3
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Registration Key(5-% 71) M=ol ko] = 83 Fol A48 23t $UF 5% 712 9L FUh 55 71

Q8§ 34 Fagvh

% =ulQl TH A AA) Erl )3} A gle] o A% 2= Erlglo® SRt

AA) wrlele] 22 Eul 19l 45 Tubo] st Ao % A

wlglo] ohd A9} o] F AEHS & 4 5o 2L mrjele

(A8 AF) Elebo) 2 el tlute] 22 F 7k o,
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A AD S AT A5 718 AT AT FFo e nhek 49 A4 4ol d gt

o 1

(

s
T
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1

New Policy
Name:
basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

g3kaL 3f NAT ID D=0 5 U3 NATIDE ¢

tio

A F NATIDE A3t F9 g AA

A AE A A 2 E A g ste] tule] 271 management centerol] 3715 A &5 = = gyt

o] FH L 7| EA o & G stE o] QlHF T o s34 o] &g sl o] IPS HE1= Snort 2 o|HIET EF] A =W
tulo]l 2= AALE 9138l oI E wEtd o] E 1 2 3% d o] H & management centerol] A &3 T o]l E
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Register (5-5) & 28 JUth
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TEEA v A Se2H7 FE A FFUTE SE2H SAYU TE JdE EAR Tl A 4
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., fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
{Contro!) g FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50 - Routed

172.16.0.51 Snort 3
a 172.16.0.51 e FTDv for VMware 7.20 N/A
0.51 - Routed

Base, Threat (2 more...) Default AC Policy

r (

A BE3E frilel = 24 ofol o] EAH YL,

AN | BRI
m o ftdcluster (2)
== Cluster
172.16.0.50(Control) Snort 3
172.16.0.50 - Routed
a?Z.'IG.O,E'I Snort 3
72.16.0.51 - Routed
o)

UH Y 4 95Ut} management center
=4 FHAH =

Deploy Q ﬂe it @ adminv

Deployments Upgrades @ Health Tasks (D Show Notifications

m 0 running 3 success 0 warnings 0 failures |

%, Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
@ 10.10.1.13 Deployment to device successful Im3s
©@ TD_Cluster Deployment to device successiul. 35s

A =gl g3l Edit(+78) ()< S8 8ke] tnpo]22E %

it
oL
ftlo
-
o,
bt
T
o

2 =g
) -Eo] AL FeAE 9 vt obd Fe~E AAd 483
7

R AGUT oS B wEY HA o FS W
@ 2 QA AR Fel el A AE o] 28 MR T 5 AH Uk

93 Tujo] 2> tinjol s pha) > S8 Sl A Ank, dol s, A HY

=

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP
[ 1010113 v
[ 10.10.1.13

| General S0 ‘ ‘ System P |

L L LS EURREY

* General (2¥h> Name (°] &) - Edit(5774) (#£)= 8 35lo] S| 2E F4] o]

28



Cluster Device Routing Interfaces Inline Sets
I

DHCP VTEP

General

Name: @

Transfer
Packets:

Status:
Control:

Cluster Live
Status:

23 thS Name(o]l &) 2= A4}

General Q

Name: TD Native Cluster |

Transfer Packets: [ |

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

* General(¥ 5 > View cluster status(Z 2] 2~F AHEl] B.7])—View cluster status(Z 2] 2~ A8 B7]) H =3

g ato] Cluster Status(E & 28 A=) o 3} 425 Ayt

TD_Cluster

Yes

10.10.1.13

View

= =
= =
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP
I

General *
Mame: i}:‘r TD MNative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13
Cluster Live
Status:

Cluster Status(Z 2] 2~H & 8f) t 3} %37l 4 Reconcile(x=4)< 24

= dHFYT

Cluster Status

Overall Status: Cluster has all nodes in sync

MNodes details (1)

Status Device Name

> In Sync. 10.10.1.13 Control

Dated: 11:22:40 | 30 Aug 2022

« License(2}e] A 22) - Edit(5

7] 4 Devices(t] Bl©] =) > Device M anagement(t] Bl o] 2~

Ze2E 0] 2 M E Ae s

* General(¥%h > Name (] &) - Edit(5~

30

) (e =

(e} [e) o)
g A4ds AT

) ()

Refresh

Unit Name

10.10.1.13

she] efo] 4l

o =
=29

==
[< 3]

tlo

!

%

) > tlufo] (vl vho]
DEASLE

sho] el e Ww A o

shel dlo] )

Q. Enter node name

Chassis URL

N/A

z)el &

Close



General 0_'1'-'

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

19 vh Name(©] ) B =5 A4 @

General Q

Name: | 10.10.1.13 |

Transfer Packets:
Mode:  routed
Compliance Mode:  None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -+

« Management(#2]) > Host (& 2~ E)—t]ulo] 2~ A Ao A #E] P 45 W43l 49 Al 745 management
centerol] A XA A F U E Q] F 9] tnfo] 29} AT = )51 T} Management(##]) 4 Gl A Host(E2-E)

Fag AP G,

Management 0:}

Host: 10.89.5.20

Status: v

S JH RUHE A A

Cluster (Z 2 2~F]) 3 o] %] 2] Cluster Health Monitor Settings(Z & 2~F A H] ZUEH A A) AHd L2 ol o] A
sl
H .

ftlo
Fl
>
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a9 123928 A Ry E 44

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

9000 ms

Enabled

None

Attempts Interval BEetween Attempts Interval Variation
Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2
F32eaE de mUEY 44 A4 § 9
a= v
R
B AR B A 28] A E S SEQ1EhY] 918 SR E wmEe A thE s e 2 2E A

o] H A A SFEHE HAAE B YT =7} Jo] 9] StEH|E HAIA] & t]7]
AZE Wl A EHA] S -, Bl o] == SHEEHA Y TAE HE

.
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o werol A 22 2] WM E A7 e A7kA Aele A7 E 0] 2] Fo
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A B2 of F 2 7l o] A

Snort 2 disk-full = Z A 2~ ZUE Y o 52 F A g}

EREEER
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L
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B
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dlo] ] Q1E] 7 o] ~ dio] el Q1E o] 2 A sfjol] g 245 thal H7F A A& A T

X 2~ o Foll ok AE vhA] 7 A S AP TE U o F X3k o EE] Aol 5
718k AIZE 23, DA A e ol ‘1171]0]’“ FH T

B A2 e S WA S A 2w B e Sle] MBS S ) 2§ H X s BETL A HA G5

19 B ol 2 D% B Snont R vl 231 A L2 A 2 wUHGY S Sl g 2
© VLAN &9] 1] #]0] 2= sz 7} U ol o] 2ol A a4 bk, Ze) 2 Alo] 93
ol w 1%%?—@@-’?%%. o] Y= P muE PP

@71 Devices(t] Hlo] ) > Device Management(t] Hlo] 2~ ))& (5) A & g o},
92 FAT S 2E 4o Edit(FA) (£H)S 2P Th

U =HlQl 7ol A SR 7F 2 22 mwQlo] oy w9l A btk wIA A 7F EAIE Y TR
@713 Cluger (28 2H)E S84t}
7 4 Cluster Health Monitor Settings(Z2] 2~ E] AHe) U E 3 A ) A Ao A Edit(=4) (#£)S F 3ok
A5 Health Check(ZdH €Ql) Eetoltl & 28 ato] Al 2|l A gels v &g sty

% 13 A 2 F el gl B &g 5}

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts

Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m
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EERA WA AR vlolE e Ho] & F7F = Al A, i B 29X 9] QI Ho] & 23} i W2
s}, F7F 2912 & F718t VSS E=vPC %“4)01 WA 7 A= F A A AL 75 S v &g s)etaL v] 2 g 8t
5 Q1B 3 o] 20l U3 Q1E| o] 2 U B9 = | B4 shaof itk EERA MAo] w14 WA Ala
o] E o} 7|35t /\1*9‘ FH AL 71 B BEUEHFE S = Aol AE v A5k S s Ut
GA6  EF AIREE QIE H o] Ay AIRES A Y o
o B A B SLEH|E AFE]| H A A] AL o] AIZHS A sk B AZHS 03300 A] 45% Alo]l 2 A AR
Yt 7] ke 32 Y Yk
« Interface Debounce Time(2] E] 7| 0] 2= T] B} 2 A 7h)—t] Hb-g- 2 A 7HS- 300~9000 2] X 1 9] ol A A A ]
Uk 71852 500ms Ut gho] WS = A E Fo]l s o BAE T whEA P 5 Sy ﬂﬂ}%i
AHE H SEHA A S QR s A o] Sk T < E1 FH ol G o] EVF Al ek= 75, Q1E )
o] 2% Mgz EA L mEI S 2Eol A AAH ] Aol wmE A g H o] Qi Wel 2 ot vy
t} 7Hs S e ol A 715 A el 2 A 315 = EtherChannel @] 73 -$-(<ll: 2~9] %] thA] =% H+= EtherChannel
Al 229X A s, tube-2~ Alzke] o] dof e S84 =27 X E HER A] U] ®EkThE o] {1k
SR o] 27} S 2H oA A Aow FAHE A WAT F AFHTh

SAT G ARl AR ol AbE v A7F S E 2 AR S E sy

Y M AE DA 2

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for uniimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).
Cluster Interface(Z 2] 2~ F <lE ¥ o] 2), Data | nterface(d] o] E] ¢1E 5] o] ) & System(A]| =&l thaf t}g 4t
ARG T ool = ol Z 2 Al ol A 718} A F 23}, AaE A -2 o E 8] Alo] A A 5o 3.

« Attempts(A] = 317) — thA] Z7F A B15RE 165535 H ol A A gt} 02 A thA] S v 24
313t} Cluster Interface(E 2] 2~ E 918 7 0] 2) 9] 7] B2k -1(F-# Y U t}. Data I nterface( vl ©] €] $1E]
o] 22) B System(A] 22 §) €] 7] gke 3911 e,
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« Interval Between Attempts(*] &= 7+ 7HA)—thA] Z7F A = 7Heo] 747 7] 1K) S 2~604 Abol = A ol gt
oh 7] 232 s U Th =7t 2o thA] 2QlehE Al Al sk H ol F Al v 1) ol Al7E
2 H5E] 14400%-(109) 0.2 A gk Y T},

U
o

* Interval Variation(7+4 W&)—314 7| to] Frtel=A] ol 55 Aot} 1~3 Ate] ] gk A4 1174 ¢l
), 22x oA 717H EE 33 x o)A 717HdU T o & 591,44 7]7S sE o R AAsa WS 22 A
S 3 A A E7h 55 Fo] dojubar T A A E= 10522 x 5), Al A A== 2052 x 10) Fol Dol
Ut} 7] 23k Cluster Interface(Z 2] 2~ E <€ = O]/\)/] 719~ 10] 3L Data Interface(t o] €] 21 & o] =) &
System(A] =€) 2] 7 §- 29 Lt}

O:

I

Monitored Interfaces(¢14 Bl & % ¢lE] o] ~) E= Unmonitored I nterfaces(X U Bl & = %] &b Q1 E o] »)
ol Al AEH| o] ~E o] 53t HYEHF = AdEHo] ~E FAF Yt T3 Enable Service Application
Monitoring(*] Hlé o ZE Aol RUH Y &dshS AEst AL A8 FA3ko] Snort B T 2~ B 3 R A~
ol XYY P& st A & 5E o JFHTH

9 15: U E 8 5 = Qg o] & FA

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AEjgo] 2= Fe] AAM A= F A &7 o558 RUHEIY T A =214 JdHH o] 26 g3t BE =84
YEVFEA R L F7F R AA T 2 o = U =2 4 Qo] x| B LETVF = A
T ol ==& FY2EHAA AAFYL oA S8 2He W E A A7 A7k Al A7 QE o]
29 fo wpel, 28 A T =7t A 229X s FE A ZrkeheA] ol whe debd Y e A
Abi= BE QlE] o] 29} Snort W T] 25 F 2 A 2ol tfal 7] E2 o 7 SHA sl Ut

L7k obd QIE Al o] 2~ (of: Xk QIE| o] 2~)of] i3t e U E & v e she 4= 9l 5]

EZ24] WA 46*(01] o] ¢lEH o]~ F7EE A A, =8 = A9 X9 ¢l #H o] A~ g4 &) = Hj gy
8}, 27} 29X & F7}8)e] VSS EE= vPC —?H)OT WHAL Sl 7 - Al 228 A E] AR 7] 5 S v & shslar v 2] )
H Qg o] 2ol gt QIE H o] 2~ RUHHY E vj&Ad ghelof Ut EE2X] W7do] kg ¥l 74 W7 AF
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8 s s} 51550 A2 A A5 9 e G5 Q1 Aol 58 b A5 5 e e
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B Al o] 27t TR YTt

S

Fau FH~EHE S s doll =] HYS 114 v Al L.
LA

9A 1 v &4 sal & 5ol o3l Devices(t] Ho] 2+) > Device Management(t] HFo] 2= #8]) & M &l 5L 27} (5HE 2
3} 31 Disable Clustering(Z 2] 2~ E1 & H| &4 8})S A&},

GA 2 oA S AE Y S H 2 steta ) ghs gl gy ok
= =7} Devices(] ko] 22) > Device Management(H] wko] 2= 3 el) 3550 4] -1 o] ¢lol] (Disabled(¥] &3 3t )=

EAF Y,

GA3 S AH Y-S A DA steted S aH AT 36 H oA o] ES FEAAL.

= ~E A 27}

ﬂac AE Mol 2 0 F For Tt FH A AANAY FEoR S AE UL v B A4S S 2HE
ow A A7 5 Aadth 2e 2H A 208 A welr] Aol 277} AR QLA SIS 0. wEs} 2
el 4] AR ol frol T A & o8-S 2] 28] ThAl 7, 51 0] 410 82 ALAA 9.

=2 A A

A1 ohA] 24 31ske] = f-5lol Tl 8l Devices(t] vlko] 22) > Device Management(t] vlo] 2~ #ha]) & A g)slal 7} (HE
293} 31 Enable Clustering(Z 2] 28 8 thA] @43} de g}
972 oA e AHE e dAstel A 3 goldh T
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FHAH == 24

YA = 55l Au3hH t]nlo] 2o Al management centerol] T
management center®] 574 X2 A~ Fo] ALY YE Y Fof A7) &

ZREAA
9A 1 22 ~E ol )3l Devices(t] HFo] 2+) > Device Management(t] H}o] 2~ #&]) 7} ()& A &gk o} Cluster Live
Status(Z 2] 2~ F gho] B A S A el alo] Cluster Status(Z 21 ~E A el) th3t A4S Yt

7] 2 Reconcile All(R5 %=A)S &8 3t}

:Lal 16: = Z;G

Cluster Status (7]

Overall Status: Cluster has all nodes in sync

Nodes details (2) Refresh | G | @ Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

S E Aol ek A g W82 S AEH U EE, 38 o] A& Atk A L.

Ze|2~E B w52 2452 3] 4])3} 12 A Management Centerol] 5=
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o5 AT T sy managementcenter‘ﬂ]/ﬂ O o] AAE 4 QA A A BA =S | Asts BoF Fe A~EH 9
ARZ AL FAH= A =28 55 AT F+ AdFYHh
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Y2 55 Al
* management center2} 2 2] 2~ {F EE S4lo] T YT}
+ Device Management(t] vlo] 2~ ¥e]) #H o] Aol A S| ~H & A AT T}

* tufo] 27} NTPE AF8-3F9] management centeroll A A|(b-& FAlS S Sl aH o HHE A o] 749 45
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TS AR AR R S AETE B S AL Ay,
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2|2 E 5 Y38 tHE management centerdl] THA] & 53HH A o] A A B B2 S 2E] = o] Al A EfjF A g
£ SAFUT S22 TS Ol R FAHER S 2 AAE F71E F AFUT 5 A A2 Alo] FA LS A
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AZ5}7] Aol
o AAfol A= = F Shfol ¥ g CLI A7} e gk,

2 A A

@7 1 Devices(t]H}o] 22) > Device Management(t] vlo] 2~ #a]) & A elsta e~ e v o2 27} (HE ZEsta
Delete(*} )& A & gy ot
9A 2 FE2EH B 25 AMAE e ZEZEV ZAHYUL Yes(e) B FE T

@A 3 Fe2E W8 F 5 UE A tufo] AR Frbale] 2] AE S A (R 5 Y 3)) management centerol] 5= 3 = Q5

YTt
a) 9 F]2F =29 CLIo| 143}l configure manager add ™ % S A}-&3}o] Al management centerS 2] HH gt
Ytk
b) Devices(t]H}o] 2~) > Device Management(t] vlo] 2~ #2])& 4 8 3t T} Add Device(H] vlol 2~ =7H & S8 %
Sh=d
FY2YH =2 T sty futol 2% Frbehd ym A S8 A =20 A YT
A 4 AAE =25 U FrlsteH S YA k2 37 #lo] Ao &= st A L.

Ze]~E RUEY
management center®} threat defense CLI®I A S8 2~HE ZYHH T = HFH

« Cluster Status(Z 2] 2~ E| 4 e)th 3} 42} Devices(t] v}©] 2+) > Device M anagement > 5= 7} ( §) o}-0] & %=+ Devices(T)
H}-o] 22) > Device M anagement(t] BFo] 2= #+2]) > Cluster (2 2 22 E]) 3| ©] A] > General (¥ ¥F) < 9 > Cluster Live Status(Z
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Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

« 5713} F - ==7} management center®ll & =% 5T}
= E-TI’ T - o] F 8 2=H o YH-o] A 7k o} management centerll 555 A & kF UL LE S5 AT
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l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
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