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App1 Route Table Edge Route Table
11.100.0.0/16 > local 11.100.0.0/24 > GWLBE
0.0.0.0 > GWLBE 11.100.4.0/24 > GWLBE

4 11.100.0.0/16 > local

Private Subnet Private Subnet

Threat
= —_— Defense
Virtual 1
Public Supi
App1 11.100.2.11
11.100.4.45 —
> [ P 6 D-efense
—a Virtual 2

Private Subnet 11100213
GWLBE GWLB
Threat
S— Defense
Virtual 3
11.100.2.191
App2
11.100.0.139 GWLBE Route Table
11.100.0.0/16 > local Threat Defense Virtual Management Route Table
App2 Rowts Teblo 00005 1GW 11.100.0.0/16 > local
11.100.0.0/16 > local 0.0.0.0 > IGW
0.0.0.0 > GWLBE

Service VPC
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cluster.yaml setlings files folder zip files copy to target folder
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Linux Host Create
cluster_layer.zip
file
8 9 loa 10
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template i ghuckn( template deployment
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() 24 IAE infrastructure.yaml 2 deploy ngfw_cluster.yaml B2 2 &4 gt}
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e 24 T1E %7] AA S AF&-3) Configuration.json 3 S ¢ djo] EgtY T},
\\\_/
4 Linux 3 2E cluster_layer.zip 3 S A4 &y o).
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Ay
ok
(8) AWS =% infrastructureyaml &Z31S 53U},
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l 1 Create
day0
Local Host configuration
. script
2 l 3 Create t t
Verify if nod reale targe Regi i
e ey ioflaces  ___,  have . ___, oouwandGWLS; o 1 target group
Console virtual instance 1o instarce joined cluster attach target group using data
to the GWLB interface IP
B
Management pscemd
Center Node
A5 37 A
(1) B2HTAE AWSel| t] & Day0 -3 4374
N
5 AWS = Threat Defense Virtual 91 2~¥l ~& =3t}
3 AWS & A= 2o JIE F o] =& AA
2 AWS 2& S TP L ETERE NN
5 AWS £ & 2 15 2 GLLBE AA Yl TWLBel ) 152 AAsy o}
6 AWS = tlo]E] QI o] 2~ P& AF&-3to] th 5ol J1~' 25 53U
("7"/| Management Center A =25 S5y}
A
HE=
}?4101 Zﬂ% 7 B1E 82 GitHuboll A AR&-3 = 5y o v 78 5= gh2 §1E 5ol Al &4 w7l R o] &, 7123k, 5184
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« infrastructure.yaml — ¢1 3 2} - 1ZH g
* deploy_ngfw_cluster.yaml - 2] =¥ 5 & H1E31 Ut}
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CloudFormation B = 2] & A}-8-3}o] AWSOl| 4] <8 FL=

A2} 217 ¥ CloudFormation BlZ 218 A1-8-3}0] AWSo|| 2~ 818 &3 T}

Al ZFsE7] A el
« Python 3°] A4 X & Linux A7 2 2.3t

* =2/ 22E 7} management centerol] A5 55 % =5 5l W REST APIE AH8-& 5= 31+ management center®l] t g+ ¥+2]
Asto] = AFEAFE A A &) oF gt Cisco Secure Firewall Management Center ¥+2] 7}0] =5 32314 A] Q.

* Configuration.JSON®I| A Z] A &t A &) o] o] &} Y %] 5}= N A2~ A #]-& management center®] 5713 T},
EXRE

A1 ESS Fulgch
a) =7 EFt o github 2] LA E 2] E &4 Y T}, https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws =
EECEREY
b) Z w75 ALE-51o] Infrastructureyaml 2 deploy_ngfw_cluster.yamlS =74 g1 o},

c) %7] A S & cloud-clustering/ftdv-cluster/lambda-python-files/Configuration.json< =% g1 ).

el o= ot g5y

"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv50",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

« fmclpforDeviceReg A - DONTRESOLVE = f-#] 3t t}.

« fmcAccessPolicyName-> management center] &4 A2~ A 2] 3} & %] 3f| of g},
Fa FTDv5 3 FTDv10 A5 A 95 4] @54t

d) #t} &roll == Python gho] B &) 2] & A 3-317] 213l cluster_layer.zipe| 2F= 39S A A o).
Python 3.97} " X] H Ubuntu 18.042} 72 Linux 27 | A cluster layer.zip 3 S A& 4= 9l 5Lt}

o5 A 2T HEE A3t cluster layer.zipe A4 F Y Th.

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/
source ./layer/bin/activate

pip3 install pycryptodome==3.17.0

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2
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pip3 install jsonschema==3.2.0

pip3 install cffi==1.15.1

pip3 install zipp==3.1.0

pip3 install importlib-metadata==1.6.0

echo "Copy from ./layer directory to ./python\n"
mkdir -p ./python/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r cluster layer.zip ./python

deactivate

e) 23} cluster layer.zip ¥} ¥ lambda python files & T o] &AL T},

f) cluster_manager.zip % cluster_lifecycle.zip 39S A4 g oh
makepy Y2 EAH 2 LA Eg] o AF Tt o & AISHA python Y S Zip U 2 FE3FaL gl E ol
AL oh
python3 make.py build

Infrastructureyamlg -5 3kal S8 28 L5 gie 9 gS 715

a) AWS <0l A CloudFormation ©. % ©|53&}o] Create stack(Z~¥) A 41)S &2 gt} With new resources
(standard)(A] 242 E3HED)E A8y

b) Upload atemplatefile(¥]1 =8l 51 ¢} 2 =)< M el&} 11 Choosefile(ZHY A 8l)S 2 g
Infrastructureyaml$- A &1 & o},

¢) Next(th&)E S8sta 24 A E AT

d) Next(t}2), Createstack(~¥8] A4)S x1d 2 28 g}
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Outputs (16)

Q

AZ
ApplinstanceSGId

ApplicationSubnetlds

BucketName

BucketUrl

CCLSubnetld

EIPforNATgw

FmclnstanceSGID

IninterfaceSGId

InsideSubnetlds

InstanceSGld

LambdaSecurityGroupld

LambdaSubnetlds

MgmtSubnetlds
UseGWLB

VpcName

Value

me-south-1a
sg-02b07af19c3e746d9

subnet-03217efc6049e5fee

neo-cls-infra-s3bucketcluster-13pgzkijjrx66

http://neo-cls-infra-s3bucketcluster-13pgzkjjrx66.s3-
website.me-south-1.amazonaws.com

subnet-0caf6c4801922d8b1

15.184.208.231

sg-0a0d3797b04370aa3

sg-0522ebe5ach8a2827

subnet-056fdc9fe5389bf88

sg-Obe5b62647eb53dec

59-0347d191d724b2574

subnet-0989fbaeb522a906c,subnet-
0c7a9b649d506f930

subnet-08c386d4b06890532
Yes

vpc-0d94d3eaaalf1354d

Description

Availability zone
Security Group ID for Application Instances

Application subnet ID

Name of the sample Amazon S3 bucket
with Private Static Web hosting
Configuration

URL of S3 Bucket Static Website

CCL subnet ID

EIP reserved for NAT GW

Security Group ID for FMC if user would like
to launch in this VPC itself

Security Group ID for Instances Inside
Interface

Inside subnet ID

Security Group ID for Instances
Management Interface

Security Group ID for Lambda Functions

List of lambda subnet IDs (comma
seperated)

Mangement subnet ID
Use Gateway Load Balancer

Name of the VPC created

7 3 cluster_layer.zip, cluster_lifecycle.zip 2 cluster_manager.zip-S- Infrastructure.yamlol] A A3

e},



9 3:83W %

neo-cls-infra-s3bucketcluster-13pgzkjjrx66 .

Objects Properties Permissions Metrics Management Access Points

Objects (3)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll

need to explicitly grant them permissions. Learn more [/}

C Copy S3 URI Copy URL M Download Open [4 Actions V¥ Create folder

[ Upload

Q

Name Last modified Storage class
D cluster_layer.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

[ cluster_lifecycle.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard
D cluster_manager.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

o7 4 deploy_ngfw_cluster.yamlS- - &1 ).

14

a)

b)

c)
d)

CloudFormation® ©]&3} L Create stack(Z~ 8] A 4))<= 2 ¢ 94 . With new resources (standard)(Af 2] 42~
EHED)E g

Upload atemplatefile(81 =2 114 ¢} & =) A el&}al Choosefile(TH M e))S 283k 5 o4t
deploy_ngfw_cluster.yaml-- A1 &1 gt}

Next(tt=)& 2838t A AR E AU

Next(t}2), Create stack(2= 8] A 4)S 2t &= 2 g ),

Lambda 3% X2 M| 222 Y™ 2] & #2] 3} threat defense virtual = management center®l] A5 2. 2 555 1

o},

1

tfel A



Resources (19)

Q

Logical ID

ASmanagerTopic
ClusterManager
ClusterManagerLogGrp
ClusterManagerSNS1
ClusterManagerSNS1Permission
FTDVGroup

FTDvLaunchTemplate

InstanceEvent
InstanceEventinvokeLambdaPermission
Lambdalayer

LambdaPolicy

Physical ID

ale-manag
neo-cls-1-1-manager-lambda [4

lambda/neo-cls-1-1-manager-lambda [4

am:aws:snsime-south-1:797661843114:neo-cls-1-1-autoscale-manager-topic:ae9962ae-deSa-4274-afa1-b38fb815eedc

neo-cls-stack-ClusterManagerSNS 1Permission-1QUGC6QPBYAMM

774bage52a7€70 [4

neo-cls-1-1-notify-instance-event [

neo-cls-stack-InstanceEventinvokeLambdaPermission-1HIW8J9L3S6E2

amn:aws:lambda:me-south-1:797661843114:layer:neo-cls-1-1-lambda-layer:1

neo-c-Lamb-JNZAR9J36KYQ

Type

AWS::SNS:Topic
AWS::Lambda:Function
AWS:Logs:LogGroup

AWS:SNS:Subscription

AWS:Lambda:i
n

AWS:AutoScalingzAuto$
calingGroup

AWS:EC2:LaunchTempl
ate

AWS:Events:Rule

AWS::Lambdaz:Permissio
n

AWS::Lambda:LayerVers
ion

AWS:IAM::Policy

Status

(© CREATE_COMPLETE
© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
© CREATE_COMPLETE
(© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
@ CREATE_COMPLETE
(© CREATE_COMPLETE

(© CREATE_COMPLETE

LambdaRole neo-cls-1-1-Role [4 AWS:IAM:Role © CREATE_COMPLETE
LifeCycleEvent AWS:Events:Rule (© CREATE_COMPLETE
(© CREATE_COMPLETE

LifeCycleEventinvokeLambdaPermission neo-cls-stack-LifeCycleEventinvokeLambdaPermission-7036X3FAVFF7

AWS::Lambda::Permissio
n

LifeCycleLambda -1-lifecycle-lambda [2 AWS::Lambda:Function (© CREATE_COMPLETE

LifeCyclelambdal ogGrp bda, -1-1-lifecycle-lambda [4 AWS:Logs:LogGroup (© CREATE_COMPLETE

AWS:ElasticLoadBalanci

gwlb am:aws:elasticloadbalancing:me-south-1:797661843114:0adbalancer/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5 ngV2:LoadBalancer

(© CREATE_COMPLETE

listener arn:aws:elasticloadbalancing:me-south-1:797661843114:listener/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5/8f58ff3f92fcd13 Av'f: El_asl“‘“’ad“la”“ (© CREATE_COMPLETE
ngV2:Listener

tg am:aws:elasticloadbalancing:me-south-1:797661843114:targetgroup/neo-cls-1-1-GWLB-tg/0091e49395247c955 ::ils iz:;':::::ufh"“ © CREATE_COMPLETE

Details Activity Automatic scaling Instance manage! Monitoring Instance refresh

Instances (2) C Actions ¥

Q > &

] Instance ID Lifecycle Instance ty... ¥V Weighted capacity v Launch template/configuration v

| i-0a8a98d3bda571dc9 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [4 |\

] i-0f6c3f8ea3ba2b044 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [4 |\




213 6: show cluster info

Copyright 2004-2022,

Cisco is a registered trademark of Cisco Systems,

Cisco and/or its affiliates.
Inc.

All other trademarks are property of their respective owners.

All rights reserved.

Cisco Firepower Extensible Operating System (FX-0S) v2.13.0 (build 198)
Cisco Firepower Threat Defense for AWS v7.3.0 (build 69)

[>

>

[> show cluster info

Cluster res—cluster:
Interface mode:

Cluster Member Limit :

This is "123"
ID =
Version s
Serial No.:
CCL IP

CCL MAC
Module
Resource :
Last join :
Last leave:

Oon
individual
16

in state CONTROL_NODE

a

9.19(1)

FAWDHS75AGY

1.1.1.123

8642 .3261.al1de

NGFWv

4 cores / 7680 MB RAM
85:580:46 UTC May 18 2823
N/A

Other members in the cluster:

Unit "288" in
ID
Version
Serial No.
CcCL IP
CCL MAC
Module
Resource
Last join
Last leave:

state DATA_NODE

1

9.19(1)

FAXB2ZRCEZNM

1.1.1.288

0687 .ab4eb 4442

NGFWv

4 cores / 7680 MB RAM
85:50:47 UTC May 18 20823
N/A

2~ = ==
AWSO| A =50 2 S8 A 15
FeAEE FEOR T Day 0 T L FA5 7 e g P H
U,
AWS®| ) gt Day0 -4 4373
3 T i REY TS AR S ASUth 14 T AHshE A
AWSel| T3 317 -/ © = Day0 4 A7
A TS SYEH FEAEY A AFs o AU
{
"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",

[For Gateway Load Balancer]

16

"Geneve": "{Yes | No}",




[For Gateway Load Balancer] "HealthProbePort": "port"

SEA Q) el the ok L

"AdminPassword": "Sup3rnatural",

"Hostname": "ciscoftdv",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {

"CclSubnetRange": "10.10.55.4 10.10.55.30", //mandatory user input
"ClusterGroupName": "ftdv-cluster", //mandatory user input
"Geneve": "Yes",

"HealthProbePort": "7777"

\}

B 99 MRS Bapsto] el d i 4 9ol = /U5 ALEA e P04 AA N F Gt

CclSubnetRange ¥ ¢l xxx4ll A Al ZFek= 1P T4 9 & A QAU S e "o 167 o] 39 AHE 7HsgHIP 47}

A=A A} YTEH A 2 (ip address start) B & E(ip address end) IP T4 H 7}A] of &= of o v} ol 5T,
F2NA L ZTRIPT2

CIDR AP 524 FRIPFL
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

AWS©l| o 3 AF--AF 2] -4 & AFE-5Fo] Day0 1+ 73

Wl Abgatel AAl FelsE REAEY TS QT 5 AU,

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",

17



"ManageLocally": "No",
"run_config": [comma separated threat defense configuration]

}

Aol Edlo] =AM o

t}S- oo A= U-turn E 212 € Geneve Q1 E]H 0] 2~ 17] @ Z&] 2~ F Alo] 3 T8 VXLAN 21 E H o] 2 1717} 2= Ao E Y
o] = e Ao st S A FUCH A FAIE 32> == 2 af-a]ofF )

"AdminPassword": "Sam&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",

"ip address dhcp",

"no shutdown",

"interface TenGigabitEthernet0/1",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy single-arm",

"nameif uturn-ifc",

"vtep-nve 2",

"object network ccl link",

"range 10.1.90.4 10.1.90.19",
"object-group network cluster group",
"network-object object ccl link",
"nve 2",

"encapsulation geneve",
"source-interface geneve-vtep-ifc",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster group",
"jumbo-frame reservation",

"mtu geneve-vtep-ifc 1806",

"mtu ccl link 1960",

"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"aaa authentication listener http geneve-vtep-ifc port 7777"

18



%

i cCLABY M9 9 cCcLABY CIDRoﬂ A o kg Ip 3
THIP 749 d & FXAHA L.

AWS “JH] gl A7 o] 7 §- of 7] ol A A4 A g aaa authentication listener http £ E

EEES R

2\ af ok gt

S 7HA A=

H] 7] 2= WA 4

b2 ool A= e, i B o I dlo] A7) Qla= W] 7] 2= A o Abg A 3 S AF Alo] | A8 VXLAN

AE o] ~E AT wA A1 E #2 =22 JLfsfof gy

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",

"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",

"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"jumbo-frame reservation",

"mtu ccl link 1654",

"object network ccl link",

"range 10.1.90.4 10.1.90.19", //mandatory user
"object-group network cluster group",
"network-object object ccl link",

"nve 1",

"encapsulation vxlan"

"source-interface ccl link",

"peer-group cluster group"

"cluster group ftdv-cluster", //mandatory user
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable"

input

input

19
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Y
=
do
o,
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tlo
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>
ol
s
M
Q
o,
rlr
o,
o
-3
rlr
&
0

A 4 S FA A AAT ok Gt

e E RE T E

Fe2EE PHSFES Fo2H R0 FEFYL

s A7)

F Rl # o] 2 (Aol Edo] 2= WX (GLLB)E AH&-3h= 749 1B H o] 2= 470, ] 7] & 2= A & A}
= A5 AEH o] 2 570) = Z 2] 2~F Day 0 74 = AF8-5} o] Threat Defense Virtual Q128 25 -5 T} o]
3}34‘33_ Configure Instance Detail (21 2~ &1 2= A 5- A B 4]) > Advanced Details(aZ & A5 2 5) A A o]l Day
0735 2o ¥5Hth

Far o o] mA = Q' 2o QIE H|o] 25 AA G

« AWS Alo] E o] 2= WA - Q1B #o] 2= 47) - whe], Xk, W7 9 S 2= Alo] 4.

< B V]2 22 WA - )IE Ao] & 570 - e, X, i, o5 H S RE Alo] A

A1

AWSol| A Threat Defense Virtual-S 755 5F= "5 of] o] gk 2}A) & U] -8 Deploy Threat Defense Virtual on AWS(AWS
ol A Threat Defense Virtual 75)& 333} A <.
GA2 Q%o FU =28 FESE W 19 A& vy )
©A] 3 Threat Defense Virtual <9l A show cluster info 8 &3 AF-83lo] RE =7} S| AHo| AT d o= ZAFHUE=
2] gl .
Al 4 AWS Alo] Eglo] 2= WE S AT}
a) W 1% 9 GWLBE A4 gt}
b) GWLBeol| % 158 A2t

A3 SubE Bot IF, gAY TA 2 A 8l A8 A8 EE GWLBE T AL
c) IP FAaE ARESte] B 5ol dolH Ay o] ~ (1B Hl o] &~ Wi E T5 Tt
AA S 82 Alo]EYo] 2= el A S s L.

7 5 Management Centerol] Ao} == 5 =713t} Management Centerdl] 2 2] ~E] F7H(55 7-5), 21 H]o] %] 2] 1]
= Fxst A .
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html

Management Centerol] = ¢ =8 F7HT5 7-5)

S 2EE FEoE 753 A5 o] AAHE AE-3Fo] management centerdl] 28] ~E & FIFEUTH IEE S AFS S A -
= EN= M management center®l] A& & FH Ut}

management center®l] 2 ¢ 28 §4 & & A A 2 73 th management center™ TFE 2] ~F W& A5 02

A F .

A #3k7) Aol
B8 Fe2Eo) glofok G Alo] f32

* management center®l] 5=7}317] ol B S8 2~ Yl o] 4

Al 3L ]
o] -
2}l 5} 4] A] L. threat defense show cluster info ™ & S AF-&3}4

A

jivad oH

=

o=
o
.

Z2AA

fiju

@Al 1 management center®l]| 4] Devices(t] B} ©] 22) > Device Management(t] v} o] 2~ #2]) S A &3} F-451 2] 38 IP 4
ARg-El Ao fF31& F71817] 913 Add(F-71) > Add Device(t] Hho] 2= F=7h & A B g o}

21



22

29 7: ¥ whe] 2 57}

b)

Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:*

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigue NAT ID:1

test

Transfer Packets

Host(£2:5) Aol Ao} f319] 1P Faun} B2 o] 52 4o,

H70) P5& AAAE Aol F& F/hsHE Aol FHUT AW RE T 28 FUS 24T 5 9

[Bh=3
T]ufo] 2~ A A Zo] NAT IDE A3 7

o
-0,
e
Iy
il
2
)
=
N,
&2
<
k1
it

2 Y
management center®l| L A] 2 A|lo] R0 o] & A o] F o ¢ H 3

o FA] o &£ Fel 28| §o] btk ksl &

o) ol g3} Fe)2E] HA oS WA F YwUTh

o



d)

e)

g)
h)

)

)

Registration Key(5-% 71) M=ol ko] = 83 Fol A48 23t $UF 5% 712 9L FUh 55 71

Q8§ 34 Fagvh

% =ulQl TH A AA) Erl )3} A gle] o A% 2= Erlglo® SRt

AA) wrlele] 22 Eul 19l 45 Tubo] st Ao % A

wlglo] ohd A9} o] F AEHS & 4 5o 2L mrjele

(A8 AF) Elebo) 2 el tlute] 22 F 7k o,

52 A tutol 28 FE] 913 271 A2 Alo] AAL AEAL A BN P
4

A AD S AT A5 718 AT AT FFo e nhek 49 A4 4ol d gt

o 1

(

s
T
e

1

New Policy
Name:
basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

g3kaL 3f NAT ID D=0 5 U3 NATIDE ¢

tio

A F NATIDE A3t F9 g AA

A AE A A 2 E A g ste] tule] 271 management centerol] 3715 A &5 = = gyt

o] FH L 7| EA o & G stE o] QlHF T o s34 o] &g sl o] IPS HE1= Snort 2 o|HIET EF] A =W
tulo]l 2= AALE 9138l oI E wEtd o] E 1 2 3% d o] H & management centerol] A &3 T o]l E
= v &g seldA oWl E A B = management centerol] 2 5% AWk 2| F] dl o] H &= A FH A 5
Register (5-5) & 28 JUth

management center-> A o] 515 Al 55t B HolH fHlS EFFUTE Al frlol =2
TEEA v A Se2H7 FE A FFUTE SE2H SAYU TE JdE EAR Tl A 4
UFH o] B U FY F71E UA A=A 71 & A4

tulo] 2 > uteo] 2 ] HolAlo] S8 2H o] Fo] FAFUTE 282 s B
Fuot

= .

L
=)
il
4
[>
a
s
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a9 g Fe 2 By

., fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
{Contro!) g FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50 - Routed

A 172.16.0.51 Snort 3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51 - Routed

ol

A B2 E il 29 ofol 2ol EAHU

9=

r (

d
ol
e

m o ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

a?l‘lﬁ.ﬂﬁ‘l Snort 3
72.16.0.51 - Routed

[e) =] [e] =] [e) = [e] Sk 2= 2=
o ool ZE st A9 S dYste] FH2H 7Y 555 EUHE T 4 25 Y T management center
[e) [e] = = = [e) S o) = H == o =
&7 frilol 551wt 2o 28 52 A dulo| BT F9 52l Auahe A FelaE =
= o = =
= 24,33 9019 W& FEs AL
Deploy Q ﬂe it @ adminv
Deployments Upgrades @ Health Tasks (D Show Notifications

m 0 running 3 success 0 warnings 0 failures | :. Filter

© 10.10.1.12 Deployment to device successful. 1m 54s

@ 10.10.1.13 Deployment to device successful Im3s

©@ TD_Cluster Deployment to device successiul. 35s

WA 2 ZelElo) o3l Edit( ) () o] Cubol = A4S P g,

it

2 =g
) -Eo] AL FeAE 9 vt obd Fe~E AAd 483
7

R AGUT oS B wEY HA o FS W
@ 2 QA AR Fel el A AE o] 28 MR T 5 AH Uk

R

A3 Tute] > Clnpol 2 ghe] > Fej B ShACA Ak, ehol A2, Al 2R e} YL EAF L,

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

[ 1010113 v
C—
| General S0 ‘ ‘ System P |

L L LS EURREY

« General (¥%h>Name (¢ %) - Edit(+738) (#)E 2 8te] Ze12E A o5 |AFYh

24



Cluster Device Routing Interfaces Inline Sets
I

DHCP VTEP

General

Name: @

Transfer
Packets:

Status:
Control:

Cluster Live
Status:

23 thS Name(o]l &) 2= A4}

General Q

Name: TD Native Cluster |

Transfer Packets: [ |

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

* General(¥ 5 > View cluster status(Z 2] 2~F AHEl] B.7])—View cluster status(Z 2] 2~ A8 B7]) H =3

g ato] Cluster Status(E & 28 A=) o 3} 425 Ayt

TD_Cluster

Yes

10.10.1.13

View

= =
= =

25



Cluster Device Routing Interfaces Inline Sets DHCP VTEP
I

General *
Mame: i}:‘r TD MNative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13
Cluster Live
Status:

Cluster Status(Z 2] 2~H & 8f) t 3} %37l 4 Reconcile(x=4)< 24

= dHFYT

Cluster Status

Overall Status: Cluster has all nodes in sync

MNodes details (1)

Status Device Name

> In Sync. 10.10.1.13 Control

Dated: 11:22:40 | 30 Aug 2022

« License(2}e] A 22) - Edit(5

7] 4 Devices(t] Bl©] =) > Device M anagement(t] Bl o] 2~

Ze2E 0] 2 M E Ae s

* General(¥%h > Name (] &) - Edit(5~

26

) (e =

(e} [e) o)
g A4ds AT

) ()

Refresh

Unit Name

10.10.1.13

she] efo] 4l

o =
=29

==
[< 3]

tlo

!

%

) > tlufo] (vl vho]
DEASLE

sho] el e Ww A o

shel dlo] )

Q. Enter node name

Chassis URL

N/A

z)el &

Close



General 0_'1'-'

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

19 vh Name(©] ) B =5 A4 @

General Q

Name: | 10.10.1.13 |

Transfer Packets:
Mode:  routed
Compliance Mode:  None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -+

« Management(#2]) > Host (& 2~ E)—t]ulo] 2~ A Ao A #E] P 45 W43l 49 Al 745 management
centerol] A XA A F U E Q] F 9] tnfo] 29} AT = )51 T} Management(##]) 4 Gl A Host(E2-E)

Fag AP G,

Management 0:}

Host: 10.89.5.20

Status: v

S JH RUHE A A

Cluster (Z 2 2~F]) 3 o] %] 2] Cluster Health Monitor Settings(Z & 2~F A H] ZUEH A A) AHd L2 ol o] A
sl
H .

ftlo
Fl
>
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a 102 g RYEH Y AA

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

9000 ms

Enabled

None

Attempts Interval BEetween Attempts Interval Variation
Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2
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dlo] ] Q1E] 7 o] ~ dio] el Q1E o] 2 A sfjol] g 245 thal H7F A A& A T

X 2~ o Foll ok AE vhA] 7 A S AP TE U o F X3k o EE] Aol 5
718k AIZE 23, DA A e ol ‘1171]0]’“ FH T

B A2 e S WA S A 2w B e Sle] MBS S ) 2§ H X s BETL A HA G5

19 B ol 2 D% B Snont R vl 231 A L2 A 2 wUHGY S Sl g 2
© VLAN &9] 1] #]0] 2= sz 7} U ol o] 2ol A a4 bk, Ze) 2 Alo] 93
ol w 1%%?—@@-’?%%. o] Y= P muE PP

@71 Devices(t] Hlo] ) > Device Management(t] Hlo] 2~ ))& (5) A & g o},
92 FAT S 2E 4o Edit(FA) (£H)S 2P Th

U =HlQl 7ol A SR 7F 2 22 mwQlo] oy w9l A btk wIA A 7F EAIE Y TR
@713 Cluger (28 2H)E S84t}
7 4 Cluster Health Monitor Settings(Z2] 2~ E] AHe) U E 3 A ) A Ao A Edit(=4) (#£)S F 3ok
A5 Health Check(ZdH €Ql) Eetoltl & 28 ato] Al 2|l A gels v &g sty

TR 1A 2 F el gl ] &g 5}

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts

Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m
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5 Q1B 3 o] 20l U3 Q1E| o] 2 U B9 = | B4 shaof itk EERA MAo] w14 WA Ala
o] E o} 7|35t /\1*9‘ FH AL 71 B BEUEHFE S = Aol AE v A5k S s Ut
GA6  EF AIREE QIE H o] Ay AIRES A Y o
o B A B SLEH|E AFE]| H A A] AL o] AIZHS A sk B AZHS 03300 A] 45% Alo]l 2 A AR
Yt 7] ke 32 Y Yk
« Interface Debounce Time(2] E] 7| 0] 2= T] B} 2 A 7h)—t] Hb-g- 2 A 7HS- 300~9000 2] X 1 9] ol A A A ]
Uk 71852 500ms Ut gho] WS = A E Fo]l s o BAE T whEA P 5 Sy ﬂﬂ}%i
AHE H SEHA A S QR s A o] Sk T < E1 FH ol G o] EVF Al ek= 75, Q1E )
o] 2% Mgz EA L mEI S 2Eol A AAH ] Aol wmE A g H o] Qi Wel 2 ot vy
t} 7Hs S e ol A 715 A el 2 A 315 = EtherChannel @] 73 -$-(<ll: 2~9] %] thA] =% H+= EtherChannel
Al 229X A s, tube-2~ Alzke] o] dof e S84 =27 X E HER A] U] ®EkThE o] {1k
SR o] 27} S 2H oA A Aow FAHE A WAT F AFHTh

SAT G ARl AR ol AbE v A7F S E 2 AR S E sy
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v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for uniimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).
Cluster Interface(Z 2] 2~ F <lE ¥ o] 2), Data | nterface(d] o] E] ¢1E 5] o] ) & System(A]| =&l thaf t}g 4t
ARG T ool = ol Z 2 Al ol A 718} A F 23}, AaE A -2 o E 8] Alo] A A 5o 3.

« Attempts(A] = 317) — thA] Z7F A B15RE 165535 H ol A A gt} 02 A thA] S v 24
313t} Cluster Interface(E 2] 2~ E 918 7 0] 2) 9] 7] B2k -1(F-# Y U t}. Data I nterface( vl ©] €] $1E]
o] 22) B System(A] 22 §) €] 7] gke 3911 e,
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Monitored Interfaces(¢14 Bl & % ¢lE] o] ~) E= Unmonitored I nterfaces(X U Bl & = %] &b Q1 E o] »)
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29 132U B HE = A o)~ 74

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring
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&} Disable Clustering(E 21 28 & v &4 sh)S A el gy}
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L RAIA
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82 =& 5o A st t]ulo] 2o Al management centerol] T3l 22 2~E WA S Al ZAFYLE o & £,
management center®] 54 2 A2 Fo| AL Y E Y Aol FA7} Qe A9, dolE =5 5= Aust = dHy)

L 2AIA

9A 1 22 ~E ol )3l Devices(t] HFo] 2+) > Device Management(t] H}o] 2~ #&]) 7} ()& A &gk o} Cluster Live
Status(Z 2] 2~ F ko] B A H))E A Bl ste] Cluster Status(E e 2~ E 4HEl) thal A4S U
4] 2 Reconcile All(EF 24) S S

8 14 R FA
Cluster Status (7]

Overall Status: Cluster has all nodes in sync

Nodes details (2) Refresh | G | @ Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

S E Aol ek AA g W82 S AEH U EE, 34 o] A& Atk A L.
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* management center2} 2 2] 2~ {F EE S4lo] T YT}
+ Device Management(t] vlo] 2~ ¥e]) #H o] Aol A S| ~H & A AT T}
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ZEZAA
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Delete("W])E /\ﬁaﬂsﬂl—qr/}
W72 Felad Ei e mE A stehe ZEEESL EAHU T Yes(el)E 2 F

9A 3 Ze 2E WY F shUE Al tlufo] AR F7tske] S8l A E Al(BE 5 Y ¢ management center®l| 553 I QL F
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Sh=d

S 28 = F Shube el 22 Fohahe il A o228 wmsk P AR o,
!

FH A =2 ;33 Ho] Ao g5 st Al L.

Ze]~E RUEY
management center®} threat defense CLI®I A S8 2~HE ZYHH T = HFH

« Cluster Status(Z 2] 2~ E| 4 e)th 3} 42} Devices(t] v}©] 2+) > Device M anagement > 5= 7} ( §) o}-0] & %=+ Devices(T)
H}-o] ) > Device M anagement(t] v o] 2~ #+2]) > Cluster (F 2] 2~ B) 7| ©] %] > General (¥ W) 4 & > Cluster Live Status(=
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Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

« 5713} F - ==7} management center®ll & =% 5T}
= E-TI’ T - o] F 8 2=H o YH-o] A 7k o} management centerll 555 A & kF UL LE S5 AT
O}L d-9-, Reconcile(Z= Q)AL F) S 88t 55 tA A 23 dE5U T

Sy P o] v EAstE - T} management centerdl] 5=5 QA vk ZFe] A o] v A W Y} 7
H A2 USol vA] @A stete = Aol E 2l 2 AR U B SY A 22 A )
.

C el E B} B - s AN 8] 2ol sElol] 27k ol AT ok AL kel A bk e A1) B
management center = 55 34 T,

]

7ol ojd) 2o B 7|8 B 4 duyn,
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Status Device Name Unit Name Chassis URL

Control

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

A 2-8l (33 > Tasks(2+4]) # 0] A & o] F 1t}
Tasks(29)) Flo] A= 7} w = S 2o gt S8 ~E S2 299 AHo]ES HojFUTh

* Devices(t] v} ] 22) > Device M anagement(T] B} o] &~ Tdrﬂ) > cluster_name.

Tutol s 2% do] A o] A Fel~ElE el A9, P Fo ol AT SR T TAHE Ao) wmmE L]
BE R WS B 4 gt 01 5 $9 24 29 ojo]2o) EABY T,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory | resource usage |
service-policy | traffic| xlate count}

AA Sl z=Hel gk YA E vlolE = vhE B EE W show cluster & &5 A&t

» show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] | health | incompatible-config
| loadbalance | old-members| packet-distribution | trace [options] | transport { asp | cp}]

Ze) 28 A BE B show cluster info 8-S A&t}
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F7IA o ® FHAUT S8l 2 FH RUHE v 74 AR o] Fol gyt
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