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CN="192.168.0.202"

SAN="IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes -keyout keys/client-key.pem -out keys/client-req.pem

-subj "/C=XX/ST=YY/L=%7ZZ%/O=example/OU=EN/CN=${CN}/emailAddress=abcl@example.com"

openssl x509 -req -extfile <(printf "subjectAltName=${SAN}") -in keys/client-reqg.pem -days
60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out keys/client-cert.pem

gNMI %‘ﬂ'ol ?j_E.’E‘ TLS Eo‘/x‘_]‘g‘ %‘ﬂ'ol OJE ?_]%‘}‘1 client-cert.pem 1;% 7H ?l 7]% /‘}%f?}q ‘:}‘
(A8 AL tho] A o2 B o] A= %] % ¥ CN(Common Name) 2! SAN(Subject Alternative Name)S-
AREste] HE AW ISAE A T

o) A




R |

. OpenConfig ~E 2™ &g E 74

OpenConfig 2~

S AE HE-2 A RSA VNS 715 A 3EAL o] & AFE-8ho] Al A H2 ZA] A8 H X.509
1=/ 2 AA T} o] of o A 192.168.0.202 ZE}o]AE S [P F4

CN="192.168.0.202"

SAN="IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes —-keyout keys/tunnel-server-key.pem -out

keys/tunnel-server-req.pem -subj "
/C=XX/ST=YY/L=277/0=Example/OU=EN/CN=${CN}/emailAddress=abclexample.com}"

openssl x509 -req -extfile <(printf "subjectAltName=${SAN}") -in keys/tunnel-server-req.pem
-days 60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out
keys/tunnel-server-cert.pem
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root@cronserver:/home/secanup/openconfig-test# gnmic -a $ADDRESS:$PORT --tls-cert $CLIENTCERT
--tls-ca $CACERT --tls-key S$CLIENTKEY -u S$USER -p $PASS sub --mode once --path
"openconfig-system/system/memory"

rpc error: code = Aborted desc = Error in gnmi server: failed to generate response object.did
not receive any data

Error: one or more requests failed
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pmtool restartbyid hmdaemon
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curl localhost:9275/OpenConfig/status
o = = o
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root@firepower: /home/admin# curl localhost:9275/openconfig/status
Mode (Dialin/Dialout): Dialln
Subscription Details:
Active Subscription Details:
Stream Mode Subscription Details:
Total Stream Subscription Request Count: 1

"Ip of Collector- Subscribe paths:’
172.16.0.101:45826:
- /openconfig-system/system/state/hostname

Sample Subscription Count: 1

On Change Subscription Count: 0

Once Mode Subscription Details:
Total Subscription Request Count: 0
Total Subscription Count: 0

"Ip of Collector- Subscribe paths:’: {}
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Total Subscription Details:
Stream Mode Subscription Details:
Total Stream Subscription Request Count: 1

'"Ip of Collector- Subscribe paths:’:
172.16.0.101:45826:
- /openconfig-system/system/state/hostname
Sample Subscription Count: 1
On Change Subscription Count: 0
Once Mode Subscription Details:
Total Subscription Request Count: 0O
Total Subscription Count: 0
'ITp of Collector- Subscribe paths:': {}
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