-
b FAlA = A ZZ W] o HESE A= WS Ayt
il 74/\11 IJﬂO]X]

o0
Firepower System-S ] o] E]# o] 2 g o] E-of] o]l E & 2145 A B E WA F ) oWl Eof = o] =
ghojAd 27t oM ES A et vhe SeS Adts o] =7t £3E o syt thdst o
HE frgol vhal] &7l st A4 M-S At Usol A AR 5= =5 A e 5= 9l
<

syt

AN AGe o o] 58 AL HME AR AR ARG 3 = QlEA] of ZEfo]d 2] BE AFRA}
7EAREE g A=A AU shEE AFEA A S-S 1 F Hlol Y Algk o A S AREEFeH vt
EA HE ) Ao m AAsfoF et Aol A AGE A, ol & mESto] g S g
U A AAE = A5yt 25 E 24 A BE 93, B oA §|E 5 ARE A} A AR o
= A A S AR 5 Ut AR A A2 Search(7 A) | o] Kol A A S = 2l Y
t}.

A oW E 3o g, Flrepower System= ol Al &S aFaL | E 9 =Lell v g 5 8.3k A Hoof| w2
Al MR 28t e 5 Eoba= AP Ao E S AlS Y th UIES A S of] thaf Abd A o 34
el 2=5 543 o2 5ol thA] AR&ak7] s A = s

AR e A Ve AN ol we vE AT A s FEdUY AN S EE I
ol A1 A HA 7| Foll dAlske W2 =Rk vheh e ok



management-center-admin-73_chapter30.pdf#nameddest=unique_52

la B
o
T NE
LVE —_—
—_— — —_ o EI N
X ol ﬂ_ oy Wu el W % =
ey il o P E e b5 N on 5 T
s B X = i PRN o W R T
4wl b 2 . BPE 0§ mES ~ 2 T
U G z 7 B T M E W 7o) & o ] < il
T o) Hﬁw Mz B ) T o= E i = w A op N
N AR e o R A A o W SR |
oy oF o o 3 T il RN ay n By < M oy = M#
ME TR W T P B o P o N -
S OFER Ny . wmBIR B ETL Y o
T NE - B- - - o Bt ooy g _.x = Lf )
Z‘.ﬂ ]v_AI < 1& 0y AV %0 &o o _0 _ﬂ_ \ﬂl o o E B .rLL (N
B AK _ﬁa.ﬂ ul DS mogmﬂdr TT W D W
—_ T NS | ol W < U ~p TR T o el o
i xaf £ T 5 ¥ Eiusz 45 LoD BT & e
. o Ay oy =a B T o o T < R s
Nali~a B o o o R = o= W v Fomr o N i mw 0 L
(e 5 W ¢ R FEEE oo I i
Pl o9 X Foow T P EI ez B o
o 2 AT U oy LT : e o
X M5 T . L oy s o olp Y N T T o 3 o =
A wmel oy 0 do Prow T 27 Pa P Wow do o
E 9 ‘_t iy T Iy O.M E = ﬂA_l _ﬂH U.T- ~ ol . _.EE o o} iu = TR B ‘mlrL o T
SO =R T ™ P B FR Sx O o bl o T = )
0 = W o T NG o M= oS = ~ o @ oy
iy Mﬂﬂ% o X E <~ T Wy m g S0 maw_r mailwu Hl%m_ = g
o E P o oy BT g X ay %1% = o 7 ¢ 3 BN oy ST o B 2 Eoﬂ
R T BTz T oy dRhs A Spdy T g % 1)
o e b == Mn or WE e m R ~ oM R E.,# 5 - H O oo o< bl o < ™
TRy gop = i FRoa P E oL W wo s " T
T 5 o = o 5 e B ow oo qR L B w9 3 A e
o f— — K|1 o' ) ! - ‘_ur Iy = I
WHJp oW Ea ok Wy T Ry i I NG D
Tl Tl 3 T A a oM S e =0 <
0 R B i ~ wr ~ T N gl e T o T U X = = T o)
BT W P ap CUN O BT T =5 & L
o, nR T ook O e B e mov Wor-ulw B oF | N o
—_— — _EE ,Nﬂ o ‘Iﬂ —_ OT t &O E# ~— O.E C# Wi X \ME L ﬂ_EH 3 E IFL ‘ﬂw
° R o ok 3R o9 T e s T oy of oy o B P Fillny To
Pk ooy ToEe N F T B oo e e S0 = el
SRy T W o A A R 2l I o B T
IR Frd s R IR I SEEy TH THET B o) 4 A E -
_ ~ =5 7O "o ) <
=37 LM = i N TR TR )
E oy ® Y L LG T ) 7
HE NN R s
TR CEES o U E )
= X oy = AN ~o Z# o
R T R
or
0
=
=
A
Gl
jant

—

0



o
=3
(m
o
=

EEREDEUREEERE |

ERRE RIS R

24 ) A A 2

240 1) A2 A

A4 B netddud ol ES RE HAE ZAE gl 7B o|HE g o] B FE o] 9 AE FEo
N AN o e A A B2 QXS AAaseE A AFE A e #AE e
ME 7B AR Qs AN ol e g Ao Je e A G AU gds hes)
98 e M E B AH) P Aol P FAE AEES AL Fo] THUT

Oﬂ%% %%Cﬁ example.com,www.example.conlEE%f’department.example.comé% %lElE#EE *.example.comfl
E@Q%qqm%%g%%am@mm%@ﬂﬂ%amﬁmm%%%%q

G5t 9le) EAS DA AUCEE A T A4 EALS S ER A AL o) & Eol o)

[e}
&AL P

Find an asterisk (%*)

"Find an asterisk (*)"

of =g Aol LH
Firepower Systemol| 4= W EH A A o] AR 2 Abg-e ¢ o= W d 71A, 7HA 25 2 o= 7
o\d WEIE AT 5 AgTh A0S S ASAY AL o2l g A, 15 2 BT A4 7]
Fow A48T 4 dgUT
AAS sk A, A 25 2 ol Z 2 Aol A BE 7} siobject name} 2] P24 2 YEFT T
= =°1 7% + ©| ten ten networkf%! UlEF HA <= a2 ${ten ten network} =
& 59 7HA] o] & °] ten_ten_ A UIEY A WA= A Al _ten_ 2 ey

2

&=

NELZMAE AT S Q= A4 L E ol et Objet(MA)(H)E 2T 5 Y

_:Lu}i

i
)
odt
I

today [at HH:MMam|pm] AA

today at 12:45pm

YYYY-DDMM- HH:MM:SS 2006-03-22 14:22:59




| EEERICEES

o

il

ks

A

< 2006-03-22
14:22:59

2006 3Y 22U 2% 2:23 o] A B} A EN T o] o] HEE Hl
g =

> today at
2:45pm

A A P F2E A

A wo=EIP F4, dEE FH
o
=

SR FEEIP TS AHD 7

] o E, A4 dHoly B A w7 o ¥l
IPv6 T=4>¢} CIDR/H FA
EZ AMsE 3t o)At
IPv6 T8 HA sk 7]

, A NS TAES e dtolE
ST w S AT gt
A A3l Aol H9-1pva U

CIDR & TFAF A o] 7S ARESE] IP T4 E5S A4St = 4§, Firepower System-> 7}
Sat "}7‘4_01 of oJal) A FH UEYAIP T4 dF-TAFEFYTE ol & 59] 10.1.2.3/8
= g $- Firepower System-> 10.0.0.0/8< ]’%‘@"—4‘:}.
IP =4 EYANARZE R8T 7 JoBZ P4 A 7|F o2 YEL A A& AHE-shH
HIP 2 A4 A E ol e U ES A F71 Object (N AN ()& 28 s
L Ry SR
A T4 A g of Al
G IP T4 IP 4 192.168.1.1
2001:db8::abcd
L5 AMEste] o2 IP F4 ARZ FEHPFAO B2 4 7 [192.168.1.1,192.168.1.2
E;bloﬂ %}ﬂ'}%%ﬂ—a—x‘l ]—/‘\:}}\]9* 2001:db8::b3ff,2001:db8::0202

CIDR 5 == 37
e IPFAY WY

REEERE

T =T

IPv4 CIDR H:+= [Pv6 4 FAF 4 o] 31 |192.168.1.0/24
JIHORIPFAEE

192.168.1.0 U E 2] Tl A 255.255.255.0(5,
192.168.1.0~192.168.1.255)2] IPZS #| A ¢
t}.

AP T4 HY

CIDR &5 =& H FALZ A A & 4=

2~ ¥ Q] 3}0] |192.168.1.1-192.168.1.5

]
};q U}éﬂA]Jg‘ 2001:db8::0202-2001:db8::8329

IPFAEEIPTFAHEYE
7] 1%k 71Ef Wi ] 327

Olo]] =713 |192.168.0.0/32,1192.168.1.10

12001:db8::/32

1192.168.1.10,!2001:db8::/32




=3
[m
o

SEEIT |

A F4 A & of A]
AGE DAY EYUH P =GHA T A4 2 eI d 2 ol ES] of |-
AT RS ) BAE YAlelol e 1P B S AP H =
SrE g ofe|Zo Wg | -
23 A L . 2be}
R
o g5
Firepower System IP <=4~ 71
7 A1 e] URL
URLS A48 o epd = =g 233t ol & 50] *example. com*2 Abgate] mrQle] &
£ W3 () https://example.com,division.example.com % example.com/division/)
= 54
24 ] w1 A = o) 2
FMCO A Wh, Bo= A A a1 7F87d B S 7488 S8l tvto]l 25 1738t 159 ol & A
AS W T ] BE tulo] ~E AR SulE A kg o
5, AR AN S-S 98l 1w o5 A AE 3] tnto] 2~ o] F o WA P A 4
Coﬂ 1;]1:1}0]/\ % /\]/\Eﬂ [} x};(] u‘:,jlz_oﬂ x]xg 3 o]%% x1 2} ]_ 74Aﬂo] Al =] HHU}T%E]H]—O]Z:
ol F WA E T3 %“4 o},
HA W 2E
Firepower System-> A Aol 4] L E M5 o] gt 54 7S s &P S 48+ s
Y X E MG
cHRER TEE XERS 55
AR TEE TN TE HS(EE W39 W E vE)
- ZE WD Fols (Y o MES AT wrh S ()2 T H ZEEZ o]
<ol A ETF IS FE WS EE XE HT | WG E X E] S HEY)
A\
Fil XE WS e HIE AT g 39S AFESEA nRg AL

23
[
o
1=



management-center-admin-73_chapter27.pdf#nameddest=unique_843
management-center-admin-73_chapter1.pdf#nameddest=unique_64

| IEREREE

Egc

a4

TCP<} UDP | E
Ut

123 X E 239 o|HlEE A 93t BLE o|HIEE W33}

25/tcp FE 59 BE

Y
TCP ¥ ¢ ol EE kg3t o},

21/tep,25/tep | EE 213} 259 2E TCP ¥# ) o|HES

21-25 EE 21259 BE©

SEEE BRI
o) Zg] Al o] A A FH-AL3E Hlo|E =

e
2l
4,
“
me
i)
[

» Cisco Secure Firewall Management Center U] H}-0] 2~ 4] 7}0]
Al /\] [¢]
=] .

« 8] dlo]g B =
« = 3hE] F ok olE U=

= <] Nmap 2=

[m
o

=
[


management-center-admin-73_chapter12.pdf#nameddest=unique_496
management-center-admin-73_chapter36.pdf#nameddest=unique_887
management-center-admin-73_chapter36.pdf#nameddest=unique_888
management-center-admin-73_chapter34.pdf#nameddest=unique_889
management-center-admin-73_chapter37.pdf#nameddest=unique_890
management-center-admin-73_chapter32.pdf#nameddest=unique_755
management-center-admin-73_chapter37.pdf#nameddest=unique_891
management-center-admin-73_chapter36.pdf#nameddest=unique_892
management-center-admin-73_chapter11.pdf#nameddest=unique_481
management-center-admin-73_chapter36.pdf#nameddest=unique_893
management-center-admin-73_chapter36.pdf#nameddest=unique_894
management-center-admin-73_chapter34.pdf#nameddest=unique_757
management-center-admin-73_chapter33.pdf#nameddest=unique_756
management-center-admin-73_chapter6.pdf#nameddest=unique_291
management-center-admin-73_chapter37.pdf#nameddest=unique_895
http://www.cisco.com/go/firepower-config
management-center-admin-73_chapter36.pdf#nameddest=unique_896
management-center-admin-73_chapter36.pdf#nameddest=unique_897

| o
w =
A =
=
ki o
B
™
i -
o @
ol %
e ©
T T A
. HH Hwﬂ S
iy I o 3
= z T2
_Wr o ou °
0 ZE 8o ZE
5 ~
R pd m—m =
= = il Wn
s RS 2 .
5 c: B
T
b BT 4 ) )
& R B L =
T X o T —_— F %0
.Hl o G ol -y i) E_
) o 2 = opm o = i -
E e A oo w = & =
= T L X LR ' u| ] N
] N N X o W o = pp N | o = "
bl ) = = o B Boox m B it i)
v W oW S o i N S o W - = I v w oyl o w
wog = Y ,mi%ﬂ B - -1 I R AT N I AN
T 3 Wy SR #F Y o2 BT T g B or o
o = o e ) o T 0o BOE F L w L B
e il AN o Fe o @ ° o 5 o e P T T
il P P U ARG - CH )
& g0 HF = AT_Q. iuﬂmoﬂiﬂﬂﬁiﬁ1ﬂmﬂmﬂiﬁwoﬁ@ﬂﬁuﬁw
do A do Foe g < X T ow oW A K ;oo o ™ 5 e o
% o o X k8 ulopl @ owFm o oWl oW x I W ~
<~ W ® o T j G T X m o R o W R OF A KW o R
<X > H;E 0 7ﬂ ul == =T xnl , - sy
* ° ° = i < - ﬂo Z,* )\ 7- o 0 ™ o B <0 TH X0 ;o._ ;o._ ;I..»l N T
n L] L] L] L] L] L] L] L] L] L] L] L] L] L]
D) < T T B
- N ™
T " =
7P e ™o
=
{+
|
&l
TH


management-center-admin-73_chapter36.pdf#nameddest=unique_898
management-center-admin-73_chapter36.pdf#nameddest=unique_899
management-center-admin-73_chapter37.pdf#nameddest=unique_900
management-center-admin-73_chapter12.pdf#nameddest=unique_496
management-center-admin-73_chapter36.pdf#nameddest=unique_887
management-center-admin-73_chapter36.pdf#nameddest=unique_888
management-center-admin-73_chapter34.pdf#nameddest=unique_889
management-center-admin-73_chapter37.pdf#nameddest=unique_890
management-center-admin-73_chapter32.pdf#nameddest=unique_755
management-center-admin-73_chapter37.pdf#nameddest=unique_891
management-center-admin-73_chapter36.pdf#nameddest=unique_892
management-center-admin-73_chapter11.pdf#nameddest=unique_481
management-center-admin-73_chapter36.pdf#nameddest=unique_893
management-center-admin-73_chapter36.pdf#nameddest=unique_894
management-center-admin-73_chapter34.pdf#nameddest=unique_757
management-center-admin-73_chapter33.pdf#nameddest=unique_756
management-center-admin-73_chapter6.pdf#nameddest=unique_291
management-center-admin-73_chapter37.pdf#nameddest=unique_895

| IEEEE

224 A

=}

« Cisco Secure Firewall Management Center T] B} o] 2~ 4] 7}o] = o] Nmap =70 23 J =& #3138}
Al }\] o map
=] _

SEEREEE
A= 5] Fopy Hol A=

AFg2) Hlol g =

S AFEA 25 Hlo]E e

« HoFAd dolg 2=

=

=

£ 58 55 9 2

AMS L} o] ThA] AFR3FE ™ A A4 8 # o] X o] AHE = AW A sk
A S A 2aE W Search(F A S St 724 Axprh A 7ko 2 A 3hE o] (A& 753 4%
A Z0] go] o th3l 7] ¢ 3 Z 200 et

AMS AatE W a2} E= wok 247} A ste] Qo] o g

i
05 w9l FEA A 2T @A) Sl B E AFE PG EA S0 o3 AL 5
A 5 B A9 Eelel ] AgE A EAE A, o e @ A £ S gl
39 =Sl A B E A w3 Fgsteld AP 910w AT A S

« A g, 7 Fo) Al A T2 AN 7Es AR AV, AR A ZE 9 Hlej o A
He g2 AdE A4S 2Eg L
2 A]A
ARk N 28t 4= Q) w2 A S H] g ) 2 A et el W, Search(7 A) #| o] %] ol A Private(H] 3 74)
stol gt Mgt
9 Uk 3 AL2 2} 93HS 93 Hlo)E A|stoz A M A} 85 e vt A B Ao R
A8 of g}



http://www.cisco.com/go/firepower-config
management-center-admin-73_chapter36.pdf#nameddest=unique_896
management-center-admin-73_chapter36.pdf#nameddest=unique_897
management-center-admin-73_chapter36.pdf#nameddest=unique_899
management-center-admin-73_chapter37.pdf#nameddest=unique_900
management-center-admin-73_chapter27.pdf#nameddest=unique_491
management-center-admin-73_chapter4.pdf#nameddest=unique_112

=3
(m
o
=

(RUBNAU
)

(RUBNURN AU

2
1)

=

=

F
jhch
1=
Fu
It

ohe b A AT S dEU T
2T A A W AS A Shel s 390l = Save AsNew(H Tt 2 A 3)E FE g o
A AL AFFAL R ol ES o] G2 WEY 1ML Fof el Ao Save(4F)E 2
AT AESo] 527 BAH = 450 A5 Lao] o] 49 Eul o] Sel AL} A5 1
Aol e 44 Aol Gl AT

0wl FEoA Al 2" E il

A UAFUY 9 mrljlol A A A= FA AR o] # g A2 AT S glasy
aF9] =l Qlell A | A Ba st o d mvl o2 A s A Q.

L 2AIA

Analysis(3+2]) > Search( M)S(Z) A &gt}

g 91529 ob o] o) 4 Search(7 )& e Pk,

ol EETE BSel A P AT o= i dlol £32 A8

Custom Searches(%% % 71 41) 5 3= Predefined Searches(* 4 91 71 4)) 550 A = = el
= A e,

te A ) Ee A e s Aol A Aok 238 wATY Y

WA H PG Lol T g shelw, 4 A%, 8 ol Aol My e g e Ageh
Search(7 4) % el gtk

7] A A 2
#1229 el A Linux 2 710 A9 whe] 78 A9 2.8 AgH s A S b FAY 5 9l
EARey

A P S AMgeE AR 7)1 EHET Q8 A H = e 3ol AT £ sk Fe
& A5t o ETZF A 20 9 A 2H] 2 7o) 7] S H Y th

#e) 2k Y5 AF8-AF= FMC CLIC| M| 223t 9= 915 YTt} CLI A M| =& & &
Gl AG A A DE 9} AR AFEAFE CLIO = 21918 4= 9]

b 9 Q% A2 A

o},

o

)y




. IR EEDEE

%

u&
f

LEEE B R R R

dol T Fe 7t FAHA FF U whgke]l &l A 3ko] A
2= e A Foll A Al

A sl &S MHYH

rr
)

A 7Rk ]

A7) A2 g TR ALgahel B,

query manager [-v] [-1 [minutes]]

3 5: query _manager Options(++%1)

-k query id [...]] [--kill-all minutes]

=

-h, --help 2ol T ml A X E el gyt

-1, --list [minutes] 7RG o A B E A E YEg U 72
2 12 oA A8 RE Ayt zA G Y

“k, —-kill query id [...] ID7} A E I o] FAHLS A2 IDE ©]

--kill-all minutes

Z1ZH )R o A9 RE Y S Sy

-v, —--verbose

A

T A28 BekS 98] Ciscooll A= Linux 4 AR AHE o] Seho]dd 2ol A F7b2 A shA] =5

Fuy.

S dYE=AY TA

CLI A 2= A gho] Q= ¥hel A b7 i 915 Q1 %8l ALg o] of P o,

L 2AIA

A1
A 2
A3

ey,

sshE &3l Secure Firewall Management Center®l] <172 31},
CLI expert Dé] Eé—% /\]'%‘—3]’0:] Linux HETO]] o_]‘] /\:”—/—\—‘(;5:]]_1/] q
Al 71RE A 2] ] A, 10 F o] A o] A g S AHE-3FY] sudo OFE ol A query managerE 43

=



A
C
C
2
o

of <]
R
g o AJn
0 o o %
| . ™
g o=
7 ¢ i oz
5 8 w2
= 0 ) o
& O i
T * B ol =
W} B W T mn
Z oW = |
T ol hall (i il
~ X o T F
__A_A _— 5
S X ‘:L
el X o i
B9 ® =
S B D
% = ﬂr eyl
@ ) o))
~— — .
o §F 5
¢ N R of
—~
m. T BS il
o WO N
) .wm iy i
E3 > ~ O
wo 2wm w3
= < oo oW
@ o) ’T o o
~50 —_
ojp " & T
~ < g =y
o T =r &)
| T oy M,wru_ ! . " oM
W T KXo P o
e ] ol
T |T g o BAr 1 B

R

oW E 714 5] £ E ]
A

k|9



[
o
&

[m
.\

2l

d=

S| A~Ed

L
=

(m
i)
1=

=
[m
o
1=



|W__

3
El

ar
Tl

— =
E
=

Mo



