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o}z =5} x] & 9 TLS/SSL U5 3}= AF-&-3}19] Active Directory A1 B o] A] €152 A]#}5H= A

o] £t

RADIUS(Remote Authentication Dial In User Service) = U E Y A & A z~of T3k AFE-2} A2~ 9] <]
S, Ugk F-o, o] 7k H ol AFE B = /15 2R EF U TE RFC 28655 -73h= K& RADIUS A1 H
of i3l A5 MAE AT 5 A5 YT

Firepower T 0] 2= SecurlD B2 A& A1 A FH T SecurlDE AF-&-8te] Aol A Q15E 5/ F
=A%, el ABlol A Q15 E AF& A= SecurlD PIN 29| SecurlD E2-3 5718111 o] S 2191 H]
U &2 A F YT SecurDE A Y3171 93l Firepower TlHFo] 20| A F27F2 A& A2 gl

=y

Management Centerol| tf} ¢ LDAP 2] 5 <15 7| A =7}

LDAP A1# & F7kehar skl 2= 2] & 913 9% AL§ A8 A A g ek
o EQ) FEe A 9% Q1 A AR Eeelol v A48 5 gt
REEMEL

o 3G FA A A =]l o] F 23] & 938 DNS AW & X dloF sk}, o] Ax}oll A IP T4+ A
A3} LDAP A ¥l tgt &2~ E o] 52 A% ¥ gts, LDAP AW = 155 93 URIE
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a9

Fhe 4= glom 7ol 2 AE o] 5o 9+

L

3 Q 3t} Management Center ¥+2] Q1E | o]

4> T
£
fols
1>
&
all
mlo
p‘L
ji
)
U
2
UJ
XL(
L

* CAC 15} 37 A8 LDAP 15 /A & A 8l 4§ HFFE
oF FUL} Al& A} Q12 2 84 3lel U S oﬂ—t—t‘f %4 CAC7}H A} *&ﬂM k%ﬂﬂr.

L 2AIA

SA1 A 2=E (35 > Users(AH8-2H) S A 813k o),

A2 External Authentication(2] 5 215) 18 &3 gt}

9A3  o}o] & F7HE)Add External Authentication Object(2] 5 €15 714 F7hHE &8 gy o)

w7l 4 Authentication Method(?1 5 ®'#)S LDAP= A A g o).

GAIS  (AE AL CAC 15 R AREFofol o] /15 /NAIS AFE3he] = B9 CAC el eh& A e 71
AFH T
CACIF 4 H3g Fo &5 A F 74 3}elW LADPE CAC(Common Access Card) 315 74, 27 7 ©]
Aol = Ak whebof . o] Ji A= CLI A& Aol Al A3 4= gl5H o

SGA6  Name(©]5)2 Description("d 8)(A & AFeh)S =3

GA7 =5 S50l A Server Type(AH 8)& A E Ut

g Set Defaults(7] & A 79)S &l 8hH t]ulo] 27} User Name Template(AH8-#F o] & ¥1&
g), Ul Access Attribute(Ul @ 4 2~ 4:4]), CLI Access Attribute(CLI 2} 4| 2~ 4:-4]), Group
Member Attribute(ZL3& 773 ¥ 4 ) % Group Member URL Attribute(1 5 744 < URL

) ZEE AW FE Y 71 o2 AT
A8 Primary Server(7] ¥ A1)l Host Name/IP Address(Z~E ©] &/IP 4)5 4 H gt
TLS =+ SSL& Egk A4 O]Z’\ie*}ﬁo}" d5- ASA e T2E o]Fo] o] Huo ALRH &

2 o] B3} QA S0k FL T Ea Ipve F 4 oFEshE Aol A H A e

GA9 (A AR Port((EE)E 7] ghell A WA Fu T
110 (418 ALE) Backup Server( ¢l A1) stetn| B = ] & gy}
A 11 LDAP-Specific Parameters(LDAP A -& 32} v E) S 4 & g o).
a) A ~E 935 LDAP U] 2 €] 2] o] )3l Base DNs(7]4 DN)E Y H gt o & 01, o]l A] 3]A}
9/] H?_]_' 5_;5]' Oﬂ 7\1 O] = O 1_%6‘}3:1 Uxi ou=security,dc=example, dc:com’% o}:} a -SHH’] E]’ 0}14 Uui Fetch
DN(DN 741 © /1) % 2 & 8ha, =5tk Bo]4] 448 7% 1 o] &3 e,
b) (A8 A Base Filter(7] 2 HE)E & @1t} o 2 So] ]2 =2 E2] o] A&} /Aol
physicalDeliveryOfficeName 573 0] QI 778 AFFA 2 «] AFE A= I E A 3ho] Newvork ] 78S
T AP o] AFE-AFRE 71 @ 8 (physicalDeliveryOfficeName=NewYork) @] 2Fal ¢ & gt}

CAC 152 AHE3HE 4% B4 AL A AT BE = stel A B4 38 AL A4 A19))

(! (userAccountControl:1.2. 840 113556.1.4.803:=2)) = O]E:hﬂ'q]jr ]7]%‘8‘ ldpgrp 1%—0“
431 AD Ulol A AF8-AF A& H A SFH useraccountcontrol £43 ko] 2] &4 318 ) 7 ol d
S8
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c) LDAP AW & HAlst7] ol A2l o] St 3k AF8-AFe] 4 -9-, User Name(AH&-7} ©] &)
YTt o] & E°] OpenLDAP A H ol AAste] = 45, 3l & AHE-AF TN A ol uia A4 0] 3
SAF Bot B TE A HA 9] widdk©] networkadmin®] BFH

uid=NetworkAdmin, ou=security, dc=example, dc—comJ/} ZE]'O] %J Ez]—. %L —/F 9;]\{5\“/1 E]’
=

d) Password(H]= ¥ ) % Confirm Password(R] 2 H 5 &<l) D =of A} g2} v U HEE 9 H gy
t}.
e) (X8 A}3}) Show Advanced Options(ZLH &4 EA)S &85}

« Encryption($ % 3})- None (313 $1&), TLSE= SSL= 29 &
FIEE AT v st A S WA A4S, 2l disi e TEZF 7232 A
A3 Ut None(3lld §12) B+ TLSS! x
A5 E HAest J9 LEE 6362 AP

ohl

2)—SSL E=+= TLS 95 8}+21 7 $-, Choose
[Sh=
TME JRES AL A S Hnbo] 2o

SSL Certificate Upload Path(SSL A5 ==
File(u‘lr%‘_ /dE“)g Z 8 slo] o1=A1E A e o}
ool dREZJAFAE HA st = 45, A <]
Al A-gste] A I FA 2 A
L TLS 53t & SR FAA JISA7F e dvth. & 710157 45 %
Aet7] #18) sSLell v gk )1SA S == Aol F5Uh

wdt

User Name Template(/\}ﬁx} o] & ®1&3)— Ul Access Attribute(Ul 9 A 2~ £:73)9] 3l 33}
E HE8S AU o & 50 oAl 3AEe] Bt 2A oA F-8h= BE AR ¢
Z317] 13l Ul A 2= £ o] wiagl OpenLDP Aol AAs= 49,
uid=%s,ou=security,dc=example, dc= com= User Name Template(/\}d‘-’hx} O] = %%%1) Eoﬂ
%11 ER 14 ]—4' Microsoft Active Dlrectory }‘1 ‘:H oﬂ }‘1 - %$s@security.example.com ] \:4'31 ]'

o] YEE CACIT < 913 st

ulm

Shell User Name Template( AF-8-2} o] & §1&81)— CLI AF&-AF 155 13l CLI Access

Attrlbute(CLI A2 HA)ell A Fete AET S AT FUT o & 50] Bt 2204 &
e /\]'S‘Z]'E e1=3}17] 8l CLI A 2~ €4 0] saMaccountName ] OpenLDP A 8] o]
A A3t 4§, 25 Shell User Name Template(] A8} o] & ©1238)) L =0 J& g}

Timeout(Seconds)(A1 7+ Z3H(Z)) - W] A2 = A3h3l7] A A7 E)S 131024 Aol 2
g3y} 71232 309 Y o}
I Al 7F i»} H 9] = threat defense®} management centerol] W2} 222 /A & &
31 74 - threat defense2] U] 2F2 A|7F 23 H ] (1 ~30%)E X 31A] 2o}
of st} A17F 23} 7S o] =& gho 2 A A S threat defense LDAP -4 ©]
2EsekA Fs U

o

@112 (48 A1E) Attribute Mapping(£7d vi°8)S -4 8FaL A4 ol whet AR RS A A g T}

« Ul Access Attribute(Ul & 4 2~ 2:41)S- 9121 317 U Fetch Attrs(54 714 2. 7)) 28 8lo] AL
7he et &4 558 H AU o & £ 9] Microsoft Active Directory Server2] 7 $- Active Directory
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. Management Centerol| tf 3t LDAP ] - Q13- 711 A 57}

Server AF&A} 7| A ol] uia 423 0] §17] W30l UL Access Attribute(UL 24 Al 2~ 22 40) 2 A}-&-8}o] A}
A5 fJAE 9)\15‘4‘:} 71 4] userprincipalName /43S A S = 9l
userPrincipalName= Ul Access Attribute(Ul M A 2~ "‘}H) Hrof 9y shH

o] d= = CAC 0122 93] € e dh)
« AREAL 3L F- 3 0] 9] 9] A(shell) N A2 545 AFE-3Fel = 4 9- CLI Access Attribute(CLI !

/\ﬂ_/_\. i}"])% ?:} E—:]. L]‘:} Oﬂ = = 01 sAMAccountName CLI gﬂ/‘ﬂ—/—\- ‘/—’T‘}\é% /\]'“g‘él'o:] /%] gﬂ*ﬂ—/—\- A]’
BAE 714 2 W savaccountName S ¢ B U T

it

A 13 (A8 AF3H Group Controlled Access Roles(ZLE #llo] Al &Y= +A4 o}

M| 2 A o] TLEol| &S ALgFlo] A& AIE FAEA P A9 AFE A= 91 ¢l = A
o A 71 EH o7 Rojd Pakuk zh )

a)

b)

d)

(A8 AFE) ALg A S @l Y hs Aol Hg o Fo] ol
#9 DNS Ao,

F 23 EE 15 0] LDAP A8 o lojok syl 114 LDAP 1§ £+ 54 LDAP 1H5 S %+
28 7 AFYT A LDAP 152 SA AFEAE 7M7) 1% 7NA 5436 23] JiH 4 o]

A=, 54 LDAP aFoll A= AR ANA S whet 1 AFEAFE 7HA 2= LDAP A4
skl A S ATt of| J &l ik 15 A~ @WES 1F] W AFEAL
o ATt o & v FH Y,

rir
>~
Rl
ofo
x
Ll
e
jae]
Olt

}35}+= LDAP 1

at

o

54 LGS S 4 LDAR A T4 13 Loar e} A4S, o8 ol
Firepower U] H}o] 2= 7 A 03 £ 43| 2 Algksto] A T QR E Qg Fe FIE WA
o,

o Al

Administrator (2] 2} D =l v 33} o] Y ste] oA 3|ALS] AR 7] Aol A o] 55 <l
=3} 2= 9]t}

cn=itgroup, ou=groups, dc=example,dc=com

A g oW T1Fol E &3FA] %= AFE-=fell U 3l Default User Role(7] 2 AF&-2} 9 2h) & &3t
e,

AA 155 AHE3HE 79, Group Member Attribute(“15 1 £41)S o F gy}

o A

7] SecurityAnalyst MM 2o T gk 17 152 AHA S A8 98l nember (AH) A4S A
o]»‘_ o—r member ‘}“‘H)ﬂ'ﬂ ?:}@1 Q_qq—

T4 255 AHESHE -9, Group Member URL Attribute(ZL&F %1H URL $4)S 1534

o A

memberURL £/ O] 7] Fhe] AL A 2ol el A 7 &4 T15-2) M & 7HA 2= LDAP A&
E e 7 $- memberuvrr®| 2Fal ¢ H g T}
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7] 14

7] 15

Management Centerol| tf 3 LDAP ] 3 Q13- 711 A 57} .

A GES WA T B

G AFEALE Al A oF Tt o]

rﬂ
ﬂ

2l Q)5 Q1F /A= A7/l 33} AL Users(AH-8-2F) - of 4] 3
}%ﬂ qngimqﬂ%gimfﬂ%wq

S~

(7€) A}ah) CLI AF& A2 8] -88F =5 CLI Access Filter(CLI A2 ZE)Z A At}

[ A 2o el LDAP 9155 3HA] @28 W o] =& v 9 Yt CLIAEAHE A| A4t H o
S W F3YE A9 3

1]
AAE T o A A 5L LE]E A8 W Same as Base Filter(7] 2 Z E] £}
2 AEZE A A &4 o] &, vl i AR}, FE 2 AHE

B 3 &
01 ?QE—:]. ;:1]’1/] lj— cﬂ]% %01 AR H]E%ﬂ J—S_‘E]X]'oﬂ 7‘” manager *—‘TH 01 o}]\J—l s
=712 A EAAE A5

2
Q
=)
o))
Q
0
N
]
=3
0
-
—
S

AFEA o)L The 3 2L Linux 717 F5aofF goh

o) 3270 9] @5 A EAe} mF H(), SHol () R BE()

A

-

o
i
B>

2 A g glon, papmto s P 4 Q1AL @ 7 S(@) e WA E

-%%

)<
#lr

0% ok
et O,

o
=

CLI 94 2= 71 gho] Q1= AL§ A= expert 8 32 AF8-3ke] Linux Aol o4 28
Yt} Linux A Al &A= FE #H3 S o, A Bt fjdo] A 5 QlF
14 1;]_ CLI &% Linux A ) oN A—]] < AR /\]—%X]—SL] EP_ xﬂ 3k OH o]: 61—141;].

il

e ol
As2

hs

2
Rl

CLI Access Filter(CLI 4 Al 2~ ZE])ol] E3HH AF&-2}o} AF&-2} o] B0 5 U3 F- AL
A5 THEA] vl Al @ W4 management center AF-8-A}WF 2] x}of oF L T} CLI Access
Filter(CLI & Al 2~ ZE])oll B x5 E3351A] v Al &

(=AM Test(BH| = E) S 23 3HaL LDAP A ¥ oho] A2 & |~ EfdH o
ﬂiE%QﬂA”°§ﬂ&%4ﬂ%ﬂ%§aﬂ%
el of sk L& (), vHR (L), kol (), A= tﬁl 5
A ete] A4 HAES A - Ul #H o] A 37] xﬂ?:f_ 1,000 ] A}-g-=}ab uta)
of Auldhi= 7 $- LDAP Q15 14 A 312, 90 7 o] A & 234 Al L.

%
o
ol
7
(%18 A}3}) Additional Test Parameters(F-7} €] 2~ E s2}n| Ei)% ?J Hetal S 7 AR A
AdAE HAES 1= ¢l5 1t} User Name(AF-&-#F 0] 2) uia 2 Password(M| 2 H 5)E 4 &3 o}
= Test(Eﬂ 2E)E SY3 Yk
Microsoft Active Directory Serverol|] 912 3}= 73 -$- uia U121 Ul A 2= £ & A
o] k& AHEAL o] o8 AR T S AFE-AFS] A 9f3tE DNS A A& 5
_]

B B 2~ E ARE-2} 9] o] F-o] L H] ‘Qtﬂfﬂg HEAET A A ?L*o o] gt HAE &=
Ak AW o] SutEA] glste W WA Test(H| ~E)E S HFU T o714
Additional Test Parameters(57} |2~ E g} H) =0l = /\}3%} HAREJET I
7F U Bl EZE A g sk AR AL o] E 3 B S E st 5 AFEALE H
~EFAAS
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of| |
A% 5of 6l Al BAL ssnien AHEAE A AL AL 5 QA HAESIW ssnienE Y28
e PR LRt

H .
Al18 o] Au] o] AFES 843} T} Management Center AF-&AFo]] o 31 9] - <15 84 3} 26 H| o] A| =
o

o
7] A

Uh3 2132 Microsoft Active Directory ServerS ¢ ¢k LDAP 27191 Q15 7| A 9] 7] 44 )
Ut} o] 714 LDAP A B &) IP 43 10.11.3.49 U T} o] A AL FE 38905 oA 2of AR
dyth
2| .
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External Authentication Object
Authentication Method LOAR -

CAC [ use tor CAC authentication and suthonization
MName * Basic Configuration Example
Description

NS Active Ehm-l::l!-:m,.l -

| Set Defaults |

Server Type

Primary Server
Haost Name/IP Address ~ g W oF hoehnam

Port* | 389

Backup Server (Optional)
Host Name/IP Address ax 1P or hoatname

Port | 389

LDAP-Specific Parameters
| oussecurity, DC=it, DE=example, [ |

Base DM * ° px, Gc
: Fetch DMs

BOMNCETNg 0 C=00m

s e | | e o
Usar Name * | CM=admin, DC=example, DC=com I e, cn=jsmith de=sourcedre do=com
Password * | ....... I
Confirm Password * | seeee |

* Show Advanced Options

o] o= o A] 3|Ake] AR 7] Qo] 9= Bl XA of
OU=security,DC=it, DC=example, DC=com°] E]’YL_" 7] % DN }%—5']' ﬁ@% EC’% %H Ijr

Management Center2] .
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Attribute Mapping
LA sncegs Anribune * RARLAC CouNIGTS Faich Als

U Access Amibute | sAMACcouniame

v Group Contralled Access Roles [Optional)

CLI Apcess Filter
CLI Agxtemsn Filtar i Sare iy Basa Fikad

[Mandatery for FTD devicas)

Additional Test Parameters
Lhar Mama

Pasesmnrd

* i ] F b

21231} o] X ¥ = Microsoft Active Directory Server©] =L =2 samaccountName 443 S AF-&3) A}
B2} o] 55 A3 uwia £ AF8-8FA] 25Ut MS Active Directory Server 3
4L%ﬂMmeEﬁ*”W93 &} UI Access Attribute(UI 9 A 2= Z49)¢]
sAMAccountName O 2 A A U}, o] o u}g} A ~Elo)| A= AL 27} A 2~ El o) EH I Ao e
/\] 5= o} — o T 7]' 7H Xﬂ Oﬂ EH OH sAMAccountName "‘}‘—] A A]’ 0}‘?1_}‘1 /K]—%—X]— o] HH A ELL]

o,

3 CLI Al 2~ 54 9] saMaccountName©] T AF8-2}7F o] Z o] A 2~ 2] CLI Al g o =121
uf o] e gl o] 2= A O thall 2t savaccountrname S S A AFSFO] vl A k=] g1 o}
o qHell= 7] B 7F A &5 A o2 AJAEL 7] DNo| R = v E g o]

< WA tsl £48S AR YT 712 7] HEEE LDAP Aol A E A ZF 23 7170
7 3hah A she] Az o] A7k %35 U,

AL oA
o] dfof] X = Microsoft Active Directory Server®l] t gk LDAP 2191 <15 7R 9] g +A4 &
BolFUth o] 7] 4 LDAP M H 9] IP T4 10.11.3.490 Utk o] 44L& L E 6368 A 20
ARg o,
External Authentication Object
Authenticaton Method LDAp r
[T Lize far CAC authentication and authorzation
Mama * Aufvanced Configuration Exarmple
Drescoiphion
Servar Type MS Active Directory w | | Set Detauls

Primary Server

Host Mame/IP Address * 10.11.5.4

Port * 636
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o] dl= o A] 3|Ake] AR V)& EHle = Bk 22 of g3

OU=security, DC=it, DC=example, DC=com®] Y= 7| EDNS ARSI = A4S HoFU o) 18
L o] AWM= 714 FE (en=rsmith) 7} AF YT o] E = CNO| smith®E U= AFE-AFRE
Ao A 74 222 Al g o,

LDAP-Specific Parameters

Base DN * OU=security,DC=it,DC=example,D( Fetch DNs

Base Filter (cn=*smith)
User Name * CN=Admin,DC=example,DC=com
Password * | =

Confirm Password * | s
v Show Advanced Options

Encryption @) ssL TS None
SSL Certificate Upload Path [ Choose Fie | certificate.pem

User Name Template | %s
Shell User Name Template s

Timeout (Seconds) 60

Attribute Mapping
Ul Access Attribute * | sAMAccountName ‘ Fetch Attrs

CLI Access Attribute * [ sAMAccountName|

A ete] AAL2 SSLE Y& 3}H AL certificate.pem®] B QUS4 7F A A of] AFE-H YT
T3k Timeout(Seconds)(A] 3+ 23K (%)) A A wit-oll 60%7F XL A ¥ efe] AAo] A7 %
Iy,

o] A ¥ = Microsoft Active Directory Server®| .2 samaccountName 2573 & AF-&-3) AF&-A} o]
%‘% Xﬂ %}5}13% uid ’}i,\‘/%] ‘% /\}%é}ﬂ OW?L{EI:]’] E]' :fL/%] Oﬂ sAMAccountName 01 E]"Llf Ul Access
Attribute(UI 91122 240)7} 550 Q135 eh. ol ol whe A] 225l ol A= A1§ 27} A 28]
Oﬂ 1’4} RIS /\] E‘B‘}'-E 75"?‘ 7"}' 7H X_ﬂ Oﬂ ﬂ%?‘sﬁ sAMAccountName ’é;:}\é]"% 73}\}-6‘]‘15}\1 /\}%—X]-
ol &= A F Ut

W3+ CLI Access Attribute(CLI 94 Al 2~ £:4) 7} samaccountName O] | A& 2}7) o] Z&fo] A~
Q CLI ﬁ] ;ﬁ Oﬂ ij—?_]@' ELH q Q}E‘j’]g E—T‘% 7H iﬂ Oﬂ ‘:H:5H 7—}' sAMAccountName f/‘ﬂ\"}\é]% 71:14}‘]—’5‘]—
of v 33k =] shel gL,

o7l = 2w AR R 3 o] AF U nember 1w 573 7
CN=SFmaintenance,DC=it, DC=example, DC:comO] ‘j/}'l:? 7] %‘ EU—]] ?_]_ o] %% 7]'1{? 1%9] L5
W o] A Maintenance User(4] 2.4~ AF&-2}) Hsho] 25 0 2 2| G Ut}

i

™)
=
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» Group Controlled Access Roles (Optional)
Access Admm
Adminisirabar
Disgodmny Adimim
External Dalabase s
InEnzsion Admen
Maintanance Lisar CH=SFmaintenance, D=t [H-axa
Hetwork Adimin
Secunty Analyst
Security Analyst (Fesd Oniy)
Security Appraver

Thraal Inlelligence Directar
(TICV} Wlgar

Arcess Admin

Admimistrator
Dedaudt Usar Fohe

Discovsry Acdmin

Exterrial Darabsass Uger

Group Member Attibute | member

Grolp Membsr UHEL Aftnbaite

CLI A= e & 712 Bej ol FdsA A4 =
U} CLIZ B84 % o] Zato] o~

CLI Access Filter
Cll Ricqeas hilter Same as Base Filter

(Mandatory for Firewall Threat
Defense devices)

Additional Test Parameters

User Name |

Password |

*Required Field

Management Centercl| tf ¢t RADIUS <] 5- 215
5 F7}shal tiute] 2~ ) & 98 9 AMEAHE A Dty

Z JhA= AR E S olo] A uk A} &3 5= 9l T}

RADIUS A
U Tl el - Fel A 25 ]l

. Management Center2]
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L 2AIA

SA1 Al 2E (35 > Users(AH-8-2H) & A €13k o),
WAl 2 External Authentication(2] 5 215)& =8 3y th
9A3  o}o] & F7KE)Add External Authentication Object(2] 5 €15 7§ 4] F7hHE Z8 g o)
w7 4 Authentication Method(%! % *H)<S RADIUSZ A A 3t}
G5 Name(©] &)} Description(2 ) (A & A1dhH S ) & gt}
716 Primary Server(7] - A 1])oll Host Name/IP Address(3 2~ E o] 2/IP F4)2 ¢} & gt}
GA7 (A8 AR Port((ZE)E 712 gkell Al WA sy o}
A8  RADIUS Secret Key(RADIUS B 7])Z )&l gh o},
9Ale (A8 A}ah) Backup Server(H ¢ A H]) dhetu B S ¢ F gy}
@10 (418 AFgl) RADIUS-Specific Parameters(RADUIS 54 gt E)E JE
a) Timeout(A]|7F 23S % @9](1~1024) = ¢} H &t 7] 2 AW S tha] Al =& ot 7] 22ES 309
Sh=
o Al ZF %3} B 9] = threat defense 2} management center®l] W} Uh2 22 7| 2| & & -3}

= 73 -9 threat defense©] ﬂ 2hE AIRE 23 W9 (1~ 3002)E Z3skA] gotol Y
oh AT 29 3E Y 52 gk o= A A 1A threat defense RADIUS 743 ©] 2H5 314
o)

gt
b) Retries(A141 %)% Q1elaha wg} Aju] 2 o] B g o). 7] ghe 39Ut
O A8 3ol slFeh WEol 2k Abg el o] B AHAAY ST 3ol AR A A8 BA-

e R,

AVE A ol B3 g A AR TR

of A

HF A 7RI BE AR A7 Analyst (247}) & User-category (AH&AF-FHe 1)) A O 2 ZH=
7] §-, User-Category=Analyst = = Security Analyst(i‘?} A7) =5) o A5 ar &l g AFE-A}
oA HE F&E FAE F AFHTH

of A

Administrator(Z2] A}) 4 S AFE A ysnith 9 Jdoeo Al F-o1 8 ™ jsmith, jdoeE
Administrator(¥2] 2}) 2= =gy}

of A
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Management Centercl| 4| SSO(Single Sign-On) &% 3}

Before you begin

LE=
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IES 9y

a3 A H] 2 A F A o) Z e A o] Mol AFeA T

A& AL el Z e Aol d & 7+

* Okta-8- management center 4] H] 2= A| &2} of] Z2] #| o] & -/ 3} 2] ' OktaE 9| ¢k Management
i

§2 B2IHUA L

Center A] H] 2= A&z} o) Z2] Al o] A -4, on page 342

* OneLogin-§ management center A H] 2= A& 2} of] & 2] A| 0] A& -/ 3} 2] W OneLogin®l| o] gt
Management Center A H] 2~ A&z} of Z2] Al o] A G-/, on page 482] W& 23 HA &

* Azure-8- management center A H] 2= Al &2} o] & 2] Al o] A & 5-/d 3} 21 ™ Azure-8 Management

Center A W] 2 Al &4} off Z2] 71 o] /A 74, on page 60°] W& F=stH A &

« PingID 2] PingOne for Customers & 2}-9-= %4 ol tll 3] management center A 1] 2~ #| &~ &}
of Z 2] Al o] A S 4 312 ™ PingID PingOne for Customers©ll th ¢ Management Center 4] H]

2 A&} A E el Aol T4, on page 749) U§-2 FEFHAA L.

SAML 2.0 % %+ SSO Al - & A}oll th 3] management center A] H] 2~ Al| &2} o Z-2] A o] A & 4]

3] ™ SAML 2.0 3.3+ SSO Al & A}ol] &+ FMC A H] 2= A &2} ol Z2] Al o] A F-4, on page

799 W-&& Fxsh AL
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< S8 Next(H=)E S T4t

What to do next
A B SSO A& Aol A gHek 2 H S W)

* Okta SSO-&- management centers -/ 31 TF. Okta SSO-§ Management Center -
&= Fxsg A L.

[ Management Center<]

A1 A 228 (£F) > Users(AH-8-2F) > SSO(Single Sign-On, & ¢15)E A elghyth

@A 2 SSO(Single Sign-On) -4 &2to]d & &9 314 SSOE &4 33ty .

7] 3 Configure SSO(SSO +4) HES 3t

) 4 Select FMC SAML Provider(FMC SAML A &2} A &) tf 3} 7=} ol A 4 8§k SSO IdP 2}H] & B &

A3, on page 362]
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* PingID 9] PingOne for Customers = 2}-9-= & 5
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769 W85 A A2

* Azure SSO-8 management centerS 73
o) U §& FE3HA 2.

M-S AF-8-3}0] SSO-8- management centerS -4 3
SSO-& Management Center2- -4 1] T}, on page

d 3t o}, Azure SSO-8- Management Center 7/, on page 63

* OneLogin SSO-§& management center &
page 49 W85 Fxat A 2
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A F A5 AF-8-31e] SSO-8- Management Center 73, on page 819 W8-& 3341 A S
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Oktas AH&3}o] SSOE A st th 24
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Ve N\ V ‘\\‘
Okta Ul . 1 )Review the { 2 Configure an \6 o
Admin ~ existing Okta ~ management Configure
Console org —>  center service user role
provider app, mapping
assign
users/groups
Management \3 / Enable single ‘} _/Configure the ‘\\E}/ :
Center sign-on management Configure
—> center for SSO, — userrole
test mapping
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71| Okta Ul #2] &% | Okta 22| 1 &, on page 34
N

OktaZ 9] ¢k Management Center 4] B] 2= #| 3= 2} ol 2] 7 ©]

A 4, on

(5)|Okta Ul ¥2] 2&

page 34
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Management Center®l] 4] SSO(Single Sign-On) 2J 3}, on page 32
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Okta SSO-8- Management Center 7-/J, on page 36

management center

Oktaol| o &k A}-8-2} & 3 w3 5"/ Management Center, on page 37

S| Okta Ul 2] &

Okta IdPOll A AF-&-AF 4 & w33 44, on page 38
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* management center®l] &A=& 4= Q= AFE A= EH WY 7
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|2 ] o el Al o] Aol A 7HA = AU 7L
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7}
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5 Okta 7] 5ol sl ArslA = U d & 5o AFEA 2 255 AASIAY U2 AR 3
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Before you begin

« SSO #HH # o] 123l | AR} R 1FS A 3H4 Al L. Okta 224] 7 E, on page 345 3
Z3H Al S

« A Q3 49 Okta ZA o| A AF&A AR H/ie= 1858 AT

Note  x]~glofl A<= SSO A4 o] AF8-4} 0] F 3} SAML 2191 3 2 4| 2~ o] 1dP
7} management center®l] 71 %-3}= NamelD &/ o] 5 A gt o] F4
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SSO A2 AghE o] & 1dP AH8- AL Al " = A3 o] Holl F-2l 34
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g o] 2ol A4S 5= 2= 45, SSO /‘}*‘lx}“ of Aol A A% =1
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Procedure
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« Zazo] ] Web(H)S A8l g,
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&

+ SSO(Single Sign On) URLS A3 314
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U t}.) Okta “145 S management center

Bl FA AAE 4= 9 == management center A H| 2~ &
1 AFEHZ U2 5 A5

What to do next
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244 3134 o). Management Centerol] 4] SSO(Single Sign-On) €-7d 3}, on page
329 W&& Fxsd A L.
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Al &FsE7] Aol
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A1 (°] @Al Management Center©l] 4] SSO(Single Sign-On) 23 8}, on page 32014 &H}Z o] H U t})
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« ID A& A} SSO(Single Sign-On) URL
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Oktac] o & 4184 9 & w33 74 Management Center [
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o

Al 2 Next(th)E 22t
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What to do next
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st grrgle] BAFUL e FABHE ghel 75, AHE3HE SAML SSO A 547} A8 1 & v
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Before you begin
s Okta AFE-2} 15 v AR E FEIY T} Okta =2 7 E, on page 349
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Procedure
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7 5 Group Member Attribute(ZL5 1 £4)S dH gy t) o] FAE & A& = 5ol ) gk AFE-
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What to do next
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« B8 AREAF A kel whe} vl g &t W Okta IdPoll A & & vl =g & 913 AF8-AF £ 774, on page
399 W& FxshAl L
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Okta 1Pl A 12 3% 15k A8 4 54 74 [

A\

Okta IdPol| A & & mjj 2

Note ©}2l management center:= L& % 7] AF-&2F 5o thal o9& vfsgS A A& 4= gl5UTh
sho] A= Al ARE-

management center A H] 2~ A &2} o Z2] A o] A o t]f 3)] 3}1t2] vlfsg W& A8
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Note 78 3} r== 1F 3ol ulg} management center & &S M 3l == A A S 4= gl A vk
management center | & 2] Al o] - 15 2 /E AFE R} Bl gl 93 g S Y gl
T}, 3k FMC+ management center®ll A %] ¥ management center A H] 2~ A g2} o] Z 2] Al o] A &
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oY)
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N ARE-2F A1 A ©] Okta & & <8 of A

70 AF-E-21e off gk & & ufj g of] A Okta management center A] H] 2 of] & 2] A o] A ] = management
center®] Ly WH £ o] F 3 A A5k o] F& zh= AREAF A A £ o] AdF U (o] dlell M=
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management center®l] A e uf] )Y AFE- 2}l Al i AVEAF A A A 7S AL EE A A g Y

.

o}-2 tho] o] 71382 management center 3 Okta A A o] ¥l A =9} glo] 7H H o7 E gl gt /‘]'*C‘L
2L Q& usg o A A 2 o DA Ul &5 =R & B F YT 7} tho] o] 71312 management center % Okta
Ul &g Z&d A 5SSO A A S AH8-31A| v, Okta UL 8] 25 2] 7} AR-&-2kol o gk A A&
management centerol| 4] A &2 Th& W O 8 ZF ARg-Apol| A Aol gk o ghE S

« o] T}o]o] TL 5ol A sue@example.com-> Frcrole AL FMCAdmine AF-8-3}7, management centerv
A J s dFd Tk

Management Center2] .



Management Center] |
W che A7) okta < ) el

Management Center SSO Configuration Okta IdP

~ Advanced Configuration (Role Mapping)

Management Center Service
Provider Application

Default User Role ] Security Analyst (Read O...

Group Member Attribute ] UserRole \

—\ Custom Attribute:

—
Access Admin | PolicyAdmin Individual Name =" UserRole
User Profile Value= User.FMCrole

Administrator ‘ FMCAdmin ~

N
Discovery Admin | PolicyAdmin sue@example.com
External Database User ‘ Custom

Security Approver

Intrusion Admin ] PolicyAdmin \\ Attribute: Okta User Profile
Maintenance User ‘ N, FMCrole = )
FMCAdmin Custom Attribute:
Network Admin \ .
Display Name =
Security Analyst ‘ FMCROLIE
Security Analyst (Read Only) ] Variable Name =
| FMCrole
]

Threat Intelligence Director (TID) User

« o] tho]o] 13 o A fred@example.com<> FMCrole #F PolicyAdmine AF-8 3}, management center
= o el 7 whel A S A wel A o e agE e

Management Center SSO Configuration Okta IdP

v Advanced Configuration (Role Mapping)

Default User Role ‘ Security Analyst (Read O... Management Center Service

Group Member Attribute ‘ UserRole \ Provider Application
Custom Attribute:

——__
Name =" UserRole

Access Admin ‘ PolicyAdmin
A o

Threat Intelligence Director (TID) User

) Value =
Administrator | FMCAdmin \\ Individual User.FMCrole
Discovery Admin ‘ PolicyAdmin \ User Profile
External Database User ‘ \ fred@example.com
intrusion Admin | PolicyAdmin < N [\ Custom
| NN Attribute; Okta User Profile
Maintenance User \: FMCrole“2
Network Admin | PolicyAdmin Custom Attribute:
Security Analyst ‘ Dlsplay NamFeM:CROLE
Security Analyst (Read Only) | Variable Name =
FMCrole
Security Approver ‘
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T18o] U] 3k Okta & & wjj =g o

1ol oisk &gt vl =g o] ] Okta management center 4] H] 2~ o} & ﬂ 71] ©] A o] = management center2]
T W £ 9 o] F(0] ool A userrole) ¥ AA|BHE o] o ZhE AFEAF A 1F FAd o] 9
% Ut} Okta: management center SSO =191 & S 212 & v AL-&21e] 28 WH 4] S Au]~
management center ol Z 2] Al o] A 15 £ (0] -l & ~ (%) adming)oll EFE 27} H] WHYTH
Okta: 715 &4 7 A ] 5F+= /\]-49-1}4 5 A AS management centerol] A A 431 T} management
centerol| A= FAISHE L o5& 2 AREAF o ol sl -4 g At A 3 vl st ar Lol whet AR
b g S

Uh3 t}o] o] 71812 management center X Okta 7-/3 ©] ¥&d F =9} gho] 15| gk /\}31} o &
Fof| A A2 o @A A=A & HoF YT Z; tho] o] 71312 management center 2 Okta Ul ¥+2]
ZE A 5L SSO 2G-S AFE-SFA RE, Okta UL #2] F& 9] 7} AR&-Z1o] d] gt A A -2 management
centerol| A A = T} & W 0 &2 2} ARE A}l Al Aol gk H &S S

« o] tho]o] 13 ol A fred@example.com- Okta IdP 155 Admin2] U“‘ﬂ o)™ ~ (.*)Admins 2T &

A 3FY t}. Oktat management center Fred 9] #22 135 WA S 753kl management contor=
e Al Al B2 s FFFYTh
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Management Center SSO Configuration Okta IdP

~ Advanced Configuration (Role Mapping)

- Management Center Service
Default User Role | Security Analyst (Read Q... Provider Application

Group Member Attribute UserRole\

\ Custom Attribute:
Access Admin | PolicyAdmin L mUserRole
Individual
Administrator | Admin User Profile Value= Matches regex:
~ * s
Discovery Admin | PolicyAdmin fred@example.com (.*)Adming
External Database User No custom
Intrusion Admin | PolicyAdmin q attributes:ses /
N

Maintenance User \&e:ber of Group;
Admin

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

o o] tjo]o] 13 ol A sue@example.com- ~ (. *) Admins 2 ¥} A X| S} Okta IdP L PolicyAdmin

<] #H 9] Y T}, Okta:= management center Sue 2] policyadmin L5 W H 4] & % %8} 31 management
center®l| 4] Access Admin, Discovery Admin 2! Intrusion Admin & &S gt}
Suet= Okta 135 Maint 2] B o] X Fho] “15 ©] 5 ©] Okta management center A] H] 2~ of] & 2] 7| o]
Aol g WA S0 T A1 YA EHA] ko B & Oktats Sued] maint “LF WH Aol U]
St %d B & management centerol] A &314] 25U T Maint Z1H > management center”} ~119 of] 7|
st o ol FofsiA U
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5ol it okta it vl d o ]

Management Center SSO Configuration

Default User Role

Group Member Atiribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

+ Advanced Configuration (Role Mapping)

Security Analyst (Read O...

UserRole ~—

Okta IdP

Management Center Service

PolicyAdmin

Admin

PolicyAdmin ‘ \

PolicyAdmin \ \

Individual
User Profile

sue@example.com ||

No custom
attributes set

Member of Groups:

PolicyAdm
Maint

Provider Application

Custom Attribute:

Name = UserRole

Matches regex:
~(.*)Admins

Value =

in

+ o] tho]o] 13 ol A sean@example.com- Okta IdP “15 Maint 2] W ] T} o]

= ole<

~(.*)adming 2 I} L 2| 5FA] H U T A sean@example.com©| management center®l] = 191
& WAl o tl gk A BE management center 2 7 55FA] 9 0.1, Sean>
A B A2 A o] opd(HQE A 7K S 7] A 8)) 7] AR A} o h(EQh S & S U T
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Management Center SSO Configuration Okta IdP
Advanced Configuration (Role Mapping)
Default User Role | Security Analyst (Read O...
Group Member Attribute | UserRole Management Center Service
\ Provider Application
T~
Access Admin | PolicyAdmin
Administrator | Admin Individual | | Custom Attribute:
Discovery Admin PolicyAdmin User Proﬁle
Name = UserRole
External Database User sean@example . com
Value= Matches regex:
Intrusion Admin | PolicyAdmin No custom ~A(.*)Admin$
Maintenance User attributes set
Network Admin
Member of Group:
Security Analyst .
Maint
Security Analyst (Read Only)
Security Approver
Threat Intelligence Director (TID) User
o [e) .
o] tholoj g2 & wjsg b A wf Abd AP o] F oA S oyt o dol A= Maint

0] = 7=

T152] W Q1 ©] management centerol] T} gk M| 2~ A glo] 9l =
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Onelogin ©. = SSO(Single Sign-0n) -~

OneLogins AH&-3ko] SSOE A sheld v 21 & Fhxah4d

— o~
Onelogin 1 JReview the ‘3\2/3Configure an
Admin Portal ~ Onelogin management Configure
subdomain —»  center service user role
proyider app, mapping
assign users
Management \?/Enable single 4 Configure the 5
Center sign-on management Configure
—> center for SSO, —» user role
test mapping
configuration
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OnelLogin 3}-9] =w|Ql & .

( i | management center | OneLogin 3¢ =] 7 &, on page 47

()| management center | OneLogin®l| th ¥ Management Center 4] H] 2> Al &2} off Z 2] 7l o] 2 74,
on page 48

3 | OneLogin #2] ¥ 9 | Management Centerll 4] SSO(Single Sign-On) £/ 8}, on page 32

4 | OneLogin ¥] 29 | OneLogin SSO-&- Management Center 13, on page 49

5 | OneLogin ¥2] ¥4 | Management Centerol| #] OneLogin AF-&#} € vlj=g 7/, on page 51

(g )| management center | OneLogin IdPel| 4] AH-&-4F & & wid 5", on page 52

Onelogin 3} =H| ¢l A&

OneLoginol| A1 &= AF-&-Z}7F 5 gk SSO Al o= A A3t = 9= B & #Hu e o] tfufo] 2~ 9 of
=Y Aol dS 2 et oﬂE]E] 319 Z=dQlo]ghar Y th OneLogin 3F9] =™ <1l management
centers F7}817] Mol s & 7S SASAHA L. The DS AEFAEA L.

* management center®l] &} M| =& = Q= AFE A= WA Y7
« AF8 217} 718 9] OneLogin 3H¢] =191 74 Y Well A&7k

* Active Directory, Google Apps 5= LDAP 9} -2 A = 3} E| t] Bl 2] 9] A}-8-2} 2 Z155-©] OneLogin
ak9] Rl 571 s Y7k

management centerl] 4] SSOE %] €1 3}2 ' OneLogin 3] Z=w|Qlel] o] B2 A4 = 15
7hal oF g7k

&5 <] management center AF-§-AF & &S A A A AFU I (AHEAF J TS SEhA] &
¥~ management center”} 5. SSO AF8-ZFol| Al -4 75 g 7] AR A} S A s o = &

ol rf _% N
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g
i
o

+ a5 ALER} o8 08 7915k 2] W OneLogin 519] Sr|ol vl o] AL} B 15 of W] 7
ok FI7h

MEAEA E=E IS 7o 2 w3 management center & eh-S -4 & = Q) A] WF &2 management

center o Z 2] Al o] o] Z1F R INE ARG AL Bl tief G viE S AL = gl
o] LA ol A= AHE-AF7F OneLogin ¥2] ol thal] 2 &aL glom 73 ARgAF Aghe] Q= AH &
7HA AL QAL 7P gy vk ARS AL A & wlg & A 8t 4”& St AR A B =S A 9 8k= OneLogin
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OnelLogin©l] t % Management Center ] H] 2~ A 3} o Z&] A o] A -4

OneLogin ¥H2] Z &l ol A o] x| 3] & AF&-5} < OneLogin LH Oﬂ management center AH] 2= F 5} ol &8
Ao] A& YAk ar af g off Z 2] Al o] A ol] AF&A} = 155 &g th SAML SSO 7Hd 2 OneLogin
AAst= v 2o
SHAY T2 AL

A 2.

de] 2ol tisf s A sl of dutt. of T oAM= EE 7)e & 2SSO 24 =

3= OneLogin 7|5 ol thall A stA = G5 U d & 5o A B 255 g
A ] o Z g Aol d el A AFEAF B 1 ol E 7HA 2 ¥ OneLogin 4 & 3%

Management Center 2] |

Note  management center o Z&] Al o] Aol AF&2} L 7-& Eatel = 45 3d 159 AMEAE 710 =

FgatA vh A o

i

Note  management center:= ©] 2] SSO 54 & AH-&3}+=

A vig& AL 5 9l

T 2F A9 g S A e skal AF8-AF 54 5 OneLogin®ll 4] management centeri %ﬂ = ‘S}EE

%42 A oF gk,

Before you begin

* OneLogin 3}9] = ¢l
page 47°] &5 Fx3H4 Al L.

« & Q% 49 OneLogin 319 =2l AF-&2F A S AT

\}

Note  A]2lof A<= SSO A7 o] AF&-A} o] 57 SAML =191 L 2 4| 2~ F-of] 1dP
7} management center®l] 71 %-3}= NamelD &/ o] 25 A gt o] F4
of oF Pt} tf -] 1dP= AFE © = NamelD /8 O & 2 712312 = Ab
BALe] AbEAL o] F& AFESHAI T, o] Al o] IdPell B sh=A] kel s of 9
Ut} 1dPoll A EA1 /\}ﬁ 2} off & 2] Al o] A S 4 3} 2l management center©]]
SSO oAl 2~ A gk S IdP AHEAF AR & A o o] el frolakAd

Al Q

—a-.

« U]”d management center(https://ipaddress or hostname)?] & 191 URLS &9l

)

Note oz URLE management center 1 QlIEJH|o] 2of] AAE = &= A5 (d:
S =1

Aarshe =<l o] F 9 IP F42) SSO AR&-AF= o] 2] 01]/\1 T35 &2
9] URLS A}-&3}9] management centerol] & 3% Al o) A 2 3f of ghu T},
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Procedure

A1 SAML Test Connector (Advanced)E 7] S & A}-8-3}¢] management centerA] H] 2~ | 32} of] & 2] 7|
ojd-& AT
WA 2 b5 Ao R fEeAl S Y
+ Audience (Entity ID)(tH73(S1El E] ID))2] 7d--, /saml /metadata 1 AFE S management center = 1
©] URLY —21‘7]'?;’}‘4 D} aﬂ https://ExampleFMC/saml/metadata

Recipient(5=21 ZH) el o 8] management center =11 URL®Y| /aml/acs = AtE S 715U o}, o

https://ExampleFMC/saml/acs

ACS(4H] A URL #HA719] 7 9- OneLogin®ll 4] & H}2 management center URL-S- A}F-8-3}aL Q)

oA Belshs vl AR A 9 Y th ACS URLS AR8-8haL thr vt #o] g she] 7
& FEA AAE S 5 st
* ACS URL®| A2} Haol] 5 F7hg o

« ACS URL?| &9 s& 7} t}.

« ACS URL Yol A BE /& 2 oo \Z 4t A gt}

‘3:“ = 01 ACS URL nttps://ExampleFMC/saml/acs$ o 7 ‘(I)‘ 2 & 8 URL ‘?rﬁ*é @A]'7] =
“https: \/\/ExampleFMC\/saml\/acs$7]' % ]/] ‘jr
» ACS(4H]A}) URL 2] 7d-$- management center =191 URLO /sanl/acs AL S 71U T}, o
https://ExampleFMC/saml/acs
* Login URL(Z121 URL)9] 7d-%- management center =191 URL®Y| /sam1/acs AL S F7}5H

1/] \j— Cﬂ] https://ExampleFMC/saml/acs

« SAML Initiator(SAML 7H}‘] X]’)Oﬂ EH@H Service Provider (B4l /\]—Cﬂx})% d 81:]]']4 T/}

Al 3 OneLogin AF-8-A}& management center A} A} o] & 2] Al o] A of] &3t}

Al 4 (“1¥) A}8}) management centerol] A SSOE Xt} H Al A4 3 4= 91 %= = management center 4] H] 2= &
T A o E g Al o] -8 SAML XML "l E} ¢ E| & OneLogin®l| 4] 27 HFEH Z th& 253 = Q55
ue.

o
s

What to do next
SSO(Single Sign-On)-S &4 3} %1 T} Management Center©ll 4] SSO(Single Sign-On) £d 3}, on page
329 Y& FEsHA L.

OneLogin SS0-8& Management Center -*J

management center ] Q1 E] 3] o] 220l A Th-& 2] %] & AFE-34 Al Q..
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. OneLogin $S0-& Management Center -]

A1

Before you begin

* OneLogin ¥2] 3 9 of] 4] management center ] H] 2~ A| -z} o] Z-2] #| o] A& A A 1] T} OneLogin
of] tff $F Management Center A 1] 2~ #| g &} o] Z2] Al o] A 14, on page 482] W& FZ3H4 A
o

.

* SSO(Single Sign-On)< 244 313+ T} Management Centerol] 4] SSO(Single Sign-On) €74 3}, on
page 322 W8S Fx3 A L.

Procedure

o] @7 &= Management Center®l| 4] SSO(Single Sign-On) &4 3}, on page 32| 4 ZH}= o] F Y}
Configure OnelLogin Metadata(OneLogin W E}d] o] €] A A) t) 3} AA}ol| A F 7FA] 34 S A=
AFH

+SSO A ARE e o= st vgas FATHH
a. Manual Configuration(5~% T4) 2t & HES S
b. OneLogin A 1] 2= A& o Z ] Alo] el A v SSO A A gh& A H gt
« ID A ¥ A} SSO(Single Sign-On) URL: OneLogin®l| A SAML 2.0 A= XA EHTTP)E ¢
ok
* ID A A} ¥FF 2} OneLogin®] 25 AF URLS ¢ & &4t}

* X.509 215-A1: OneLogin®l 4] X.509 154 E &g

* OneLogin®l| 4] AJ/d ¢k XML | Efdl o8 3t -& 27 F3FH o] 473k 7 9-(OneLogin®] o &t
Management Center A H] 2~ A &2} o] Z 2] 7] o] 4 -4, on page 48°] 4T7]), 7Y S management
centerol] == = AFHH

a. Upload XML File(XML 3¢ fIZ2=) gt HES &89
b. st <] Aol upe} =4 A FE oA XML Hefd| o] 51U & Fro} M 83t}

<
ks

Next(the)Z 2 gt
Verify Metadata("] E} g o] €] &}el) 3} A=}el Al 3] e o] A wj /|42 7 E &}l Save(H 4 E
=9y

Test Configuration(71 3] 1&g o] A H| 2 E)& S8 9t A| 2 Elo] @7 WA A 7} A = Hm management
center®] SSO 474 7} OneLogin A H| 2= A& 2} of 2] Alo] d A8 & A ESHL @75 T4 5 oA
Al = 3F A A Q.

Aol A A e o] d Bl A Ee] e divkal B sk Apply(4-8)E @ U
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Management Centerol| <] OneLogin A}-8-#} & & v -4 .

What to do next

A ENA 0 2SSO AFE-Alof| gk AFg-2} & vl g S -4 & 4= 9l <51 tF Management Center©l] 4|
OneLogin A8} <& vjl g 54, on page 519] U&ﬁ FZRoAA L. Fe ulF S AR U2
A e sh= 7%, 7124 © 2 management centerl] 2 71918} = E = SSO AF-8-2}o]] Al Management Center
o A OneLogin AF-&-AF &gk ul]3d 524, on page 512] 4HA | A A A 3 AF-8-2} o sto] Sy}

Management Center] ] OneLogin A}-& <} & &t nfjsd -4

management center 9 1 E| | o] 220l A} ARE-2} o 3t v g S A e = 9l = H == A8 gk SSO Al E Ak
of g3t glo] Fd @Yt 1} A8k whe] A9, AFE-3H= SAML SSO Al & A7 AF8-A} & 5 )
He TS P4 nelalok e,

Before you begin

* OneLogin A}-8-2F 2 7153 A E YT} OneLogin 39 =W 2l ¥, on page 472] W-&S =%
SHAIA &

« management center®l|] U] 3k SSO A H] 2= A 32} o] 2] Al o] & -3 Ut} OneLogin®l o] g
Management Center A H] 2= A 32} of] 2] A o] A -4, on page 48—% FxEAHA L

« management center®l| 4] SSO(Single Sign-On)E &4 3}3} 31 A 7 $F1 t}. Management Centerol] A
SSO(Single Sign-On) &7J 3}, on page 32 2 OneLogin®ll tl $+ Management Center A H] 2~ A &2}
of =2l Aol 4, on page 489 W& FHEo4 A L

Procedure

A2~ ¥l (58 > Users(AH&-#}) > SSO(Single Sign-On, ©< ¢15)System(A] 2~ &) > Users(AH-&-2hH S A
sl
Advanced Configuration (Role Mapping)(2L & 274 ( < vj=3))S Z 3 Ut}
Default User Role(7] ¥ AF-8-%} & g}) =55 t}-%-°| A management center A}-8-2} & &-& A &l 3| 4] AL-&
A2 7| E ko g e,
Group Member Attribute(Z5 W1 £7)S = gt o] £4¥E 2 OneLogin®] management center
AMu| 2 g2t o Ze] Aol ol A e wlg ol el A o) sl AR AR A A w7l W] = o] 53
ol 2] 3 oF g+ th. (OneLogin IdPol 4] 718 AL-&-2Fo]l &k AF-8-2 &8t w38 524, on page 522 17
W= OneLogin IdPOl A Z135-©l ) &+ AF-8-2} & & vl =g -4, on page 53] 17| 7%_71:)
SSO A&}l Al &3t 7} management center AF-&-Z} & & Aol 4215 9] = 31 T} management
centerol] A= o] 2 gk gL SSO AH&-AF A K& AF8-3}o] 1dP7} management centeroll 7 &8} AR-8-2}
o9& vj=g %74 ¥} ¥] 1L 3 T} management centert= AF8-A}ol| Al Y X] 8}= FHo] WA BE o &
=319 34310,

=

O

S‘.: )
{0

What to do next

M) 2 Al 2} o F el Alo] ol A ARgAF A vl sg & 74 Y T OneLogin IdPoll A AF-8-2F & & vj
8 T/, on page 52| &5 FEsHAHA L.
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B oneLogin 1Pl 1 AL g4t 9 @ g

OneLogin IdPol| A A}-8-2} & & wjj =g 4]
W P e 5 A3 7190 & Onelogin ¥2] e oA SSO AF&AF & wj=g 2 A
Utk

. 7H‘dﬂ A8} A gtol] wh) vl g 5121 OneLogin IdPell A 7] AF&-=}ell v &t AL-§-2} & 3 wjj g
3, on page 52°] H-&-& FxH A Q.

feig
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o
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« 715 As] wpg} w3 3} OneLogin IdPA Al 259l tf gk A}-&-2} &
o Y&E& FxA L

ru°“

g 7-/J, on page 53

SSO A}-&-AF7} management centerol] & 1913}H OneLogin OneLogin IdPol| A A7 ¥ A}-8-2} 4 2] A}
A =AM A2 = 15 93 44 312 management centerol] A 331U TF. management center
o = 3l £ 2 SSO A A 9] Z} management center AH-&-2} & ghol] St A 4 2] 7} H] LS} ar,
A 5= ol A BE gTS AR AL Al F-of . (A A &E-o] 3197 management center
= AR R Al A A 7 e 3k 7] B ARE R o &S Fof g t)) ZF management center AF-8- <} & Shojl St
F3}= 212 Golang 2! Perlol A | 1 8}= A -3 W A 2] Google RE2 A 714 X +2 =3l oF 3y o).
management center= management center A-82 & & 2] 3}o] vl F 9 T UG FF= AHESHA
OneLogin®l| 4] W& &4 3hS A2l o2 A Fy

Y

Note  1}+<l management centeri= L& 2 7I1'8 AF§-AF B Al & w3 & AL 5 gl
management center A] H] 2> A &2} o] Z2] A o] A o] EHOH ahite] v g Wi & A Elete] o
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Tof gk gtEd stebu|H & A U T o] = SSO ® 18l S E A2~ 5o OneLogin®] AH&-2} & 3
] X5 management center®]] A& 4= = S AT}

Before you begin
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= B é?"é)oﬂ AHs A FE o] 5 A& T} (Management Center©l] A OneLogin AF-8A}F <
sk ul =g -4, on page 512] 4T-A] =)

. Value(%k)ﬂ] FMCUserRole ¥} 72 o AN o]%% Xﬂ%’*%ﬁ E} OH:“ O] qu}/] 2 Oﬂ /‘1 T 3
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Rl 2t Al A AAS S ub 3] AFEA} =0 kS SRty

/\}B—X}ﬂ- SSOE A}-&-3}4] management center®l] 21913t uff 3 AR&-2}ol] 3l o] Ax=of &ds}
%% management center®] (7}) SSO -4 ol 4] management center A}-8 2} & ghof] &3k 2 3} H] W E}=

-
R
-

% Yt} (Management Center®l] 4] OneLogin AF-8-A} & &k vl =g -3, on page 512] 57| =)
What to do next
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What to do next
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Management Center SSO Configuration Onelogin IdP

+ Advanced Configuration (Role Mapping)

Management Center Service

Default User Role ‘ Security Analyst (Read O... PrOV|der Appllcatlon
Group Member Attribute ‘ UserRole -—uo-o____ | | Custom Parameter:
_-—
Field Name = serRole
Access Admin | PolicyAdming Value= FMCUserRole
N
Administrator | FMCAdmin "\ Individual User
N .
Discovery Admin ‘ PolicyAdmin ~g_- fred@example.com Custom User Field:
External Database User ‘ \ Custom Field: Name 5 FMCUserRole
NG i ] emes,
Intrusion Admin | PolicyAdmin <@—__ [N FMCUserRole = Shortname= FMCRole
T PolicyAdmin
Maintenance User ‘

Network Admin

Security Analyst

Security Approver

\
\
Security Analyst (Read Only) ‘
\
\

Threat Intelligence Director (TID) User

Management Center SSO Configuration Onelogin IdP

~ Advanced Configuration (Role Mapping)

Default User Role | Security Analyst (Read O... Management Center Service

Group Member Attribute ‘ UserRole ~—0w | Provider Appllcatlon
\I%Paramgsr:
Field Name = serRole

Value= FMCUserRole

Access Admin ‘ PolicyAdmin

Administrator ‘ FMCAdmin ey

N
Discovery Admin ‘ PolicyAdmin \ Individual User :
Sue@example. com Customi User Field:
External Database User ‘ \

' Name = CUserRol
Intrusion Admin ‘ PolicyAdmin N Custom Field: serRole
™ MCUserRole = Shortname= FMCRole

Maintenance User ‘ ser O‘e =
FMCAdmin
Network Admin

Security Analyst

Security Approver

\
|
Security Analyst (Read Only) ‘
\
\

Threat Intelligence Director (TID) User

» ©] management center= 9] 3] OneLogin A1 H] 2~ o Z ] #A| o] A o] S5 t} 2 A} &-2}ol Al &= &
Z oFte] o] &2 7]t AFEAF 9T HeE A (8 7] d&ye] gy
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centerol] 12 wf 3 AFE-A}FO] AFE-AF A8 D= pucuserrole®] B ARESHEE A A TE AL
*O“X} 255 i8S A 43 H OneLogin Well 4] u)3 & A7 3to] 3l AF-&-2F2] OneLogin 145 W H
AL 7Hto g2 ZF AF82}F2] rucuserrole BEO] 72 ddaf ofF st}
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V] oA F LT SSO 74 = AHE-3HA W, OneLogin ¥He] 328 o] Z} Abg-2bol] th & 7748 & 2} AL
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FMCUserRole®] U T} management centeroﬂ A= ZHU = 2 rMcpolicyAdminGroupd TFE H
Hof| ] Access Admin, Discovery Admin 3! Intrusion Admin & +-&- g3t o},

Management Center SSO Configuration Onelogin IdP

~ Advanced Configuration (Role Mapping)
Management Center Service

Provider Application

Default User Role ‘ Security Analyst (Read O...

7 a
Group Member Attribute ‘ UserRole <@ Custom Parameter:

o
Field Name = UserRole

Value= FMCUserRole

Access Admin ‘ %
Administrator | FMCAdmin ) —
g | N Individual User

Discovery Admin ‘ PolicyAdmin fred@example.com

Custom User Field:

Member of G Name = FMCUserRole
ember ot roup Short name = *FMCRole

External Database User

Intrusion Admin ‘ PolicyAdmin FMCPolicyAdminGroup
Maintenance User ‘ \ ™ /

Network Admin ‘ §§ Custom Field: M ping;
\‘FMCUserRole =
Security Analyst | PollcyAdmln\ If Group = "FMCPolicyAdminGroup
Security Analyst (Read Only) | ’.‘FMCUserRole = PolicyAdmin
Security Approver ‘
Threat Intelligence Director (TID) User ‘ M .
apping:
If Group= FMCAdminGroup
FMCUserRole =  FuMcAdmin
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Management Center SSO Configuration

v Advanced Configuration (Role Mapping)

Default User Role ‘ Security Analyst (Read O...

Group Member Attribute ‘ UserRole —

Onelogin IdP

Management Center Service
Provider Application

Custom Parameter:

Access Admin ‘ PolicyAdmin

Administrator ‘ FMCAdmin

Discovery Admin ‘ PolicyAdmin
External Database User ‘

Intrusion Admin ‘ PolicyAdmin

Maintenance User ‘ N

Network Admin

Security Analyst

Security Approver

\
\
Security Analyst (Read Only) ‘
\
\

Threat Intelligence Director (TID) User

Field Name = ™ UserRole

Value= FMCUserRole

Individual User
sue@example.com

Member of Group
FMCAdminGroup

Custom Field:

\{MCUserRole =
FMCAdmin\

Custom User Field:

Name = FMCUserRole
Shortnamef FMCRole

|

apping:

N If Group = [FMCPolicyAdminGroup
%JserRo e=  PolicyAdmin

N

Mapping:
If Group FMCAdminGroup

FMCUserRole=  FMCAdmin

» o] tho]o] 13 ol A sean@example.com- Idp L5 FMcMaintGroup] MW Y UTH o] Z1F I A4
% OneLogin "°3 o] $1 2. = 2 OneLogin AF&-2} 217 AF8-AF H = pucuserrole®l tdl] gh& &
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Management Center SSO Configuration Onelogin IdP

Management Center Service
Provider Application

v Advanced Configuration (Role Mapping)
Custom Parameter:

Default User Role | Security Analyst (Read O... _ﬂNa_mg;_,UserRole
Group Member Attribute JVUserRaIe ] Value= FMCUserRole

Individual User CustomlUser Field:
sean@example.com

Access Admin PolicyAdmin

Name = FMCUserRole

Administrator | FMCAdmin
Short name= FMCRole

Discovery Admin “PolicyAdmin Membelr of Group
FMCMalntGroup
External Database User
Intrusion Admin | PolicyAdmin Custom Field: Mapping:
Maintenance User FMCUserRole = If Group = FMCPolicyAdminGroup
Network Admin Nevalue assigned FMCUserRole=  PolicyAdmin
Security Analyst
Security Analyst (Read Only) Mapping:
Security Approver | If Group = FMCAdminGroup
Threat Intelligence Director (TID) User | FMCUserRole = FMCAdmin
H - o] o]= ;FL
Azure AD = SSO(Single Sign-On, ©+<&! 21<5) ++4
AzureE AHE-38H0] SSOE A4 8tel W v 2 S FEsHA A L.
Azure AD '\ 1 ) Review the 2 Configure an ‘\6, (Optic
Portal ~ Azure tenant management Configure
—»  center service user role
provider app, mapping
assign
users/groups
Management 3 Enable single 4 Configure the .
Center sign-on management Configure
—» center for SSO, — user role
test mapping
configuration
(1)|Azure AD 9 Azure H'1 E 7 & on page 60
W,
()| Azure AD =9 Azure-8- Management Center A] H] 2~ A 3- 2} ol Z2] Al o] A 4], on page
\\ s 60
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Azure-S- Management Center 4] H] 2~ A &2} o] Z 2] 7] o] A -4
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Before you begin
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Note

Al 22 'l ol A 3= SSO Al A o] AF&-A} o] 53} SAML 27191 X 2 A 2~ o] 1dP
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Enie
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management center 5 1 E] 3] o] 20| A Azure SSOE /3 & uf o] 218t o]l B g

(181 AF&}) management centerl] SSOE .t} Al A& 4 91 =5 management center 4] H] 2> A &
2} ol Z 2] Al o] A (Azure 22 E 9] o & o] A wEfd] o] B] XMLo] 2}l &F+=)<¢] SAML XML H €} 6] o] E
_\j]_O]_Q.E_?—] 7441—30]] E}—.—EE%]' 1¢14r4—

71 Azure AH8-AF 2 155 management center A H] 2~ of] Z2] Al o] A o HFgh T,

Note management center o] Z | Al o] Aol AFEA} 22 sl = A9 g 289 A8}
S /o2 TSA] upA Al

Note AREAF A w3 S Ak = A N AREAF Ag e 1 F g whel o3-S )

S EE AT ¢ JA R @Y management center ol Z ] Alo] A o] T1&F 2 J)E A8}

B gis] g v S A9 = s yh

A

What to do next

SSO(Single Sign-On)-S- &4 3} 51 T} Management Center©ll 4] SSO(Single Sign-On) £/ 3}, on page
329 &= st L
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Azure SS0-8- Management Center 73 .

Azure SS0-8- Management Center -3

management center 4 18] F| o] ol A T A & ARG SFA Al &

Before you begin

* Azure AD ¥ & o] A management center A H] 2> A& A} o Z2] Al o] A S A A T th Azure§
Management Center A H] 2~ #|-g- 2} of] & 2] 7| o] A -4, on page 602] lﬂ 45 FxHA L

* SSO(Single Sign-On)<- €4 3} 31 t}. Management Center®ll 4] SSO(Single Sign-On) €4 8}, on
page 32°] W& FxsH4 A 2

Procedure

@A 1 o] ©A]= Management Center®]] 4] SSO(Single Sign-On) 243 3}, on page 320l A &H}Z o] o] H
Configure Azure Metadata(Azure ™ €} gl o] E] A th 3} A Alol| A 5 7}x] F-4 & A el sl 4=
=3

*SSOAAR BEE T2 Yt = AU
a. Manual Configuration(5=% 74) gtt] & HES S8}

b. Azure SSO A H] 2 A &2} o Z&] Al o] Ao A AMEE 2h-S &g}

facs

oy 1

¢

« ID A& A} SSO(Single Sign-On) URL 2] 7d-¢- Azure-& Management Center 4] H] 2~ #|| &%} of]
Z Aol 77, on page 609] 6 Al A A o] F 219 URLS Y E Yt

Identity Provider Issuer(I1D -85 A} 253 2ol t) &l Azure-8- Management Center A H] 2~ Al| &
2 e Z 2] Al o] 773, on page 60°] 6 Aol A A o] & Azure AD A E S A H FU T

X.509 2154 2] 7 9- Azure-8 Management Center A] H] 2~ A &2} o] 2] A o] A -4, on page
60°] SHA ol A Azureoﬂ*i 2= A5 E AU (A 2E AR 7] & AFE-SHo
olF A HUS dar 8-S B AFSe] X.509 Certificate(X.509 215 A4]) =0 o] Y&
t})

* Azureol| A A3 XML W e}t o] H 3t -& =7 H3FE ol 4738 7 $-(Azure-§ Management
Center A1 H] 2= A g2} o 2] A o] A 43, on page 602] 7T A]) 3} Y-S management centerdl] ¢ =
=g sy

a. Upload XML File(XML 3t gJ = =) gt e HES ST
b. 3ol x| Aol whe} 27 A FE ol A XML vl o] ] 3} d S Zro} A elghc},

Al 2 Next(th)E S35}
Al 3 Verify Metadata(™ €} gl o] €] &-<1) o 3} A} =}ol| A A w] Z1g| o]
=93
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. Management Centerol| ] Azurecll ) 3+ A}-&=} o st wjj =g A4

7] 4 Test Configuration( 3] 1| o] A B| 2~ E)S Sl gt} ’\V\E“ ol &5 mI A A 7} 341 =] ' management
center2] SSO A 3 Azure A H] 2= Al F AL o Z ] Alo| S AESIAL L F/FE FHE T oAl A| =38}
AL

A8 Al 2wl A Ay e o] A Hl A El 4w Sithal B sk Apply(H8)= =

®
et
<
kS

What to do next

e o 2 SSO AFE- Aol gt & st vl 3 & -4 & 4= 95 Y Th Management Center®l] 4] Azurel] Tl
ARG AR e vsg /3, on page 649] W8S A L. A vF S A A REF AE e
= 73, 714 S = management center®l] = 113}= X = SSO AF-E-Z}of] Al Management Centerf] A]
Azureoﬂ o) gk ALz} 9 gt =g -4, on page 642] 4HA| o Al A 3 7] A2} Hgo] EdE Y
=

Management Centerol] ] Azure©] ] $+ A}-&2} & & vfj~g -4

management center §] 1 E #| o] 20| A ARE2} G5 g S AT 5 )
o} gaglol sdd Yk a8y A Sk 3k A -, AH8-8F= SAML
& st WAl S g sl of Yok

e

== A1 8% SSo A5 2t
O A& A7F A8 AF 4 & v

“orr

Before you begin

e 715 Azure AFEAF 2 15 S HEIUY U Azure HIY E 7 &, on page 602 FZ 341 A] L.

« management center®l] U] 3+ SSO 4] H] 2= Xﬂ A} o] ZE] Al o] A& -4 Y T} Azure-8 Management
Center A H] 2> A 32} o Z2] A o] A , on page 605 FF3H A L.

+ management center®l| 4] SSO(Single Sign-On)& €7d 3} a1 A 4 311 T} Management Centerol] A]
SSO(Single Sign-On) 24 3}, on page 32 = Azure SSO-& Management Center 1-/J, on page 63<]
W85 Fxst Al 2.

Procedure

1 System(A] 2=8) > Users(A}-8-2H) 2 A 8l gk o},

2 Single Sign-On(9+<d 21%) §1S S8 ch

3 Advanced Configuration (Role Mapping)(aL3 743 (& s vi=3))S & H Yt}

4 Default User Role(7]+% AF-&-2F 9 &) =55 ol 4] management center AF-8-2F & 3-8 44 & A] A}-§-

AL 712t e 2 ety

7 5 Group Member Attribute( 15 W H £4)S J4HF Y o] AL 2 Azure] management center 4]
H| 2= A g2} off 2] Al o] Aol thalf B k= AH&AF 2l 9] o] &3 A3l oF §u . Azure IdPO]
A 8 A& AFS] AFEAF o 8 vl =g G4 on page 659 1 @Al EE= Azure IdPOl| Al 15§ AF&-AF A
3l nj _‘r’-/ﬂ on page 679/] 1 9AS 7‘0—23]_)\1 )\] %

A 6 SSO AF&-A1o) Al &gk Z; management center AF-8-2F &gk o] A4 & 9] ¥ 3t} (management

centeri= Golang 2 Perl®ll 4] A] 3} = Google2] RE2 2] 32 AlstE M-S AFE-Y )

management center®l| 4] = ©] 2] 3k 448 SSO AF-&-AF A B & A}-83}¢] 1dP7} management center®l] %+

[ Management Center<]
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Azure 10Po) A AHet <2 g 4 ]

St AR AF 98 vl =g 443 3E ) B] 19 TF. management centeri= AF&- ARl Al A X] &F= g o]
HEE AT F5s gy
What to do next

A A A e Ao O] A8 o3 ok AT Avare P A AL <3 g

Azure IdPol| A AF-8-2F & & mfj g A
N ARE A AE s 1 AEHS 79O 2 Azure AD EE o A SSO AFE-A} o & nf s S A A
01'}:‘4‘3}
=] .

< WE ALE A B V1o 2 i E St el Azure 1dPO A AHE ARG AR o] ARG} o 3wy -
= FEIAA L

]

=
T

c 2 A V1= o2 vsg et Azure IdPOl A T155 & AR AL o & vl S RS A Q.

SSO /‘]-B-X}ﬂ management center®]] = 1213} Azure= Azure AD LB o A o Zg] 7o) gt
of| Al 3h& A& AR = 1 9T 44 455 management center®l] A5 3 T} management center
N A= 3l £/ 7S SSO A4 ] 7} management center AF-&-2}F & Shell Skl A 41 2] 7} v] 13} a1
A X5l o] 9= B 98-S AR A Al F-o Yt} (Y A H50] §1.2.H management center
= AFR A ol Al A A 7].‘— 3 7)1 A} 82} I8 Hof g o) ) 2 7} management center A=} gk gt
3= 22 Golang % Perlol| A X3} Al gFd W A 2] Google RE2 714 S =) oF &t}
management center management center AH-8-2} &gk A 3} o] H|WE 93] T LI} HS A5

Azureol A W& S-S GrA o2 Ayt

\}

Note 9] management centeri= L3 % 7|8 AHE-2F BFof dal]l 93 vsd-& (9T 5 gl h
management center A 1] 2~ A g2} o] 2] Al o] A Oﬂ sl stite] wig WS A skl A s Al AL
& oF g+ t}. management centerl_ Azureol A o] Ak AFE-SHe] I wjsd S x| Qg

AFHT A AREA7F = AT, b 02 15 7]%F & %8 2 management centerl] T
YUt Azure HV E A A o] A4 A AREAF 9 25 Ao & aresfjof .

Azure IdP<l| ] 7H*8 AF-&-2F o] A&-2 & g 514
Azure®l] 4] management center A H] 2~ off 2] A o] A ﬂ N AR&Ae gk o 3 g & A st H
Azure AD Portal & AF-8-3}¢] o Zg]Alo] Mo S8 Y-S 718k, ol ZE] Aol 55 A ~E
of 9stS F71sk th AR A Al 98 Ssiy ‘:]r.
Before you begin
s Azure HIY E S A EF YT Azure HI'W E 7 &, on page 602] W& 23142 Q.

* Azure®l 4] management center A H] 2= A 32} off &2 Al o] A A 8FaL T U T} Azure-§
Management Center A H] 2~ #l| &2} of] & 2] A o] A 54, on page 602] W85 2384 Al 2.
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 Management Center®l| 4] Azure®l| t] 3+ A}-&4} & & ulj3g F-4, on page 64°] A48 H o] 2 SSO A}
|2 & wig & A o

Procedure

)& AF-8-3}9] management center A H] 2~ o Z2] 7| o] A ©] SSO A Aol AL-g-# Z# IS F7}

ue)
X
% &

o E
= 1
Yt
« Name(°]&): m anagement center SSO -/ ol A Group Member Attribute(—Z5 W H £43)ol <) =
s 7,14 PO FAE & AFE-3F Y T (Management Centerol| 4] Azure®l] o] ¢+ AF-8-2} & & wlj=g -
_]
O

n page 64°] STA 3Hx)

S
e O] B A} H A persistent () = A T}
* Source(422): attribute (54) = A B g T},

* Source attribute(ﬁ:i ’i“"é)t user.assignedroles% /\\__E]_IJ@—q E]’

7] 2 management center A H] 2= ol Z 2] Al o] A o] wl U | 2~ E(JSON 2 E A sl off Z 2] Alo] A
Z7}3ke] SSO AF&-2}oll Al 88t management center AF-&- 2} & &S LFEFA U TE 7 7heksE
& o Zel Aol gt Aol HAbahn e 4 S WA AYUT,
® displayName: AD Azure Portaloﬂ EA] %]_ g':] z:sj_l—g] 01 ‘E—CQ H ‘jr
* description: & &l T3l 2 At}
e 1q: MU B A E 9] ID 4 ol A el oF sk G5t =Ly

* value: 3FL} ©]4F2] management center AF-8AF & 8HS ER = A<D Y o} (AL Azureol A
o] EAe] Fule 5 8al ) s

7] 3 management center A H] 22 o Z 2] Al o] Ao st ZF AL-g-}ol| v dll ol Z 2] Alo] o] mjy #H
Eo) F7tsk o Z g Alo]d J& = stvthE I FYTE AFEAL7F SSOE AF-8-3F9] management center
of 2118 uff 3 AFE Aol Al Set= o ZE]Alo] A & A H] 2 of Eﬂf’ﬂo]"ﬂoﬂ o gk =2
ol Al Azure”} management center®ll % <3}= 3k U t}. management centerol]| A = 22| 1S SSO A4
“J o] 4] management center AF-&-2} & &hof] Stt3k 4] 3} W] 1.3} 31 (Management Centeroﬂ ] Azure©] o gt
AF-8-2F & vl sg -4, on page 642] 6 ), U 2| 8F= X management center A8} &S
AR ALl Al ey o

What to do next

o ThFSk A7 ol A1 SSOE AFH8-31] management centerdl] = 1913}l AF-&-2}] Al of] A
management center AH-&-2} & &o] T E =] gQlate] e v AAE HAES HE‘r.
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Azure I1dPo| 4| 158 AF8-} & & vl sg -4
Azure®l| 4] management center A H] 2~ ol Z 2] Al o] M o] A&-A} LF-of tf g & vjsg & At H
Azure AD Portal & AF8-31o] e Ze]Alo] ol E89-S F71etaL, e &l Aol o] 55 fyA 2~ E
o d-& F71e b Lol 9 dEFYh

Before you begin

« Azure HHU EE A EZ YT} Azure HI'W E 7 &, on page 602 W8-S 231414 Q.

T—=

* Azure®l 4] management center A H] 2~ A 32} of 2] Al o] A A 3}a1 7 Y T} Azure-§
Management Center A H] 2~ #l|-&- &} of Z2] A o] A -4, on page 602] W& HZ34 A L.

* Management Center®l] 4] Azure®ll t] g+ AF-8-2} & & vl -4, on page 64°] 4 H ) = SSO A}
|2 & wig & A ok

Procedure

)& AF-8-3}9] management center A H] 2~ o Z2] 7| o] A 2] SSO A Aol AL-&-# F# IS F7}

« Name(©]&): management center SSO 7-7J | 4] Group Member Attribute(—L5 HH &)l o &
Sk A} e EAE S ALY T} (Management Centerol] 4] Azure©ll tff 8k A}-8&-2} & & vfj =g
#J, on page 642] STHA| =)

}

« o] 5 A} F A persistent (BT & A Y FH T

pZS
* Source(A2%): attribute (54) S A 81Ut}
* Source attribute(d\_i é,\“/‘é)I user.assignedroles% }\\jE—lufg'q 1—4'
7] 2 management center A H] 2= ol Z 2] Al o] A o] v Y #| 2~ E(JSON 2 E A 3L off Z 2] Alo] A Hats
o

F7}3k] SSO AF-&-#foll Al 3 & management center AH-8-A} & sH-8- Y ERH YT 71 kg Wb
71E o Eg Aol Je AFolE HAbsta th 44 S WA= A YUt

Ay,

p

i

* displayName: AD Azure Portalol] A2 & &ko] o]
* description: & &l )3+ F-e A duyh

s ra: WU 2 E o) ID 4 Fol A afalok s FREA EAADY T

* value: 5} ©]/32] management center AF-8AF & &S Y EFY = A Y T} (Azuredl Al =0

J
AL FHL 5§34 FHU)

7 3 management center A1 H] 2~ o Z ] Alo] Aol S 7} 17 dl&) dl ol ZE] Aol vy H ~E
of 71 e =)Aol & F stk ST I AFEA7E SSOE AFE-5FO] management centerl]
2918 uf s AE-AL Zﬁoﬂ dsts o E Aol G2 A2 of F Aol el tig S

ol Al Azure”} management centerol] %&3H= %k Y U TF. management centerol| A= 22 9 & SSO A
g | A1 management center AF-&-2} & &hel] &1 2] 7} H] W&} 3L (Management Center®l] A1 Azurel] T
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B rverisagauza

Sk AF-E-2F ek v 3] -4, on page 642] 67 FHx), Y x| 5= K& management center AF-8-<} & ¢
S ARl Al Y ‘jr.

What to do next
o}k 3k Al A o] A SSOE AF8-5}¢] management center®l] = 1913} 31 AF-&-Zo]] A] of] % T] & management
center AR-&2F o] AFE L =A] Felsto] A& vfg A A& HAEF

Azure A&} o & wlj =g o

Tk ool A 9f 7ol AF8-2} & vl & #] €1 3}7] 9] & management center®] SSO 42 - 7 AF-&-=}
9 5o gidl s L YT 2ko] B2 Azure®] FMC A 4| 22 A|g-2} e 2] Al o] A Aol FHTh

Note 7'd 3 == 1%— Aghol] whef management center 9 &5 T st == AT 4 AT, @ FMC
ofZF Aol AE 15 H /E AR A B disf & wig & A1) E 5 3155 Y TF management center
= Azureo] 27 ¥ 6}44 EL Rk A}%é}ﬂ 3t w3 & 2] P& 5 HLTh

N ARE2} Al A ol o] S Azure & & vl 3F o A

7N AF-g-ALe gk o g ufjsg o A] Azure management center A1 H] 2= of Z 2] Al o] Mo = v U H| 2 E
ol Aol ARgA A A o] dFH T (o] 4§l = FMCAdmin % PolicyAdmin%} 4 t}.) o] 2] gk
A& AR AL Al e = AFUTE Azure= B AREALY] TR S S o ZF AR-Afe]]
A IS AGTUT ol E Aol BEE ARE A S Y= B E o] o, o] FH e
SSOE &3ll FMCell = 1318}= Abg-Atell sl & AFEAF &l sl #hs 7H 25 A7
HAYt} Azure= SSO 2191 3 Z A 2 59l management center®ll S 2 %) #kS &3}l management
centerol| A = S8 Y 442 management centerSSO A1 %J 2] 7} management center A}-8-2F & ghol] &l
A 7} ] et o

8- tho] o] 1312 management center 2 Azure A7 9] ¥ I = o} %}O] 7N A7 ol o gk A8} o
gk g ol A A 2 o d A U)-g-3t=A & Ko F Ut 2} tho] o] 71312 management center 2 Azure AD
EYo A TSSO 74 S AFESHAITE, Azure AD XY 9] 7} AF-8-AFel] ) §F A % -2 management
centerol] A ZF AR& AL Al M2 vhE 94 3 ot WA o] Y Tth

« o] tfo]o] 13 ol A sue@example.com- assignedroles £ %k FMcadmin S AF-83}™ | management
center+= management center 2] A} & 3H-& g o},
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A AL} A A ol ol g Azure <2t vpd oA ]

Management Center SSO Configuration

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

~ Advanced Configuration (Role Mapping)

Default User Role ‘ Security Analyst (Read O...

‘ UserRole <\_

‘ PolicyAdmin

| FMCAdmin -

‘ PolicyAdmin
‘,

‘ PolicyAdmin

Azure |dP

Management Center Service
Provider Application

—_— Custom User Claim:

Individual User
sue@example.com

|| assignedroles =
FMCAGImin g |

User Attribute 1

~displayName” :
“value” " “FMCAdmin”

" Claim Name 2

Source Attribute =

}r"vassignedroles

UserRole

Custom Application
Role Definitions in Manifest:

“FMC Admin”

“displayName” “Access,
Discovery, Intrusion Admins”
“value” “PolicyAdmin”

» o] t}o] o] 13 o)l A fred@example.com- assignedroles <5/ %k policyadminS AF-&3}™ management
centeri= N A2~ I 2}, A A A2 L A A A} S stgeiy)

Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

~ Advanced Configuration (Role Mapping)

| security Analyst (Read O...

‘ UserRole <\_

‘ PolicyAdmin

| FMCAdmin

‘ PolicyAdmin

TR

‘ PolicyAdmin ~—

N

17/

= N

\

Individual User
fred@example.com

User Attribute
assignedroles =

PolicyAdmin\
N

X

Azure IdP

Management Center Service
Provider Application
Custom User Claim:
Claim Name =
Source Attribute =

user.assignedroles

Custom Application
Role Definitions in Manifest:

UserRole

X

“displayName” “FMC Admin”
“FMCAdmin”

“value”

“Access,
Intrusion Admins”|

* management centerS 9| 3l Azure A 1| 2= o Z] A o] Aol TG 7 e} AFE AL Al = v T 3
Lol ol 712 AL} €8 nel £A7Ke 7] gyt dE

Management Center2] .
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. 21550l Ul Sk Azure & S vl =g o

« assignedroles Z:4J o] &

#
» assignedroles %73 ol &3 ¥ %t©] management center] SSO A 7 o] A A&} & gholl tf3)] -
2 A3 AR e FEUT

1ol ol g Azure & 3t v =g o

5ol 3k 9 ufjF ol 4] Azure management center A H| 2= o] ] Al o] Aol = Y H| ~E o] A4

ol ¥ AF8-AF A A o] Q)5 YT (o] -9 FMCAdmin, AccessAdmin, Discovery Admin 2 Maint%]

Utk ol gk A& 5ol e = AFUTE Azure= T 1F 9] T E o3 54 01] A =

el g 9 dgS 4‘:"&14‘:} of ZejAlo] ol stEd AR Sl = Aol H o] glor, o
2% SSOE 53l management center®l] 2191 3}= AFE-2}of O3] &FH AL&4} o tﬂoﬂ A B
HE 7ML= s DA YT Azure™ SSO 2191 X 2 M| 2 5ol management centeroll Sl k<

71 &3} 31 management centerol] A1 = S8l kS management centerSSO 2 % 2] Z} management center
A&} o 3ol S A E 7 vl gy o

)2 t}o] o] 1318 management center 2 Azure 743 2] ¥l A= 9} o] 1ol o 3k ALE-A} & )
Fo| A A2 oJE A LA eh=A & Hols Ut ZF tfo] o 7132 management center % Azure AD 3~ E
of| A &g SSO 44 S AF8-3HA 9, Azure AD Y ] 7} AF-&-Zol] o) & A -2 management center
NA Z ARG AL Al A = e o ds ddeks WA o] Y Tth

« o] tfo]of 1 ol A sue@example.com- FMCAccessAdmins % FMCDiscoveryAdmins —L 2] TIH ¢
Urth o] 8t 2 E oA 2ES A8 pccessadmin D DiscoveryAdmine “F< 3 T} Sue’} SSOE
A}-8-3} o] management center®l] = 1213}H management center®l] A = M Al 2~ ¥ A} 2 73 A 712
2 &S T oh

W
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Management Center SSO Configuration

+ Advanced Configuration (Role Mapping)

Default User Role [ Security Analyst (Read O... ‘

Group Member Attribute | UserRole <@——— | |

Access Admin f AccessAdmin
Administrator | FMCAdmin \
N
Discovery Admin [ DiscoveryAdmm\

|
|
\ |
External Database User [ \
|
\
\
|
|
|

Intrusion Admin l

Maintenance User ’ Maint

Network Admin \

Security Analyst [

Security Analyst (Read Only) \

Security Approver [

Threat Intelligence Director (TID) User [

//

Azure |dP

Management Center Service

Provider Application
Custom User Claim:

_Eliim’Na_nE’UserRole
Source Attribute =
user.assignedroles

Individual User Custgrh Application
sue@example.com Role nitions in Manifest:
Name” : “FMC Admin”
Member of Groups e” : “FMCAdmin”
FMCAccessAdmins
FMCDiscAdmins |[MfdisplayName” : “Access Admin”
User Attribut “value” : “AccessAdmin’--————
“di "
assignedroles = displayName” : )
AccessAdmin “Discovery Admin”
“value” : “DiscoveryAdmin” -eg—=
“displayName” : \
N “Maintenance User”
§\Qlue” : “Maint”

Group Definitions
ang Role Assignments:

Gr}«{p\ Role

FMCAdmins N\ \] Fucadmin
FMCAccessAdmins ccessAdmin <@

FMCDiscAdmins DiscoveryAdmin 4

FMCMaintUsers None assigned

e o] t}o] o] 1ol A fred@example.com- FucAdmins L 2] W o] ™, o] Z1Fo A gtEE &
FMCAdmine “F &Y TH ZH =7} SSOE AF-8-3F4] management center®l] = 71913} management

centert ¥e] 2t o g5 ST

Management Center2] .
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Management Center SSO Configuration Azure IdP

Management Center Service

+ Advanced Configuration (Role Mapping) - ETOVigler Application
ustom User Claim:

Claim Name = UserRole

Default User Role ‘ Security Analyst (Read O... ‘ / Source Attribute =
Group Member Attribute ‘ UserRole —@— ‘ userjsslgnedroles

Individual User Cuspem Application

Access Admin | AccessAdmin ‘ fred@example.com efinitions in Manifest:

- ayName” : “FMC Admin”
Administrator ‘ FMCAdmin ‘ Member of Groups R

- FMCAdmins U
RESEGEE ‘DISCoveryAdmm ‘ “displayName” : “Access Admin”
External Database User ‘ User Attri “value” : “AccessAdmin”
N assignedrole: “di P
Intrusion Admin ‘ ‘ R N ) displayName” : .
FMCAdmin “Discovery Admin”
Maintenance User ‘ Maint \ value” : “DiscoveryAdmin

Network Admin ‘ \ displayName ;)
“Maintenance User”

N
‘ \Kalue” : “Maint”

Security Analyst

Security Analyst (Read Only) Group Definitions

and Role Assignments:

Group \\{F Role
FMCAdmins MCAdmin

FMCAccessAdmins | AccessAdmin

Threat Intelligence Director (TID) User

|
\
Security Approver ‘
|

FMCDiscAdmins DiscoveryAdmin

FMCMaintUsers None assigned

« o] tho]o] 13 ol A sean@example.com< FMCMaintUsers L5 2] WH A YT} 121} Azure
management center A H| 2= Al| &2} of] Z 2] A o] A ol A rucMaintusersOl] &S S eto] Sy
] 29k 7] wiEof], 3l G AF-& ol Al e o] gl o, SSOE AF-E-3Fo] management center®]]
27121% o], management center+= 7| < &<l Security Analyst($] 7] 1 -8)E A}t

. Management Center2]
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PingID = $SO(Single Sign-On) % .

Management Center SSO Configuration

+« Advanced Configuration (Role Mapping)

Default User Role Security Analyst (Read O...

Group Member Attribute

Access Admin AccessAdmin

Administrator | FMCAdmin

Discovery Admin DiscoveryAdmin
External Database User
Intrusion Admin

Maintenance User | Maint

Network Admin

Security Analyst

Security Analyst (Read Only)

Security Approver

Threat Intelligence Director (TID) User

UserRole <— | |

Azure IdP

Individual User
sean@example.com

Member of Groups
FMCMaintUsers

No Assigned Roles

Management Center Service

Provider Application
Custom User Claim:

ilai_mMe_e'UserRole
Source Attribute =
user.assignedroles

Custom Application
Role Definitions in Manifest:
“displayName” “FMC Admin”
“value” “FMCAdmin”
“displayName” “Access Admin”

“value” “AccessAdmin”
“displayName"”
“Discovery Admin”
“value” “DiscoveryAdmin”
displayName”
“Maintenance User”
“Maint”

vvalue”

Group Definitions
d Role Assignments:

Grou}\ Role
FMCAdmins \ FMCAdmin
FMCAccessAdminx AccessAdmin
FMCDiscAdmins ‘DiscoveryAdmin
FMCMaintUsers | ?\lone assigned

PingID= SSO(Sin

PingID 2] PingOne for Customers A| 3 S A}-8-3}¢] SSOE A A5l th

N
PingOne for ‘1\1 _/Review the
Customers ~ PingOne
Administrator’s
Console

Management
Center

environment

gle Sign-On) 7-/3

//x\\
| 2 |Configure an
" management
—»  center service
provider app

|

3 Enable single 4 _Configure the
sign-on management
center for SSO,
test
configuration

—

219 & 234 A
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. PingID PingOne for Customers 3173 71 &

Management Center 2] |

(1| PingOne for PingID PingOne for Customers 74 71 &, on page 74.
/| Customers 2] A} &£
2=
=
( é PingOne for PingID PingOne for Customers®l| U ¥ Management Center 4] H] 2~ A -}
| Customers 2] 2} | off Z-2] 7] o] 4 -4, on page 74.
N
3 )| management center | Management Center©l] <] SSO(Single Sign-On) 2J 3}, on page 32.
4 | management center | PingID PingOne for Customers= AF-8-31] SSO-8- Management Center& -1+

’d &}, on page 76.

PingID PingOne for Customers 3} 71 &

PingOne for Customers= PingID <] & &}
for Customers®l| 4] = AF&-2} 7} &<
£ E3tste=

ZA o tief & <AL g

* management center®]] O] gk SSO HA| =&

o] &=A ol A= AF-& A7} PingOne for Customers
S AARE 7HA AL A

= % 2~¥ IDaaS(Identity-as-a-Service) A& ¢ Y T} PingOne
3HSSO Al o A 23 4= gl BE Fr]d o] A tyupo] =

JAEHE S §j'7:] o2}l &t} PingOne $+7d ol management centerE 57135} 7| ol 3|
oty oy A& 1L

« management centerol] A 23t 4= Q)= AFE- A=

1218} BAA 2
3 g7
WAL AHE B F7bshok iz

A A5}

R RS D EEES R R R}

o 74 g,

PingID PingOne for Customers©l| U ¢ Management Center 4] 1] 2~ A -2} o Z2] Al o] A 43

PingOne for Customers 2] A} & &
H] 2~ A| 32} off Z 2] A o] ’ﬂ%

=SSO S A 45 d
R = R O}Eﬂ ™ PingOne for Customers 74 2 #x35td g4 E]—

Before you begin

* PingOne for Customers -7 2

+ B8 A A AE FIFE AT

[ Management Center<]

AF8-3} e PingOne for Customers g7 ol A management center A
1% 2 AR E AT o] FAIAE RE TS e 2
& AR A9 EA ey e ALg

st

2 3} PingOne for Customers 7] 5

S ALg A 4
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PingID PingOne for Customers©l| T} 3+ Management Center ~] H] 2~ #l| -3 %} o] 2] A o] A F4 .

\}

Note  x]~®llo] A= SSO A1 A 2] AFE-2} 0] 52} SAML 2 7191 2 A 2~ S0 1dP
7} management center®l] 71 %-3}= NamelD &/ o] 25 A g o] T4
o oF Ft}, o) F- 2 9] 1dPE A}5 S = NamelD &4 O & & 712312 = A}
B2t o] AL} o] F-& AFE-sHA| W, o] Al o] IdPel| & Fat=A] &l sl oF 9
Ut} 1dPol A &A1 ARG A} of] & 2] Al 0] A & -4 3} 31 management center©]|
SSO A2~ A k3 H-of & 1dp AH&- A Al & A e o o] el fr2lak4d
Al Q.

* T]”J management center(https://ipaddress or hostname)?] & 191 URLS &1t}

N

Note o 2] URL(l: A 7+ 3}¥ =<l o] F 2 IP 5+2) 2 management center 9
EjHo] o] A AT 4= 9= 7A-F, SSO A& A= o] ZJo| A FAIS =1
¢l URLE A}-8-3}9] management centerol] & =] Al | 23] of gh o},

Procedure

S AFg-5ho] AFg A} 37 ol A o) Z 7] Al o] A& A A 3Fe] W PingOne for Customers ¥+2] A}
=] o

o 1
[40

O/

ol
hinad
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F

s
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>
S
=3
=
%
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_Y‘i
)
°
i
Ho
ofl
tlo
"
)
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°
O

* SAML 914 38 A=t

@A12 SAML 2] sl v 2 o= ofZ e Aol s g

oA 3

¢ ACSURLY] 7%, /sam/acs 1= AFE S management center = 1%] URL®Y 713Ut} 4.
https://ExampleFMC/saml/acs

« Signing Certificate(~] ™8 13541)°ll o3l Sign Assertion & Response(©1A2 A A 2 S HHE A8
S
* Signing Algorithm( ™ &2} <F)ell ] RSA_SHA2562 A1 B &Lt}

« Entity ID(Q1E] E] ID)2] 74 $-, /saml/metadata - AFE S management center =11 URLO| 5713}
LJt}‘.Qﬂihttps://ExampleFMC/saml/metadata

* SLO Binding(SLO ¥}¢1%)¢] 7%, HTTP POSTE A1 ¥ 94t}

« Assertion Validity Duration(®]A A -2 7171l 3002 ¢ = 3y o}

i

®

o] Z 2] A o] A ¢] SAMLConnection 4 H.ol| A t}&- k& &l
* SSO(Single Sign-On) A H] 2=

< 554D

Management Center2] .
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. PingID PingOne for Customers=- A}-8-3} > $S0-8 Management Center-S- /3 &1 T}

management center $ 1 E] 3] ©] 20 4] PingID] PingOne for Customers A 3 & AF&-3}o] SSOE A%
g uj o] 2 gk gho] F 2t
7 4 SAML ATTRIBUTES(SAML £740)¢] 75, @ A5 &0 ol thal oh5-& A gty
* PINGONE USER ATTRIBUTE(PINGONE A}-&-4} £4): ojwjad 24

* APPLICATION ATTRIBUTE(el Z & Alo] A £4d): saml_subject

7 5 X509 PEM(.crt) P21 02 A Q1 FX St} 2 =381 AFH ol A4
o

27
A6 (A A3} management centerol] SSOE Bt} 4 Al A7 & 4= 3) %25 management center A] H] 2= | &
) 7

2} o] Z @] A o] A o] SAML XML €l g o] €] 5}olS 27 A FE o the 2 =38 4= gl &1t}
SAT ol Z YAl S S s

What to do next
SSO(Single Sign-On)=- &4 3} 314 t}. Management Centerol] 4] SSO(Single Sign-On) €4 &}, on page
329 W&& FE3AAL

PingID PingOne for Customers=- A}-8-5} ¢ $S0-8 Management Center=- -3 &1 t}.

management center ] Q1 E] #] o] 20| A Th-F A % & AFE-3FH4 Al S

Before you begin

* PingOne for Customers Administrator Console®ll 4] management center A] H] 2~ #l| -2} of] & 2] A o] A
< A/d Yt} PingID PingOne for Customers®]| t $F Management Center A] H] 2~ #| 32} o] Z 2] 7
o] 544, on page 742] W8-S FZ3A AL

* SSO(Single Sign-On)= &4d 3} 311t} Management Centerl| 4] SSO(Single Sign-On) 24 3}, on
page 322] U &S 3=x3 } HA S

Procedure

SAI1 o] @A) = Management Center©l| 4] SSO(Single Sign-On) 244 3}, on page 321 4] i‘ﬂ}i ojo]H Yt}
Configure PinglD Metadata(PingID W E}d] o] E] F-43) t) 8} Aol A 7 744 F4S A dd 5= 9l
[Sh=

*SSOAA ARE FEom Jeated b5S T gy
a. Manual Configuration(=% 7-4) 2t] & W ES 23t}
b. PingOne for Customers Administrator Console®l| A 71 A g+ gtS ¢ = gt}

« 1D #| &%} SSO(Single Sign-On) URL 2] 7 9~ PingID PingOne for Customers©l| tf &
Management Center A H] 2~ | -&- 2} of] & 2] Al o] A G4, on page 74 3T A A H ol &
SSO(Single Sign-On) AR} =~ Z 1= gt}

[ Management Center<]
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SAML 2.0 714 =<+ $S0 A| -5 <} = $S0(Single Sign-0n) 7" .

« Identity Provider Issuer(1D #| & A} 253 2}) 2] 74 9- PingID PingOne for Customers®l] tj gt
Management Center A H] 2~ A| &2} of Z2] Al o] A -4, on page 74 3T Ao A A o] & 2
HAHIDE Yk

X.509 9154 2] 7d-9- PingID PingOne for Customers®l] T] $+ Management Center A] H] 2~ A|
T AL ol Z Aol A T4, on page 74 54| 5 PingOne for Customersoﬂ A2 e=3 ol
A E AR YT (E“"\E AR 7 E At AS5A DS DL W85 FAleho]
X.509 Certificate(X.509 ¢154]) =] £ Y5UT})

* PingOne for Customers®l| A A4 ¢t XML W Eld o] E 31U & 24 e o #7443k
PingOne for Customers®]| Tl g+ Management Center 4] H] 2~ #| 3-2} o Z2] Al o] A -
9] 6+ A]) 1} S management centerol] ¥ 2 =38 4= 9l HF U T}

a. Upload XML File(XML 3¢ 2 5) git] @ HES 23},
b. 3}we] XXl upe}t 24 AFE oA XML HEtd o] ¥ 31U S Ftol Melgyr,

74 5-, (PingID
*J, on page 74

Al 2 Next(th)E =84

A 3 Verify Metadata("l Efd o] B 2<1) t 3} AF=fell A 3] e o] A vl /i A& A E 3L Save(A )&
Zegh ).

] 4 Advanced Configuration (Role Mapping) (2L 5 -4 (2] & v <3))S F Yok

@7 5 Default User Role(7]3 A}-8-2F & &) = F U)ol 4] management center AF-8-A} & 3H-&- A Bl 5| 4| A&
A5 7| 2o 2 g

w71 6 Test Configuration(7 ¥ —Lef| o] A H A E)S S =] g th A =8l o] @5 WA A] 7} 3£ A] =] H management
center2] SSO 1-/J 2} PingOne for Customers A1 H] 2= A &2} o} Z] Al o] A A4S HESIIL L7FE F
A 5 oA A=A A 2

A7 A zwel A Ay o] d Bl Ed e vk Balstd Apply(A-8)E 293U

SAML 2.0 -+ == SS0 A|-&- 2} = SS0(Single Sign-0n) -3

management center®l] A £ SAML 2.0 SSO 2 2 EZ-& F73F+= X SSO ID Al 3 2H(1dP)l| 4] SSO(Single
Sign-On)& Al A gt} 33 91 g SSO A| 3 AHE AHE-8H7] 918k A4 Ql A& & Tl A 3
2] S A sloF Ut o] Aol A A A L' A 2 Al e AE ARE-she] SSOE A g 8t
2 A8 g IdPE T 5ok Al thFoloF FU . o] 23 24 & 53] SAML 2.0 £5738h+= SSO A&
A}5 AF-8-3Fo] SSO(Single Sign-On)©ll U] 3}l management centerS A 4 3l GAlE AA & = A H5Y

o},
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B sso 3 2 sso s o] e 5 @

[ 2 \Configure an
" management

center service
provider
application at
the IdP

l

.~ /Enable single

sign-on

77N\

Configure
user role
mapping

BN T

:\4,;Configure the ‘\E)/ ‘

~ management Configure
—» center for SSO, — userrole
test mapping

configuration

Management Center2] |

1dp 2] of & 7oA

SSO ID A& A} 2 SSO |t gl o]
A& AT, on page 78.

IdP #2] ol Z2] A o]

SAML 2.0 &.3}F SSO A| & z}ol| th
3 FMC A 1] 2~ Al & A o Z2] 7]
o] 74, on page 79.

management center

Management Centerol] 4]
SSO(Single Sign-On) &4 3}, on
page 32.

management center

SAML 2.0 & 3} 8SO Al &2 Al
-3} SSO-& Management Center
T+7d, on page 81.

management center

SAML 2.0 & 3} SSO A & #}of| T
3l Management Center©l] A A}-8-
2} gk vf=gd A on page 83.

AP
IdP 3\1 ) Familiarize
Administration | ~ yourself with
Application the SSOIdP —>
and the SSO
federation
Management
Center
.-"—-'\.I
(1)
@
3
4
5
(6)

1dp ¥e] off & A o] A

SAML 2.0 &%} SSO A -&- Ao o
3}| IdPl] 4] Management Center A}
|21 93 vj=g 444, on page 84.

$S0 ID 7 57+ 2 $80 51T el o] A& % 4] 3]

H
H AWAE

t}S AFEFS a1edEke] 1dp Wl

* SSO A & A7} AL-&-Aol Al IdPE AHE-317] Hell Au| =& T

2 FFA o Z g Aol A 25 S F%3H7] 98 Okta: "org" =

.
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SAML2.0 3} S0 A & 7toll t & FMC A1) = A 27 o) el Aol 4 14 [

* SSO A& 2H7F SSOT A gy 7k of ™ of 2] @ R1(of: Tt Al Q15 B =Rl ey S AL S
Y7k (o] 7% 1ol S s e 9 8258 AR 2 25)e 74 °ﬂ FHFE = T AFY
o)

* 1dP A& AF Al ol A SSOE T+ ot e ™l oW A gko] A2 g 7tk2

* SSO A& A7} M 8| 22 Al g2} of Ze] Al ol el thal] A sl of b= A2 FAdU7R = =
©] Oktai= management center2}2] S8 B 5317] 93l X509 Q1 5A & As o= A A SHA| Tt
Azured| A= Azure X9 Q| H o] 25 /\}*9“0}04 T ASAE A el oF T

AR R 2F-S o WA A E AL A Y7 AR A 2Eol o] B A @R Y7k AREAF
152 o A AU AT o)A o] Aol B A2 A o w7

*SSO A2 & H2ES7] ol SSO Al & A7} ahit o] o] AR&-2FE A H] 2 Al g2} off Z 2] Al o] A
of gafof u7t?

* SSO AT A7 AFE A o AL F UM ARE A B 2w £ o WA - Y7 SSO A
o] A o] @ 7| management center AF-8-2} & &l 435 viB & 5 AFH 7}

* management center®l| A SSOE A Y3t& A Fld gol Aol AFEA == 17 t] F718) oF 7Y
712

< AR 2E 9] e el A Wl dsUTke

o AFEA D 17 A o] 7F1dPel| 714 o] A1} Active Directory, RADIUS X LDAPS} -2 AF-&-=}
e o ZE| Al o] Aol A 72 AP 7k

«oJ® T AHEA G A A AFUI AHEA F s FFebA] G dE sk A
management center= 55 SSO AF&AM Al 4 7H5 g 71 2 AE AL 98-S At s o2 Sy
o)

« AREAL e v g S 913 Al g S A dstE A ol W AFEA B 25 o WAl 73 30
oF gu7tk2

SAML 2.0 5 3+ SSO #|-Z =}l T 3 FMC A 8] 2= A &2} ol Z&] A o] A 4
AWk © 2 §SO AlF A= 2t A ol Z 2] Ale] Aol th &) 1dPol A A H] 2~ A& A} off Z2] Al o] A & %L
A& oF ghth. SAML 2.0 SSOE A Q3= B E IdP= A H| 2 Al 3R off 28] Al o] Aol thsl &< 3l
T4 AR QAT H 1dP= As o2 AN 4 A S A=A, AR = BE *é?é%

44 A e of Fuh

=
s\ 2
@ [\

st PHI A

management center ol Z 2] Al o] Aol A} &2} 1FS dFalels A4S il 1H Y ALRAE Aelow
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. SAML 2.0 5 3+ SSO A -Z A}l )3+ FMC A 0] 2~ A &=} ol Z2] A o] A 4

\)

Note  management center= ] 2] SSO 5735 AH&-8l= & v & A A& 5= YlFUTh AHSAF A& v
L % 9 S A Eskal AHS A} 54 S 1dPoll 4 management center 2 @8 E S T 4]

2 A slof g,

Before you begin

«sso Al gold 1) 3 S AR A 2 1F-S %A 841 AL 2. SSO ID Al Ak 2SSO H| T g o]
< S A FY T, on page 789] U85 x4 A L.

« I1dP Al o] S sk v Bad ddo] = Gl gy
« a3 4SSO FH e el o) ol A AR A B/ = S A Y T

)

Note A ~wlo]l A 3= SSO A 9] AL-&-#F o] & 2 SAML & 7191 2 A| 2~ o] 1dP
7} management center®l] 1 <53}= NamelD 4] 0] B5 F &3 o] =4
o oF gh ), th H-E-9] 1dPE AHs O 2 NamelD 44 0.2 21318 = A}
BAFe] AFE-A} o] F-& A& RE, o] A O] IdPel & Fat=A] Zlafof g
Ut} 1dPol A B2 AR A} o £ 7ﬂ o] A& -4 3} 2L management center©]]
SSO A A~ AeHE 5o & 1dP AHSAF A& A& o] Hell #] sk
Al Q.

* T]”d management center(https://ipaddress or hostname)?] =191 URLS EHlgiH o},

\)

Note oz URLE management center 9 Q1 E o] 2~0f A AT
atstE vl o] & B IP F4) SSO AR AR o] A
¢l URLS A}F-8-3}] management centerol] & 35| Al A 2~

>&4>

Procedure

A1 1dPol A A A B) 2 Al g A} of EE] Al o] A & A T

@A 2 1dpol] Z 2.3 3hS :|1/“ Yt} management center®l]l SAML 2.0 SSO 7]52 A 43l d] 2 8.3 o}
of yd s A== zataof dhr), 717 thE SSO A 8] 2 Al F A7} SAML Wdel thal th2 &1 &
AT o] BEE 1gp N Fe] Ao Mol ] FHIE 4G iz o] gl 555 o2l Ao 1)

g oA ol &= AUt

« A 8] 2 A& 2} A B E] D, A H] 2= 2| &2} 28 2}, T4 URL: URL & 4] ©] 4 H] 2 4] & 2H(management
center)oﬂ ﬂ% 1_0—,3 ﬂ-?r 0] =, 01 = "ﬂ }\é 3}34 H /saml/metadata T'E‘Z}’Oej(oﬂ
https://ExampleFMC/saml/metadata)= management center =19 URLY| F7}3HU T},
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SAML 2.0 53 $S0 7] &4 A& 5] $50-8 Management Center 7 [}

* SSO(Single Sign-On, T 1<) URL, 5°41 A} URL, ©]4 4 A1) 2} A H] 22 URL: H.2}$-#] 7} 1dP
= t2lste] AW E AF3= AU 2~ AlFAH(management center) =AY Y T} o] & A A5t A
management center = 19 URL®Y saml/acs 1= AFE (9l: https://ExamplerMc/saml/acs) < 5713

U,
* X.509 ¢15-A]: management center2} IdP 7+2] T418 B 5 3}7] 98k 15 J YTt A4 1dP+= Q)
SAE AEO R ARY 5 900, ARE P NE Ho] 28 AbEehe] BAH 02 sk 2
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What to do next
SSO(Single Sign-On)< &d 3} 314 T}, Management Centerol] 4] SSO(Single Sign-On) €-/d &}, on page
329 &= Fxst Al Q.
SAML 2.0 5 3} SSO A & A& A}-&3} o] SS0-8 Management Center -7
management center 9 Q1 E] ¥ o] o] A t}& A 22 AFE3F4 Al & SAML 2.0 3.3+ SSO Al & A S A&
3}o] SSO th 3l management centerE 743 3t W 1dP2] A B 7} & o gy}
Before you begin
+SSO #ltj o] d o] =43 P AHEA H LuS AEF U

* IdPll 4| management center A] H] 2~ A -2} o] Z2] Al o] A& T4 Tt SAML 2.0 &3 SSO A

S AE AF8-8Fo] SSO-8 Management Center 1-4, on page 812] W83 HZ 341 A L.

IdPol| Al A 8] 2~ Alg2f o Z&] Al o] A of] tf g Th5- SSO 4 A RE T At Z17] th& SSO

A8 22 Al FAL7F SAML 7 ol T gl Tt 8-0] & AFE-StE R o] J-5-2 IdP o & Al o] ol A

SHFE A 3 U =0l HEF ol g AEd gig oA o] & AT YT

« ID &5 A} SSO(Single Sign-On) URL, =121 URL: E.2}-9-# 7} management center th Al 4 1.
£ A%3 1dP URLY Y th

.
p—

D A A} w52}, ID Al & AF @5 AF URL, &5 A URL: IdP2] A 115 o] 52 2, U]/} URL
FAo =z A gd Yt}

* management center} IdP 7He] F41-& H E317] 913 X.509 Tl X € Q154
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B samLzo 59 550 741342 A14-5l ] $50-8 Management Center 7

A1 (o] @A = Management Centerol] 4] SSO(Single Sign-On) &

(HUBNRU)

7] 4 Test Configuration(1¥] 12 o] A B 2 E)S F gt} A| 2 Hlo] @ F v A %] 7}

* SSO(Single Sign-On)= 244 3} 311 t}. Management Centerl] 4] SSO(Single Sign-On) 24 3}, on
page 322 W& H=x } MAl L

Procedure

, on page 32°]| A ZH}E o]o] H Ut}
NA F 714 S-S Aeaal 4= 914

Lot mw’
O)' o,
_‘_4 —|—‘

Configure SAML Metadata(SAML " E} e o] E] F-4) t 3
Ytk

+SSO0 A4 ARE o= gy oSS AT
a. Manual Configuration(5=% 7-4) 2kt & 1 ES S8t}
b. SSO AJH| 2= A| &2} o 2] Al o] Mol A o]z el A& thg #hS Y=y
« ID A&} SSO(Single Sign-On) URL
« ID A &2} w2}

*+ X.509 215 A

« IdPoll A 232 & XML W e o] 8 3} -& A 7dgk 4 -9-(SAML 2.0 & 3+ SSO A& #}ol| ] gk FMC
AR 22 A F A o Z2] Al o] A A, on page 792 5 ©HA]) management center®]] A S PR = T
T dFYTH

a. Upload XML File(XML 3] 2 =) g}t] e MES F8 3
b. 3ol X o) whel 274 7FE o A XML mlEbE| o] 8 3} & ol Mg g o)

£

| 2 Next(th2)E 28
| 3 Verify Metadata(™| €} 6] o] E] 2-¢1) th 3} A x}ol A Ay 2e o] A wj 7§ =2 7 E 3} aL Save(A H) =
Ehiati=g

=
l

%)™ management
center®] SSO 7+ 2} IdPe] AR = A& 2} o ZelAlo]d A4S HES L 75 5488 5 vA Al
EahilA 2

A6 Al 2=doll A Av) e o] d Bl B e frka B s Apply(4-8)E 293U

What to do next
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