A
22
o)
=
|

O3 FA A E DA oM EE ALk WS A gyt
< A o MIE 27 AL R AbH 27, 1 #|0]A]
AW oWl E ] A WD |o]F, | o] X
A oM E FA| 17],2 7 o] A
AM XS 2E) 17,5 H o]
AN DD YT ZE AR, 7 Ho] A
A oW E 2] 3 A~k g, 62 H o] A

)
z
-
E
|
£}

F AR R AP 87

i
i)
>
o,

i
I

i}

A YEE E¢

-

nE
AREAF g

- 22t

* B3 247}

A olHlE o] A M 2 |p g o] E

Azge BUE s B 2ol A B8 W7 tehls o] MES] o] 2 YT o] 2]
& B o] BS ALg-3le] U ES Aol A 9] ALE A B AR S WS AT 5 dHUh v
ENA AN LD AL S doH F7, RUHY R UEYI AIWE, o] 2 93 AHE T =

4 st=go] Qe o] 25 X Gy}




| IEEEEEES R

oY
=
o
=
(m

A4 LD o ME o] B-g ALg3ke] EN D) BAE, o el Aol M, ALg Aol AT 9% A

BAS 9 YEN D A 2D oE =
FUTEID G A 748 Fol= A2 Alo] Ao A D G AL
83 t]ufo] 2o o gt}

=

A4 A AL ZaE, e Aol A, Uet gl A8 HlolHE AT D 4 AL 7

>

g = AREAL H ol H & Al ey T

L= SR I
M 2 g th A28 8 A 2 Eo) A A E o WE Ao AR
A2 ATHUT 54 a7ol DA Aud BAs: 25 AAZLE 44T S5 A5

2 545t A gste o

e E EDEE -]

DEREENRIS D ECRE

thg 7 A o] ¥l E | o] B2 Analysis(32]) > Hosts(E = E) 2 Analysis(3=4]) > Users(AH-& 2} |5 o}

2 912 gt

A o W E g o] & A2 Hol B2 QYA =A] |ID Hol B = A A=) o
o] - S

TRE 4 oly 8

TAE B A% o ofy &

of Za] Ao o oy e

of ZE] Aol A A AL} o ol g

k! o ol e

FTAE &4 o o 8

A A ol Hl E o o]

A2} 1QF Fl8) A 3% o o

=4 MA o o]

AgAte] BB o °

AFE&2L o o

F °Fd o oy e

A =3hE] 3 Ry o ofy 8

Discovery Statistics(71 2 & A]) # o] X|
o) )

MEREZ Y &g A aoke] AR,

| RS

o= A F A FAE SAE o|HE IR EZ ofE2 Aol



o] oA ell= mpA| Tk A Zbel] thek TA| R & A AV HEH YT 54 Hule] & &
Hpo] ol th SAE & 5 AF U 2of o »dE oW E, M8, & AA = & AA

wAAE FY5te] Hol A FgE Aot oJMESE &7 7% JFUTH
ZT E=WQl 5 A A =9l E ke E=Qle] tlolHE E ¢ AFUTh Y & B 5
Edle] HolH &= & 4 glsUTh
ZREAA
A1 Overview (7] &) > Summary (8 F) > Discovery Statistics(3 2 & 7)) = (&) A& gy}
WA 2 TAE B = tulo] ~E Select Device(t]HFo] 22 A 8 H-Eof A Aeghuc Aejdor wE 3

2] &= B E tulo] 2o 3k 542 K )™ management centerS A1 B g T},
A 3 e 22 JA o] lFY T
* Statistics Summary('E Al 8.9l A FA &.F A, 3 Fo]#| o] gl wet Ak FTAE =
AFHT
* Event Breakdown(©]| ¥l E 7)ol A H.&| 3L 3}= oMl E /-3 & S8 Yt} oWl ET} A 5] X
B AT, B g WA A R A HAE 2 sorE 3

* Protocol Breakdown(ZZE & FF)oll A EX]E o|HEZ} A A A8 T T2 EFS B 5 35
e

* Application Protocol Breakdown(e 2] Alo] A T2 EF EF)olA B o ZEAlold 22 &
o o5& YT

+ OS Breakdown(OS 7)o 4] OS Name(OS ©] &) 5=+ 0S Vendor (0S & F A A) = &8 gt}

A=Al e E7F A4, 5 3] A

Total events
management center®l| %7 F 74 oW E =
FH 1A e] A A ol E

ohA e A 7kl A4 F 74 oM E 4



management-center-admin-73_chapter27.pdf#nameddest=unique_861

o
=3
I
M

-
|

Al

il
=

oY
=
o
=
(m

A
14 o] A A o E
U};qm l/l—oﬂ Ag}dg = 74 /\ﬂ o]q}_]lz_ _/,E
Total Application Protocols
A H BB N A8 S Ape) & ol Felrlo|d TREZ 4
Total IP Hosts
AFFIPFAR Y T HAH T 2E
Total MAC Hosts
IPFAR AHEA G2 & GAH T8 5
BE gulo] 2o g3 A A EAS HE EA tufo] 2o 3 A EAE HE, Total MAC Hosts &
A= LTI A= ufo] 25 P F2E /MO E2ES A8y dEYU o 5
= UhE Setel O3] APEEE F EaE 58 ATS 54 0UA = e 2ehi E A o
Total Routers
OB R AEE E B e
Total Bridges
Bl AR EE F g e
Host Limit Usage
A ALE Tl TAE AFHe] H]‘g T2~ E A|$F2 management center®] B2 2 o] H U BE
Y X = t]ulo] 2o tf gt A& K= 7 -9-ol 7k Host Limit Usage”} Y EFE Y T}
S
Fi E2E A Ge] BEAL EREA AAEE F9, A B0 8 S ul ES D o] E2EL T
e 25Ut
Last Event Received
hg A DA o METL WA S B g A7)
Last Connection Received
g AT o] SRE WAk R A7k,
=
+ A
Event Breakdown(©] W1 E &F) Al ol = vpx] 2 A ZF Ujol] B A s A 2 & 2~ E 918 o]yl E 9] 7}

2
H
T TR Ee =2 dolHuo] 2ol AE 2 o] HE fg 9] & 7t EE gy

- BEEEEIS



AN Y 5 2E ¥ ol Eo] tf & Al AL S B Hl ol &= Event Breakdown(o] ¥l E #47) A4 &
AHEE g dE U

3 =1 h=
SEEX '""H‘IT Al A
Protocol Breakdown(Z 2 E& &) A

Ut gxsE zZt 22 S 0]‘%,?—_ %
2E 7 BAFH YT

NEe) Ao H LR EF 1R A4

ol = SAE 2B dA AHE T ZREFO| YdH
Z 2G4 rgojon TR EZS ARt] TG F S

Application Protocol Breakdown(®ll & 2] Al o] L2 EF F-57) Al ol = X H T AEo A A A&

T o Zg Aol T2 EZo| Yy ﬁigio]a X]L]—}\]7].Eo].OHI‘L

g AN TRES

gAdSE F 5AE 5 B4 Aol TREZS Ade AR GAH F AL 57 s
"] t}.
gy X2 TS AFE-EHE A B th g A FAES B bl &= Application Protocol Breakdown(©f
ZeAolH ZRES ¥7) A4E AR 5 T

oumwmmmmﬁ-)ﬂﬁﬂ%gua%ﬂ%ﬂz ) ol A A A8 F01 £ A A<} ] Bol

AT TP L 2 AAE DY TA F E2E F7F I YTh

=G AA o] 5 E Bl AFE-E] = unknown fh 3G = A A D B o] A 2glo] YAZHE}
AA A o www pending ak-& AlZ=Hlo] & AA X S Ak o 2ag gE
£ o4 T8 A XSS v gy th

S E o A Aol g A FALES B dlol = 0S Breakdown(OS #-57) A4S AFR-8F 2= 9l5 1]
T},

I g

A4 oI =S} 3 A = Tukol o] e 4% FAE EA S 1S
A HlEE B 1l 93] sole)




| IEEREEEERE

dir
rlo

b5 =W F5 A @A £ @ e} Brjele] dolHE 2 & A&y o
wrjole] ol 2 4 glgueh,

+
Ay
1
rr
o
N,

Al A7) ol
ﬂ%ﬂﬂﬂﬁﬂE%ﬂ@ﬂ?iﬂﬂ{aﬂﬂﬁ;§H54&424da5%{§§qq(q5
AzF Aol S &= F AFHT) UEA T AA 73 74 B 2 B A | S FxkA
Al Q.

o] 2412 S ashel W Thel A} = f4 B Abgbelof P e,

L RAIA

A1 Overview(7] &) > Summary(2-2F) > Discovery Perfor mance(3 A A 5)< () A8l o

@Al 2 333 management center T2 Wl U X = U] Hlo] 2~ & Select Device(t] Hlo] 2= A1 B) H-Fof| 4| M B gt
Yt

SA3 A e 19 59, 6 o] #ol] A U] 2 Select Graph(s)(TL X A B 5o A AAJE 1
A Fs ey

7 4 Select Time Range(A {F H 9] A &) S-S 4] 1) 3 of| AF§-3H

GA 5 e FAE 1Y ZE BAEH Y Graph(LHE)E 29 %

SR EELERS

(e}

S A Vs e fRe) e A

oL

Q.

Processed Events/Sec

Data Correlator’} 23 A 2] 3}+= oI E =& el &= 189 =25 TA S}

Processed Connections/Sec

Data Correlator’} 23 A 8|s}= 92 =& el &= 292 &8 A ST

Y,

Generated Events/Sec

Mbits/Sec
2 A1 2 A 220 9] A EH = EY ] W7 E & Yehdl= 2 E AIE Y

Bt vhol £/9)7)
FREEE R ECIBE EXEEEE P

[x

& 3t vhol E £ 5 el 28 28 BAFE YT

- BEEEEIS



Aqamgazz s

K Packets/Sec
29 74 T2 A 20| o) B E = R 5 YERd = 2828 TAFY 1,000 THH).

—

ER RN EERENK

management centerol| A= HIE9] 2ol tjsl] A== A 2D dlo]H 4ol AF-8-& = 9l &= o]l
AAEE TS ATIUG AZEE= UE] I P13 HEo] YEY T A4kl tigk 34 1
’\im‘%q.

management center®l] 4] = 7128 2 ID o]l th3 AlA HolH JAZF2E EE HAH TAES}
G %A, A, o) B2l o] 4, o) el Aol A AL, A ob, A8 AL B, AFE A} Sl ek A}
AR AAEEE ATFUTE AR AA HAE2E AT 5 dFHTH

L EZAA

folr
[»
[
o
|
fol
M
m
=
T
T
N
3
S
o,
N
i
e
N
o
hind
>,
to

CE2E &4 dolE — HAE &4 17],24 90 A3 FEFAA L.

P E2E i ALgA WOk e A E dlole — wek Fa A K dlole u] R 2, 26 5 0] A &
EEL R

A H dlo]ly — A1 "ol Bl B7], 31 #H o] A& Rt Al Q.
o =el7AlolAd dlol Bl — o =7l o] Al o] ¥

H
N Ee] Ao A Al AL B0 ] — of Ze Ao Al F-AE el o] E] 1Y), 37 o] X & FxakA
Al 2

s

2 Al Hole — 24 Al HolH 1Y), 54 d o] A& FEsH A L.
« ARE-AL H| o] B — ARE-2F Hl o] B W7, 57 H| o] A & FEsHA A L.
« AH&AL F Hl ol — ARE AL Fg Hlo]E] W7, 60 | o] A S FEFHAA L.

CUEI W —UEYT W BIE TN Q.

ae)
X
N

El

58 T2 A28 H Analysis(i4]) > Advanced(3L =) > Custom Wor kflows(AH-& =} |
A AER)E AT

A3 gkEE EH o] Eoll 7]8kek 9 A E 2ol A ~3t e H Analysis(it A1) > Advanced(3L3) > Custom
Tables(AH&-2F A1 A £)E A&t

A 4 E A AN YAZZ2 A AN Aehe BE Ho| x| o A dRbH o2 o] Fojx] = & A& 3
ot

o

RN |


management-center-admin-73_chapter24.pdf#nameddest=unique_773

| JEEET EEEERE

s

oY
=
o
=
(m

A A — FAEE DS AFeE A F7)eE d WEZF Close(27]) (9 S8 &
=
=

AlE = FS ol A Apply(A-8)E S8 Ytk
&) 2 EE F71AY ZAEHE Y Apply(H-8)E 29 317] ddl sl gl #e A Es)
A el H g naygsle 48 Bo)o oA E2rbsled 84 slaln e =
g ato] H A Al ek 2718 843k U, Disabled Columns(B] €43 8} &) o} 2o A &
o] =S Felgyr}
e A

A — A AT K)o A I = p = FFES Abg sl W AbA| e 3 olo] B
B3k 3 Delete(2HAl) & 2 2 87 L} Delete All (315 2HA) & du ot il
AM 7)5 0] Al Al ZHE W 7hA| (o] 5 thAl A E 2 ) A AlE A EE A Y o
<] Analysis(=4]) > User S(AFH8-#}) > Active Sessions(&H5 A A1) 5| o] #] of] &
VPN) Al A& 21418 7] Aol s Al S S3beA] Slaiid Al 2. &4 A S 2hA
s sl A A o] tupol 2o A S FA T = Jlon g, ol g Ay S st =
= AAE FAG H 9o A ZYE A Y 2k 4= gy

AN

a1 Analysis > Users > Active Sessions(i-2] > AF-8-2} > &4 Al ) o] %] 2] VPN A4 el
gk AFAI R W82 A HAl 2 VPN A AREAF BV S FFEsA A Q.

2 Cisco(X] =3-E] 9} el F oFd & A A1 & = gl ok Ly HES 2l o ® A1 S
s o) 2=
T oo\ 1/] T;]'

YU — HAERANA U d o)A = =Tt W 2T B o] A ARR-S A sHA A

o

A o] 4] o) — AA AAZE Ho| A WA ol okl JABE ol B B F=
A<

JAZ 2 el o] 5 — AR A 2AL FA @ AU AA 9AZ | Ho] A ghe] o] 53
P, PAEE Aol A 9] A% Fad A sk solx] YAE Tk

U faZ2 o5 — U oME Wy o] Faje] Bl o MES

[ =)
RS EX P

k)
i
ol
ol
i
)
__(lg
[
e
i
o)

dole] 4d —9aZ29 volHE Adsted d ASS Pt 4 &A1& w2 5
g A A ES oA FE Y

Exane 57 -IP 5749 T2E Z223YS B Host Profile( &~ E X2 91) &
1A 1 24 10C(Indication of Compromise) B 17} 1= TAE Q] A 9-o = 1P 4 ol &
Compromised Host(R.¢+ F 3l €l & ~E)5 S th

2>y lok
LAY
ol

rr

>
fo

Pt T2 a9l - AL-g 2D A B E B User Identity(AH&AF ID) Qo] F A5 = A&} of
o] & = 10Ce A2 ¥ AH-&A2HH Red User (W74 AFE- 22 Z8] gt} 8.7

-

H0 o
e
fu
>
>
ofo



management-center-admin-73_chapter27.pdf#nameddest=unique_492
management-center-admin-73_chapter27.pdf#nameddest=unique_848
management-center-admin-73_chapter27.pdf#nameddest=unique_874
management-center-admin-73_chapter27.pdf#nameddest=unique_874
management-center-admin-73_chapter27.pdf#nameddest=unique_491

EEEERNENREN
Management Center G| ©] E] ] o] 2~0] 4] d]o]E] #]| A
al & o
AT 1E QI oHIE
S Ags) 7E—’1/\Ho HEZS AT

AlaE ol M= BB P E = HES A Al 2HES WA AlFA
Yok A= A A E v E A 7] 5ol tal = A o HIEZE A
W7 Abarell thal A= WA oM EZE A4 Yt

ECEE

Z7) MEY T AN GA oA A 2~ElL 7+
71 A ¥ TCP B UDP A vl tial A o]l
Abgate] o2 3 A ZAE D MW o]l E

ERP A AT 2 AN E 7 S AEA A Tl ZF o ZEj o] 2R EF UES A B dEo dis)
A} ol E S A YU Th NetFlow =28 & RUE Fetes 4% A4 fF ol A = o Z2] 7| o]
A ZREZ EAS NS E F AN iy A = Huto] 25 RUE H et A A4 A
o A= vl 2 3k 5= flsF U T H] NetFlow A4 TF 2ol A S 2 E W= ARE-2} 3 48 v &4 3a)
A o Ze]Ale] o] Abs o= A YT

Z7|MES A wjgo] E W A 2L WA o|lEE At U ES A WA ALES A& A
715U Aol A ALke] g o] WA E winit; WA o] Wl EVE A YT

A3 E A o]l E = o o] H W o] 2~ o] 275 Yt} management center § Q1] 3| o] ~ & A}-8-3}o] A
A oWl ES B HAskar, AA| S = s Ut A FH ol A = A oWl EE AFR-S 5= )
FUh A E AA oWl E §3 9 X4 T VTS 7N e 2 A A S 23T 5 9l
Utk ZaaA AA oA AR - o] 2l A2 HIE A EY T o] 7|ES T8k wg i
syslog, SNMP, o] W &5l &7 A},
&

—

B2E 4 )52 Abgetel VIESZ ol o8 F7He S A5 UTh 9 AA A 3L
G AR 5 9100, o] A A~ EE S 5 aEd 1) d

2o Aue Qo= S ST
uh Ed o Fel Aol TR ER, FeholE, Au R EAE SY& FFOR FI 54 Ei A
ASAL AP Y0E FAT FE AU o 87 S A2 5AE A o MES 4T

Yt}

HEYZ A A YA A]xElo] 7| E351= A oM ES] §8S AT 4= 5 7 A ol E
Hol 55 & 75 Event €l o|HIE Fo] YEH YT T2 A A o|HlE Fo gist Ay
=3

S 2~Eo ] =7 MAC 94| 2

Al 2~"o] Aol AAE T AE 3] A} MAC T4 B4 8 49 o] o] EZ} AUt}

=
Alzglo] B E S Sl B S dEshs SAES 9N T A o] o[ ETF FF AT 2
FAREEANZTOEPR F47 YA BE S AEE 9B d249 MAC F47 & Ao=
FEAFAYTIP T4 A2 9 AA MAC TA4E X A9 A|A8E T 2E 22519 o] MAC

TAE AL H2ER A, oMl E B 7|9 oWl E A g o] "ARP/DHCP detected" M| A A & 3%
Al g,

RN |


management-center-admin-73_chapter18.pdf#nameddest=unique_599

- IEER

Iz

r

I

[m

oftt

oY
=
o
=
(m

Al zo] vl EA & ol = Seho| A EE HlolE o] 2o A AFAehH o] oI EZF A H T

Sl E ol e
Al22§e] HTTP Eel 5ol A o] 25(%, 2.t] o, nelo, el 5 54 F39 2a2)2 g3
79 o] o]l Es} 44 H U e,

fol

o

m
N
=
N
DY
u
5
oo
i)
o,
:10
AN
)
T
@
!
=
N
B
i)

oll
=)
M
-3
fol
[»
[
XN
29
3
o
gl
i
v
ax
fol
[»
[

£
B2E 9 Y E2ES B S Unte] 2 2k o WY Fol A At WA S B
@79 o] S MES AE

Ed e seleha 525 A og d e 2

s Eplol 27} A E R ARP AL BT 27 A TR ES] £2E7} 988 el 4
[e)
o

SAREAAE: T AE T T

management center®] 4] T E A|3ko] 2l E o] YEL T WA BRUEHHE = S AEVF2HA4E 7

o] oWl =7} A4

L l‘ol‘

FAEAAE: EAE e 22F

management centerol| A E~E A §hof| Imdato] Al S AETFAHAE 75 o] o|HIETE A H YT
o] o HIEE T AE A3 e - Qelel SAEVFYESY A ol A 25 = o] A oWl E 9}

H] L3l HAT A 2.

T2E Ao =d3t A9 A & 2EE AHA| 512 H Policies(d 2]) > Network Discovery(U E$ =
7 41) > Advanced(aL ) 2 ©] 531 When Host Limit Reached(Z 2~ E A g 'I=@ A])E Drop hosts(%
2B 2 A& A ek

2E10C 47

2~ E o] g3} 10C(indication of compromise)”} 4174 = 31 &l o] A= 7 9- o] o] H E 7} dH A3+ Y

fol

B

| RS



)
&
o,
&3
[m
o
oft
|

TE AIZE 23}

S2EZFUES A A G o Fojw 24 Yo Ed S A R 7] wliTol vES A Yol
A AR E A $- o] o) HEZF AP UTE AE SAE P F4 W MAC FAE AEA 0 =2 A7F 23
AU A8y BE F27F A7 2957] Aol SAE7FUESY A Wl A AR A] ek

HES) 2 A4 Aol RUE L =S WG A, B2 Aol A AT A e
WEAZ WA eole E2ES FE 0T AAsnA & 5 g
HEY D Oulo] 22 TAE §8 WA H

HAE S AETF A 2 Y E A tubo] 295 A AF o A Feled A5- of o]l EZF A HY

D=

A = G A A ek A Ao 55 Do FEok= A AW e S GAA IDE A =Ho] gA T
g5 o] o[ EZ} A HA

M 2L 55 IDUHE 47 Ael EA2EES 1A 271eke] ID T&5 s 238 Nmap w4 & E
2] 7 8}+= Identity Conflict(ID &%) o|HIE S AL&8 5= gl HU T

ID A b 23}

MAC 8 = ¥ 7

57 MAC 72 B TTL #7 A48 Aol A Al glo] W7 AL BT 35 o] o=} 4

A,

FAEFHLHURER TS, ol

= =

_ —_— AL

AU Egigo] o g¢-HE T T loen= ol 7 E 7 AdFUTE B A ~Fo] &
= H

=T M8

NETBIOS ©] & ¥ 7
Al 2~Ello] & A E NetBIOS o] &2] H
LIREZS AN S AE 3

=
of

A ol =

A2gho] A Zeol AES GAT A3 o] o MEF B AT




oY
=
o
=
(m

I

- IEER

Iz

r

%

o
f
1
oo

HE 74 2 AgstH e AN QAo A 2ol A o Z2] 7| 0]
[©)

ML
it
>

}01'
1>

Alz=glo] YES Fo A A F2d Al & ~EE §X e 74§ o] o] HEZF AUt
j

o] o] Wl E = tjulo] A7} A Z 4 E 9} ## ¥ NetFlow U0 Bl & X 2] &} A 9ol = A9 4= 5y
t} o] A oM EE AA3teH, NetFlow H o] E] S #e]d] EAEE A= UES T A4 732

2 g aof Fuich

MUEYa Z2ES

SAEZFA UEY A ZZEZ(P, ARP 5)¥ 54 TUS Al2wlo] &4 & 7 §- o] o]l E 7} A4

A,

Al 08

N 2Eo] EAEd etk A A A S SR FAY EAE LA Ao A WA ALEFS B x| e 7S

o ofHl EZ} A H YTt

A TCP XLE

FAEo A A 3LE A TCP A ¥ EE(d]: SMTP 1= ] A ] 20| A AFE-3l= X E)E A ~Eo] &

A A5 o] o MEZF A FH T o] o] HE&= e ZE] Ao TREF = o9 AAE AW E 2
HEE H AFEE A 5 Ut 18] 3 A B = TCP Server Information Update(TCP A1 H 4 . ] g 0] E)

oM E A &t

ko] oM E= U EY A Yol EAeA] e RUE = U ES A 9] AW & 243 ¥ NetFlow

tolBl & tluto] 271 A gl e wj = A Yt} o] 4§ o] MEE A4 5t H, NetFlow Ho|H & ¥

glal e Ze] Aol A& A sk= UES A AA 2= A8 oF et

NAEZTRES

S 2E7FTCP,UDP 59 A MEY T T2 EZ3} T2 FU S Al 2wo] &x]8 29 o] o] Wl EV} A
RN h=

A UDP L E

AlnElo] S AEA A3 FQl A UDP A H £ EE BA T 45 o] oWl E7F At

3L o] ol E= V| E9] =L il EA]8HA] &= RUE H ¥ = U E A o] A8 9 ¥ € NetFlow
dlol® 2 tupe] =7k A2 et ke AU of Ay oME=ES §‘*5}ﬁ%,NetFlowﬂl°lE%%
o of Zej Aol A e A= UE A AM S dAgsfo




fols
[>
[m
jin/
)
o,
&3
[
o
oft
|

TCP X E A7+ =3}

Al zEo] YES T AA g golg 7+4 o] TCP XEZHE 9] 53 BA|514] 53k 74 $- o]
oWl E 7} A Yt}

TCP B AR Aol E

A zElo] BB ol A Aa 54l 788 TCP A Mol A WA AFEHS B3 7 $- o] of
Y.

TCP A 7} e o] =5 5= 7 -0l &= o] oWl E7F A d 4= 354t

=

E7h A

AN zeo]l YES T AN G Golg 7174 o] UDP EEZHE ¢ @55 &x3}x] £3F 7 ¢ o]
oWl E 7} A Yt}
UDP A ¥ A X JHo|E

A zElo] & 2ol A Aa 541 7148 UDP Aol A 7 AFerS B3 2§ o] o]
Y,
UDP A1 7} ¢] -1 o] 5] = 7 9ol 2 o] o[ ME7H 448 5 AU .

=,

E7b A

VLAN ] 2 A1 QHo| E

Al22j)e] BBl £3Hz VLAN B 71o] 4] W7 AFHE A 45 o] ol MEH A E U

A oM E Q] Hlo|BS & 49 Event Boll oJWIE 3] YAg Yt}

AT SR A (: FEOR BAE F7HE FAY W AT E TAE A o MIES A 4T
o] BUEYE = U EY 0] A A4 WY AGE Bl Aol B A 29 ExEe A = g
)& o) = 7 A o] E s ] s 1A A 9.

HE D A4 AL FAste], A xdlo] 7] Fal BAE Qe olEe] 39S AT 5 %]




fol

[
jins
)

&3
[m

Jo
ofl

oY
=
o

AL Bl AEE F7H A9 o] ol MESL A T,
AT EAES F7HE S o] ol MES AR

ALEATE TR EES FUFE A4 o] oW EZE A H YT

270 A3 7}

Al22Eo] Nmap 2270 2] A3}E T AE F718 7§ o] oWl EV} APt}

APE2L7E A 2B o A SEto] AEE AHAI S 74 5- o] o] IET A T

U_\.,

SAEMMELA AHA

ALAZE A 2RO A TP A T A B AR @ S o o MET ALk,

IR EZ A

AFEATE A 2R A RS AR 7

ol o EZF A4 g Yt

S
>
ofo
2
N
_ﬁ
>
oo
2
ol
Lo
M
[y
m
i
>.
4
2
W
-10

o] oWl EZ} AUt

L= AR EE O35S AT A o] oliEZF AAH YT

=
[m



A1 Analysis(347) > Hosts(2 2~ E) > Discovery Events(7] 2] o] ¥l E)S(&) A €]
A 2

)
3
s
fol
[>
[
2
i)
o
=3
[m
f
N

TAE 54 QulolE

AT ALEA A o] BAE 40 ol B WAL A4S of ol A4 H T

ARG ZAEC R SAE TRE s A e AT A9 o] o|HEZ AAH YT

SEECEE

ARGAE7E A of] ti gk Wl B B3l Aol S e A5 o] o]l EZF A HY T

Hepy G A4 44
HoPY GG Azo] M4E A5 o] ol MES A H U
d 5k Aol vilal] A4 Fel ko] 4 B Mol A w2 5] AL A el A H ko] 84
s 45 o] oM=L AR
Hopy 44 FEekA g
AT H P S P S EE GRS 45 o] ol METL A4 H T
b A AT
Aol A% A0 TAHNY AR S G AFE A5 o] o MET AR
Th 3
24 ol E §8,9 7 o] 4
Y oHIE 17|
AN oIE A AZ 25 AFEahE 74 o[ WES 5 AE e ol Ee A HolE S B 4 gt
25 Qe Anol whl oliE Bl 2Aa 5 g
O el 5 A AR molel 9 59l mrjele] HlolE g 2 4 AFUTh o B& 47 Ei 5]
wele] HolE = 2 4 glavth

o M=ol A 23 v A H = o] A= Aok 9 AE R whe} dek Tk A4 ol WEe] ¥

o) 1] L EAE WY FE AIAE EFeh A 4o AAZZE ST S AHIh 54
279 ANt R BASHE ASA A AAERE YT 75 Ak

EZEZAA

]

Sl=y

Ot 22 5ol sy

RN |



oY
=
o
=
(m

=

Za ofZgfolAdxe] FAHHE B QY e o HIE A8 BT ShHE Hou A
AE ol EE AIZF 7|02 o|HIE B 7| S Aget 9 oWl E W 7|o e 5=
AHFYL o= of ZEFo|d o tf st SEfold AT S A5 A f-oll = Ay st
T IdFYTh

A H

cNEY YAZZEHFS U A EZE AFESIH Y (switch workflow)(1 222 HAEhE =

g3,

7EAZE AY S FIAFUGEH A L ID A EE AHE, 7 H o] A Fx).

« Ho] B9 Ao th3F &S AAE] Lot AN (HA o E = 16 o] A T,

7 g
HABID YA ER AR, 7 H 0] A

oJMET} A F 7] A ol MES BAE FaEe] 211G wpAw AL AL A U ALEA o] 7
S Qi ALEAT G AP, A U ASATE BB e AR AHEARE FH U T
e A g AL AT 2

o Ho
-
b

MAC 524

AN o HEZ E A3 UES I E I oaf AFEE NICS MAC 4. ©] MAC 4% o|HE
o B STAE] HA| MAC T4 & a1, EF o] S8t v E 9] A t]ulo] 2] MAC T4
d FE AdFYT

MAC Vendor(MAC 11 t])
A oM EZS Eg AT Y EY A Eg T oa] A-&F NICS MAC st=9o] &3 A

| RS


management-center-admin-73_chapter27.pdf#nameddest=unique_861

SE

=5 A 49 virtual_mac_vendorE Y Eato] 7} S AE 9L B E o] E S} YA A

Tl
SAEE A% tulo] 2~ 9] Q] o] I = = management center®l HE]H| U A| S A §F 7 -$-of ot

AR,

Device(T] v} o] ~)

oJHES A3 v A = tjnfe] 29] o] F Y Tk NetFlow H o[ E{ & 7|WFo. 2 o= A £ 42E B
A A B oI E 9] A9- o] A o] s Elo]H & A e’k vy X = Huto] A9yt

o] E

P g
o|HIE A

AN2EE S AESE X8t 3l AR E FHsle] SAE 2239 S A4 v o HES A F

U t}. management center ¢ QI E] o] 25 AL-g8lo] TAES B A Asla, A4 E ¢ QG5 U T

SAEEHE S A EAEE VN EYy 20 9l 4] 53 E E5S AT

AFUTH ES T AE T g 2UA TAEE NS U F EAE £4& TAE 579

TLY AU 1 S FRA T LA A AR T R 3NS5 9 A
1 AL 5 A5y

A 22516 4= U W NetFlow 7] 50l 4 W] E9) 2L flol] 545 & 5718 5 AT, o] 8§ EAEo]
A 5 9 A A FH U T NetFlowsh v L] 4] = T uo] 2= v]o] €] 9] ko] 71 9] 1] &% §25
SREY

doly 17]

management centerS AH-5-3HH A]
A= AR wet BYlE 2
U5 =]l 5 Al A A =] B
THRle HolH+= & F $lsyth
S0 oAz Wl FAH S Hol At ALga i 9 AT 20wl Sep o vl2 AelE i 9
SERE LA AT ALFE FHGE RE 540 g AT Tsolo] FiE BAE 1
oA ZRFUT 54 2ol QA ek Ant FAG = A8 A4 AAELE AT 4w 9
s,

Adone [l


management-center-admin-73_chapter28.pdf#nameddest=unique_497

oY
=
o
=
(m

L 2AIA

A1 B golE e olx g,

s A Ao AAZZE AFE T F$ Analysis(E4]) > Hosts(E 2 E) > Hostg(2 4~ E) & 418
.

c SAESJHoolE KB 7L AT E A 2 1Y HAZEE AR T -5 (switch wor kflow) (9]
AEE A3hHE FE3 U Hodts(E A E)E A e g

O EY YAZEE N ZS OE I EZE AFESHE W (switch workflow)(H &2 H3HE =
Eiasi=3

B ANIAEZ AYE FIYFUHE A L ID FAZZE A, 7 Flo]H] Hx).

« Hol &9 Gof tigh -85 A8 LotRAA S (E2~E o B =, 18 Ho]A] 3hx)

c FAL B ol B FES ne-x o EE WESR FYFULH (FAHAS AlTIA 2
A= JdHFYTH)

cEH T2E 32E £ AFFYHA Y S TAEd 8] SAE £4 44,25 Hlo] A
A7),

5 2B g EPY 2204 AAFUTHAA Y SAE g Ed 225 A
23,22 Ho]#A] Zx)

cEAZAEZ VRO R AZHo|A L FHE EES AAATUT A s A2ES VRO R AE
glo] A 2 38 5 A4, 23 Hlo] A Fx)

Tl = T 2EQ IP F4,
AF-= T AE9 HolE B A &

o
o N,
it
i
H
> 2

Last Seen(Z] = £}<1)

AlRlo) A BHA BEO R R A EAE P F A F shike] W 3 A7 Last Seen(H % BH9l) ge 4
SN ECERRE EREERETE DR SN T E-NS e I R -
2E o HIES A4S u) gl eo] =yt

TAE 9H V)5S AR et ol Ed 2 Al A H ol B 7} 9= 2 E ] - Last Seen(H] - 2
ol) @& ol el 7k fef F7hel Wt @ A7k Urebd o,
IP Address(IP 5~2-)

SREQAAHIP T4

| RS



sxedo 2= [

MAC 24
S AE A g3 NICS] MAC F4.

MAC Address BE= S AE A Z 24 2He 5 9le 3AES Hol& B YEbdyth. MAC
Address 2= 2 S0 = =718 4= 9 &)

MAC Vendor(MAC # 1)
T E oA ©X] g NICS] MAC St=90] &5 Al

MAC Vendor ZE+= T 2E 9 EZA S 7 & T 2E9 Hol & 17| YEPE YT MAC
Vendor @ EE t} o & 3718 4= 9l&5 Ut

P 5B B0 Be] WEE ek ALEA A Elo] 2
P E2E Ho] B U] AL A A4 HAB R Y =BT o)A

o] =

.

(el

7{1 }‘—H 631' 761 —?‘ virtualimacivendor% ?} @1 —5‘]’04 7]”}}' iw}l_E.g} I ‘j"j% o] ui]g_g} Oalj] }‘] 714 ]/]

it

Current User(3 A A}-&-2})
A S mEol 21l AL A} AEAF ID(AHEAF ©] &)

A Q= A AT Bl 18 3 2191 AR AL B A E el 7] Syt S
Eot Add A% = ARSI 8l A, A §ls AR AT EAES] A AR AT E 5 Sl
Utk ey A%k 9l AR AF SR 2RI ol B vhE A3k 9l AFEARe] 2 1dle
oAt A ARSAE W AH U B AR Qs AR AT S AES] A AREAR A el

AHgAE AL A} Alof ol AF8-E 5 fl T,

- ==
2E 5

fo
b

fol

TAE dFE AFEA A T 2= F

NetBIOS ©] &

T 2E 2] NetBIOS ©] 5. NetBIOS X 2 & -5 2 8 3}= 3 2~ E o] NetBIOS o] &2 712 4= A&5Y
=

VLAN ID

T~ E A A}-8-3F= VLAN ID.

Hops(-)

TAEE X3 fulo]| 2o A TAEZ YEY T F 5




oY
=
o
=
(m

TRE HY
T2E {3, iiﬁ, Eubd Tupo] 2, &5 Bkl tinpo] 2, 2§, B2 %], NAT tjHfo] 2~ 3
2= UHA F 0| Aol Jhe i

A 2~¥lo] Y ES$ T t]ulo] A2 FR3}7] 9 A}

* CDP(Cisco Discovery Protocol) M| A] A 2] 4] - Y] E9] A tufo] 2 81 {5 A e o= dFU
(Cisco T H}o] 27k 3 ).

o
FF
ol
)
flo
v
dlo
A
m
>
i
v

* STP(Spanning Tree Protocol)2] ©A] - TH}o] 25 29| X] o= H A 2 283k},

e 23 MAC T4 E ALE3 = o8] T2AE B2 _MAC F4E &-$-Eo £3F Ao 2 AHTH

.

. Zalo]ol B Zo A TTL 2k 917 B BEi= olubd o] e) A 703 o o] 25 W7 5] = TTL % -
NAT tjsfo] A~ 2 2= Wig] &5 g st}

HIEH 2 tukol 22 A A B ulel 2t SAER RHRUG,

(e

=

mlm

Hardware(3} = ¢ ©1)

2Hld ghlo] A8 = 9o] ZHE
0s
o % sl S o,

+ BB 0] B E AV Nimap B B4 9 715 & AH8ael glol 28 £ A,
EEEE)

e unknown - &% A A7 G R FAZHE S} YX|FA] L= AL

.pending-/\]i\_\%ﬂo] %og,‘iﬂxﬂ% }—\1%‘6‘}{— Eﬂ Q3 ;gy_% o]_;_dy %__E_,S] *’F@é‘]—]] %1_73%

| 2Bl A= o8 IDE b A FEE B2 e g
) A] 2. 9] Custom Analysis ¢ ol /] 2E o|HlE B2 5%3 4% o] D=t vehgt) o
AL G EAE Eo] B s]uke] ALgAL A4 Elo] ol gl W= FAH o]/

S
<)
r
Ir
N
=

2

o mlu
S

L

Io)

0S #lt
0o % sl AP
« 5Bl A B E QA Nmap Fi= 5AE 18] 7)%5-2 Algalo] ulo]=d &9 AAle] Wl

=

- IEERES



o
1
o
=3
(m

sxederas

* unknown - £ G A A7 G FAZHNES} XA = A5

* pending - A| =§lo] &G A A& A Es= v 2 Qg4

Fll‘

U_u

H
ol A= ol e} WiE & gAek e PR TR 580w RAFU
=z |

S PNT A5 028 Y] 9 AR} ok 4 A

9
i}
Iy

0S o] &

o5 5 skl s g s o
« Z2Eo A BA A Y Nmap £ 52E 918 758 Ag3te] ol B &9 AA
* unknown - =G A A7 LW FAZIE} YA oA = A5

* pending - A| 2F0] G AAE A Bk d 2o 9 A

0s
ohg % shuboll sl
+ SEC A BAHIAY Nmap B3 52E 48 7155 AHgste] Jelol =8 &9 AA

* pending - Al 22 80] £ AAE A Eas vl Bad G %
Az E ol WAL GG EE FRE B8 o2 gAG
3 e

o] BES ANT A5 n

o

il
jin
e
ol
£
Mo

Source Type(&=2= %)
T2EQ 39 AA IDE AASE bl AHEHE Ao YU
 A}-8-2}: user_name
o o] Z2] Alo] A: app_name
« 270 scanner type(MIE YA A T4 S 8 71 Nmap == 2~7]1)

o A| 2o A &2 3 ¢ A A|E Firepower

Aol A= & A AlS] IDE #Qlshr] 918 ol ¢ 2o HolHE 24 = FUh

8 % ahpel spa o,

« Z2E0 A A Fol 29 AAlQ D] g A 2~El o] N FE B & - Al AHlo A BX S AE

Adone [l



2

oY
=
o
=
(m

*100% - 2X2E 42 7]5 = Nmap 270U 5 24 o) o s A8 e & A4

* unknown - A|Z2El0] £ A A IDE A& 4 gl= £ 2E 2 NetFlow Ho|HE 7|HFo. 2 Y E
A= Pl F7He E2E

o =2 o
=2—= E e 7g*l‘n/aa 1:1]

JE

3}o] NetFlow Hlo]Elo]] 7]Htal Y EL T Wof| 715 S A2EES

5

Z
=3
@

fol
|

[
I
oX,
lo
>
oo
Y
o
1o
=
ofo

T2EAAE =]l o] == management center®l] HE|E|IA| & 4 3k 7 -0l 7+ AT}

Device(t] v}o] =)
Efg & @A g A = tluto] A& ) E AL NetFlow = S~ E 9 ¥ o]l & A 2] gk t]n}
o5 YH P

ol J=7FH|o = A5, thr

7% st Aol s,
2, E2E T VEATE PAHOR BUE YA g

M
7} 9ol TAE = ARG Y o MES S E o] 4] BAF Y YA At 2US 4§
373 -g-o vt o] FE7F eyt
a g8

o WlE 74

&9 A4 1D F%

B S AEo s EglY X201 A4

Eo¥ Zegde yEg A Eoy Tesd R e 7Tk £HE A tloleE e
Gtk Eofe) st e AT Tl T2 s ) F o A 29 Bohstel, 441 2
A 1Y 5 Qe u AR Y EY D 2 e gXE 5 At
AR A gl vl Eele] 2okl & A BT Hosts 301 & A8 & 4 Sl o 2
w239 YA et ohs EAES AeslEy 4 B P 752 AT 5 Qs

A#5}7] Aol

o] 4} & Falshel W el A ALg Aol ok Pk,

| RS


management-center-admin-73_chapter28.pdf#nameddest=unique_497
management-center-admin-73_chapter35.pdf#nameddest=unique_1055

fol

B
m
T
oz

2

(RUBNAU

ZREAA

SAEQAERY HolE BY|oA Efj 22 0dS Aot = T 2E Qo = s A
2Easi=g

¥ o] %] 2] s}gko] A Create Traffic Profile( E |2 Z 23} A A)S S84t}

4 a7 9 Ed Y 229 S 4 B A

e &g

=
U ES] Aol A 3] 83 &G A A&} Sl AE, ME A, A& &=
51

E ZRud g 7INo g it E4 382l 2 ES A5 Hosts(2 2
o Sl &Y AES At A s = SAES At 4 =

Al #Fsk7] el
o] & el W wE] A} A Rpo] oF P

ZEAA

S2E AT S0 Ho] B urlolA 58 AES MG E SAE o i FAs A

Fuh

#| o] #] o] aleholl A Create(“84)3s] & 55 293
54 7ol 2t &Y ~EE 4 2 AU
A g

AEeolAn 3§ %5 L)

IR

Firepower System+ ©*| ¢t T~ Eo] )3+ B E 533}l o] HE ALE3l] T 2E X235} &
AU et A 7 Al Al st LAt sk LﬂE%ﬂJ SAEo g F7F BRI AS T A
FUTH 3 2E 225 Yo| W2 E F7het AL i’\EJ H 22U~ F 858 AA3AL, Adg o
EAREATE T ASFHL 0131??}@7—'9] HAHE S2E £Aolga )

E2E TR A0) EAE SHL G S AU ol Hd £ BT T2 44 F
of S 5HE vl BB Ads], JReA FHS EGAT 20 ARE FE AU FHRA

P
E

= =

T gk Sl £ S AR = UAFH



management-center-admin-73_chapter40.pdf#nameddest=unique_944
management-center-admin-73_chapter38.pdf#nameddest=unique_1122

oY
=
o
=
(m

A4~
1E &4 57|
management center5 A8 0L A 2Flo| A GX| g S AE Y HolES S AE £AAN T = T s
Utk 28 v 2L Qe AR we BU1E 24T ¢ s
PN
2

U5 mrQl 75 Al dA =]l R sk mu]le] HolHE &
w=Qle delH = & ¢ )lsUth

£ o] MM 2T u TAE =

fol

o] A= AR Y AZ 2o whel gty €xd &

SAE & nE
F2E DAY $4E UdsE 5AE $49) Wl 1) S Zaehe, Aok 2] RE E
Eo] )5t BAE E2sholo] EaE EAE W] Ho] Aol 4] FRI = AL Fo] ABZE A
&8 4 glayn

574 870 dA s AR BAHE A A AAERE YT FE AU

A1 S2E SA4 do]E el A~
&<

AP golE AAERE A
E &A)E A9

s BAE A HolB BV ZEHA 2 REY JAZTEE AME T A4S (switch
workflow)($] ZZ = WS 23 o3 Attributes(£:4) S A 93y,

WA 2 o5 22 S0l dEU T
s kEE NI ZZEHEI UE YAZEE AL M (switch workflow)(H 222 A3hE &

01 7% Analysis(34]) > Hosts(Z 2~ E) > Host Attributes(3 2~

I AAEE A e FRATUGE A R ID HAEE AR, 7 A o)A ).

» Hol =2 Aol that && AAls] Fotr AN e (2AE 54 diofE =, 24 ¥ o] #] =),
« EXA j_iEOH SAE ./_;/\é% gl:‘rsl—qu]_(}qaﬂs} _Q_J\Eoﬂ EHOH SAE &£ A ,25 Jﬂo] ]
F2)

MAC 720l o) s vk A5 &= B2 = 54 Elo] Eol] TAIH| 4] b

erruinh
Se B &4 Hlol el WAl P AR gl D] da Al

=0

IP Address(IP 5~2-)

TESGAZAA P T4

| RS


management-center-admin-73_chapter41.pdf#nameddest=unique_1124

2
N
s
o
)
Lo
ol
o
i
=
X
=
o
s
P
oX
i

Current User(3 A A}-&-2})

A T2Eo] 219038 AFE-R}2] ALE-A} ID(AFEA) 0] &)

B3 P AL A T AE 2aolstd g 2 AEA E S AE WY V] EF UL a4
Eot AZAY A3 Y= AR e A, BE e AR S AE S d A AFE A E 5= Qs
Utk 28y @ik = AR S AE] 210138 3o = I o2 A3 QL= AR 21l
o A at & A AFEA 7 A AU TE T3 P gl AFEATE S AE S A A AFEAF A dE
AFEAE AFE A Alofo] AFS-E 4 L5 U T

e o] 2o AFEA7L AP EtE T AES o % A Qi SHS o|HlES} HHE TAE
ol FAF W FadA 2 2@ AR S AE FQE 5 AESE 5 9J 5 YT Low, Medium,
High =% None®] & 4AE Q& & I QlH Ut}
Notes(%12)

2 BTt A Hels T 2Ed te A1,
oJolo] Ab g Ao TAE &4, HAZeto|d A 58 B2 it 23
AR S BAE SA 0] g EAE &4 Hol ol 2 ALg A Ao) BAE S4e o B=g)
F3E o] sy
Ll
TrE9LAAR v}l o] == management centerdl] HE U AE T4 & 7 -0l vk A H Y T}
i
7h 3ol FAHE AR} v H s ol ES . E o] o] FUR AL A= AT 2AE A8
Sk 74 §-ol 7k Count E =7} e T}
o B

opilE A

o =
TAE YAZT RN AL AolE TAE £ DAL Ao TAE £ T S dHUT
S 2 A A



management-center-admin-73_chapter28.pdf#nameddest=unique_497

- IEREEREEBE

2
X
w

ot
)

Hok 8] A

Bok Wl A%

AegHog Melgt G AES T2E T o5 AATYTH Nong(fl+), Low(S <), Medium(5 31

E= High(zs)E A8 2 = dsuy

a3 A9 HAE Axjol A HAelgt S 2E] T AE TR WS F7Fh )

MeH o R oju] FAGAMEA Ho] TAE &£448 AT

Save(A)E FE Ut

3 dloly

Al 2~E2 theket f- 3 o] diolH(H Y ol WlE, Bt dde| s A o HE, 31 = oI E o]
HE)S Js A4 ﬂﬂ4ﬂﬂaﬂwaEL14i Eﬂﬁﬂ@ﬂ%ﬂﬁ%$ﬁi@ﬂﬂﬂﬁ7}
5730 AE=AE AP Uh oWl E HolEl o] 54 23 4 ¥

33} A 3) 1 %E.ﬂﬁwﬂﬂﬁﬂié54wﬁitﬂJgilﬂHWﬂMAE“ﬂﬂﬂ
BE ofoliow ¥AH T,

HQF A9 7bs o] Qi FAESL AE T sl ne Aslol A AR Aol A% Bt A5
Uth o] e g AL§ AR oMl E 17]0] A WZEA) AL§A ofo] 0.2 A H U o,

opg =7k 3 9heo] 10CE Bl7L7k AR A 300 dlell thA] = 75, & vk 1007}
WA A QU T FUT shelo] 3002 o 4 Auh Ml E = 7 $oll = A 10C7H A U e

Bt &) A= oM Ed B 1E A A =5 A 285 -9 81 1 Cisco Secure Firewall Management
Center t]H}Fo] 2 +4] 7}ho] 0] WQk A8 A 5% 412 24 8t5 I A L.
Iy 3=

AW ID 4

dleolg ®7] 524

management center= AH8-3}¢] IOC7}F A H o] & & = dFHth 2Hal Q1+ A 1ol whef oful

E ®R7|E 24 h

g =HQl 75 A d A el B eke] mHRle] HolH E B AFHTE O 2 5 Be T
Zudle HolH = & = gl

ARE sk YA Z Rl wet FA = Fol A7 eyt Ao 21 S FH6he BRE SAE B
ARG S AE = AREAF TR uklo] Z3HE Z 2kl Bl A AbY A o H 10C HAE =T}

TEREYW 54 a9 dA ek RN FA S AFEAF A fAERE AT R ASH

A 2a}7] Aol

o Al 2wl A 1ot %] &) ] F (Indications of compromise, IOC)E 4|5} E) &}l U EH = 7
Al AR A 10C 7] 5 S B4 3F5HaL s o)Ak 10C 12 & &4 3} s oF 4 T}, Cisco Secure
Firewall Management Center t] H}-o] 2~ -4 7}ol = 0] W ot &) X 7 2] &A1 315 2284 A
o

s

« 34 ID A Ao A A RS A s) oF gt

- BEEEEIS


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
management-center-admin-73_chapter35.pdf#nameddest=unique_1061
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

vt Fa) A% vee w2 2 i

ZE2AA

o

SAI {) AE o] 2] o= YA 7} & AFREE T56ks RS AleskeA gy

o2 YA & AFS-she] Bt Ha&l] A3 dolHE HAY Betk A& dioly 2 3 4 AdF U
« OJHIE Fo](:EA] |y ofelf) - A4, Bt el d 2, ), oM A=, 10C A oMl E H7]=
OIMEZHOCE EB| A=A o F-& YEFH YT 10C 1 2 = E 2] A g Secure Endpomt o o3
AR ot T oWl E= oMl E 18 ave 1ocE 7HAI M, HeF 8 & A G5k oWl E 5k

' l‘

3} g EAH U

PA B = - ) A] B = A = Summary Dashboard( 2 2F th A B.=)2] Threats($]1 §)ol £=E 9 A}
|2 10C 217t 71 24 0 2 A Ut Custom Analysis 9] A2 10C Ho|H & 7|9t o 2 3}
= A 2GS AT g

Context Explorer - Context Explorer2] Indications of Compromise(=.QF % 3l X %) 414 o = 10C 7}
Hugld s 2B = 9 5 2EH[0C 7he|azg] o] 28 =71 A Yo

Y| E 9] = 9 #| o] %] - Analysis(3-2])> Hosts(2 2~ E) > Network Map(] E %] = 1) o} 2}| 2] Indications
of Compromise(}.QF F 3l A] %)= Kt &l 3 2 IP 240l whet Bt 8l 715/ o] & v
EQAe 32EE aFsEYTh

UES A 3 A 2 A5 AR s 31] O] A] - Analysis(3-2 ) > Files(3} ¢! ) > Network File Trajectory(U]]
o 'Er@. 7§§) obeff Lt ¥l st Al A K H o] A & AFE-3Fo] U E 9] Aol A Bl 3] 3)

__,Z__
« T E Mot H &) A3 H o] A] - Analysis(F2]) > Hosts(2 2~ E) W47 o} 2] 2] Host Indications of
Compromise(& 2~ E HF Z 3l X 31) sl o] =] o] = 10C B Lol e} 1 753d RYHH S = 54
£ UL o] Hol o] 91AERE AL gte] dlolH % =tk st

AFE-2}F H Qb 28] #] 3 | ] A] - Analysis(32]) > Users(AF-82F) |7 o} 9] User Indications of
Compromise(AH&2F H.QF Z &l #] 31) 7] o] 2] of] = 10C B Z1of] whe} 2153} 742 10C o]l E
of AAH AREAZE YU o] HlojA] 9] §]AEREE AMEste] HolH & = rh g th

SAE 223 Ho]X - Bel Ha)] 7hsAo dE S AES T AE Z2HYdEdY TAE
o AZ % 2= 10C Bl 17} _;j—l_}\]ﬂuﬂ’ 0] A} &35} 10C B2 & &2138} 1 10C 73 A H S F
48 4 g

e Abg 2} 291 Ho] %] - ZHA A 10C o)Wl Eol A E Abg-aFe] AbE-AF L2 kAol = s A
G7oll AAE 2E10C Bl 17} EA H v, o] 5 AHg-a}e] 10C B 15 Heleta10C 1 A H S
T4 4~ 5 Y T} (management center ¥ S1E | o] 2~of] A = A}-E-2} 2 2 1} o] "User Identity"

glolEo] A AHHYHh)

WA 2 G B9 he F ShbE sk of dake] v A wAlE A g

ol Ay

SREO A 10CE 2AS W | - A olE 4AZRE ALS 29 49 Analysis(EA]) >

s FAEYTH Hosts(Z 2= E) > Indications of Compromise(2.¢} 3l afl %] %)=
e,

Agonie i



oY
=
o
=
(m

- N EEEEDEE

Lo
r
g
o,

TAE0C Eﬂ olE H7|7} E3HH A oF2 vhEd A3
,\}3 <21 749 (switch workflow)(H &= A$hHE &
< Host Indications of Compromise(&. 2~ E X<t 3] & %] 37)

e
AREAL St R EI0CE A | AP Aol A E 2 E A T7) - Analysis> Users>
A oS T Yo Indications of Compromise(3&-4] > A}-8-2} > H ¢l &} X %)=
Adegdyoh
* AF&AH10C Eﬂ ol & H7|7} E3HH A & ‘%%%‘ NAZEE
/\}ﬁ =<1 7% (switch workflow)(H 2 &2 #A3hHE S v}
5 User Indlcatlonsof Compromise(AF-8-#F H.eF A3l X 3%)&
e g

« DEY QI ZRE N F3 O E JAZEE ALEsHE A (switch workflow)(PF 222 AshE &
Fiasi=

H

7R ANAEE ARE FAFUTE AN L ID HAEZE AR, 7 Flo] ] F=x).

g o] o] deo tfgh U] &S AA8] Lol R A A (Kl sl A3k dloj d =, 28 Hlo]A] ).

Host Indications of Compromise(& 2= E H.QF Z &)l ] 31) #| o] %] o| A: IP Address(IP 742) € 9]

Compromised Host(:2.¢F el ¥l S AE)E S8sto] Het e S 2EQ $AE Z29dS

FH

User Indications of Compromise(AF-& A} H.9F 3 3] #] 3%) ] o] A o A]: User (AF-&-AF) & o] w714 A}

|25 S Yote] BHet Aafof e AR A TR 9IS FHU T

Lo 1 o] 4 YElA] FEE[0C O HEES Bl Aoz AU o2 A e d 4

S 10C o] HI E o gl gl ks A e 3 t}S Mark Resolved(2H1 ¥ A o2 FANE Z8 g

t}.

* First Seen(* & &<l @A) 3= Last Seen(PFA] 2 21 244 Lol A View(2.7]) (©)& 243t
o] IOCE E |73t o]l E o] Al F-AL S U

<O B 54 27 Hol 59 #hs vk~ L EE G FE S Yoh

R ERE:

I:L

doly &
&2 32 E E= A8} Bt A &) %] 3 (Indications of compromise, I0C) Bl o] &2 A=Yt} &
1= v H ]o] of AA =7t x3he o] A= E5U T




o)

,
o
[>
i
5

SRR EEFOEEREEEREEEN |

User(A}-&- 1) (AF-8-2110C Bl o] B S 2 7 5-

10CE &A% o= A48 L8719 AL8A o] B, o, A% 2

s Lo

7HH| AL

FAE 2 e e #ZS (o Malware Executed = Impact 1 Attack).
E £

SR 10Ce AAE AHAR, o5 ER|A T o|HlES 7H 7.

v

First Seen/Last Seen(=] % &1/ & &9l)

I0CE Eg7 b= oI EZL BT & 2 0)/7H # 2o 24 9 A3

Ll
I0CE Eg| A% 5~ E 9 Q] o] == management center®] AEJHAA]E S 3t 7 -0l 7+ 3%
Al
I
ol E 24

Ea

A

3 A& A2 BUE P E = E A e
A T = ARE AR A A Yok N EAE B
Btell o &k 9F 2 & v FA sato] 854 F2 10C Bl 15 WA S = A5 rH(el: DNS A H ¢
I0C B 15 A 8HA] @ ovf= 4 9). 48 7He st HIEA A A ARl A qf 2 o] H| 24 3hd 4%,
54 3B B AREAbl tel A e 243 ¢ iU 54 S AE tiE oA & ]
23t 45 T LT ol EC] e E AR Al R B Aol = JFS v A A e, Rt o] A
F-oll &= w7 EA Py

rr fol

SR AA]

TE EE A2 22 39k 9] Indications of Compromise(3.QF 38 | 3%) Al o 2 o]yt
Edit Rule States(71 2 A H] 4)5 S84t}

72 2] Enabled €0l A &eteldE S8 ate] A& 243 £ v EAd gk
Save(A )& €AY



management-center-admin-73_chapter28.pdf#nameddest=unique_497

oY
=
o
=
(m

| IEREEE R RPN FIEIE

HF A A 3E B 19 & olHIE 1Y

G2E L2 vl YA 2R S o] 1ok Hs) A% MM & AL 8 o] 10C
HEZS B2 7 o]E 38 5= 9lsUt) o]g]dt o]l ES B 51w wot A 9L s A7) 98 =5
HBEA LB 2XE A v B P YRE & F AHh

10C ] 22] E}J AT o)l 9li= View(:.7]) (@)= 935141 10C B L
St AlghE, B oWl E ol thgh o] E Q] Ho] & K EL

H
AFE-2F10CE] A H A Q1 228l 227k management centerol] 3EA] 5 U Th 4 Q1 ~¥ 2= DNS A 1] ¢]
SETENEY

.
o

=2 A A

GA1 T AE = ARR-A} 2 91 o] A |ndications of Compromise(}.QF 313 A F) Al © & o] &3k T},
Al 2 ZAFSHE = 10C B 719] First Seen T+ Last Seen G ol A View(H.7]) (©)S 223 Th

Bk el Az e a2
Bk ) X F(I0C) Bl 2ol ol &) A H ¢ A 28 A A 10C Bl 27F Q8 A
He A, oNES SAE AoR FAE Sisg 611753@1 Ao2 ®AH Ol““ T eiE X
239 D AR} TR oA A AP YT TR0 o] €4 [0C Bl 17t B s A H W Bk )
¥ F2E H ARG AE Bt A e oF B E vk wEA AR} ofo] o] T o] i YEbA] &5
Ut sl 29 10co) thal o] d3] 10C Eg] A oM EZ A9 = g5 th

10C 8712 E2) 7 8k ol E L R 5= 7 9 5~ E wi= ALg el tis] 10C 322 1] 24 354
erorrhd B 17k thal A gy o

[o
E1> s

A

i/

o M

A
sk

]

@
" b
i

ZRAA
A1 TAE T AR 2 9k of| A Indications of Compromise(H.¢F 3 &) %] %) A4 o & o] F gt}
A 2 OhF 27HA] S S AFE S S s U T
</ IoCc B2 S AE Aoz B G W A 2st e o] 9 2% 9l Delete(2HAl) (W)
=994

22yl REJOC H 1S 2% Aoz ¥A3 W Mark All Resolved(5F sl 2E Ao =
EANE FYFEY L

A8 HolH]

Aage BUHY s EAD ATRES] FaEdA Ad F9 RE v h# AR 27
et o) ueli= thgol £3EUTH

- BEEEEIS



PSEECEERN |

< AW ol &
« 7L ARESE o S Al R U ES A TR ES
« AW FHEAA 2 WA

AW E APt T2ES AAE ]

AW FAl X E

"U

A"l A& HA6tH A4 H S 2E7Foln] H AW o & 0}7(1 B AT A o HES
A3 23 gFU v} management center ¢} Q1 E] #| 0] 22 AL&3to] A o] HIES w1 AAE AL, A& 4
AFHT

FHAAA A 9] 71RES A oM Ee) & % FU o & 5o, Al =Fo] SAE F it A
A T Y AW (e ired)E AAE E - FHAEA A S EYAT 5 dFUTL

Al =B A = W 2 NetFlow 7] S0l Al M E9] A foll S2EE F713E 5 AT o] 2] gk S A~ E o
AFEE e A E = A YT NetFlow el v U A = tfnfo] 2~ Hl o] E o] x}o] o] ]85 =3}

AL

A8 o] B K7

management center& AH-&8HH B2 g AW o] Ho| &5 & ¢ U 1¥ U 2L 9l A Ko
upe} o] E W75 248 5 dFU T
T =Sl 5 A @A =EQ] " sk Bl HolHE B 4 ST H 2 FF e F
rQle] dlolE = & gls YTt
A o] A 2 of = A
EEREAF NS THF = E iiE ] EHETL i’\ E Jii}o’ o] E@% TRE R7qA TR
9,]. o

AU 54 2

Nk
>
i

I
o
o,
N
(e
>
oko
ol

r
m
HU
-
)
)
v

N,
T
Id
b
rin
>
29

x
lo
o
[

ZEAA

ST A HlolE el oA =g e,

AP Ao Y AZEE AR F2 9 Analysis(3-4]) > Hosts(3. 2~ E) > Servers(A H]) & A &
Easies

« o] Hol & B7|7} X8HE K] ke EY YA E2E AFE T2 A% (switch workflow) (¥ =L
E2 A8hHE 293 tF Serverg(AH)E A8y

il

A2 e} 2e Aol duyY

q

H YPAZZ2ENES U2 JAZ2E ALE-5HEH (switch workflow)(H 222 A& &

FHFYUTHAA LD YFAZ=Z A, 7 90 A] 7Hx).
&5 AHA8] Dot A A (A HolH =, 32 #lo]A] x).
HE o 9l ek e gl oh3- Set Server Identity(AX ¥ ID A A)E

gy 4y 2N oy
T ox O rlr oo o

Adone [l



| IREEREES

Au HlolH 2=

2 Aol Ba e = gl dEd g ARyt

Last Used(Z] = A}-&)

WES 2o A A7k obeho 2 ALG 8 A A7 S E 9 /)52 AFgste] A7t 9l
o Aelo| E ¥ ah W AIZL Last Used 2h-& 210112 W] E9) 21 74 4 3ol ] 74 3 < o] £ 717wk
2 a9 A 2ol B A ulol EE B w guo] Exu,

IP Address(IP 5~2:)

A E At SAEG AHH P T4

Port(:2LE)

M7 A SR £ E

Protocol(:Z = E =)

Ao A A g3t = MEY T B A4 T2 ES

HEe Aol TRES

thE & skl s
« Aol g cfZ e Aol ZREF ] o] F
* pending - 98] O] & Spu} witoll Al ~F o] MM E SAHHOR B FAA o2 AET 5 gl
=45

'unknown-/‘].}:EﬂO] Q E:];ﬂj"]ﬂ'] %HE%E% 7]‘5'1’.9_i/\11ﬂ'§‘ qtgfg_/;gi%@
7FEAEEE ol FrtEda oS ol TR EES E6hA] @2 5

Category, Tags, Risk, or Business Relevance for Application Protocols(cl| = 2] Al o] A 2 & Z 9] 7} 1L
2], B, 913 == AR EFE )

fEZef Aol ZEEZ FIH Fhe ], B, A1 il R uj =y s A 54 oy J3
ol fsstd ™ oY & dHE A E = AFUTH

Vendor(#l )
o 5 skl sy ol
e Al 228l Nmap, th2 &4 4222 5o &) AEE A F3dA B S2E 94 755 A3}
o] 217 gk A *:Loqxﬂ

| RS



SEEREEEN

« blank - A 2= 810] kel 7 A PAZAEE Ao T
NetFlow "] 0] E] & A}&-3lo] AW 7 Y E Y T W =7}

Version(®] &)
o2 5 skl sl gy o).
* Al 2~¥l, Nmap, tH& €4

of 2|4 g A ]

A

.
off
=2
o
:OL_',
E
x
i)
of
il
ins
—_&,
o
rlr
folr
>
[
o
)
N
olr
tlo
>,
oo
ol

* blank - A| = Flo] dH I MH FAZHES 7|who 2 w3 288 5= gl -9 1= NetFlow
tol Bl & ARg-ske] B 7 IES] A ol 71 75

Web Application($] ol =2] A o] A)

HTTP E & o A A 2=8lef] 93] &g o] 2= Y-8-& 7|90 2 5= ¢ ol Z2] Al o] A, urred] o
ZEA A T2 EZL FA AT 54 ) of ZE] Al o] A2 HAISHA] Kok A Al ~E S A
W oekey A48 ATE

Category, Tags, Risk, or Business Relevance for Web Applications($] o] = 2] A o] 4 o] Z}e] a2 g], e 71, ¢
A == AN B

o Z Al el S Fhelare], B, 91 wE F nj =y s A3 54 oy J el HF
stelH ol gk e & AHEE F lFY T

Hits(3] E)

Muol] AA 27 Sl TAE 48 V)5S AREste] F7hE M H 9] - o] g2 4 oyt

Source Type(4&- 2= 3)
U 3k = sk
« AF-8-2}: user_name
s off Z2] A ©] A: app_name
« 2270 scanner_type(M| EH = A 74 & &3l 571 Nmap S+ 2=714)

* Firepower Systemoﬂ }‘1 %1'7(] % ’H H% 9] Firepower, Firepower Port Match EE‘E‘ Firepower Pattern
Match

* NetFlow t] o] ] & A}-8-3}o] F71E A H 9] netFlow

=l
AW E A sli= S2E Q] = Ql. o] == management center®l] A EE| WA S A 3 -9 7k %
Al Ut




oY
=
o
=
(m

B oi=aviola 2 azeAela Aage oy

of =2 Al o]

A

Device(T] v} o] =)

Eoh 2 & TS LA = lubo] 28 92 S ALE NetFlow S B E 91 d]o 61 & 423 o]}
ol 2% Y gLt

Current User(3 A A}-8-2})

A T 2B 219038 AFE-R}2] A2} ID(AHEAF 0] &)

B PE AR S AE 2a0lsld s 2100 AR E S AE Y99 71SH Yt 3
EotAAY A3 Y= AR e A, BE Yl AR S AE S dA AFEAE 5= Qs
Utk 28y @ik A= AR S AE 210138 Fo = I o2 A3 9l AR 21l
o A at & A AFEA 7 AU TE T3 A3 gl AFERTE S AE ] A A AFEAF A S S
AFEAE AFEAF Alofo AFS-E 4 lF U T

7N
Z} o] FAHE AR} A EE oHEL = F o] HUS P& WA= AF 1S HE
3k 74 g-of ut o] F =7} e Y Toh
oA g
ol E 7
A H o 2] Alo] A A A K H o] H

RUHH = S 2E7 g8 s 2B AW, A28 Be 79 old o Zg Alo] o] A5
NE=AF A = lHF U T Firepower Systemol| A = o] | Y, JIAHE WA A, 3] o] T 3]of, §] of
ZE) Aol 2 7]El §8 9 of Z] A o)A AS-S T Y Th

N
—
[

oft it
tlo |
it
o o, i
I

NE 2 Aol Aol thall Al w e NE A AL AFE T IP T2, AF, WA, 9§18 418
Gtk ) QB o] 28 ALgsho] o Fel o] M oM E S 1, 71 A5, AL A 4
FAE QY )52 Agete] EaE o Zel Aol HelH S AuelEY 5 A%

h

2 T 30 v ol
oo 4 X
T

o

l

it
4

A off Ze]Alo] o] o S AEA A FIX] b, o] & S8 S 2E Tm e A4S A
i A 3T T3

SA<ruiet. o 2 95hs dlol B & Al ghakm, AeketA) 773
2 EAAT 20 L ARE FE AU FBA FH 9 )12 el Aol A B F FE 9
U 8 5ol 490] 54 v Fe}o]AES ALEIES e, BAE F ahviol A T ]
A Febol BT A FUL AT A FAT 9 FHPA TFHE AT F JHUTh

Eal \% E

E =
o o Ze] Aol | 7]l 3k Al AR

w45 fal =2 ol d HelB & 4
A& FAstst Al L.

o

Foteld dES = A A Aol A o Zef 7ol &

)
2
o

of Zej Aol A ol ¥ 17|

HAG o Z Aol Y] HolEE = 4 U

=
228 & e

ey
T
£
.
)
£
o
e
R
fass

management center5 A}-8-5HH
T AR me} o] HE B E

| RS


management-center-admin-73_chapter28.pdf#nameddest=unique_497

EREEEEDEESN

Hir
rlo

t
rlr

4

MN

=
T

Z 2ol 3 A AR el @ 5] mulele] Hlole & B 4 ol Th T 3
Qo] Hloje = & 4 gl
o Ee o] Aol oA 23 wh A B A o] A= AL G B AT 2ol upet DebgUTh 54 &7
o AR et Jua BASE AER AR AAZ2E AL FE AHU T

ZE2AA

GA1 o Ee] Aol A Hlo]Efof A~ T
AMA Ao YaZes /\}% %91 7% Analysis(34]) > Hosts(& 2~ E) > Application Details(°}
Sl A AR A H)E A ey
cof E g Alo] A A AL ol B B7|7F X3 E A B2 SEE JAEZEEANE T A
(switch workflow)($1 L& 2 A 3h)E 223 U3 Clients(F &0l A E)E A gt

9A 2 e 22 FA0] HFY T
B EY JAEZEE VXS OE JAZEE AFESHE W (switch workflow)(H1 &2 H3hE &
ok
T2 FAEE AYE FRFUTREA D ID HAEE AR, 7 o] A Fx).
« Ho] &9 Gof gk -85 A8 LrotH A A S ()& ﬂﬂ1ﬁHWWﬂE#35ﬂﬂﬂﬁzq
« ZEOlAE, o ZE Aol T2 EF = §) o Z2] Al o] A Aol 2l Application Detail View(ol
S Alo] A A F- AL 1Y) E S8 5te] 54 ol &2 Al o]/ 9] Application Detail View(°ll & 2] 7|
ol A - A+ B7N)E AU th
« OJHIE Fhol A mhg-22 @ B W E 0 ® St A|2H] ool A Ao HolHE YT &

A5 e Hole] §ol et st 30 ag LRI the bt P A G o b
o wheh erebg Utk A S U S 3 710k 8] 2B ALE T ol E 24 AR S Fe) FAA
o

s Hol 2ol M ol HIE & vhi-2 L &5 W E 0% S}l Cisco = A =ubE] Qlde]d & &
2o A A Esle] oWl Ed tf gk ?_Eé]?/]x 25 FHTYY o & £9 Cisco Talosoll A &) Al 2~ &
1P T 2ol it FAA R E A& F AdFUTE TAIH = S dlofE §3 2 A Z=g o A
A el met Eebd U ARA g g8 § 7 g AR E AFE S o Ml E ZALE Fa1Eh4]

Fll‘

& ol Ee Aol A Hol ol A nu AT+ )

Application(}| 2] # ] A1)
S5 o ZE] Aol o] &



management-center-admin-73_chapter26.pdf#nameddest=unique_56
management-center-admin-73_chapter26.pdf#nameddest=unique_56

oY
=
o
=
(m

| IREEEBEEREEE

IP Address(IP 5=4)

NZE Aol S AHE et S2ES AZE P T4

Type(+3)
NEL Aol 4 §3:

S EA A8 Fl AZE O E YERY YT
Web Applications
HTTP EZ o] o Zel= =& 24 URLS VeI YT

7} 3L 2]

7 S8 7 5S Ak At ol EEl Aol A 5. 2 ol Z ] Al o] 2 Ao = Shite] FhE e
A St

B

of Zg Aol el tfgt F7F B, o ZE] Aol doll= 05F-H ok FRtae Bl E 23 5y
t}.

919

22 o] HRFAAE A2E T v §X2 ofEg ol o] AH8H 7Hs . el Z 8 Aol 13 o |
$ = Very Low("l-9- W5-)0ll A Very High("-$- 352)7F<] 4 U T}

Al ol EE Eg| A% Eg¥ o Al &% Application Protocol Risk, Client Risk, Web Application
Risk®] Al 7FA 5 H L (AHE 7Hs 3 4 -9).

Business Relevance(A} ] E}J4)

%A o] ] =1 2 -0 2ol o] A3t whel) A B E ulol A o) Fel o] H o] g hs A, ol E
27 0] A ] 1] 2= A4 9] ¥l 914 Very Low(71-$ -85l A1 Very High(vl$- 8714 1] o)

] oHIEE Eg| A%t Eg|H oA ©-2] ¥ Application Protocol Business Relevance, Client Business
Relevance, Web Application Business Relevance2] Al 714 & & A (AF-& 7158+ 74-9).

Current User(3 2] A}-8-7})

@A) &2 2191 AL AL AL} IDAHE A o] )

AT Gl ALg A7 B Eo] 2005 g 29 A4 D B2E Vo] 7| SE Ut 5
ESt AR A% e AL R A S, B G AFAT BAEY @A AT B A%
Ytk e A e Qi AR A Bl 20l Tl E vhE 18 9 ALgbe] 219l

| RS



EEFEERENEEREREN |

o) g A ut A A) AHEAL7E A U e,

w3k A3 gl AFR A S AE S A AR A A9 s
AR&ARE ARGAL Ao of] ARG 5= glF U T

[e]

S AFESE 2 E 9] =]l o] == management center®l] M EJH| A A S 4 g 4

7} o] EAEE Gus PR e o MES . F o] BAY AL AP A G 2AS 4§
ks

ount ¥ =7} YEG U T

=
o,
o
=2
rﬂ
Q

o= Al AF-ALE HlolH X7

management center & AH8-8HA B4 7L o Z 2] Al o] A A F-AFE O] Hl o] S i 4 U 19 v
ZEaL Qs AR w2t oM E WY E 22}

% 9l 7% A @A) E6lel 2 59 =] HelE B A QST o ¥ F 5
=ule] ol E = ¥ 5 glguth
SfFel Aol ARAG AT W) AR o)A et AT o) meh debgueh

574 AR RS AAB R QU B4 LT AA s ARw BA S AHEA A4 9 S
28 448 75 g

ZRAA
A1 o Zef Aol AlF-ALRE H ol E ol A A~g T
AL AHoE YA ZZE A T2 A9 Analysis(E4]) > Hosts(3. 2~ E)) > Application Details(°l]
Eg 701 AR B R)E Ay

c o ZE Al MFALE ] Hlol & B 7} 3 A] b2 AFRA A HAEEE AN FA A

%~ (switch workflow)($] &= A 3HE 295 th& Clients(Z 2o A E)E A4 A
S 2 o 2SS4 sy

cUrEY YO Z R 2 V)3 U2 YA 222 A5 A (switch workflow)(H A2 & A3hE &
23yt

7R HAEE AYS FAFUTEHA 2 ID Y AEE AR, 7 A o] A ZFx).

« glo] &) dof gk &S AAS] Dot A (ol ZE] Aol A F-AR Hol B =, 38 o]
=)

« Z&}o] A E Aol 9li= Application Detail View(oll Z 2] A o1 A Al F-ALe B7]) & S8 ste] 574
ofEel7el el efZ Aol A Al F- A 1S Tk

c O E gholl Al mp-9-2 @ B W EO R FElate] Al 2F o]l A o] &3 5 9l
HE FUt 2415 = SAL doly frgol wet a2 g7 228 2T o ahe



management-center-admin-73_chapter28.pdf#nameddest=unique_497

| IREEEBER RN E RS

/g gk B Az whel e Yk A4S 82§ 7|0k A E ARE S o I E A A S
Fxs FAHA L.

s Ho] oA oMl E Z1-& vl9-2 QEF HES R S5}l Cisco = A =T J1d ] d 2 4
2o A Aelsto] ol Ee] digh el g [ A& YT o & 5] Cisco Talosoll A 241 2~ 2]
FIP T4 et AR E A& S AdFYTE BAHE A2 dHlolH 73 2 Al 280 A
A Tl wak S Yk AA g 82§ 7|9k A E ARE S oMl E 2ALE Farsk4
Al Q.

o Z 27 0] A A A Hlo] B W=

el 7l FefolE, o Fel Ao H X E T i 9 o] E o] Aol )
Qe ol Ee Aol d L o] 2 At SAE @ AuE /S Fh
=

H
< o EE Aol AlFALR HolEol A Bal A 4= gl

Last Used(Z = A}-&)

o ZE]Alo] o] npA| o 2 AFRE A= S AE JF T]Ts A
Aol Exl A7k Last Used kS A o] Y E £ J

Al2="o] o FE] Aol X dulo] EE HA T o ddlo]Ex Yt

L)
o
m
=
o
e
2,
>
s
ox ﬁ‘
QL'
ins
o,
&
m
\I
)
in
@
ﬂlﬂ

IP Address(IP 5=4)
of Zg] A o] S AL R = S AE AAH IP T4

SEIAE
S ZEA 1A o] F. Alzglo] el Ze] Aol TREZS A RN 5 Feo|AEE A3
245, Aol 5& AT s el Ee Al TREF o] Foll client’t PP

Version(H %)

o Zel 7 o] A e] M

Category, Tags, Risk, or Business Relevance for Clients, Application Protocols, and Web Applications(Z 2}
OJAE, &g Aold 22 EF, ] o &2l Aol e Zheare], B oL, 913 = A BFEA)

ohEel o] Aol B el ae, v, A A W v = s Any. 5 vele] Wiel 1%
e ol 3 BE B AHE T AT

o ZE] Al TRES
ol Z 2] Al o] Aol A] A& é}b NZgAol A TR EZ A AH o] o Ze]Ao]d TR EZS BHA| A
T EA FEYO)AES GAFHA] H3 -, Ak o] F8 AlFE] S8 o ZE Aol TREF o] &

o client”} A5 Yt}

| RS


management-center-admin-73_chapter26.pdf#nameddest=unique_56
management-center-admin-73_chapter26.pdf#nameddest=unique_56

[«

kX

-

dorel

2

d
o:

Web Application($] o} Z 2] 7| o] )

HTTP 22 o 4] A] 22510 o] &) B o] 2. U] § = URLS 7|00 2 3= ) o Zel o] 4.
HTTPS] o) Ze) 7o) 22 e eAstAu 54 9 | Z e Aol de gAshA %otz 39 A2
e of 7ol A Quk 9 meksg AL AT

Hits(3] E)
A 2~Elo] A F0l o ZE]Alo] S T X3 Sl T AE U 7] 52 ALE-5le] F7HE o =] Al o]
Aol o] gk A oYyt

S Alo] S AFE-8l= 2 E 9] =]l o] == management center®l] HEJH A A E G- g 7

Domain(t] v} o] )

o Z el Aol d AlFALES k= A o MES YA T tufol X,

Current User(3 A A}-8-=2})
A E2E 21909 AR ALe) AL A ID(AHEAL 0] )

A% gl AHEAT BB ZI0lek 819 211918 AL A D F2E Yo 7| STk S
ESt AR A% L ASATE I A F, U Qe AGAT BAEY @A AT B F A%
Utk e Ae s A A BB 2ol Fol s i thE 99 Qi g te] gl
SR @A) AHE A7 WAt S A 9l A8 A BaES] @A SR B9, AT
A AE AR A oo ALSF 5 G e,

B
b

7 ol FAHE ARG i HE olHES] £ o] AT P& Y= AF 2AE A&
Sk 74 -l 7k Count E =7} e U T},

2 ok Flo] B

\

A 2=Rel i A A P 3 lolEuo] 27} £ o] g7t o] Hlolelulo) 8 A 28 9] 3
AXAE 14 755 ) ALga T v =S 0] FEo] AAE FobY S AWe F Ay 5
2EG A A F G AR, A L FeboldEE AR Fopy Aol A= I

management center S Alg5le] 88 288k 5= gl &),
+7F EaEe) HoR e R ST FEFIT,
« TAEZ X E AL ko] W o 2 5 AES} FH ok ] W o] glula kel 33
P& v Eg s,



management-center-admin-73_chapter28.pdf#nameddest=unique_497

| IEEEEREEE

2 ok dlol g

AW 7} ALE-3)E o ZE] Alo] A X 2 E o] management center 773 | A Wl =F F| o] Q1 A] ko
AA7F gl e AW L o] gl A el H o2 v H A Uk T g AT sl 28kl

o o] gl Fetol Q= o] HokH e WP & PEU T

e 3=

1 O 1

EEEEEZ R

|m =M

i ot

Ev——

AFH A5 AQlstar o] ¢ st == Analysis(F4]) > Hosts(2 2~ E) > Vulner abilities(3] 2 4) o}
SRR R [ S

N

7 ol A E = Ao A E e ol iEe] S olabel U AL AAGE A £AES A8
St 73 9-ol ¥+ Count € =7} e Y T

CVEID

MITRE CVE(Common Vulnerabilities and Exposures) Hl| ©] E] H] ©] 2~ (https://cve.mitre.org/)2] F| 2FAd |
AAdE AH WS,

NVD(National Vulnerability Database)ol| A ©] 3 ¢F5d ol thet Al A X E B efH CVEIDE vl &
2z B Eo 7 &3}l View description in NVD(NVDO A AW ®H7))E Aelgy )

AR e
Aokl A E DT
A

NVD(National Vulnerability Database)2] F ¢F7 of tf gt 7FeFst A ¢Ju o)

A A S HeW CVEIDE vh$-2~ Q8% Bl E o 2 223}l View description in NVD(NV Dol A
A H7])E A 85l NVD(National Vulnerability Database)oll A 4|5 4 1.5 F Ut}

o] ¥ = 3= Vulnerability Details(F] ¢F5 Al 5 AFal) 3] o] X o] A vk AF8-& 4= Q) HF U T},

EEHUE B2 S A} 88ho] FoRA S @4 3} iE = ] €4 31U U management center:= 9 3F A

4
rJ

Aol A H1 24 Sl Fobg & A g,
A7) A A Ao AAE A= DAl A et e] A we A, e AU sAE v

T2 A A sk

| RS


management-center-admin-73_chapter3.pdf#nameddest=unique_183
https://cve.mitre.org/

i
1L

X,
=

i)
ox

Flepgdo] dA 0% o84 4= A=A o (true/raLse) S WERE L T

A=

NVD(National Vulnerability Database)] 7] A= = CVSS(Common Vulnerability Scoring System) 7
Syt

Snort 1D

Snort ID(SID) tl] o] Ef ] o] 2= 2] F ek of] <1
S M EN I EdS S FAT F JoH 3

FHA L E o)Ak SID9 A= 5= 5 Y tKSID S 5 AS). F oAl o] T o)Ak
SIDol| AZAH 79, F kA "ol Bl = 7z} SIDol| th 3k 3 o] E &gt}

SVID
A 2 4 F by ol AHg5Hs H P ID W
o

ol kAol dl gk Al FRE B View(H7]) (@)=(E) 2 FHTh

A
12
l
o2
ot
o2

ol

09141 10744 o] g 91el 4] F ek o] A =S thehul, 100] 744 4 g o,
w5

ol HIE A

P S v FA SRS Al TS S AP S AL Stel U AT A BBAT W S Al
MEATY ExEo] AN E M G5 T PO R TAETL HpY ] GFS WA i
BREE 5 P Y S S AUtk ALdel Y kel JFL WEA) BAES
A5, o] Ak e AT F2Eol tial fE T 2oz U] A% 0% w4 5]
e

HIE R oA F P S vl B kel V= Do) M HH H R E

N
e
Y

[e]

2
o,
1
HJ
1
fu
o
4
2
=2
&
o
>
ro,
<
c
>
Q
&
)
o
=}
5
(0]
pd
@
=
Q
=~
=
ul
o
i
o
Y
12
g

AAG ALgEO P FAE Mo ARD RER B LA 4 H Hobd 9B o]



management-center-admin-73_chapter28.pdf#nameddest=unique_497

| EEEEEREER

ot T

to e of T L
oﬂmﬁmﬂﬁ
it

it}

a

s

HQ) 7504 49) vl L) F oby
SRR RO DERE

&7 spstAv Bl 28t e = 3lss

ox & O

)
(T
AN}

= X
ol mE 1%
A fol
1L 18 [
oXx oXx |m

o

F oFd dlolH ®H7

management centerS AF-8-31¢] F kg o] HolE& & 4 dF Utk 1™ Tty 3l 9l AR uhe)
oW E B7|E 27e 5 JHUh

Hopadol] Aa|2g u] LA ol A& AbE s a2 E R0 wheh gebguth ool Hol %
0718 EFFHE AL A9 ABLE AT 5 AU h BAY BRET AR S woltA o
39} g 3glo] Blo] 2 w70 = Hloljulo] 2] 2} Hopol that o] o] Atk A A
o 1AB 2o T A Aol Ao VEN o] BAE SaEo] 2§ 2 Aok o] BB
8154 9 ye] EHu|o] YU Th AR Bhe 2= A Rl i@
A S A o] 3HE Aok AFAG 170 A

EEREE TR RESIOES

TEHYT

A S YU SAEIPFAEEP FAHUAE

54 879 A she Junt BAE A4 A4 9AFLE YT FE dEUT
Fopy Hlo]2e thE mujel FEo 4] EulQle] o8] Al g A g,

F o3 "ol Eol A ~g T

e AbA A olw FH oA A AZ R E AL 91 -9 Analyss(E4]) > Hosts(% 2~ E) > Vulner abilities(3]
R E e

« F ok o] Holg BY|7F 39 A B8 S A AEEE AHE 59 -5 (switch workflow) &
=23 v Vulnerabilities(] ¢F4) S A8 gyt

@A 2 o5 2E Sl F U

TN HFAEE AG S FEFUTREAN D ID HAEE AR, 7 d o)A Fx).

< AA] FH ok B A G ATl ¥ o] AFEE A FeF FH oS v sty
th(ths F o3 vl 23 3}, 43 o] A Fx)

o
=
o
23
[


management-center-admin-73_chapter35.pdf#nameddest=unique_1084
management-center-admin-73_chapter35.pdf#nameddest=unique_1085

o
1z
o
=3
(m

Acpy A n i

+ SVID €l A View(®.7]) (@) &35}
ataL F] ofAd Al AL Hloj A 2 =t
FARE B $AS FEsA L

c A EE P2 QB W E SR F23AL Show Full Text(F A €|~ E R A)E A Este 3 k4
A5 AA GAES Sl

2
=i
2
oX,
1o
)

BALERS Bt} = kA IDE A S
J & 171,43 F o] x| o A F7} Al

Mo
%
i
=
AN
12
o
=
-z

>
Dl

Py A A 1)

EZEAA

ohe g F SR A ARAEE ¥ 5 etk

* Analysis(it41) > Hosts(& 2~ E) > Vulner abilities(3] 2F4) & A B3} 31 SVID & ol 9= View(:.7])
(O)E 8Pk

* Analysis(4]) > Hosts(&. 2= E) > Third-Party Vulner abilities(*] = 3} €] 5] ¢kA)E A B 5} 32 SVID
Aol = View(2 7)) (O)E FH

* Analysis(xt-41) > Hosts(:& 2~ E) > Network Map(Hl E¢] 2 W) & 41 813} a2 Vulner abilities(3] 2F4J)

= =8y

FFg o JFS W= EAEL L2 F S B al(Analyss(F4]) > Hosts(E 2~ E) > Network Map(H]

ELA W), Hosts(E 2~ E)E S 95t BT84 2AISH = 3 2EE YY), 22 9

Vulner abilities(3] ¢Fd) A4S

* Analysis(34])> Hosts(2. 2~ E)> Vulner abilities(3] 2FA]) o} 2] Hlo] &l A CVE ID €9 #t<
nhg-2 @ 22 W Eo 2 F83}al View description in NVD(NVDO A 4™ B.71)E A 83}
NVD(National Vulnerabilities Database) | AFo] Eol A sl & CVEE & U T

ohE ok Hl 24 3}
P a2 AR A &2 F A 91252 ol A F & v st U ES Aol A B4 2E
TAE sl F e o] w2 shg

05 w1l TE)A 39 mrlele] H oS m By se BE 59l Sl A A A epyol
u| 2 s T A F o] 39l mr| 1ol A B BHE A5, 9] T Eri|ele tupo] 2o A s #oF
e YRGBT F AL

L2 A A

A F R HolEel A =d T
e AbA Aol d FH oA 9 AEZE ALE 91 79 Analysis(E4]) > Hosts(& 2~ E) > Vulner abilities(3]
°oFd)E degy

o

RN |



| IREEEEEEERE

ﬁ

4 op o Blo]

=t
=
=93¢

H7)7}

[AUBNAURNAU
2

A EvtE] F oFA "ol H

Firepower Systemol| = A} A # ¢k
2EO] FAZHE Q1A 7)Y

#u,

NETE o) Ze Ao Aol A 7hA & MEN T Y vloE 2 A 28] F ok vlole &
ZA o] A YHEE ZAE AL 9 &

|
T hofofF ghu vt ZA g 82 Firepower System HosI Input API 3 T A& 3F3 814 Al

190 3 skel @ A5t Aok AR g volE e
W oj ] A o] 4 ool v sfok Tk A= sl Hoky Hu g

#U. 2eew

7P HolHE 9 daa

Sl
N =hE] F et ol 1)

TAE YY Vs AR sl A=

F3E A e Ut gZ g2 ALE F A
+ t}-2- Vulnerabilities(3] 2F41) S A &l gk},

2 Vulnerabilities on the Network (1 E
3 vl shshel = 2 opg oe) ghelghs Mugh.
4 o] dte] Review(HE)S ¢

) %5 dle el o] 27} 315 of QLT o] Hle]euo] 2
7 AL 17 :

s

oY
=
o
=
(m

- (switch wor kflow) &

9 =19] Fopg)E FE I,

ﬂJ

£ A
shel W= 2e] E2E0] AAF PP L 4uE 9

% 91 714 2.7 E wrEo] Hlo

ZetoldE A ofol g & =

S EEERE

i)

£ 7} £k 2. management centerE A}-83} <

MESE FHopg o HolES & FUTh 28 v 2L 9l AR wet oW E B S 2%}

@ & g%k

o el 7% A A

= R = B

= a2

19] HolEl & ¥ & ULk O £ & 57 EE 57

Zrle] dolH = & o iy

A EshE] A gl A 23 1) EAIE ol AL g ek
AR A AZEA AU Y 879 A she Gt A AL A4 9213

48 = ey

L ZAA

92 E e wheh gebg vt F 744
LSRR

A1 =] F ob dlol B ol AT

AP A ofE AAEEE AN

Vulnerabilities(x] = 3}E] F kA1) = 4

| RS

91 7% Analysis(i4]) > Hosts(&. 2~
EHTS]-‘[/]];}_

E) > Third-Party


management-center-admin-73_chapter35.pdf#nameddest=unique_1084
management-center-admin-73_chapter35.pdf#nameddest=unique_1085

Aeste Aepy vele 2=

« A ESE] FH o o HolE By 7F 25hE A FS BEY A Z2E A= 4T, (switch
workflow)(¥ ZZ 2 g5 228 U3 Vulnerabilities by Source(A2~1 3 oFA) &
Vulnerabilitiesby IP Address(IP =41 # °oF4)E A& gk}

9A 2 U 22 A0 G

P AIAZZEHFEI UE YA ZEE A&t (switch workflow)(H A Z = A$hHE &

rr

FHAUTGEH A BLID A AEE AR, 7 F o)A Fx).
& AHAIS] Lot AN (M =ukE] oA HlolE F =, 45 o] #] 3F

+ SVID Al 4 View(:7]) (@)% 22 ake] A =she] Hopge] A epy A% A4F-S Huivh
AP IDE A @5t A FY AT Aol A 2 =drhegh o,

rr

AMEtE] FoFd HolE Z=
Th&-& A= ake] 2Ry Elo] Bol A B A e 4 gl Aol e Ay,
Vulnerability Source

A= 3hE] F kA 9] A~ 22(9dl: QualysGuard B+ NeXpose).

#°}4 ID

Port(:2LE)

Hokyo] 5 Y=ol As) o Aol A4 4G TE M3F.

Bugtraq ID
Bugtraq "l o]l o] 2~ 2] kA 3} - H ID W& Yt} (http://www.securityfocus.com/bid/)

CVEID
MITRE CVE(Common Vulnerabilities and Exposures) Hl| ©] ] ¥] ©] 2~ (https://cve.mitre.org/)2] F| Fd |
AZAE AE s,

SVID
Al2zglo] Fopyg Fo) AHghe BN Ak A8 s

SVIDell v &k F oFgd Al APl Al 28k View(H.7]) (@) S8 gyt

RN |


http://www.securityfocus.com/bid
https://cve.mitre.org/

oY
=
o
=
(m

W25 A9 084 2 487 25 dolg

SnortID

Snort ID(SID) | o] E o} A
st M EA A ERS S AT F oW @

o}
FHed S = ol SIDe A HE F AFUTKSIDS QA A &5 F5 5. Aol & o] d9]
SIDO A% 45, F A H o] Lol = 7z} SIDO T3k 3 o] gk},

23}

=
i

Yol TAH = Gush w5 ol ES] . F o] ge] FAR B QY e AF £ALS H G

Q-9 2k Count B =7} YEFEY T}

R )
ol o2

bet 2 ALg2 2% ol H]
ID 22t 24 A Blol B, ALEA) BlolB, AL A 85 Hlol B & £ FU T el E i A AL
R EETE AL IS

c GG A - o] AR UE A BE A ARSA AAS FATUT. o8 24 Ad e
Aol A sk Tl AFE A=) Hl ol & ]/\1 ol 2] Y& AAFUTE o] HAE R FAH =
ARG A Hl ol B fra ol theh AFAIRE 82 24 Al ol ¥, 54 o o] A & Fxst Al &

ARGA- o] JAZEEHE] M Hol= BE ARSEAES FAIFGU L & AR AR o] H o

2ol 4] ©el A2 A Gtk o] SIZEZo] EAHE ALGA HlolE FFol T AT o E
& AHgAh HloTEl, 55 0] 4 & A

AFEA BB - o] AR UE ToA Holt BE AFER BB EAGU AR BE
o) Q122227 of2] ) 915 e A A o] Blol oA ef 2] - AT e o) Aol
EASE A BE F0 D AT S AEA B ol e, 58 70 A F F A A
o

a-.

olggt YA ZEE A= AFEAID &0l tf gk ApA gk W82 Cisco Secure Firewall Management
Center T]H}o] 2~ -4 7ho] = o] W] 88 234 Al 2.



management-center-admin-73_chapter28.pdf#nameddest=unique_497
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

3

1: 27

d A, AH& AL A8 A &

oft
23
[n
x

e
i

S|

4

A}-gA} B o] 3

o,
X
a
&

e

AgAteh QAT B A 4

o

ro,
o|\
Jo
oft

Q1S 3:No Authentication (%

o] =
1O

Passive Authentication (A E
Active Authentication (HE]H. 21=) Guest
Authentication (A|2E ¢15), Failed
Authentication (233l Q=) E= VPN

Authentication (VPN %I%)

o o ¢

==

7} 1% 3o A DH = 1D Ao ek 24
& Cisco Secure Firewall Management Center T B}
o] 22 A TFol =B F AU A Q.

ol &

3ol AL 7}

-
o

Yes gk A8 A} A 7% 2x(4l: Active Directory)of] A
AHEALZE A H s o m U TR

No #k-2 management center 7} 3l & AF-8-2} 2] &= 191
TR YA T S G ARG A TF AR AL A G A
oul gy}, o] B o] Aol = Q= g 7HA
ALl 1550 AREARTF ARGAF A Aol
st AUtk dos 4 2Fol
EE= AL ARE  dFy T

AH8- 4= gl AF8- A} management center

155 A RE v U A = nlo] 2ol AEH A ¢

Hi
1
ks

ol &

o

ol &

Hlo] ol ket 57 2o
£ AH, AR EE B o

-1 = O

of

of

of

AP

AHEAF 2918 B AE

A-gA9) B4 A Gl
A o] BEE Hlof gy

S

of

of

ohvl e



http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

oY
=

=
[m

il
o

e et

A}-gA B o] 3

QAN 7hA 2 ARG AR AL A o] AL-G-AF e}
BA Ao AAE FAT7Fgle A9, FA = A
7 & dshes 7 aE o R dgy o &
Active Directory®l| 4] & Users (ad) YUt} D}g
I 2 g o] A== H|o] QlF YT
39S A

L‘:

L] oﬂ

* management center®l] 4] = management center T
ol v o] 2] AL-g-2HE LDAP gl Z =9} 45
AAT 4 ¢l Aol AIM, Oracle === SIP

T BAT
s ERELEEL RS REt
o] B

2

o

off

b S7F A B(A

¢

ol &

ol &

of

management

a A7FEAY FFH A VPNS T 7 -
2 VPN Al Aol o3 3 A] 5= on}
|22 o] F2 A& AL Al & A E 7]

B W vube] 29 5 gl o,

o

-
e

o] &=
2AHE

of

ol &

of

A4 o) Z2 A
o]/ﬂ

Quls

AHEAE BAEE U AL H o] B A o]
T2 EZF.
CEeE U g4 B E AL B

39t 5 shutoll a3 Idap, pop3, imap,
oracle, sip, ftp, http, mdns, aim.

Zha A}-8- 2= SMTP 2181 0of 7] wk3t
d o] Ho] 2of] 7} =] 5

.

« L= 7| e AREAF 25 9] 7 Idap

of

of

of




I =
L =

A7} H 0] &

Ll

A 1P = ol

I = = management center®l] " E] H U A & T4
Aol EAH

o

I =
= — 1

o] o)W i, TS} 2 A% o]

of

3 AF-E-2E7F Hl o] B ] o] 0]

« LDAP 21918 &38| A2x}7} tlo] ]l v o] A~
of F7}% 9l 0.1 LDAP A H ] A}&x}e} a4
HolH Y Fa7} e A4S

o

o

ol &

ofN
il
bl
(m

TS ol o] A E o A AL A2 W 318} a1 A A o] & A
Gt 4§ o] = ALEA oA P E X E
HRo T8 7S AEFYTE AFEAFS] TS ol o] A
E A4 o] Hj & 3tE] o] AU B2 ID Ao A
AFEAE Bk 7§ o] == Ho] QlFY T

o

ol &

o

=
Iy
5!
[-40
[m

1
)

ISEC| A A8 g AH8-24E /15:817] 18 ISE7F A
&5 UIES A tufo] 29 IP F 4 ISES 7435}
A &2 7% ol e o] gl

ol &

oh e

o

paees
o
(o]

(m

[kl

1o
r

s 0T
Cisco ISE®I| 4] 4] ¥ AF-g-A}e] I = Q1 E tuto]
2 9. ISES 1A A &2 49 o] == H|o]

AT

ol &

ol &

of

U

ALgA B OIE £,

ol &

ol &

of




oY
=

=
[m

e et

A}g} Hlo] &

4

AN 74A 2 ALg A O] o) . Th ) e

B o] Yok

[e]
735

* management center®l] 4] = management center T
o] H| o] 2~ 9] AFE-Z}E LDAP Hl =9 A5
AAE = gle 4 -5(ll: AIM, Oracle == SIP
20 Fal vlolE o] 2ol F7be ARE-A}
o] 9.

L AW 9] AL A A o Fol Gl A

£

o

User Login(AF-&-2F = 7181) AME-2F 59 49, =
903 FEA P T4 B HEIP T4

TS AT
* LDAP, POP3, IMAP, FTP, HTTP, MDNS, AIM
29 —ARgA EAES Fa

« SMTP ¥ Oracle 1% — A8 ] F4

* SIP 22191 — Al AJZF F=A o] 4

IP 227} A= o] glvkaL s AREAL7E s 1P
T A AR AR o= obd Yo A g gl
S AFEAE B 2915 Sl g 2191
A2 B B AE S V] SE YT 2B}
Ae A = AR 8l A5, AR jle A
A7F LB AA AREATEE g sy T 1
A3 = AR A S E] =Rl Foll =
T A% 9= AR ARe] 2kl st |

A AREA7F A H Ut

ChE ALg R} B ) 49 o] WEE )

2

%o,
)%

Y.

ol &

oh 8

o

d3

Aol 4 74A & AL gl 4. Thg 3 7

FE=Ho dFHT
.

3ele Tk e H L

o,

3ol

flo

[«

* management center®]] 4] = management center |
o|fH| o] 2~ 9] AFE-A}E LDAP Hl =9 A5
AA 4 gl 454l AIM, Oracle === SIP
2 %1& F3l dlo]Eul|o] 2o F=7}E A&}
o A-9).

« B o] AL AAE Aol gl A

o

o

ohv e

- BEEEEIS




S|

4

e et

AR&2L E o] &

ALgAbe] AL o] whA w0 Al bl (E = ALgA)
dlolE 7} g elo] EH) W 2 A7k

2

o

AFE o] Al 0) A2 W AR

of

ol &

ol &

030:1

%

ol A 7HA & ALg Aol B W5 b e
o] B o] Yt

= — 1
o} O A
=2

gy

T

* management center®l] 4] = management center |
o] B | o] 2= 9] AF-E-2}E LDAP H| =9 A5
AAG 4 ¢l 4ol AIM, Oracle ==+ SIP
2903 Tl tlo] e o] 2ol F7he ARgA}

o %9,

- A o) Abg e} A
2.,

rr

A3t ME7 e 4

of

o

ol &

=]

e

A2t A ¥ ID G,

of

of

of

HelaE €l

s 7l o] 418 3 4 1= TrustSec Y| E9] Lol Eo1 %k

< | Cisco TrustSec®ll A %] -&-gF SGT(Security Group
Tag) %73, ISES 77384 &2 74§ o] == 4|

B~ 0T
o ik

ohv) e

ol &

o

A 713E

Login Time(= 131 A1 Zh) 3} A A Al Zkel| A ALt
AFE-2F M 2] 717E

o

oh e

ol e

2
b
fm

TS o o] A =0 A AL AHE Baaka Al o] @A
G A5, o EE g Aol A B LE
W9l o AA ghe AE gtk A8 Rl TS of o] A
E Aol 12 5hE of A} THE ID Aol A

of

ol &

of

N

AHgAHE g A5 o WEE Ho] ggveh
=
[e)

= — -
A ZF

| SRS

A 2250 AFg

-

<

o

A

e

ol &

ol &

of




u

Er

A}-gA B o] 3

o] drof = HAg AFE-AF] o B AR} o] &
o] FAF UYL o & 59 Lobby\jsmithe 4%
Lobbyt % 9 0] I jsmithi= AF&A} o] &< L T},

% & o] LDAP AW o A AR-&-2} =7} H| o] B & T+
28l Al 2~Hlo] o] F AREALeL AAE AT, ©]
Aol = g AFEALY] o] &, A, ¥ o] TAIEY
t}. o & £9] John Smith (Lobby\jsmith,
LDAP) ¢] 7-%- John Smith= A& %} &) o] Eo] a1
LDAPE 8 Yyt

wL

Egfd 719k g = A9 AIM 2L
1S 715 & 4 92X 2 management
centerol] A = 255 AIM ARE- 2R : A}
SA} AL AL ol Fo] AR BT &

9% A3F 5 95k

al

o

Username

A8 A9 AAH A8 0] F

o

o

o

VPN H}o] E ¢

e

44 M2 VPN A Ha1E AFER} S50 79
threat defenseol| /] A Hjo] L= Fejo]dEZ R
E] 41E F vlol E U,

AFE-2L 9] VPN M A o] TR & W =41 H

FulolE 22 B s A
L

L

al

7 obd ey,

ol &

ol &

of

VPN H}o] o}
-

ThE AHE A BE ) A5 o] BE Hlo] Y
s}

A7 A2 VPN A Barg ARgA} g o]
threat defenseol| A ¥4 J|o] = SE}o|AdEZ Z
S % vpol = 4L
AF-8-A} ] VPN Al Ad o] E 5 ¥ A5
FopolE 52 2 A
<1 VPN Al A o] 74
7} obH Y T}

o

al

e g BEY A ol

e
r
rr
e
2

ohv) &

ol &

of

VPN Zg}o]el
E o 2] 7 o]
A

il

AA A A2 VPN A B a1 gk A}-8-2} &5 9
A AFE-#}9] Cisco Secure Client2] AnyConnect
VPN ol Z2] Al o] A Yt}

chE AH A 2] Z5 o) e vlo] Ayt

of

ol &

o

"




e
i

Er

A}-gA B o] 3

VPN o]l
E 57}

47 N A 22 VPN A B33k AL-8-2}
Secure Client VPNoI| 4] H.a15 =7} o]

che ALgA} 2

:lo

offl
T, Lo
Ruhyeh)

9 n1m s
hines

%2,
jul
i
)

il
1
‘

g
a
Ir

I

735 °l

ol &

VPN Zg}o]
E 0S

LA A A2 VPNl A K3 A
Secure Client VPNl A X 1%
FRE &9 AAJYT)

ChE ALg A 2

>~—|—'
ik
o
)

f
ofo
>
©

e, o
|m o

OT]E

of

ol &

of

VPN Z&}o] <l
EZNIP

U7 oA 22 VPN A B33 AL
FMA o2 98 7tE

o] 2~ 9] IP F4 Y Th
o2 A2} EE5 o] 4

PETEETY
3} Secure Client VPN T] B}

NE
Iy
i
=

%0,
)
i
)

of

ol &

of

AA HA| 2~ VPN A B LGk A8} 2
ﬂf@l%@ﬁﬁi%AHﬂHHMMS&

e AER BEY Ao

o
o

-

ofr
ol

U

m&

= =

%0,
bl
T
)

I
=

oh £

ol &

of

<
T
z
r2
it

a
(i
[l
feu

7 A2 VPN A HaLgh ARg-%
VPN Al ol A ARGl 172 Z = uk<d(
olFPYLh A1 TR o2 917 uAﬂ’“VPNX*
el iyt

e g BEY A5

_,d
off
32

_Vlmﬂ‘l o o | o

] T

of

ol &

of

VPN 2% % 2

47 AA 2 VPNOI A 1AL ARg-At ghg o] 7
VPN AR S A 9E o Seto|dE] &34
& 3] ol F Yt o] ¥ A A2 VPN A
Z2odHAdd A o7 dFE 1F A A o]
RMmBﬂﬂ%l@%%@%%@gi%%
# 83 4tk RADIUS A H ol A gk 7 §-
1—,2—— 7<4 zﬂ S VPN 12 Eijq.oloﬂ :[LA(S]% 17(3 7(3
A& Ao gt 1 A2 94 A4 VPN
A O AREAF ZLF ol i ARk S-S A e

.
CERR IR Sk

o:
_!

o W= w]o]

of

ohl e

of

e
:{o

VPN A

7 A2 VPN A HLSLEE AR AL 2
M2l 73 (LAN o] LAN =+ )

o2 A8} d5 o] A

of

ol &

of




B =080y

oY
=
o
=
(m

2 AlA el E

Analysis(it-2]) > User s(AH-&-Z}) > Active Sessions(273 Al A) S A Z 2= @A AR Al e g gt
Al AR 7 gAE UL U ESY 9] st A}Q—Z}ﬂ- o] A S Ao A3 52 A9, Firepower
System-> A A o] TR} 22 R 1A o -5 ALk A A E e 5 sy

« Aol aF-3H IP Address(IP 554) #ko] A 2E ).

« Al 9l Cisco TS(Terminal Services) ol ©] - Eol| 4] Al &3} a1-7-3F Start Port(*] 2t %) 5 End
Port(F 5 L E) gko] A=A A2yt

« A A 313 Current IP Domain(& A IP = <l) zko] 2=+ AHE gy

« 2 ID 220 A QIS E A=A 2 E g o)

« T2 ID G o3 AAH A=A AEgu .
Al 22wl ol 2 gl ARg A} B ARE-AL s Hlo] Bl of] gk ARA gk U] 8- AFE-2} o] E], 55 d| o] A &
AbE 2} B o] H, 58 H o] A 2 FEFHA A Q.

14 A gkl oIS 2 51 L 9 el

RN B

N A 2~ VP
b hERE B B4R W VPN SRR ARAA 0

SE 1o

24 Al dlelE B

24 A ol B B, 23 gl Ane] B ol iE wolE 248 4 At
O ol 5 A @A) mojel L 59l Srlele] HlolB g % AHUTh H ¥E 57 Ei 5]

wrjole] ol 2 4 glgueh
ARG AN A A 2T ) A E = A o 4= AFgEHE ) E 2ol nhe} by Utk B E BE AL
842 AsH= AL Ao Hlol 2 7] Eabah g AR AL S o Aol A FE = AL A
o YAERE AT 5 AFUTh AEA AR A Aol A& Ak 20 S FHFE BE AL§ Ao
ole AR Al F g,

EXRE

A1 AFE-R}F g o] B o] A AT T}

AR A O] 91 AE R S5 ALE 8 45 Analysis(E4]) > Users(A1-§-4}) > Active Sessions(2H5
AR E S8y

- B Ao Elo] B B R A @ BEH P 9 AR E AR 591 A5 (switchworkflow) (9]
AZE A2 293 1S, Active Sessions(ZH4 A ) S A gt

W2 et ge gale] gt

cREY AR VXT UE JAEEES A (switch workflow)(H 22 )& 2

H .
7B HAZE AYS FEIUGE A R ID A AEE AR, T F o)A Hx).




AL} Hlol

PERREEEN

« Ho] =29 Aol gk 83 AA 3] Lot A A (273 AlA Hlol ¥, 54 s o] #] R A2} ¥
e, 47 o] A Fx).
ID 22227} o}2] | o] B Hﬂ o] 2ol U= AFEALS] ARG 291S Hatstd, o] gk 29 FE S &
e Zﬂ gHobA] & 9 el A8 A vl o Bl W o] 2o F7bE YT
A28 v 5 g 7R o] A S A - ARE AL Hl ol Bl H o] 25 Ul o] EF Lt
management center] AF-8-AL7F ARG-A} H o] Boll A AR §li= AMEARE e S ® AR Al .
¢ ID A7t |G AFEAFe] =19 X5 W gt
« J 998 o 9] User Session Timeout: Authenticated Users(AF&-#F A4 A1 7F 23} 159 AL-&-
2}, User Session Timeout: Failed Authentication User s(AH-82F A1 A1 7F 23} A o) 3k @15 A}
g7 E

4

ARE HZ AR A S T8

a

g,

User Session T|meout Guest Users(AH&2F Al A A1 7F 23} Al A E AFE-}) A A o] A

#3L ISEASE-PICE 14 3t 49, AH8-4} Bl o] Holl S~ E o] ¥]7} A1 4= 951 v} ISE/ASE-PIC A
T3 2E HAE AR A Qe B R ISE A Halgk $ 4 E t| o] B & AF&-3to] AREA} Aol & 4
g+ AHFYTH

Al 2=l o A 2 g AL A} 271910 {2 A 2 ARG AL sl oW ARE A G AA 7Y
t}.
) 219 79 A== AREA Hl ol H
ISE/ISE-PIC Active Directory e A}& 2} o] B
LDAP < AP FA
RADIUS
SGT(Security Group Tag) — ISE-PICO| A] A 1 &) #] ok-L-
RSA
c A E=E¥RIE X2yt ko] 2§35 —ISE-PICO| A A= A] ek
« =X E 9)2/9X] IP — ISE-PICOI A A/ Y5 A &
« 43 (LDAP)




B s a0s

oY
=
o
=
(m

220 13

44 = AF8A d] o] E]

TS o o] 1 E

Active Directory

P A8 o B
cAA P F L
E

C Al E

N

<z

o

e

E

* -3 (LDAP)

Active Directory
LDAP

P A8 A o] B
cAA P F L

* -3 (LDAP)

[
)
5
N
=
s
By

LDAP
AIM
Oracle
SIP
HTTP
FTP
MDNS

R
A P T

* F%(AD)

POP3
IMAP

CALgA o) B

s @A P T4

M ‘ﬁ‘{%(pop3 T= imap)

CALEA o B

.o]

il
wd

\
1 /\c—)]

oMl Fa

* department

- BEEEEIS

T19]L El

QSRS

ALEAE A5 o2 2 st s J 9S8 74T 79, management centerdll A & A A H 7H4 S 7|
TOo 2 AWM E A FYTE Al =Flo| A A AREAF =
2o A AFE2} vl ELH| o] B & | o] EFF= U] 5~10+% F %= 23 4 951 th. management center©l] A]
= ZF ARE AL H ek U 2 AR g vEldo]H & A5 U th

A g+ ¥ management center | ©] EJ ¥ o]




REEEBEEEN |

management center®l| A B o] E] W] o] 2ol A A5t 4= 9l = AL8-AF = management center &2 of u}z}
Ut A = AR AP S 2B 2%1% Blo] @A W s =102 AR AL B S A E U
Aol 7| EH Utk S 2ES AZE A A= AR = A F, dd oi“ AHEAPF S 2B |

A AR E 5 s U 2y al S AE A AE E/\}QX} 2Iglo] BHAH ™, T
Ak A= AREAF 2 aglwko] A ARRAE WA Y T

AIM, Oracle, SIP & 121 9] E ¥ 7|9k &2 &= A| 2§l o] LDAP AW el A] 7}4 & &= AF&-2 W e}t o]

Helddu A gone FHAEA HI=s A AU o] 23 TR EFO F5 AL A=

B2 QG AR HES WA st W, |G TEEFES FAISHE S EYY 7|v SR & AP o
o] o] B W o] ol A AE-ALE A shal Bl A e = lF U T B vl o] o] e A BLE AR

A2 A e 2 9]z}

A2 Q1 ALE- 2} & o] Hl E A 3l A of] off gk &} Al gk U] -8--2 Cisco Secure Firewall Management Center

Hutol 2 4 ol =8 AAFAIA

.

A

ARE-A}F H o] B 1.7

ZF

; = A Eof whel oM E 17

A DEE PR R DR DE R R EEE
wole] HlolE 2 4 glgth

ALg AR A A 2T 1) T4 o)A A ek ) A B 2ol whet BebAu Tk B BE A
448 HASHE AL A Hlo] B 11§ EHS AL A ARALG Aol Ao A FEHE A 4
o AAEZE AT 5 AGUTE AR ARALG o A A 21 S FH e RE A A
e A s AT

AgA ) Blo] g

o
=

=

W

ZEZAA

A 1 AL A} o] Elof] 9B A ~3 T},
AP AdoHl A Z2E A T2 A9 Analysis(itA]) > User (A A > User (A8 2 & A

et
Al el ol 21717 SR B 0 ) ST A G914 (switch workflow) (4
aZ2 AshE 2

SA 2 T e Aol sy



http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

oY
=
o
=
(m

B is1 2500

cUEE YO Z R E N2 OE YIS 2 E AFRE W (switch workflow)(F I Z & H3HE F
5

HUTHE A 2 1D ALEE AHS, 7 0l F2).
2 ApAE] GobB AN QA B BE, 47 o] B,

A&7} 25 d]o] g

ARl e W ES 26l A ALgA D5 o) ARALES kel oM EE A4 T Al vl L84
FES GAA LG BE HlolEl 7 dlolelulo) 2o 24Ptk SR BES W 45T
AR 5 QU th R ol o] 2o A WE AHE A BES AR T 5 AH U

AL AT AESN Z) H 22 R A 28 g4 B o ES 2 S ALg A

e UElG A Qo= A28 A8 A 5 o|HEE 2784 &S5 Uth 28U A8 1P F
A7 A EA A 2FE A 2 AREAL Es o|WIEE 22 Th

AN

R A 2R AR S THE ol E £33 A2 AU a8 Sof, IS ol i EL: o]
HE S A Ho A D A S AEo 21213 AFEAE A4 = 5 A5 o] Y AR AAE
Bl A Q) BB R ALGA, B R FA EESNS AR ALEAE &5
sy
FRBA AN A AEA BE L AL T FE JAHFUTAEA BF D ARG TE I EL S
24T A S AT S YHUTh AT G AL A5 ol FH e Y EYIE
Aol 27 ¢ E5aA wyT 49 SHe AP

A\

il ISE/SE-PICE /33 749, AHg-AL H o] Boll S 2~E d|o] ¥ 7} A€ 5= 2 F Ut ISE/SE-PIC] A
TS 2E HAE AR A YE B R ISE A Halgk 34 E o & AF&-sfo] AREA} Aol & S

A% 7 g,

g v 74K ol AL A 25 vlolElel o g A e,

A =5 AH-E-AHID

Al g o] HlolEj o] 2ol gli= & = A= AFEARS] 2dls BAE A o] 799 o HETF YA

.

AT o AFEAT)
o}, el Aol 1P F

5o
oy il
L ju

AgA 219
ohe 3 S AR A5 ol 539 o= A E T,

« 7HE] B 32 " (captive portal) A3 Hi= A9 g AFEA} 1SS T T




AR S |

Fa =g 7k g o A SR € SMTP 221912 dl o] B s o] o] o] 1] A x| 5= o] w] Y =4 o] AF-g-A}
o

AT BB 2aleld A% AL AR D B Ujojd] SR
B A3 3l AT 9 A9 A Qe AL AT BB A4 AR E 5 A%
U}, el A8 A A8 A7} BB 2193 Fol = i ohE A% A Al Abe] =gl

e o
)
(o

ZHE] B 32 € (captive portal) == E TS 7|9k &FX & AFE-E 79, Aol gk AFE- A} =1l 9l A of gk AL
7} €1 Bo] B0l Tk hE AVl Sl SN 2.

« E2)3 7]uk &2 (LDAP, IMAP, FTP & POP3 E &l 3)ol| A B 113k 2 o 3l 2 71918 A-8-2}9] |

ol& B 7|7} opd AREAF & o] Hlo] & Bl AU e X AFEA7F =Ijlol] A7t
G, A 2B 2 ARG A} o] F o7 | AREAE AT U & gle AR AZE 21l A o)
745, Al =Bl Failed Authentication( 7 & Q1) S AF-8-A} o] 5 2.2 AFE-3H T}

o o

« 7 E] B. Z Y (captive portal)l| A B.aL gk A3 gl 15 AL-gAF D5 2] Hol & H7] 2 ARG}
= B0 B ZAE YT S AR A )ISoll Ak A5, Al ELS ARE AL o] B O
Hd AFEAHE AP E YT & Sl AFERPE Sl A g B9, Al =¥ AREAE §)
g ARAL o] 5 o= G AREALE A P T

i)

[e}

i)
=
=

|

[e

=
2

AREAFID AHA

o] el o] 2ol M AL AL GE o= AbA|

ofr

735l £

Lo

o[ ET} A

o
it

U},

it

User Identity Dropped: User Limit Reached(A} -8 <} ID =} th: AF-8-2] A =&

Al 2=Elo] tlo] g o] 2] gl AM&-2HE §A] A ¥h, management center X2 ol A £F1% H] o] E] v
o) 2=8] A}E} Ao ol =] ol S AFEAE FA1E 5 i A5 o f B ol MET}

PRI

AH&AL Al ghol] Tmekeb th F-iE o] 75 Al 2~ Hll ol A = H] o] B W o] 20
U A A Fbskel vl dlo] el u o] ol 4] © ol AL} B
S BE AL AT ALA ok T,

2 Al 2] AR Yl AR ALE A S F U TR Al ghel] =g
Fe A3 = AR AR ZaRlS T sk, @ et vl A

= Hu - A 0 v

At A2 AF Y ASAE DA Fog

A AL AE F7HHA
B AR S FE O A

3 Aefoll A A| 2Bl o] ol Bhx] 8}
A

JeNS fA % 0T g AL AE 2]

i

Ag A B0k 8 A ol W E
e} 2E AHEAHI0C M AR A B djolEuo] 2o 2T
EREEREE EREE

« ALg Aol v 8l 1ok

f
e
_—?&
>
=]
=
N
o,
iie]
ox
e
ko
rlr
)
e
ox
Koy
)
o,
o




oY
=
o
=
(m

B a0 25 008w

AWk 9] AL-8-x} #H o W E A 3 A ol o) 3+ &} A 81 U] &2 Cisco Secure Firewall Management Center
tupo] 2~ G4 Tho| = o] Y &5 FEEA A2

A&} Z-5 H o] Bl K]
b Er ] 75 Al @A =9l 2 stk Erle] HolHE B dFUTE H 8 T B

E=Hdle] oy = B 4 syt

AEAF D] HolES 7, Fhal ol Aol wel oWl E B S 223 < syt AHEA 2
ol A 2T w) FAIH = FH o)A = AbE Sk A S 2l whet @eb g Ut AFE A 25 9] Hl ol =
R715 E3etm ARGAL Al AL H| o] X (A oF 2231 & F58hE B ARE ALl o g AR8-} Al AL
F 23l FERA= AN A AAEZE AT F UAFUH 54 79 A A= ARRt
A= AR A YAZRE YD T dHF YL

ZE2AA

A AFEAF g o] Bl ol Al =gt

1A 4ol AT E AR F9 79 Analysis(R4]) > Users(AH&-2)) > User Activity(AH&-7}
o] F5)2 Aelgh]r)

CAFgA FES] Hlol Wt A e MG A AAERE AL T 75 (switeh
a2

workflow)(H =2 A3 E 83 v User Activity(AH-&4F E5)E A8 gy,
B OJHETZE EAIEA] S A A HEYE 2 8o F AFUT EY A= HAE S
FEIA A 2
92 g3 22 A0 lHEUY

cUrEY YAZEE N R OE A EEE AFESE W (switch workflow)(H &2 H3HE =
En=

T EHAERE AYE FAFUHEH A D ID 9 AEE AR, 7 H o)A Fx).

c Hlo] 590 Gof i st U] 8-S A 3] GotHAA (AR HEl L= 47 Ho]A] Fx),

NEA T2 Y B A SR
User(AH8-2h) & -8 &3 54 AF&Afell disf 2HAI 8] Lol 5= A5 T ©] &XJell A "User
Profile"©| 2}a1 3}= A = = o] A 9] 9 A E | o] 220 A 9] A &2 "User Identity" ] U T}
thgol A s ZAE 5 S
< AR HOlH & e T 0] o ES A 6= oWl E 17
< A A HolE 1Y)
 AHgA}e] Ho] w7

OHH

o~

AR AR E AR A E R T8 H o)A o = YERG Y T

- BEEEEIS


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
management-center-admin-73_chapter27.pdf#nameddest=unique_861

R R REEE ST |

=]

A ¥ = AR AL H o Bl = A& AFE] Hl o] & B A H = A FL I

L o R s B

of Aol ek FH = thas FEsH A L.

* Cisco Secure Firewall Management Center U] H} o] 2~ 4] 7}o] = 9] H oF X&) X %
« HoF A el A3 oy =, 28 #H| o] A

e el

foi
P>

E i AL g Aol vh@ wok Wal A E 32 e 54,29 5 o)X
« 5k 8] A% ¥l a7, 30 H o] A
+ gk 8] A E Bl 1) A2 o[WIE 1], 30 0] A

Al
S AHEAL S50 w7 248 7HE TP Z R B FUth AR A 2915k 219

ZIFZAEN P Fa 55 ] R 2090 A7} 20k AJRke] AR S AR .
AWE ARG A= Bp ol akd T B i:m H2aexd 5 5yt A =, vld Al

3 G714 R As =kl of 2] e g Ao s FAH L, 5 Tl 31 =aRl(e]: 5 AR F)
o AReR EAE 5 dFyh

o120 /0 € s 0E 2 0 Aol A el A A, B 5ol 4

S2EV5ES At o AFEE Hlo] Bl = AREAL 7] 5 o] B ul| o] 2ol A A Lt} o]
o] 2o &= 7] A 0 2 1,000%F 7] o] A&} 218l o] Ml E T} At B4 AFE-7}e
715 ol §7F gl A9, AR A7 1| A A Ej o] ALt vlol Bl H o] A~ SHEE Sl ok

O 27k S AL S gl g,
+AH8ALE LB ol 871014 AHEAID Rl A5 AHg A ool i ) 434
ol AR MG B9, WIHA AL§ A ofe] 2 Y FY)

« AL A} Y A Z R oA Users T & Hlo] A& Pk



http://www.cisco.com/go/firepower-config

oY
=
o
=
(m

| IEEREEEE PN

%2
7% w2 A AL
F ok Hol A WA 6.7 Bugtraq %! F F4] tlo] B = T o] % AHE- 3 5 §)

SUTh the) 2ol WA H Az,

A O F-22] F 2 o] o] Bl = NVD(National
Vulnerability Database)©ll 4] #l|-&-5 Y t}.

AP E A e HE9t TR DT A A Y
A5

A CVEID € o] o] & 17| 1T7}F»191 &
A A= DTt ol & 9 A5 AL 7 o]
Aol 7+ AF Y T

o] A glo] Lo A CVEIDZ u}-$-2 Q.
Eo 7 Z8 3o NVDe| F eFd o o
ARE B FdHsUr

Z=
=

Al

o Z

o

o] F ok 4% A o5 o] ImpactZ
H&%Q%%HE} (A%lf‘%*¥%L n7)el el
290

Analysis(:&4) > Hosts(& 2= E) > Network
Map(U]E - = 9) > Hosts(E~E)ol| A &2
E z 2] FHopd S B uf ] oFdol gk
Al AEEFFH SRR Alohe AR 2=
S AHEF U

Bugtraq 541 ©] Analysis(i-2]) > Hosts(Z. 2=

E) > Network Map(U[ E ¥ = W) >

Vulnerabilities(F] ¢F ) #l o] 2] 9] FH <FHd &4
AN AAH AT

79 s

* Analysis(:-4])> Hosts(Z. = E)>
Vulnerabilities(3] 2F %) of 2l 2] BE #| ]|

* Hosts and Vulnerabilities(2. 2~ E 2 3 oF7) €}
9] Analysis(3-2])> Hosts(% 2= E )> Network
Map(U|E ¢ 2 %) H o] #]

A A E = ZIE: FMC




|W__

3
El

ar
Tl

— =
E
=

Mo



