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Rule Information Add Usel

Rule Name | Archive Connections - Outside ‘

Rule Description | Trigger on 4 ouside connections tc ‘

Rule Group | Ungrouped v‘

Select the type of event for this rule

If ‘ a connection event occurs v H at either the beginning or the en + | and it meets the following conditions:
l Add condition I l Add complex condition l

_ W | Initiator IP v| | isnotin v | | 10.1.00/16 \

\ OR v| : '

k| \ Responder IP v| | is in v| \ 10.1.0.0/16

Connection Tracker

... start tracking connections that meet the following conditions:

l Add condition I l Add complex condition l
_ . \ Initiator IP v| | is not in v| \ 10.1.0.0/16 ‘
\ AND v| : ' :
I \ Responder IP v| | is in v| \ 10.1.0.0/16 ‘

... and generate an event if:

| Add condition ] | Add complex condition |

‘i tota|| Number of Connections v ‘ ‘ are greater than or equal to v| 4

the tholol gl e W9 3 EdTo] glo] uaA 712 EelAsks S pel U

Time Metwork
10.1.0.0/16

0 sec Conn. 1 | Host A I—upl Host 1 J initiating connection

Conn. 2 |Hc|stB |—->-| Host 2 ]
Conn. 3 | Host C |—->| Host 1 ]

90 sec W Conn. 4 | Host A |—'>| Host 3 ] conditions met,

event generated, 0
conn. tracker terminated E
o] of o] A Al 2~ BHA FH O 7B 21E 553 A4, F10.1.0.0/16 EY A 9] T 1E
2E29 A2 GABFU 7)ol A2 F47)7F gk
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Select the type of event for this rule

If | adiscovery event occurs

IP Address isin

AND

L1}

Application Protocol v is

Connection Tracker

.. start tracking connections that meet the following conditions:

»ndition

i Responder IP " is
AND « ; Application Protocol v is
W | Transport Protocol is

... and generate an event if:
Add condition Add complex conditio
W total Responder Bytes

inthe next| 5 minutes

e tholol e vES

there Is new information about & »

are greater than

ERELEREE

and it meets the following conditions:

10.4.0.0/16

BitTorrent

Event IP Address

BitTorrent

TCcP

7340032
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Metwork
10.1.0.0M6
Osec [Triggering event: BT oment Host 1 Cornection Tracker created
application protoca deteded Application Signature: Host 1 IR, BitTorrent, TCR
Protocal: BitTorrent
1s=c  Connedion 110 Heost 1 Connedion Tracker total: 108
Host 1 Host A Heel  Zpplication
1B Protocol: BitTorrent
S=ec Connedion 2 to Heost 1 Connection Tracker tatal: kB
Host 1 HostB e  Application
2MB Praotacal: BitTorrent
7ec  |Triggering event: BitT oment Hast 2 Host 2 addedto Connedion Tracker
application protocol detected Application Signature: Host 2 1P, BitTorrent, TCP

Protocal: BitTorrent

10 z==c  Connedtion 1 to Huost 2 Connection Tracker total: 4MB
Hos 2 Host 2 e Application
TME Praotocol: BitTorrent
15 ==c  Connedion 3to Hicet 1 Connection Tracker total GMB
Host 1 Host © H-ae  2pplication
MB Protocol: BitTorrent
20 ==c Connedion 2 to Host 2 Connedtion Tracker tatal: 7B
Host 2 Host B H—e Application
1B Protocol: BitTorrent
J0s=c  Connedion 4 to Hizest 4 Connection Tracker total: 9B
Host 1 Host O H—e Application Conneciion Tracker fires, tenmindes
2B Praotocal: BitTorrent
300 ==c dimeout) Connedion Tracker would hawve
pinirf i dase J R T ———— exired andterminated without firing
ifit had not already fired st 30 s=c.

371874

o] oo A A| ~Bl L = & ~E = Host 1 ¥} Host 201 A BitTorrent TCP o =] 70| A T2 E & X
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o A7 F47] % g} ol AT,
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Z12 1MB)

« 5% WA ol Host 19| 4] Host B 2MB(% 3MB)

= BitTorrent 124 372 & A 24t}

2050l A=) 2 A3t A8z 5271 El ©] B 7} Host 13 Host2 B0l 4 A F5] = A& B4
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* 103 v}# ol Host 291 4] Host A= IMB(Z 4MB)
« 15 v}7 o] Host 161 4] Host CE 2MB(% 6MB)
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Select the type of event for this rule

If a discovery event occurs v a new |IP host is detected

and it meets the following conditions:

Add condition ] { Add complex condition

w .
THE o Ao 104xx NEATANA A E2EA BAHE Aolw o =S A4 a}e e
S 208 F718 5 AHUTh
Select the type of event for this rule
If a discovery event occurs v a new IP host is detected v | and it meets the following conditions:
Add condition l [ Add complex condition
¥ | IP Address «| | isin || 104.00/16
of 8] 7§e] 2& X3S A9 AND B OR AAbA = AZ s of v 5L 3 2 o] 2312 37
B7HR o

A8 FEs0k gt
24 % sht ol 4 g FFs0k Gtk

104xx MEY AT 2 192,168 xx UEY 2] H| .+ EEO| A SSH &5 & B4 3= v - F o =4
M) 2ol 9o, 1 vpA 27l = 3 2 U Yy

Select the type of event for this rule

If a discovery event occurs v

there is new information about 2 v | and it meets the following conditions:

Add condition \ Add complex condition \

W | Application Protocol

v is - SSH v
v Application Port v is not v 22
Add condition I I Add complex condition |
AND ~
W | IP Address is v| | 10.4.00016
OR

W | IP Address 192.168.0.0/16

20w, o] #4e the} ol Frhgyrh,

oM.
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Select the type of event for this rule

If a discovery event occurs a new [P host is detected and it meets the following conditions:
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