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Error: [Ermo -2] Name or service not known

Error @y
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(dl: nttps://)

HU W S 7F Snpe ] 2kl

9 7] 22 Firewall Management Center ¢ $1 E1 2] FMC Server Certificate(FMC A1 <1 5-A]) 2
o] &5 It

LA 8 -8 CA(Certificate Authority) A1 5 22 714 7] & s Al Q.

lLl

N
=

- Al: [X509 PEM lib]
o) QFE AUH S 0 F 2 9o Pk 28 FoW BRoR

ke
>
o
°
o

offt
2
dp
ox
Al
i
o
S
)
%
i



cisco-secure-dynamic-attributes-connector-v200_chapter3.pdf#nameddest=unique_29

B craanzaaz

Status
Error: [X509] PEM lib (_ssl.c:3732)

Error@
L3

a2 A S HYstkal CA AJ=
TOoR T 7E Fas AL

Error: (vim.fault.InvalidLogin) { dynamicType = <unset>,
dynamicProperty = (vmodI|.DynamicProperty) [], msg =
'‘Cannot complete login due to an incorrect user name or

password.', faultCause = <unset>, faultMessage =
(vmodl.LocalizableMessage) [] }

A EE A S ESS 23S )0
=

management center®]] T} gk Z &k A gho] gl of HE ARE-A}ebe] A4
F7F EAE Y

(=) Authentication token not found
in header: X-auth-access-
token

Cannot connect to FMC:
HTTPSConnectionPool(host="Tirepowerasdf', port=443):
Max retries exceeded with url: fapiffmc_platformiv1 fawth
Igeneratetoken (Caused by
MewConnectionErron'<urlib3.connection. VerfiedHT TP
SConnection object at Ox/T7eB6d60ciB>: Failled to
aestablish a new connection: [Ermo -2] Name or service
not known',))
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Adapter is not configured:
HTTPSConnectionPool{host="steve’, port=443): Max
refries exceeded with url: fapiffmec_platformivfauth
fgeneratetoken (Caused by

ConnectTimeoutErmon<urlib3.connection. H-TTPSConne
ction object at 0x7f440cd1c828>, 'Connection to steve
timed out. (connect timeout=30)")

C
< IP o] AHE gho] AT o] ARt o] 53 A gs] dAeh=A] At

El E

0 =
Ciscooll A= 3153 A4 3| A& A Y3}l Cisco TACE AF§-3to] T A4 sl 4 B8 ATt} o
23 58 Algsteld 52 4 AYE7F 23 52 Ubuntu S 2E0] o] Agxt2 2 1elghy
t}.
Aoy e gl

54 %4 7 9E] Docker A E| o] FEIE 3l sheld 08 e

cd ~/csdac/app
sudo ./muster-cli status

e Y e 2aunh

4

tlo
jine
)
d
i
ul

CORE SERVICES

Name Command State Ports
muster-bee ./docker-entrypoint.sh run ... Up 50049/tcp, 50050/tcp
muster-etcd etcd Up 2379/tcp, 2380/tcp
muster-ui /docker-entrypoint.sh runs ... Up (healthy)
0.0.0.0:443->8443/tcp, :::443->8443/tcp
muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp

CONNECTORS AND ADAPTERS

Name Command State Ports
muster-adapter-fmc.1 ./docker-entrypoint.sh run ... Up 50070/tcp
muster-connector-vcenter.1l ./docker-entrypoint.sh run ... Up 50070/tcp
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cd ~/csdac/app
sudo ./muster-cli stop
sudo ./muster-cli start

]xLu

cd ~/csdac/app
sudo ./muster-cli start

%

ge2 27 243t 3 A e A ol A
Cisco TACSI A A 48H= 35 thgst o] Uwl 1 270% F45ekan
cd ~/csdac/app

sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

A &l 4 31 o] 5-& tsbundle-timestamp.tar o] ¥ 52 3 Tl #E 2] o] AAH YT}
0o Wl A ald 5 9 21 el o] 91X 7} ek gy,
7 238

/csdac/app/ts-bundle-timestamp/info etcd U)o E H] o] 2 &
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/csdac/app/ts-bundle-timestamp/logs Ag oy 21 3Y

/csdac/app/ts-bundle-timestamp/statusllog | A g o] A E), 8] 4 2 o] %] A
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=4 7hA &<
719 ¥ 2} management centerol| A 7} 2| S A /d &F=#] <1} 2] management centerol A ¥ 2} = v}
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sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

of: A& A< 7H A B

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServicelImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]

** ID : 18b25356-fd6b-4cc4-8d27-bbccb52a6275

** URL: POST /audit

{

"version": "7.1.0",
"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",
"data": {
"userName": "csdac-centos7",
"subsystem": "API",
"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d%ed49b625f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a new

4 &4 A 24 8
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CA(Certificate Authority) | ¢] =5 © 2 7}4 9 7] .

resource being created",
"sourceIP": "192.0.2.103",
"domainUuid": "e276abec-e0f2-11e3-8169-6d9%9ed49b625f",
"time": "1629981695431"

}I
"deleteList": []

CA(Certificate Authority) A 3] +5 0.2 714 2 7]
NS 71 H ANE Aoz 7S 5 jle A e BebeAE dA & O}L]r AH-8-3Fod vCenter,
NSX 5+= Management Center®ll $F3HA] A A k= d AFE-H &= Q1541 A Q1S 74 S U T
ASA AL FEQJISA B BE 89 A9 Y T
U5 AAb T stuE ARR o] thgell AA s oF
* vCenter I=+& NSX
Azure = AWSOl A4 38H7] f18f J1SA ANS 7HAE B a = flssuh

[¢]

* Management Center
o] A& AHE-8H7] Aol thaoll A /15 718 AR Ag 744 Q71 thgh A& s Al L.
* vCenter 7] Y] A3

EEERE

1= A 21 7}4 2 7] - Mac(Chrome 2! Firefox)

Mac OS°l| 4] Chrome 3 Firefox B.2}-¢-# 5 AF&-ato] Q154 A9 744 Qe o] AAkE gy

security verify-cert -P url[:port]

o] 7] 4] URL- vCenter 5=+ Management Center®] o] ¢t URL(7- 3% X3hYd Ut} ol & 59 &
3 25U,

security verify-cert -P https://myvcenter.example.com

NAT XE+= PATE A8-3}9] vCenter == FMCOll YA 2~3}= 4 - th2 7} o) X EE F71e
01£>L]E+

=] .

security verify-cert -P https://myvcenter.example.com:12345

3. AA JASA A AN G AE g 2 Ao

cHE - BEGIN CERTIFICATE---—— 2o END CERTIFICATE----- TE 755 ¥y}
R R S 12 ol R AHBE( Do)l THE UAE D AN BT AA)
= el g,

offt
2
by
oX,
A
i
i)
S
)
:<I)L_r{
il



cisco-secure-dynamic-attributes-connector-v200_chapter3.pdf#nameddest=unique_30
cisco-secure-dynamic-attributes-connector-v200_chapter3.pdf#nameddest=unique_17

T4 54 A9H #4842 |
. CA(Certificate Authority) 491 =5 0 & 7}2] Q7]
4. vCenter ¥ Management Center = TFoll t)3l] o] 21¢]-& Hb&-3h o},

o1ZA] A ¢l 714 2.7] - Windows Chrome

Windows®l| 4] Chrome B.2F-+-4 & AF-&31o] Q154 AL 714 8 o] A& A&t

1.  ChromeS AF83}9] vCenter 5=+ Management Center®l] = 19131 T},
2. BESA FA FZASAAN TAE o]F A& 7S S8 FYLH

3. Certificate(Q1 SA)E S 3d)
4. Certificate Path(1 541 4 2) s1& S 3ych
5  AdeA FHE, A WA JASAE S FY

6.  View Certificate( 54 ©7))E 23t}

8. CopytoFile(zelol %Ah& 22,

9. ZFZE met AA AFA ARlS 23l CER F 29 Q54 7hd & A

2
WHW 7] 3 P28 destets WA A 7F FA WA o 1ol Yo} 9l A | Base
64-Encoded X.509 ((CER)Z &8l gt}

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel
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10.
11.

12.

13.

CA(Certificate Authority) 4] Q1 =5 0 2 712 Q7] .

o1z A ¢l 7} 4 ©.7] - Windows Firefox

Windows %= Mac OS©l| 4] Firefox H.2F-$-# o] thdl Q5 Al S 7FA- e v A5 A8

Y.

1

2.

Firefox & A}-8& 3} 9] vCenter B Management Center®l] =113t}
SREo]F A% Hus FHAYTH

2 2% 314k (Show connection details(A 4 Al 7 A H EA)E S U ths 192 d &

HolFuyrh

& =0 https:/

Site Information for

Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details

Clear Cookies and Site Data...

More Information(5=7F 4 2.)< S o).
View Certificate(1 54 27))E S8 FY ]
A} o 3} AApel] J Ho] A 7} 9l o H 9] CACll sl et | Hol A& FH U
Miscellaneous(7] E}) A4 0. 2 3 Z3h T},

Download(tF-& 2 =) 8o 4] PEM (chain)(PEM(A121))S S8t v 19 & o & Boj#
[=h=

Miscellaneous

Serial Number 50:E0:3D:46:00:C9O:AG:AB:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2
Signature Algorithm SHA-256 with RSA Encryption
Version 3
Download
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